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Revision History

ZYXEL

Date Release Author Description
2020/02/10 1.0 Marcus Tsai | V1.00(ABQY.0)CO FW release
2020/08/22 2.0 YuChih Hu | V1.00(ABQY.1)CO FW release
2020/09/07 3.0 YuChih Hu | V1.00(ABQY.2)CO FW release
2022/03/14 4.0 Aaron Kuo | VI1.00(ABQY.3)CO FW release
2022/08/04 5.0 Aaron Kuo | VI.00(ABQY.4)CO FW release
2022/11/30 6.0 Aaron Kuo | VI.00(ABQY.5)CO FW release
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ZYXEL

ZyXEL LTE7490-M904 Generic
1.00(ABQY.5)CO0

Release Note

Date: Nov. 30, 2022

Supported Platforms:
LyXEL LTE7490_M904 Generic (EU)

Versions:

Firmware version : V1.00(ABQY.5)CO

Firmware image information:

Image Version File name MDS5 sum

FW Image 1.00 (ABQY.5)CO 100ABQYS5CO0.bin laac4l1f4aeafe8667acaldebe5d27680
Notes:
N/A

Modifications in 1.00(ABQY.5)CO0

[Know defects]
N/A
[Feature Enhancement/Configuration Changing]

1. ntpclient parameters optimized

[Fixed Defects]

1. Fixed specific unauthenticated buffer overflow, post authentication buffer overflow and

command injection.
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Modifications in 1.00(ABQY.4)CO

[Know defects]

N/A

[Feature Enhancement/Configuration Changing]

1. Update openssl version to 1.1.1n

[Fixed Defects]

1. Fix specific URL get cleartext storage of sensitive information

Modifications in 1.00(ABQY.3)CO0

[Know defects]
N/A

[Feature Enhancement/Configuration Changing]

1. Add the solution of slow webpage loading

Upgrade Dnsmasq Version to 2.78 with patched version.
Upgrade OpenSSL Versionto 1.1.1b

Add DHCEP relay feature

TR-069 is disabled by default

S S

[Fixed Defects]
Patch WiFi Frag Defrag attack

Modifications in 1.00(ABQY.2)CO0

[Know defects]

N/A

[Feature Enhancement/Configuration Changing]
N/A

[Fixed Defects]

Improve auto APN mechanism.
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Modifications in 1.00(ABQY.1)CO

[Know defects]

N/A

[Feature Enhancement/Configuration Changing]
N/A

[Fixed Defects]

1. Improve the connection mechanism when signal strength adjustment.

Modifications in 1.00(ABQY.0)CO

First release.
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