
 

1/6 
 

www.Zyxel.com 

Zyxel Confidential 
 

 

 

 

 

LTE7490-M904 

Generic Version 
 

Firmware Release Note 

1.00(ABQY.5)C0 

 

  

 

 

 

 

 

Date:    Nov, 30, 2022 

Author:   Aaron Kuo 

Reviewer: Perry Lin 

 

 

 

THIS DOCUMENT CONTAINS PROPRIETARY TECHNICAL INFORMATION THAT IS THE PROPERTY OF THE ZyXEL AND 

SHOULD NOT BE DISCLOSED TO OTHERS IN WHOLE OR IN PART, REPRODUCED, COPIED, OR USED AS BASIS FOR 

DESIGN, MANUFACTURING OR SALE OF APPARATUS WITHOUT WRITTEN PERMISSION OF ZyXEL. 



 

2/6 
 

www.Zyxel.com 

Zyxel Confidential 
 

TABLE OF CONTENTS 

REVISION HISTORY .................................................................................................................................................................. 3 

SUPPORTED PLATFORMS: ........................................................................................................................................................ 4 

VERSIONS: ................................................................................................................................................................................ 4 

FIRMWARE IMAGE INFORMATION:....................................................................................................................................... 4 

NOTES: ...................................................................................................................................................................................... 4 

MODIFICATIONS IN 1.00(ABQY.5)C0 .................................................................................................................................. 4 

MODIFICATIONS IN 1.00(ABQY.4)C0 .................................................................................................................................. 5 

MODIFICATIONS IN 1.00(ABQY.3)C0 .................................................................................................................................. 5 

MODIFICATIONS IN 1.00(ABQY.2)C0 .................................................................................................................................. 5 

MODIFICATIONS IN 1.00(ABQY.1)C0 .................................................................................................................................. 6 

MODIFICATIONS IN 1.00(ABQY.0)C0 .................................................................................................................................. 6 

 

 



 

3/6 
 

www.Zyxel.com 

Zyxel Confidential 
 

Revision History 

Date Release Author Description 
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ZyXEL LTE7490-M904 Generic 

1.00(ABQY.5)C0 

 

Release Note 
 

Date: Nov. 30, 2022 

 

Supported Platforms: 

ZyXEL LTE7490_M904 Generic (EU) 

 

Versions: 

Firmware version : V1.00(ABQY.5)C0 

 

Firmware image information: 

Image Version File name MD5 sum 

FW Image 1.00 (ABQY.5)C0 100ABQY5C0.bin 1aac41f4aeafe8667aca1debe5d27680 

 

Notes: 

N/A 

 

Modifications in 1.00(ABQY.5)C0 

[Know defects] 

N/A 

[Feature Enhancement/Configuration Changing] 

1. ntpclient parameters optimized 

 [Fixed Defects] 

1. Fixed specific unauthenticated buffer overflow, post authentication buffer overflow and 

command injection.  
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Modifications in 1.00(ABQY.4)C0 

[Know defects] 

N/A 

[Feature Enhancement/Configuration Changing] 

1. Update openssl version to 1.1.1n 

[Fixed Defects] 

1. Fix specific URL get cleartext storage of sensitive information 

 

Modifications in 1.00(ABQY.3)C0 

[Know defects] 

N/A 

 

[Feature Enhancement/Configuration Changing] 

1. Add the solution of slow webpage loading 

2. Upgrade Dnsmasq Version to 2.78 with patched version. 

3. Upgrade OpenSSL Version to 1.1.1b 

4. Add DHCP relay feature 

5. TR-069 is disabled by default 

 

[Fixed Defects] 

Patch WiFi Frag Defrag attack 

 

Modifications in 1.00(ABQY.2)C0 

[Know defects] 

N/A 

[Feature Enhancement/Configuration Changing] 

N/A 

[Fixed Defects] 

Improve auto APN mechanism. 
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Modifications in 1.00(ABQY.1)C0 

[Know defects] 

N/A 

[Feature Enhancement/Configuration Changing] 

N/A 

[Fixed Defects] 

1. Improve the connection mechanism when signal strength adjustment. 

 

Modifications in 1.00(ABQY.0)C0 

First release. 

 


