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1 Overview

With popularity of intelligent STAs and socialization of the Internet, network experience at large conferences (such as
large exhibitions, expositions, seminars, and enterprise annual meetings) gains increasing focus from managers and
affects the reputation of the whole conferences. Deployment of high-density Wi-Fi networks at venues and stadiums

usually encounters the following challenges:

»  Alarge number of APs need to be deployed to meet Internet access requirements of tens of thousands of users.
» It needs to be ensured that the large number of densely deployed APs do not interfere with each other.

»  The egress bandwidth is limited and needs to be properly allocated, to ensure normal use of key applications.

»  The authentication service needs to be provided for access users to ensure network security.

»  The authentication server needs to meet authentication requirements of a large number of users and ensure a

smooth authentication process.

2 Basic Requirements

This chapter describes basic requirements and solutions for high-density Wi-Fi networks by using an example of an

actual scenario.

2.1Internet Gateway Requirements

® Two network lines of operators need to be deployed at the Internet gateway for redundancy, to balance load on

the Internet gateway.

2.2Wireless and Authentication Requirements

® The wireless network needs to meet connection and smoothness requirements of 10,000 to 20,000 users.

® Three SSIDs are enabled at a conference site, which respectively correspond to voucher-based authentication,
one-click authentication, and WPA2 authentication. The voucher-based authentication is available to paid users,
the one-click authentication is available to free users, and the WPA2 authentication is available to staff. The

authentication needs to be perception-free to avoid repeated authentication caused by roaming of users' STAs.

® At the conference site, no-traffic go-offline is needed so that STAs automatically go offline when they generate no

traffic in 30 minutes.

® All deployed APs need to be capable of automatically adjusting channels and power as required.

2.3Access Control Related Requirements
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® Arate of the voucher-based authentication needs to be limited to 5 MB/s, and a rate of the one-click authentication

needs to be limited to 1 MB/s.

2.4Security Requirements

® Different VLANSs are configured to isolate APs, switches, and users.
®  Portisolation is needed on access switches to prevent certain STAs from affecting stability of the entire network.

® DHCP snooping is needed on the access switches to prevent private IP addresses and interference from other

invalid DHCP servers.

3 Implementation Solutions

3.1Topology

Internet Internet

Core Switch

Access Switch

Access Point
=/ =
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3.2Recommended Devices

Recommended models:

RG-EG3000XE: Allows up to 20,000 concurrent users; supports 2x40G SFP ports and 8x10G SFP ports, to
ensure sufficient bandwidth; supports high-speed data forwarding and diversified types of load balancing; and

provides guaranteed bandwidth for key applications, which is the key of the high-density Wi-Fi network project.

RG-8605E: Provides a switching capacity of 22.25 Tbhps and a packet forwarding rate up to 2880 Mpps, and
supports VSU and 40G SFP ports, to ensure a sufficient switching capacity and SFP port-based access for project

success.
RG-S2910-10GT2SFP-UP-H: 12-port full gigabit PoE switch that can ensure line-rate forwarding on all interfaces.
RG-S2910-24GT4XS-UP-H: 28-port full gigabit POE switch that can ensure line-rate forwarding on all interfaces.

RG-AP740-1: Indoor AP that supports an ultra-high wireless network rate up to 2533 Mbps, ensuring wireless

Internet access experience in high-density scenarios.

RG-AP720-I: Indoor AP that supports a wireless network rate of 1267 Mbps, achieving a great leap in AP

coverage performance in combination with the X-sense antennas.

RG-AP720-L: Indoor AP that supports a wireless network rate of 1167 Mbps and the 802.11ac dual-band

dual-radio function.

RG-AP630(IODA): Outdoor omnidirectional AP that supports a wireless network rate of 1.75 Gbps, and provides

an ultra-large coverage area to ensure quick access of wireless users in open areas.

RG-AP630(IDA2): Outdoor directional AP that supports a wireless network rate of 2.533 Gbps, and adopts a

housing design of an IP68 protection grade, to prevent impact of harsh weather and environments.
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3.3AP Position Planning

With Ruijie Site Survey Planner (https://survey.ruijienetworks.com), customers can plan AP positions based on the floor

plan, simulate AP signal coverage, and generate a site survey report.
For operation details, see the Site Survey User Guide:

http://ruijienetworks.com/service/document/read/58323
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3.4VLAN/IP Planning

For higher security and ease of management, AP management addresses, switch management addresses, and user
addresses are isolated at layer 2 by using different VLANs. Network segments are assigned based on user quantities
allowed for different user access modes. It is suggested that the quantity of addresses be twice of the estimated

guantity of users and discontinuous address segments be used, for better extensibility. Network segment examples:
®  Switch management address segment: VLAN 10: 192.168.0.0/24; gateway address:192.168.0.1
® AP management address segment: VLAN 11: 192.168.8.0/20; gateway address: 192.168.8.1

®  Address segment for users applying the voucher-based authentication: VLAN 100: 10.0.0.0/17; gateway address:
10.0.0.1

® Address segment for users applying the one-click authentication: VLAN 101: 10.1.0.0/17; gateway address:
10.1.0.1

® Address segment for users applying the WPA2 authentication: VLAN 102: 10.2.0.0/17; gateway address: 10.2.0.1

3.5Authentication Schemes

The voucher-based authentication, one-click authentication, and WPA2 authentication are adopted, to ensure access
speeds of tens of thousands of wireless users at a conference site and provide superb wireless network experience.
When there are more than 50 web-authenticated users in the network, it is recommended that the EG device and the
voucher function be used to configure local voucher-based authentication, and the one-click authentication and the
WPAZ2 authentication be configured on the cloud. The voucher-based authentication and the one-click authentication
are used for user access, and the WPA2 authentication is used for access to special devices. The voucher-based
authentication is available to paid users, with a rate limited to 5 MB/s, and the one-click authentication is available to

free users, with a rate limited to 1 MB/s.

3.6Egress Bandwidth

Two WAN lines of different operators are deployed at the Internet gateway. One of the WAN lines has a fixed address
and is used to guarantee the Internet access bandwidth of key applications at the conference site. The other WAN line
is an ADSL line and is used by applications with a high downlink rate, for example, a download application and a video
application. The total egress bandwidth can be configured by referring to the following figure and the total user quantity

in the conference site, to ensure the wireless Internet access experience.

Application Name Bandwidth for Single User
Webpage traffic (HTTP, HTTPS) 80 KB/s

Browser game (Web game) 60 KB/s

Online game (Steam, LOL, DOTA2) 80-150 KB/s

Mobile game (Mobile game) 80-150 KB/s

Online music (Google Play) 300 KB/s

P2P download (P2P HTTP download) 100-300 KB/s
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Video service (YouTube) 300-500 KB/s
Social media (Facebook, Instagram, Twitter) 200-400 KB/s

3.7Load Balancing

Load balancing based on application-based routing and load balancing based on floating routing are adopted on the
egress device. The former guarantees Internet access performance of key applications with priority at the conference
site, and the latter ensures a timely switch to a redundant line in case of an external network line exception, to ensure

normal use of a wireless network line at the conference site.

LAN

4 Reference Configurations

4.1Ruijie Cloud Configuration

For basic provisioning configurations, see the Ruijie Cloud Cookbook.

https://www.ruijienetworks.com/support/documents/slide 75464

This document describes some key configurations only.


https://www.ruijienetworks.com/support/documents/slide_75464
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4.1.1 Creating an SSID

pornns

| Wireless Configuration ~
SSID©
WLAN ID SsiD Encryption Mode Hidden Forward Mode Radio Auth Mode Action
1 Startcom liha Conectada Open No bridge 1,2 Auth Disabled “ m
2 Startcon Open No bridge 1,2 Inner Portal = m
3 Startcom PDV wpa2-psk No nat 1,2 Auth Disabled “ m
First Previous Page | 1 of 1 Last 10 « 3 in total
| Voucher > Manage Package FS R . )

Package Name

Package Name Description Price  Max Concurrent Devices Bind MAC Period Data Quota Max Download Rate Max Upload Rate  Action
1dia 1 dia 70.00 1 Yes 1 Day Unlimited 1 Mbps 1 Mbps @ m
3 dias 3 dias 70.00 1 Yes 3 Days Unlimited 1 Mbps 1 Mbps = m
4 dias 4 dias 70.00 1 Yes 4 Days Unlimited 1 Mbps 1 Mbps “ m
Emergéncia  Voucher de emérgencia 0.00 1 Yes 2 Weeks Unlimited 5 Mbps 5 Mbps [}
Interno Voucher interno 0.00 1 Yes 2 Weeks Unlimited 10 Mbps 10 Mbps “ m
teste teste 0.00 1 Yes 30 Minutes  Unlimited Unlimited Unlimited “ w
VIP VIP 70.00 1 Yes 2 Weeks  Unlimited 10 Mbps 10 Mbps = m

First Previous: Page 1 of 1 Next Last 10« 7 in total

| Voucher o 2 - B

[PrintVoucher] [Manage Package] [ More ~ ] © Total Vouchers: 25436 @ Activated Vouchers: 0 @ Depleted Vouchers @ : 1588 Advanced Search v/
Voucher Code, Name/Ref, la]

Voucher Code Name/Ref Package Name Price Period Created at Expired at DevicesBind MAC Data Usage Max Download RateMax
zvgtea FarTest7 teste 0.00 30 Minutes 2019-06-26 14:06:57 2019-06-26 14:47:07 (V4] Yes [E] 0 MB/Unlimited Unlimited
6cozgd FarTest6 1 dia 70.00 1 Day 2019-06-26 13:45:14  2019-06-27 15:51:29 on Yes [5] 0 MB/Unlimited 1 Mbps
d520h7 test11 1 dia 70.00 1 Day 2019-06-26 12:27:37  2019-06-27 15:51:27 oM Yes [5] 0 MB/Unlimited 1 Mbps
zfmri7 FarTEST teste 0.00 30 Minutes  2019-06-26 09:25:49 - 01 Yes 0 MB/Unlimited Unlimited
qj6tg3 1 1 dia 70.00 1 Day 2019-06-26 07:47:19 - 01 Yes 0 MB/Unlimited 1 Mbps
vnivwv 2 1 dia 70.00 1 Day 2019-06-26 04:05:26 - (V4] Yes 0 MB/Unlimited 1 Mbps
262rg7 - Interno 0.00 2 Weeks 2019-06-25 20:25:59  2019-07-09 20:56:03 n Yes ] 325 MB/Unlimited 10 Mbps

t4i2li - Interno 0.00 2Weeks  2019-06-25 20:25:59  2019-07-09 21:26:10 n Yes [[| 64 MB/Unlimited 10 Mbps
d5ybtf - Interno 0.00 2 Weeks  2019-06-25 20:25:59  2019-07-10 12:03:43 01 Yes [£] 0 MB/Unlimited 10 Mbps
2aw2j4 - Interno 0.00 2Weeks  2019-06-25 20:25:59  2019-07-13 21:38:30 (V4] Yes [E] 0 MB/Unlimited 10 Mbps

4.2Ruijie EG Internet Gateway Reference Configuration

For basic provisioning configurations, see the RG-EG Implementation Cookbook.

https://www.ruijienetworks.com/support/documents/slide 75371

This document describes some key configurations only.


https://www.ruijienetworks.com/support/documents/slide_75371
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4.2.1 Creating a VLAN and a Corresponding Sub Interface

VLAN ID: |1

IP Address:

Submask:
AnylIP: [Enable

Reverse Path: [/Enable

Add

Sub Interface List

* (Range: 1-4087)

Sub Interface VLAN ID Interface Info Bandwidth
GigabitEthernet 102 IP Address10.2.0.1 .
0/2.102 Submask: 255.255.255.0
GigabitEthernet 101 IP Address10.1.0.1 .
0/2.101 Submask: 255.255.128.0
GigabitEthernet 100 IP Address10.0.0.1
0/2.100 Submask: 255.255.128.0
GigabitEthernet 1 IP Address192.168.8.1 .
0/2.11 Submask: 255.255.248.0
GigabitEthernet 10 IP Address192.168.0.1 B
0/2.10 Submask: 255.255.255.0
Show No.: Total Count: 5 First 4 Previous
4.2.2 Creating a DHCP Address Pool
Interface Settings Static IP Address User List
Route/Load +Add DHCP X Delete Selected DHCP @Excluded Address Range DHCP: m_
DNS Settings Name IP Address Range Default Gateway Lease Time
WPA2 10.2.0.1-10.2.127.254 10.2.0.1 Permanent
VPN
One-click 10.1.0.1-10.1.127.254 10.1.0.1 Permanent
mgﬁ:;‘ Voucher 10.0.0.1-10.0.127.254 10.0.0.1 Permanent
AP_management 192:688,121 92108152 192.168.8.1 Permanent

DHCP

Show No.: 10 v | Total Count: 4

54

1

ISP Action

- m Delete

= Edit

- m Delete

= Edit

Delete

Delete

Next Last

DNS Action
114.114.114.114 EQ ocee
114.114.114.114 =0 | Delete

114.114.114.114

m Delete
m Delete
-

114.114.114.114

Pre 1 Next Last 1
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4.2.3 Configuring Local Authentication and Setting the Policy Type to Voucher

—
Rulj’e EG Scenario: General [ Config Wizard 2 Online Service Hi, admin v

User Auth Policy Auth Server Advanced Settings Whitelist Settings Single Sign-On User Permission

Web Auth Online Info

Local Auth Note: 1. Bridge mode is not supported,

2. Any two among Web authentication, marketing authentication and local server authentication cannot be enabled at the same time.

IPEIX 3. You can configure usermame and password on the User page.
Accounting

4. You can view AD domain user information on the User page

5. Users who fail single sign-on will be matched with the other policies
Block Internet
Access

6. Please disable flow control If you want to configure rate limit on cloud accounts for Auth Integration with Cloud. Otherwise, rate limiting may not function accurately.

+Add Policy X Delete Selected Local server Auth: [ERJ | Auth integration with cious: [ |
. . Policy Match N
Policy Name IP Range Auth Server Policy Type i Status Order Action
Voucher 10.0.0.1-10.0.127.255 Account Auth @ Enable Active [ Delete
Show No.: |10 v | Total Count: 1 M First Pre 1

|

4.2.4 Checking Connection Statuses on Dual WAN Interfaces

Scenario: General @ r: Config Wizard £ Online Service Hi, admin v

Basic Settings Multi-PPPoE Interface Conversion Link Detection

Tip: Click the interface to configure it. The DHCP interface does not support line escape or link detection.
Tip: Gi0/0 corresponds to WANO. Gi0/1 corresponds toWANT. Gi0/2 corresponds to LAN2-LAN7.
AnylP: Anylp is used to simulate the gateway to respond to all ARP requests and generate direct routes for users, allowing them to access Internet without changing

configuration.

VPN

NAT/Port | Panel

WANO  LANZ LAN4  LANG RG-EG2100-P
Ruisie @ 2 ol o g -

WAN  LAN  Bridge Bridge

Status WAN  Bridge Bridge Bridge PeE
o] Reset [¢]
o oo & o B Powered-on
WAN1T  LAN3  LANS  LAN7 B Powered-off

Click the interface to configure it.

10
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4.2.5 Enabling Flow Control, Selecting a Flow Control Template, and Setting
Bandwidth of WAN Interfaces

—
Ruljle EG Scenario: General @ @ Config Wizard & Online Service Hi, admin v

Traffic

e Smart Flow Control
Monitoring

Note: Entertainment template and office template give priority to your and office You can also customize a template by selecting the expert template.
Flow Control P P OV DIIORY. 2.4 plate by 9 p p
Common 'Policy Tip: Please make sure that the bandwidth rrect
bz Object
Flow Flow Control: If you want to test the network speed, please disable flow control first
Scenario: General @ @ Config Wizard & Online Service Hi, admin v

Traffic

X Smart Flow Control
Monitoring

Note: Entertainment template and office template give priority to your and office You can also customize a template by selecting the expert template.
Flow Control o et = v ¥ i

1 Policy Tip: Please make

that the bandw

gs are

Object

Flow Control: m If you want to test the network speed, please disable flow control first.
Select Template: Office v

Interface; @ Gi0/0_Connected to ISP A@ Gi0/1_Connected to ISP B

Gi0/0_Connected to ISP A
Bandwidth: Downlink | 100 Mbps Uplink | 100 Mbps

Gi0/1_Connected to ISP B

Bandwidth: Downlink | 500 Mbps Uplink | 50 Mbps

4.2.6 Configuring Load Balancing for WAN Interfaces

For load balancing configuration, visit https://www.ruijienetworks.com/support/video-1720

11
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Ruijie EG

Scenario: General @ @ Config Wizard 4 Online Service Hi, admin v
Home [iedace Policy-Based Route IP-Based Route Load Balance
Rollte/Load Load Balance Settings
ommon F Load Balance: Allocate traffic to different links according to the policy. (It takes effect only on the interface configured with IP-based route.)Click Enable, and the traffic will be allocated automatically

“[Enable
VPN
[View Load Balance [ffect

NAT/Port

DHCP

[Custom Interface Weight]

Network

dvanced

Modek: EG2100-P Web Version: 2018.9.20.19 Details ©2000-2019 Ruij

Networks Co, Ltd Service Portal | Service Mail | Official Website | Online Service |

Ruijie EG

Scenario: General @ @ Config Wizard £ Online Service Hi, admin v
0
Home Interface Policy-Based Route IP-Based Route Load Balance
=] Route/Load Load Balance Settings
DNS Settir Load Balance: Allocate traffic to different finks according to the policy. (it takes effect only on the interface configured with IP-based route )Click Enable, and the traffic will be allocated automatically.
Loac Balance: ¥ [nable
VPN
[View Load Balance Effect] [Custom Interface Weight]
NAT/Port
Mapping Save
DHCP
Network
AN
Advanced
p—=
Ruijie EG Scenario: General @ T8 ConfigWizard A Online Service  Hi, admin v
A
Hlﬁ' Interface Policy-Based Route IP-Based Route Load Balance
=] Route/Load Load Balance Settings
72 View the interface weight. - Google Chrome - o X
Load Al i llocated icall
DNS Settings oad Balance: Alocate traffic 9 ot ecure | 192:168.1.1/route.pi/milb_ welght view.htm jRelocatsd putomeliEal;

Load Balance
Flow UGN Tip: By default, the multi-link load balance regards the bandwidth value as its weight value. Users can change the weight in the
following conditions. If the bandwidth usage of an interface is small/large, please increase/decrease its weight o that 1o

G,  NAT/Port

Increase/decrease the bandwidth usage.
Mapping
DHCP Interface: | Gio/0 »
Weight: |5 Y (140000000, Default: 100000)
Add
Network Interface Weight Action
Show No.:| 10 v | Total Count:0 IFist 4Previous 1 Next Last M | 1 \
WIAN

Model: EG2100-P Web Version: 2018.9.2019 Details 020002019 Ruiile Networks Co.. Ltd Service Portal | Service Mail | Official Website | Online Service |

12
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=
Ruijie EG Scenario: General @ 1@ Config Wizard 2 Online Service  Hi, admin v

N

”“L”‘l_ Interfac Policy-Based Route IP-Based Route Load Balance

Route/Load Load Balance Settings
72 View the Interface weight. - Google Chrome =G
ommon : Allocate traffic located automatically.
NS Settings Load Balance: Allocate taffic 1o "ot secure | 192.168.1.1/route pi/milb, welght viewhtm el acated aulormalisally
Load Balance
Flow VN Tip: By default, the multi-link load balance regards the banduwidth value s ts welght value, Users can change the weight in the
following conditions. I the bandwidth usage of an interface is small/large, please increase/decrease Its weight so that to

@, NAT/Port increase/decrease the bandwidth usage

= Mapping
Behavior

W DHCP Interface: | Gio/1 4
Security

Weight: |5 b (140000000, Default: 1000000)
Network Interface Weight Action
GigabitEthernet 0/0 5 (Default: 100000) B oeete
WIAN Show No: | 10 v | Total Count:1 First 4Previous 1 Next Last M [ 1
Model EG2100-P Web Version: 2018.9.20.19 Details ©2000-2019 Ruijie Networks Co,, Ltd Service Portal | Service Mail | Official Website | Onfine Service |
—

lUIjle EG Scenario; General @ @ ConfigWizard X Online Service Hi, admin v

A~
LI Cinterface Policy-Based Route IP-Based Route Load Balance

Home
(= Load Balance Settings

oMo S S etings Load Balance: Allocate traffic to different links according to the policy. (1t takes sffect only on the interface configured with IP-based route)Click Enable, and the traffic will be allocated automatically.

Load Balance: ¥ Enable

VPN

NAT/Port
Mapping

DHCP

tom Interface Weight]

VLAN

dvanced

Modl: EG2100-P Web Version: 2018.9.20.19 Details ©2000-2019 Ruijie Networks Co, Ltd Service Portal | Sewvice Mail | Official Website | Online Service |

p—
Ruijie EG Scenario: General @ [ Config Wizard & Online Service  Hi, admin v
Home BEEHRE Policy-Based Route IP-Based Route Load Balance
lome
Route/Load Load Balance Settings
| 72 View Load Balance Effect - Google Chrome = [ %
ommon Load Balance: Allocate traffic e allocated automatically.

DNS Settings ® Not secure | 192.168.1.1/route._pi/fast_are view.htm

Load Balance

Flow VPN Note: Click here to view the load balance effect.
LT% mﬂ,ﬁﬂ l Load Balance Effect
DHCP Interface Matched Flow
GigabitEthernet0/0 3
GigabitEthernet0/1 3
Show No. 10 v Total Count:2 I4First 4Previous 1 Next Last M 1 ‘

The load balance takes effect successfully.

dvanced

fel: EG2100-F 018.9.20,19 Details ©2000-2019 Ruijie Networks Co, Ltd Service Portal | Service Mail | Official Website | Online Service |

4.3Switch Reference Configuration
13
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(Note: the following vlan configuration is just for reference, please adjust accordingly in project.)

$2910-24GT4XS-UP-H#config
$2910-24GT4XS-UP-H(config)#vlan 10
$2910-24GT4XS-UP-H(config-vlan)#vlan 11
$2910-24GT4XS-UP-H(config-vlan)#vlan 100
$2910-24GT4XS-UP-H(config-vlan)#vlan 101
$2910-24GT4XS-UP-H(config-vlan)#vlan 102
$2910-24GT4XS-UP-H(config)#int gi 0/24

$2910-24GT4XS-UP-H(config-if-GigabitEthernet 0/24)#ip dhcp snooping trust
$2910-24GT4XS-UP-H(config-if-GigabitEthernet 0/24)#switchport mode trunk

$2910-24GT4XS-UP-H(config-if-GigabitEthernet 0/24)#switchport trunk allowed vlan only 10-11,100-102
$2910-24GT4XS-UP-H(config-if-GigabitEthernet 0/24)#exit

$2910-24GT4XS-UP-H(config)#ip dhcp snooping

$2910-24GT4XS-UP-H(config)#int ran gi 0/1-23

$2910-24GT4XS-UP-H(config-if-range)#sw
$2910-24GT4XS-UP-H(config-if-range)#switchport pro
$2910-24GT4XS-UP-H(config-if-range)#switchport protected
$2910-24GT4XS-UP-H(config-if-range)# switchport trunk native vlan 11
$2910-24GT4XS-UP-H(config-if-range)# switchport trunk allowed vlan only 10-11,100-102
$2910-24GT4XS-UP-H(config-if-range)#end

$2910-24GT4XS-UP-H#

$2910-24GTAXS-UP-H#wr

4.4Wireless Optimization Configuration

Targeted wireless optimization is required after deployment to improve wireless Internet access experience of users in
high-density scenarios. The automatic RF planning function of Ruijie Cloud can be used to automatically optimize APs

on the entire network.
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5 Management and Maintenance

5.1Ruijie Cloud APP

The Ruijie Cloud APP (downloaded from Google's or Apple's APP store) can be installed on mobile phones of
administrators, so that the administrators can perform basic maintenance anytime anywhere, for example, view,
optimize, modify configuration of, and add devices to the current network, and can upgrade network devices anytime
anywhere. In this way, management and maintenance efficiency can be significantly improved, thereby ensuring

Internet access experience of users.

5.2Instructions for Use

For instructions for use, visit https://www.ruijienetworks.com/support/video-1713
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6 Conclusion

For high-density wireless network projects, the Ruijie Cloud high-density Wi-Fi network solution provides access control
for all devices on the cloud and can speed up portal display by using EG Internet Gateway local authentication, thereby
increasing the user access speed and ensuring superb Internet access experience for users. In addition, Ruijie Cloud
APP is used by O&M personnel to detect an existing network, upgrade devices, and optimize configurations anytime
anywhere, thereby achieving optimal wireless network experience. Moreover, dual WAN interfaces are used to secure
stable running of the wireless network at the conference site in case of a network line exception, thereby ensuring

Internet access performance of wireless STAs at the entire conference site and guaranteeing a good reputation of the
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whole project.

7 References
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