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Preface

This document providing technical guidance to help engineers testing Easy Gateway products.
This document may contain scenario, configuration, command, screenshot image, topology and
any related material. This document may not help to solve a similar case due any differences in

the real conditions.

Audience

® Network Engineers

® Network Administrator

Obtain Technical Assistance

®  Ruijie Networks Websites: http://www.ruijienetworks.com

®  Ruijie Service Portal: http://caseportal.ruijienetworks.com

Welcome to report error and give advice in any Ruijie manual to Ruijie Service Portal

Related Documents

® RG-EG Implementation Cookbook (V1.0)

https://www.ruijienetworks.com/support/documents/slide 75371

® Ruijie EG Security Gateway datasheet EG2100P EG3250

https://www.ruijienetworks.com/resources/preview/75394

® RG-EG2100-P V2 Hardware Installation and Reference Guide

https://www.ruijienetworks.com/resources/preview/75320

® RG-EG Series Gateway Web-Based Configuration Guide, Release 11.9(1)B11S1

https://www.ruijienetworks.com/resources/preview/75237
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1. Ruijie Easy Gateway Testing List

Security Audit

PN

Smart Flow Control Q-I

ﬁ Stateful Firewall

.

EG

Multi-service

Security Gateway
IPSECVPN  *&* 222 Portal Authentication
Cache Acceleration ﬂ ‘ Cloud Management

—_—

2. Test ltems Summary

1. Mobile App Mobile App EG quick setup via Ruijie Cloud App, and
Provisioning Quick Provisioning device should online on Cloud
DHCP Sever Enable service DHCP and create IP Pool
Test from laptop or wifi
DHCP Client Only apply on WAN interface
WAN Uplink WAN PPPoE or DHCP as Internet Uplink
2. Basic Network | DNS Proxy Enable EG as DNS Server
Testing Dual WAN Uplink EG support two WAN Uplink to access
(Optional) internet, and load balance

. Client should connect to Internet
Internet Connectivity
successfully

Block Facebook

3. Online App Blacklist
. Keyword : Facebook_Messenger
Behavior
Block Youtube
Management

Block User Access Adding user (Name/IP) to blacklist




Block chat / messenger

application

Whatsapp

4. Cloud & App

Monitoring

Login EG’s WEB via Cloud

Opening EG WEB via Ruijie Cloud Web

Ul and access successfully

Cloud (Web Ul)
Monitoring

Monitoring EG device and WAN/LAN
status on Ruijie Cloud WEB

Ruijie Cloud App

Monitoring

Monitoring EG device and WAN/LAN
status Ruijie Cloud App (IOS or Android)

5. Authentication
Acceleration
(EG Offload)

Synchronize
Voucher/Account to EG

Using Ruijie Cloud created Voucher to
log in with Portal WiFi (SSID)

Speed Limit

Using different Voucher Profile with
varies speed limit, and create two
Voucher code to log-in to get different
speed control

Seamless Authentication

User can seamless online directly at
next time connected WiFi without login

again

Compatibility test of EG

local authentication

Compatibility test of EG local

authentication

User access log (such as visited URL,

6. Internet )
User internet access log source/dest IP, MAC, etc.) should send
Access Log ) ) )
Audit checking out via HTTP/FTP to Ruijie provided Log
udi
Server
The HQ and branch gateway use static
IP addresses. The HQ gateway needs to
7. IPSECVPN IPSEC VPN )
verify the IP address of the branch
gateway.
Branch and clients create the L2TP over
8. L2TP VPN L2TP over IPsec

IPsec VPN with HQ

9. Resource
Cache

Mobile App Caching

Resource cache can reduce bandwidth
usage and save users from waiting for

access.




Note: Before PoC, please check whether the EG has been upgrade to the latest version by execute



command “show version detail”, the example is shown as below:

)y Ruijie A

3. Testing Lists

3.1 Mobile App Quick Provisioning

Testing Project

APP dummy provisioning

Testing Purpose

EG quick setup configuration via Ruijie Cloud App, and online on Ruijie
Cloud

Testing  procedure
expected results:

and

1. Power on the EG, the AP connect to the EG LAN interface.

2. After AP power on, The AP will broadcast the default SSID name to
RJ-xxxxxx (xxxxxx is the last six digits of EG2100-P SN)

3. Launch Ruijie Cloud APP and Tap Project menu, click Quick Setup to
start configuration

il .l 17§ @ o @ 3 R @ 17:08

@ Project 09“1;«-” P

Dashboard My Networks

o

4. App will open the EG2100-P initial configuration wizard and log in to
the EG2100-P with default account (Username: admin, Password:

admin).




< Quick Setup Guide see

Ruijie Cloud offers an easy way to set
up a network. Firstly, is there a gateway
(EG2100-P) in your network?

Yes

No
@ How to use Ruijie Cloud?
How t6 use Rule Cloud

< Quick Setup Guide oo

Easy Gateway

y Management, Low
st

Multi-Function, Easy
Cos

Please enter the username

Forgot password? ®

Log in with the default account: admin/
admin. Complete the Gateway Wizard to
configure the WAN port(PPPOE, Static IP or
DHCP).

Note: Please ensure that the EG is ready for configuration.

( OK. Select WiFi )

skip &

< Quick Setup Guide ooe

@ Internet

e RGEG2100-F

G

Power on the device and connect the AP to
any port(except WANO) on the gateway.

Note: Gateway must be in the factory default settings,
or you need to reset it. (press the Reset button for more
than 3 seconds)

)




« Quick Setup Guide

)

Connect to the WiFi RJ_XXXXXX after AP
and EG are powered on for 3 min.

™~ b ]

< Quick Setup Guide cee
Create Network
)

@RujieWIFi

Enter the network name and SSID, and
select an encryption mode.

=)

skip

Quick Setup Guide .

My Networks

Dashbaard My Networks

Demo

Office_B

Tap the network to open its dashboard and
add devices.

( )




< Quick Setup Guide

Add Device

Tap "Add Device" and scan the QR-code on
the device.

Click Start, and set the network SSID. After the network is created,
then enter the network and click Add Device to add AP and EG2100-
P through scanning the QR code (AP SN/MAC) on the back of the
device. Note: When adding an EG device, you need to enter the WEB

management password of the EG device.
-]
<« Create Network

(@Ruijie-WiFi




0 o
0 0
1

0 0/0
0 0/0
0 o

<« Add Device

Align QR Code within frame to scan

o |

Add Manually

Measured record:

Testing conclusion:




3.2 Basic Network Testing

3.2.1 DHCP Server

Testing project:

DHCP server

Testing purpose.

EG as DHCP Server, Clients can get DHCP IP from EG normally

Testing  procedure
expected results:

and

1. Enable the DHCP server in EG and configure the DHCP pool for AP
and STA with different VLANSs.
Add the sub interfaces with different VLAN in LAN

ny po 0 S p—— oming PE——
1 Panel
— o F—
Ruifie i5-EG21 004
J' o =/|[a]a
W N Bdae B
b Bodge Didge Nice
[+]
8 28 8 @ [ p—
s o & e
Descptian:
MAC Adkes
AnylP: DEnable @
Srcln Sre Qut DEnable @
1020081019 Ao Newar o, L Semic Pl | Sarven Ml | Ol Whbake | s Sien

AP Arylp is used o siralate he Gateway to respant ta all ARP regussts and geverate dired routes for users, alwing them to sccess Lriemet witheut changieg configuration

I Panel

e ey
AN e
P Adcss 122601
Click the interface 1o ¢
I LAN Config
AN A
Sub Interface List
wac Acr
Subinetoce | VLANID ntwtocelnta Sanduidtn u Acton
< 0 - L
‘o
8 1 |

Configure the DHCP pool




Scensrio: SEMEntepriss @ T3 ConfigWizd R OnineSendce M samin

Setings  StaticlP Address ser Lis

FAAEDHCE  XDeite Seiecten DHCP @Encuoea ascvess Range onee [ |
e 1P Adaress Rangs Datautt Gatevay Loasa Tme ons Actin
S0 192 18840 1192 16840284 12188401 sses [ - [
v 12 18830 1192 10330284 12168301 2hau 4t 114 B
oo 1921681 1102 1691200 1eziea s — saes B
Snowho (10| T Coure 3 1 50}

Madak 621000 892019 Detalh ©2090.2019 R Nebwarks Co, Ll Serics Betal | Senice Mai | Offcil Wihshe | Celios Sanice |

2. AP connect to the EG and configure the STA VLAN, AP and STAS can
get the correct IP address.
Configure the STA VLAN via Ruijie Cloud:

Hetden
Forward Mode ®
VLANID

Radis i Ratiol (24GHz)

Racio3 @ (24GHz

Check the DHCP user list

Ruijie £G Seenarlo: SAM Enterprise @ T ConflgWizad R OnlineSenice i edmin v

Static [P Address User List

] MAC Lease Time. Allocation Type
19216812 0074 9c08 4200 003415} 0 haur(s) 0 mruts(s) Dynamic Alocaton
92 166302 447 £044 3902 DDyt 1 hour(s) 83 minde(s) Dynamic Mocation
192 168402 DD3y{s) 1 howr(3) 53 MAe(s) Dynaic Alocabon

Showto. 107 Toba Countd et - |

Modes EG100.P Web Version: 261852010 Detals 20002013 Roife Meoworks Co, o Servie Poral | Senviee Mal | Offcl Websie | el Servee |

Measured record:

Testing conclusion:




3.2.2 WAN Uplink

Testing project.

WAN uplink (This step is covered during App provisioning, at here you can
change WAN Uplink with other ways, such as PPPoE or Static IP)

Testing purpose.

WAN PPPoE, Static or DHCP IP as Internet Uplink

Testing  procedure
expected results:

and

1. Configure the EG uplink connection mode (PPPoE/Static/DHCP) and
connect it correctly. EG can access the Internet correctly.

click the interface 1o configure it

‘wm:mﬁ“
ressi |192,166.104

2. Connect to EG with wireless and wire user, an access the Internet
correctly.

Measured record:

Testing conclusion:

3.2.3 Dual WAN Uplink (Optional)

Testing project.

Dual WAN uplink

Testing purpose:.

EG support two WAN Uplink to access internet, and load balance

Testing procedure
expected results:

and

1. Configure the EG uplink connection mode (PPPoE/Static/DHCP).

2. Add the sub interface with different vlan in the WAN, configure the

account info in different sub interface.




NAT/Port
Mapping

DHCP

Network

Add the sub interfaces and configure the username/password

I Panel

M powered-on

B Powered-off

WANG ANz LANG  LANG R
Ruijie G-EG
Y o N AR R
WAN LAN Bridge  Bridge
WAN | Bridge Bridge Bridge Pok
o
o 2| =
WANT LN LANS  LAN7
Click the interface to configure it
1 WAN Canflg Static IP Address v
WAN1(GIi0/1)Port-IP Address:
Submask: Next Hop IP:
Description:

MAC Address: |8005.8867.edd7

Downlink Bandwidth: |10 Mty
Uplink Bandwidth: |10
Default Route: [JEnable
NAT: [Enable
Src In Src Out: [Enable @

A Not secure \ 172.31.61.20/interface_pi/int_child.html

Sub Interface: | Gio/1 |4 * (Range: T-1
VLAN ID: 4 N
Type: | PPPoE(ADSL) M
Username: |test * Password: |+ *
MAC: | DC76.5815.COdE * (Format: 0023.AE86.B3EQ)
Downlink Bandwidth: |2 Mbps Uplink Bandwidth: 0.5 Mbps
Default Route: ¥ Enable
Sub Interface List
72 Interface Configuration - Sub i - Google Chrome - (=] >
A Not secure | 172.31.61.20/interface_pi/int_child.htm| o
Sub Interface: | Gios1 v * (Range: 1-1(
VLAN 1D Ran
Type: | DHCP v
Downlink Bandwidth: |10 Mbps Uplink Bandwidth: |10 Mbps
Reverse Path: LIEnable
Sub Interface List
Sub Interface VLAN ID Interface Info Bandwidth ISP Action
Username: ruijle
GhgabitEthernet 0/1.5 5 IP Address192.168.200.2 Others Deletd
Submask: 255.255.255.255
Username: test
GgabitEthernet 0/1.4 4 IP Address192.168.100.2 Others Delete
Submask: 255.255.255.255
how No.: |19 v | Total Count:2 irst revious 1 Next las 1

3. Connect the WAN correctly and enable the load balance.

Enable the load balance




Scenario: General @ Config Wizard & Online Service

Interface Policy-Based Route User-Based Route IP-Based Route Load Balance
Route/Load Load Balance Settings

Load Balance: Allocate traffic to different links according to the policy. (It takes effect only on the interface configured with IP-based route)Click Enable, and the tr¢

DN Settings

allocated automatically.

VPN Load Balance:

NAT/Port [View Load Balance Effect] [Custom Interface Weight]
Map

Set the interface’s weight

1< View the interface weight. - Google Chrome = ] x

@ Not secure | 172.31.61.20/route_pi/milb_weight_view.htm

Tip: By default, the multi-link load balance regards the bandwidth value as its weight value. Users can change the weight in the
following conditions. If the bandwidth usage of an interface is small/large, please increase/decrease its weight so that to

increase/decrease the bandwidth usage.

Interface: | Select an interface v
Weight: =
Add

Interface Weight Action

dialer 1 2000 (Default 2000) BN oot

dialer 2 2000 (Default: 2000) B oo

Show No.: |10 v | Total Count:2 First 1 Last 1
Configure the default route
Scenario: S&M Enterprise @ & zard & Online Service Hi, admin

Policy-Based Route IP-Based Route Load Balance

Friority: The policy-based route and 1P-based rc

d route >

s=rve pa the same time, the priority is isted as follows: pol

sia ute > default route.

1P-Based Route: it can transmit packet according to the

specified path and includes static route, address databs root. Amang them, the default r

lowest priority

~+ Add Static Route -+ Add Default Route Filter Criteria: | All v
Dest Network Submask Next Hop Address Outbound Interface Route Action
0000 0000 dialer 1 Primary Route m Delete
0.0.00 0.0.00 dialer 2 Primary Route m Delete
Show No.: 10 v | Total Count:2 First 1 Last 1 m

Add the NAT outside interface and NAT rule




DHCP Show No: 10 v | Total Count:2

Ruijie EG Scenario: S&M Enterprise @ T3 Config Wi
NAT Rule NAT Address Poo Port Mapping Multi-Port Mapping
Hok
+ X
= Add NAT Rule
_ NAT/Fort ACLID + [Add ACL]
Jse - - ! : :
: how No:[10_+| Total Count:1
@ o Address Pock: [ 0123
Network
= -

4. Monitor the load balance in Traffic Monitoring

DNS Settings R .
Address Pool List: 0123 v | +Add Address Pool X Delete Selected
VPN
No. Interface Start IP End IP
NAT/Port Dit
Mapping
2 Di2

Ruijie EG Scenario: S&M Enterprise @ & Config Wizard
Interface NAT Rule NAT Address Pool Port Mapping Multi-Port Mapping

R Online Service Hi, admin ~

200l

2 Online Service Hi, admin |

Action
[ e [N
[ e [N
1

Measured record:

Testing conclusion:

3.2.4 Internet Connectivity

Testing project:

Internet connectivity

Testing purpose.

Client should connect to Internet successfully

Testing  procedure
expected results:

and

Make sure the EG uplink connection is ok.

webpage and the video normally.

The AP access to the EG, obtains an ip address from the EG, and
releases the SSID. The STAs can browse the webpage and the video.
3. The PC accesses the EG to obtain an IP address, and can browse the

Measured record:

Testing conclusion:




3.3 Online Behaviour Management

3.3.1 Block Facebook/Youtube Access

) . Block access
Testing project:

_ . Block Facebook access
Testing purpose.

1. Add the Facebook Applications to App Blacklist

Ruijie EG Scenario: SGMEnterorise @ 1 Connigwizars A OniineSendce  Hi, aamin v

Basic Settings

Enable Audit: #Webdte  @HTTPS Auct

Ruijie EG Scenario: SGMEnterorise @ 1 Connigwizars A OniineSendce  Hi, aamin v

Behavior Palicy Basic Settings ”

Enable Audit: #Weote
@ 182.168,1.1

Tips The

i igroup) will not be displaye i its parert graup is disglayed in the lis

+Add Blackiisted App X Deleta A

= Select Blacklisted App x Dalats

E Q fausboak
 facelook

Testing  procedure

and expected
results:

(72 Az Blecklist — Google Chrome [Ny
A Not secure | 172.31.62.39:9080/beh_audit_pi/beh_dropapp.htm

Tip: The application (group) will not be displayed if its parent group is displayed in the list

—+Add Blacklisted App X Delete All

Blocked App Delete
facebook Delete
Facebook-live Delete
; FacebookWebmail Delete
Facebook-WEBIM Delete
Facebook_Messenger Delete
Show No.: |10 v | Total Count5 First 4Previous 1 Next Last 1

2. STA connect to EG access to the Facebook with APP and Website, it will be




blocked, other websites can be accessed successfully.

Measured record:

Testing conclusion:

3.3.2 Block User Access

) ) Blacklist
Testing project.

) . Add user(Name/IP) to blacklist
Testing purpose.

Ruile EG

Testing procedure and

expected results:

MAC Address CIPBMAC ONo P Agar

1. Add the users with name or IP range, then add the user to blacklist.

s

72 Easy Ganeway - Gaogle Chrome
cure | 192166104,

+a

B .

Add Blacklisted User

User G mportExport User Special Ussr

MAC Address

Al ntma Wan Auth - CAlIow VPN Access
Ruijie EG Scenario: S&M Enterpise @ 1 Wizad @ OmiineSendce  Hiadmin v

©2000-2013 e Networke C, Lk Semice Portl | Senice Ml | Oficil Webste | Ornine Senvie |
Ruifie £EG ® rin v

[y

Action

©2000-2013 Rusie Netwarks Ca, Lid Service Parial | Sarvice Mal | Offcal Webis | Onlie Senice




2.

Rufjie EG

O e

Scenarlo: S&M Enterprise @ B Config Wiz: B Online Senvce H, admin v
ImpartExport Use Special User
R Eav sy GoogleCreome NN T ==

e | CITS 192168104 1
aud exemmpr vaer: Tsefl 4o

User Name 1P Addrass MAC Address Action

Jwadon ® ¥ Delete

1 1921684056 * Delete

u ShowNo:[10_+] Total Gount2 1 '

STA connect to EG with the user in blacklist and try access to the internet,
he will be blocked.

Measured record:

Testing conclusion:

3.4 Cloud && App Monitoring

3.4.1 Login EG WEB via Cloud

Testing project.

EG WEB configuration

Testing purpose.

Cloud open EG WEB and access successfully

Testing  procedure
expected results:

and

4 Make sure the EG online on Cloud.

Ruijie MONITORING | CONFIGURATION  MAINTENANCE

W DASHBOARD

L | Gateway List fuoRerech @ © 2 I
i REPORT - e - |0 Seecied

e =] aise wam Sy — covn
== DEVICE P—
— |
5 Connect the eWeb in Ruijie Cloud, it will create the tunnel to EG

from Ruijie Cloud.




Create Tunnel

Creating tunnel connection. Please
wait.

©

Succeeded to create the tunnel. eWeb
systemis connected

ik nere

6 Now you can configure the EG by eWeb from Ruijie Cloud.

© A Not secure | hitps/[35497154215:10303 smain ks

L
Ruijie EG

Scenario: General @ £ Online Service i, admin

Dashboard

Intertace Infa Device Info

- o CPU Usage: 338
wiAND LAN2-LANT Memory Usage: 20.4

o - Online L

Lan1want

Traffic Summary

Interface: | AN Interlaces. - Time: NI Al Interfaces over last Th, Downlink Traffic pesk value is 1.12Mbps (2019-09-16 10:56:10)

All Intarfaces Traffic Summary Downlink Traffic +
o

L oomabs

Before Flow Control 54 Passed Traflc

Measured record:

Testing conclusion:

3.4.2 Cloud Monitoring

Testing project.

Monitoring(Ruijie cloud)

Testing purpose.

EG overview status and WAN/LAN status can be monitoring on Ruijie
Cloud WEB

Testing  procedure  and
expected results:

1. Ruijie cloud can monitor the device status, including device details,
traffic information, current user, interface status and alarm. The
CWMP interface can work normally.
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| Log Recard

a1 3208 packats 0 MAGE i 2019.08.03

2o

2. Ruijie Cloud support grouping function, report log function is normal

MONITORING ~ CONFIGURATION  MAINTENANCE

Ruiie £

# LoGs
Operation Log
Config Log =
Upgrace Log
Cliert Log
Connessian Log

1 Devics View oo

& UPGRADE

Upgrase

Firmware a——

Gparasen Type

3. Ruijie Cloud can upgrade the device version.

MONITORING ~ CONFIGURATION =~ MAINTENANCE

Rujie

# L0GS L Gyl Tene Zone: {GMT+a:00)Asiaong_Kong

Operation Log
Config Log
Upgrace Log
Glient Log

| Top Versions | Firmuware Version List

Firmaare Varsion [—

Connection Log

& UPGRADE

Eirmuare

| Device List
a0 setecred
[ s G Al wedn Hardmare ery
®crine Copial  EGZIODR Eczion R 2 E6_Recs
@ omne Crpsl XS1960  XSSI0024GTASFPUPH 310

Measured record:

Testing conclusion:

3.4.3 Ruijie Cloud App Monitoring

Testing project.

Monitoring(Ruijie cloud APP)

Testing purpose.

Ruijie Cloud App(I0S or Android) monitoring EG status(IOS and Android)

Testing  procedure  and

expected results:

1. Ruijie cloud can monitor the device info, system status, clients status,
applications status and log.

2. Using the Ruijie Cloud APP to add, delete, and configure devices. You
can synchronize them under the same account of the Ruijie Cloud.

3. Support I0S or Android version.




Measured record:

Testing conclusion:

3.5 Authentication Acceleration (EG Offload)

3.5.1 Synchronize Voucher/Account to EG

Testing project.

Synchronize Voucher/Account to EG

Testing purpose:.

Use Cloud Voucher Code to log in with Portal WiFi (SSID)

Testing  procedure

expected results:

and

1. EG is installed and online on the Ruijie Cloud, the Ruijie Cloud
operates the voucher user (addition and deletion), which can be
correctly synchronized to the EG.

Create the package

Add Package

MONITORING CONFIGURATION ~ MAINTENANCE

& GROUPS T Zone: (GMT+00)Astaong Kong

& WIRELESS
| Voucher  Manage Package o ®n- 3
Basc
Layeut
Load Baiance:

RF Planning
Roaming

© AUTHENTICATION

=

Print voucher

Ruiie &>

MONITORING ~ CONFIGURATION  MAINTENANCE

& GROUPS

& WIRELESS
Bask:
Layout
Load Batance

RF Planning

Rearring
Buetooth

Pack et
Print Mt rtin 1 Column (A
Mutiple Vouchers ;

© AUTHENTICATION

PPSK




& GROUPS Covaa =
@ WIRELE:
WIRELESS | Voucher
Bask
Footvouchor | [Vnage Package | [ wore < | @ Tots Veushers: 12
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Measured record:




Testing conclusion:

3.5.2 Speed Limit

) ) Voucher
Testing project.

) Different Voucher Profile with different speed limit
Testing purpose.

1. Configure the different voucher profile with different speedlimit on
Ruijie Cloud.

Configure the speed limit

Weruches LERL A -

@ Total Vouchers 10 @ Activated Vouchens 1 @ Depsleted Vouchens @ 0

Voscherode Nameel FackmpeMame Frioe  Feviod Coeatec 38 Evired a4 Dedoss BadWAC  Cotalssge | M Downiosd Raie M Upiced S B
st st 9.02.27 161519 T v
- . it “
s v
A7 ot v
61y " v
gy e
vaprs e
- -

10intotal
] 2. Sync the voucher account to EG.
Testing  procedure  and
expected results: veepie 0 B o .
User Structure Path: root/cloud
Hame S IP/MACAddress % Bahavior Policy Dataits Action
Nl
v Nl
AD Domain User Structure @ ging “
ShowNoz 10 » 'c!sl(‘o-j'l."‘ 1 1

3. STA access with different voucher code and check the speed test
result whether the same as Voucher profile configured.

Measured record:

Testing conclusion:

3.5.3 Seamless Authentication

) . Seamless
Testing project.




Testing purpose:.

Enable and disable Seamless

Testing  procedure
and expected
results:

1. EG isinstalled and online on the Ruijie Cloud, the Ruijie Cloud operates the
Voucher user (addition and deletion), which can be correctly synchronized to
the EG.

2. Enable and disable seamless on EG.

Close means disable seamless, seamless MAC bypass means enable seamless with MAC

—_—
’ul]’e EG Scenaric
A ————
Hﬁwe User Auth Policy Auth Server Advanced Settings Whitelist Settings single Sign-On User
E Web Auth
Network Type: @ L2 Network L3 Network
Common
Local Auth
Auth Page IP: |Example: 192.168.1.1 | @
, Block Internet
Flow e Unauthorized Uptime: | min @
(78 Authorized Uptime: |0 min @

Behavior

Auto Remember MAC: @ Enaple @

@

SE&”"y MAC Adaress Limit: |1 ]
a Seamiess Auth: | Seamless MAC bypass v | @
User Ageout Time: |60 Days @
'i:‘}‘ Fetch MAC Through DHCP Snooping Enable @

Network
Force Inactive Users Offine: @ Enable @

Over 60 (1-85525) minutes. the clients with a rate lower than |0 (D-10)KB/s will be f¢
HTTPS Redirection Enable @
Advanced

WeChat Whitelist. | Enaple v | (If you enable QR code seli-service authentication, please select Enable.)

Authorization Control Fnable @

3. Test the seamless with different STAs, record the result. First time STA login
to online, then next time STA come back the network (or you can kick out the

user on EG), he will be online automatically.

Measured record:

Testing conclusion:

3.5.4 Compatibility test of EG local authentication

Testing project:

Compeatibility

Testing purpose.

Compatibility with STAs

1. Configure the captive portal template on Cloud and synchronize it to
EG
2. The user can select login options and customize the portal page

Testing procedure and | 3. Enable local auth on EG, including account, voucher and one-click

expected results:

authentication

4. Use different STAs including laptop and mobile phone (iOS and
Android), and make sure the portal page pops up automatically and
is consistent with the template on Cloud

Measured record:




Phone Model 0S and version Browser Result

Iphone X 10S 12.2 Safari

Samsung S10 Android 9.0 Chrome

Measured record:

Testing conclusion:

3.6 User Access Log Audit

3.6.1 User access log checking

Testing Log audit

project.

Testing User access log (such as visited URL, source/dest IP, etc.) should send out via HTTP

to Log Server

purpose.
1. Enable the log policy on EG and set the log level.
Ruifie EG Scenarfo: S&M Enterprise @ T Config Wiz, R OnlineSenica I admin v
! Server Log ystem Log ys|
erver [P: 1723151133
TR
SrcIP: L]
Testing ’
procedure S
and Scenar MONINESERICe  HLaomin Y L
expected
results:
v O Flle Upload
SystemLog ServerType: |FLOG
Log Pokcy Src [P (]
Server IP Log Upload Mode Server Type Port Via MGMT Interface Log Type Qther Action
ShowNoz| 10 * Total Countl 1 1

2. Configure the log server (HTTP).




.
’PHFS ~ HTTP File Server 2.3m Build 300 [ESEEE)
=

Menu ‘ & Port: 80 | S You are in Easy mode ‘

ed Open in browser http://172.3L.61.133/HTTP/ [FE] Copy to clipboard

Virtual File System Log

i IP address T File Status Speed Time.. Progre..

Out: 0.0 KBfs  Im: 0.0 KBfs

H #8 Properties for HTTP o 0 (=[@] = ]
B Menu | i Permissions | Flags | Diff template | Comment | File masks | other |
@ Open in brow| | | Access | Delete | Upload 111 Capy to clipboard
Log

Y [ @i can change p...

f

Lo B HTTP

i

1 1P address fus Speed Time.. Progre..
Out: 0.0 KB/s. -

3. Monitor the log content on server.

| ArS AP e Server 2.om Duny suy E

| Menu | 7 Port: 80 | 82 You are in Easy mode |

" Open in browser http://172.31.61.133/HTTP/

Virtual File System Log

. 20:59510 Uploading eg2100-p_HIMSCOMOOO14T_FLOW 1551254148, txt. tar. gz

L 20:59510 Fully uploaded eg2100-p_HIMSCOMOO0147_FLOW_1551254148. txt. tar. gz
. 20:59510 Requested FOST SHTTRS

. 20:58512 Uploading eg2100-p_HIMSCOMOOO147_CPUMEM_1551254217T. txt. tar. gz

. 20:58512 Fully uploaded eg2100-p_HIMSCOMDOO147_CPUMEM_1651264217. txt. tar. g
.20:59512 Requested POST /HTTR/

Measured
record:

Testing
conclusion




3.7 IPSECVPN

3.7.1 Establish VPN

Testing Establish VPN
project.
Testing The HQ and branch gateways use static IP addresses. The HQ gateway needs to verify the IP address of
. branch gateway.
purpose:
1. Check the network topology.
172.26.6.150 IPsec tunnel 172.26.6.33
HQ: EG1 Branch: EG2

Testing
procedure
and
expected
results:

192.168.1.0/24 192.168.2.0/24

2. Configure the branch.

1) Complete wizard-based setup to meet basic Internet access requirements of users in the HQ «
branch. If the users can access the Internet, check whether the next hop address is configured
the WAN interface.

2) Configure IPsec for the branch.

Choose Network > VPN and click Configure. Select Branch, and click Next.




= Welcome to VPN Config Wizard

Select a Position:

(O Headquarter L ?‘ %‘ Gj

Set the current device as |

Headquarter device and connect

the terminal devices to it. -

Internet

@ Branch

Set the current device as Branch
device and connect the terminal

devices to it to access the

Headgquarter.

= Welcome to VPN Config Wizard

Enter Basic Information.

VPN Type: | IPSec

HQ Public IP/Domain Name: |172.26.6.150

* +IP/URL@
Pre-shared Key: |ssssssses *
Interface: e
Network Config Wizard
Local Network HQ MNetwork

192.168.2.0 255.255.255.0 192.168.1.0 255.255.255.0

» Advance Settings

X

I Network Position

Configure Branch

Connect to HQ

Back Next

Network Position

2 Configure Branch

Connect to HQ




= Welcome to VPN Config Wizard

Auth: CJEnable @

Negotiation Mode:

IKE Policy: Encryption Algorithm  Hash Algorithm

Metwork Position

£ Configure Branch

Transform Set 1: ‘esp—des esp-sha-hmac

Transform Set 2: ‘Not configure

DH Group Lifetime
Connect to HQ
o0 | 0
v
o

PFS(Perfect Forwarding

Secrecy): \ Disable v

IPSec Lifetime: 3600

DPD Interval:

3. Configure the HQ.
1)

2) Configure IPsec for router A in the HQ.

second(s) @

30 second(s) @

-

Complete wizard-based setup to implement basic Internet access service of the HQ router.

Choose Network > VPN and click Configure. Select Headquarter, and click Next.

= Welcome to VPN Config Wizard

Select a Position:

@ Headquarter

Set the current device as | | ‘

X

/ Network Position

Branch Type

Headquarter device and connect

the terminal devices to it.

Internet (k

—

O Branch

Set the current device as Branch
device and connect the terminal

devices to it to access the

Branch

Headquarter.

Select Branch, and click Next.

VPN Type

Finish

Branch

Back




= Welcome to VPN Config Wizard

Select a Branch Type:

JMobile User E e

= .

Branch @

Select IPsec, and click Next.
= Welcome to VPN Config Wizard

Recommended VPN Types:
You can change the VPN type.

Branch @

PPTP/L2TP: Support access authentication without data encryption.

IPSec: Support data encryption.

L2TP IPSec: Support access authentication and data encryption.

dLare
IPSec

L2TP IPSec

Network Position

£ Branch Type

VPN Type

Finish

Network Position

Branch Type

Configure IPSec

Finish




= Welcome to VPN Config Wizard

Configure IPSec Parameter

Pre-shared Key: |sssssasss =@
Local ID@: [JEnable

Network Config Wizard

Local Network The branch network

192.168.1.0 255.255.255.0 192.168.2.0 255.255.2

»» Advance Settings

= Welcome to VPN Config Wizard

¥ Advance Settings

Outbound Interface

55.0 Gio/0

IKE Policy: Encryption Algorithm  Hash Algorithm  DH Group Lifetime

Transform Set 1: | esp-des esp-sha-hmac V|
Transform Set 2: | Not configure V| @
PFS(Perfect
Forwarding
Secrecy): | Disable v
IPSec Lifetime: |3600 second(s) @

DPD Type: DPD Interval: |30

second(s) @

- .

Network Position
Branch Type
VPN Type

+

Finish
x inis

Network Position
Branch Type
VPN Type

4 Configure IPSec

Finish




— Welcome to VPN Config Wizard

The VPN is created. Network Position

Branch Type

Then: VPN Type

View branch configuration. [ View

Configure IPSec

4. Verification
1) Choose Network > VPN, and click the Topo tab to view the configuration.

VPN

Branch Info

Topo Table All Branches v

OO

Add HQ Add Branch




View 172.26.6.33 Details

Device Name: 172.26.6.33

Connected: Connected
Connected on: 2021-05-19 09:17:35
Public IP: 172.26.6.33

Cancel

Measured
record:

Testing
conclusion

3.8 L2TP over IPsec VPN

3.8.1 Establish VPN

Testing project.

Establish VPN

Testing purpose.

Branch and clients create the L2TP over IPsec VPN with HQ.

Testing  procedure
and expected
results:

1. Check the network topology.




172.26.6.150 L2TP over IPsec 172.2

oo
@ u

192.168.1.0/24 192.16

£

HQ: EGT

A

Configure the branch.

1) Complete wizard-based setup to meet basic Internet access
requirements of users in the HQ and branch. If the users can access
the Internet, check whether the next hop address is configured for
the WAN interface.

2) Configure IPsec for the branch.

Choose Network > VPN and click Configure. Select Branch, and click Next.




= Welcome to VPN Config Wizard

Select a Position:

O Headquarter g]

Set the current device as |

Headquarter device and connect

the terminal devices to it.

Internet

@ Branch

Set the current device as Branch

device and connect the terminal

devices to it to access the

Branch Branch

Headquarter.

= Welcome to VPN Config Wizard

Enter Basic Information.

VPN Type: | L2TP IPSec hd

HQ Public IP/Domain Name: |172.26.6.150 * +IP/URL@
Pre-shared Key: |ssssuss #
User Name: |test *
Password: |sees
HQ Network: |192.168.1.0 -|255.255.255.0 +

»» Advance Settings




= Welcome to VPN Config Wizard

Auth: CJEnable @

IKE Palicy: Encryption Algorithm  Hash Algorithm DH Group Lifetime
Transform Set 1: | esp-des esp-sha-hmac V|
Transform Set 2: | Not configure V|

PFS({Perfect Forwarding

Secrecy): | Disable v
IPSec Lifetime: | 3600 second(s) @
DPD Type: DPD Interval: |30 second(s) @
Keepalive Interval: |60 second(s)
Allmae 11 S A e

= Welcome to VPN Config Wizard

»

- Connecting...




= Welcome to VPN Config Wizard

Connect operation succeeded. You can now access the headquarter network.

3) Configure the HQ.

Complete wizard-based setup to implement basic Internet access service
of the HQ router.

Configure L2TP IPsec for router A in the HQ.

Choose Network > VPN and click Configure. Select Headquarter, and click
Next.

= Welcome to VPN Config Wizard

Select a Position:

@ Headquarter g;! g’ E! (|ﬂ

Set the current device as

Headquarter device and connect
the terminal devices to it.

Q branch AR AR
Set the current device as Branch

device and connect the terminal g:! ('ﬂ g! Cﬂ

devices to it to access the

Branch Branch
Headguarter.




Select Mobile User, and click Next.

= Welcome to VPN Config Wizard

Select a Branch Type:

& Mobile User E E

e i ———

[J Branch ‘e‘

=3

Select L2TP IPsec, and click Next.

= Welcome to VPN Config Wizard

Recommended VPN Types:

VAarr ram chanas Hh, FONS Frama
You can change the VPN type.

Mobile User [l &7

b R

PPTP/L2TP: Support access authentication without data encryption.
IPSec: Support data encryption.
L2TP IPSec: Support access authentication and data encryption.

Enter the basic information, client IP range and DNS

LI PPTP
L2TP IPSec




= Welcome to VPN Config Wizard

Enter Basic Information

Client IP Range: [100.1.1.1 ~1100.1.1.254 *

hat the IP addresses are
AN,

HQ Domain Name:
Primary DMS Server: |8.8.8.8

Secondary DNS Server: |8.8.4.4

»» Advance Settings

Enable the branch and add the branch network

= Welcome to VPN Config Wizard

LAN DINS server.

¥ Advance Settings
Local Tunnel IP: [100.1.1.1 N
Local Tunnel Mask: | 255.255.255.0 K

L2TP Keepalive

Interval: | 600 second(s).
L2TP Verification Code: [JEnable

Allow HQ to Access
Branch: & Enable @

Branch Tunnel IP The branch network

100.1.1.2 192.168.3.0 255.255.255.0

Add the account




= Welcome to VPN Config Wizard

Save Account on

@® Local Device O Other System @

Add Branch User Name: |test Password: |ssss Cancel

Type: User Name Action

(-] test mDelete
ShowNo.: Total Count: 1 First 4Previous 1 Next Last E'

= Welcome to VPN Config Wizard

Pre-shared Key: |ssssess

Local ID @ : [JEnable
¥ Advance Settings

Interface: & Gi0/0 @

IKE Policy: Encryption Algorithm  Hash Algorithm  DH Group Lifetime

v |

Transform Set 1: |esp—des esp-sha-hmac

Transform Set 2: |esp—3des esp-md5-hmac V| e
PFS(Perfect
Forwarding

Secrecy): | Disahle v




Welcome to VPN Config Wizard

The VPN is created.

Then:

View branch configuration. [ View

4) Verification

Choose Network > VPN, and click the Topo tab to view the configuration.

HQ review
VPN
Branch Info

&y

Add HQ Add Branch

Branch review




VPN

Branch Info

Topo Table All Branches v

(2) ()
NG N/
Add HQ Add Branch Config

Measured record:

Testing conclusion:

3.9 Resource Cache

3.9.1 Mobile App Caching

Testing project.

Mobile App Caching

Testing purpose.

Resource cache refers to synchronizing resource from the specified server to a
device. Afterwards, users can get the resource directly from the device without

crossing WAN.

Resource cache can reduce bandwidth usage and save users from waiting for

access.

Testing  procedure
and expected

results:

1. Enable the cache function, the device will be restarted:

Dashboard Service

Service

L

Function Name Statws Action




2. Enable resource cache:

Ruijie EG Scensdio: Genersl @ [ ConfigWazad 2 Onfine Service  Hi. admins

3. Paste the download link of the resource to the “Resources Address1”:

Scenario: General @ @ Config Wizard 2 Online Service Hi, admin v
oring Settings
Note: If
Note . h wt ! " wel
Ensble Cache: il
Resources Cache Address whe Capacty (Uscd SO.96MB Total. 750.00M8,  Disk Capacty (Free: 2260.07M8 Total. 2724.34M8)
Resources Address| —— . X Delete + Add I

Add:the link address%o resources address

Save Clear A
Resources Cache Settings
Cache Status ache Detail
4. Check the cache file:
Enable Cache: u
Resources Cache Address e Capaciy (Uned: SO.96ME Total 750 0OME) Wk Capaity (Free 2060.07M8 Totw. 2724 24M8)
Resources Address: hesp//app ruiienetworks com X Delete +Add
Source IP o

) [ 8
Resource Name Resource Size Cache Time:

app.ruijienetworks.com/ error 2019-05-31 11:14:43

bpp.ruilienetworks com:50090/tool/testapp/shoppingmall apk 90.96MB 2019-05-31 11:14:15 |

Show No: 10 v Total Count: 2 1 1




5. Verification

1) Download the file via browser:

Today

g shoppingmall.apk

hitp://app.ruijienetworks.com:50090/tco

testapp/shoppingmall.apk

Pause Cancel

2) The file is downloaded within the LAN.

Ruijie EG

(RIS Monitoring Setting
Refresh every 105 ¥

Bandwidth Gain  Mops *

Scenario: General @ ©

£ Onfine Service

Wi

Measured record:

Testing conclusion:




