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Scenario 1 n Howto Configure NAT if you have

Internet -facing Public Servers

1.1 Application Scenario

It i s a common practice to place company ser
protection; while at the same time letting WAN side clients/servers access

the intranet servers. To give an example, the company may have an

internal FTP server, which needs to be accessible from the Internet as well.

To fulfill this requirement, the user can configure a NAT mapping rule to

forward the traffic from  the Internet side to intranet side. This feature  does

not only ensure service availability , but also helps avoid exposing the

server 0s r e &dmbeify atactkkd.e s s

1.2 Configuration Guide

Goal to achieve:

User Tom can access the Internet FTP serverby accessing the
Internet -facing the WAN IP address.

Network Conditions: USG-50:

- WAN IP: 59.124.163.152

- FTP server IP: 192.168.50.33

WAN Interface
59.124.163.152 Do
TP Server

192.168.50.33

el
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Configuration
Step 1. Goto CONFIGURATION > Network > NAT to open the configuration
screen.

CONFIGURATION NAT

¥ Quick Setup
@ Licensing

Configuration

= Wireless

L{h = Network

- Interface

+ Routing

- DDNS @ Add . || @ o

St.. Pri..  Name Mapping ... | Interface Original IP | Mapped P Protocal Original ... | Mapped ...

+ HTTP Redirect

.« ALG I Page 1 of 1 | | Show|50 | |tems No data to display

+ UPnP

- IPMAC Binding

- DNSInbound LB

[ Hote:

If you wantto configure SNAT, please go to Palicy Route.

Step 2. Click on the Add button to create a mapping rule.

Step 3. In this page , the user needs to configure:

-Rul eds name

- Select Virtual Server type to let USG -50 do packet forwarding

- Filtin the Original IP (WAN IP) address

- Filtin the Mapped IP (Internal FTP server IP) address

- Select the service to be mapped (FTP); the ports will be selected
automatically

&) Add NAT 2]x
ii5]Create new Object~

General Settings

Enable Rule
| Rule Name: FTP |

Port Mapping Type

Clazsificaton: @ Virtual Server @ 1ANAT ) Many 1.1 NAT

Mapping Rule

Incoming Interface: wanl —
Original IP: User Defined b
User-Defined Original IP: 59.124.163.152 (IP Address)
Mapped IP: User Defined 7
User-Defined Mapped IP: 192.168.50.33 (IP Address)
Port Mapping Type: Service —
Original Service: FTP x| TCP20-21
Mapped Service: FTP v TCP20-21

Related Settings

Enable NAT Loopback [
Configure Security Policy a

lex/index html#

Step 4. Go to CONFIGURATION > Security Policy > Policy Control to open
the firewall configuration screen.

Here assume the user already assigned th e WAN interface to WAN zone
and LAN interface to LAN1 zone.

Step 5. Click on the Add button to create a firewall rule to enable the FTP
service to pass from WAN to LAN1.



'CONFIGURATION
'I¥ Quick Setup

General Settings

Enable Policy Contral

1Pv4 Configuration

[ Licensing

[] Allow Asymmetrical Route
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+ HTTP Redirect O Acd 7 edt W ¢ N
+ ALG Pri... | Sta... | Name From To IPv4 Source
+ UPnP 1 @ LAN1_Out.. any (Exclu...  any
+ IPMAC Binding s TG =%
- DNSInbound LB @ -Out. any (Exclu... - any
+ Web Authentication 3 @ DMZ_to_W... 2 WAN any
B Security Policy 4 @  IPSec_VP... any (Exclu...  any
5 @ SSL_VPN... | any (Exclu. any
[ @ TUNNEL_... any (Exclu.. any
7 @ LANA_ta_... ZywALL any
"
= UTM Profile 8 @ LANZ_to_... ZyWALL any
+ Device HA 9 @ DMZ_to_D... ZyWALL any
@ Object 10 @  WANtoD.. ZYWALL any
# System
"
[ Log & Report 1@ IPSec VP ZYWALL any
12 @  SSLLVPN.. aSSL VPN ZywALL any

IPvd Desti...
any
any
any
any
any
any
any
any
any
any
any

any

Service

any

any

any

any

any

any

any

any
aDefault_...
aDefault_...
any

any

User
any
any
any
any
any
any
any
any
any
any

any

Schedule
none
none
none
none
none
none
none
none
none
none
none

none

SR

Act.. | UTM Profile
allow
allow
allow
allow
allow
allow
allow
allow
allow
allow
allow

allow

Step 6. The user can create an address object for the internal FTP server for

further configuration usage. Click

\+" Edit Address Rule Internal_FTP 2 1%
Mame: Internal_FTP
Address Type: HOST ~
IP Address: 192.168.50.33
[ 0K ] [ Cancel

Step 7. Configure the rule to:
- Allow access from WAN to LAN1
- Source IP address is not specific
- Destination IP address i s

t he

FTP

- Select FTP service (with port 20/21) to be enabled

- Select the allow action for matched packets

on Create new Object

serverds

for this function.

addr ess
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&) Add corresponding Bl E3
(iS]Create new Object~
Enable -
Marme: For_FTP [
Description: (Opticnal}
From: WAN b
To: LAMT i
Source: any -
Destination: Internal_FTP 7
Service: FTP 7
User: any 7
Schedule: none 7
Action: allow 7
Log matched traffic: no 7
UTM Profile
1 application Patrol: none >
[[]  content Fiter: none ~
[ P none v
[ Antivirus: none i
[ Anti-Spam: none ~
[ ssL Inspection: none w7 B
-

Step 8: Click on the OK button, you will see the rule in policy control.

CONFIGURATION Policy
'T¥ Quick Setup
General Settings
Enable Policy Control
= Network
Interface 1Pv4 Configuration
Routing
DDNS [] Allow Asymmetrical Route
NAT -
HTTP Redirect O Add & L] - M
ALG Pri.. | Sta. MName From To |Pv4 Source | IPvd Desti. Senvice User Schedule Act...  UTM Profile
UPnF || 1 @ For_FTP aWAN al ANT any alnternal__ afTP any none allow
IPMAC Binding I LANT Out LA Excl Il
DNS Inbound LB ] _Out alANT any (Exclu.. any any any any none allow
Web Authentication 3 @ LANZ_Out. aLANZ any (Exclu_ any any any any none allow
4 @  DMZ_to_W.. aDMZ aWWAN any any any any none allow
5 Q IPSec_VP. alPSec_ VPN any (Exclu.. any any any any none allow
] Q SSL_VPN. =2SSL VPN any (Exclu. any any any any none allow
7 @ TUNNEL_. a TUNNEL any (Exclu.. any any any any none allow
"
UTH Profile 8 @ LAN1_to_. aLANT ZyWALL any any none allow
Device HA 9 @ LANZ_to_. aLAN2 ZyWALL any any none allow
1 Object 0§ DMZteD.. =DNZ ZYWALL any any none allaw
+ Zone -~ [ETETTRr Y wnrany —anian - - e - pa— —n-
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Scenario 2 Secure Ste-to-site Connections
using IPSec VPN o IPv4 with IKEv2 / IPv6

2.1 Application Scenario

IPv4 with IKEv2

We want to use IKEv2 to establish a VPN tunnel between the HQ and
Branch Office .

.

IPv6 (with IKEV2 only)

ISP has changed the environment to IPv6. We applied for IPv6 address
pool for internal use. So we have to change use the IPv6 address to
establish an VPN tunnel between the USG.

2002:3b7c:a397:2:ee43:f6ff:fefc:c4b3 2002:3b7c:a397:2:b2b2:dcff:fe70:c1d6

i -

2002:3b7c:a3§7:2222::/64 2002:3b7¢:a397:1111::/64

2.2 Configuration Guide

IPv4

Network Conditions:
USG-40W with static WAN:
- WAN IP: 59.124.163.155
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- Local subnet: 192.168.100.0/24
USG-40W with PPPOE WAN:

- PPPOE IP: 220.137.67.76

- Local subnet: 192.168.200.0/24

IPSec VPN Conditions:

Phase 1: Phase 2:

IKE version: IKEv2 Active Protocol: ESP
Authentication: 1234567890 Encapsulation Mode: Tunnel
Local/Peer ID type: IPv4 0.0.0.0/ Encryption Algorithm: DES

Any

Encryption Algori thm: 3DES Authentication Algorithm: SHAL
Authentication Algorithm: MD5 Perfect Forward Secrecy: None
Key Group: DH1

Goal to achieve:

Establish an IPSec VPN tunnel between two USGs with the above
configuration.

Step 1. Goto CONFIGURATION > VPN >IPSec VPN > VPN Gateway to open
the configuration screen.

Step 2. Click on the Add button to add a VPN gateway rule.

Welcome admin | Logout  PHep ZAbout #Site Map (SObject Reference G Console [ QLI

ZyXEL uscaow

CONFIGURATION
T¥ Quick Setup

Step 3. To configure the VPN gateway rule, the user needs to fill -in:
- VPN gateway name
- Enable IKEv2 protocol
- Gateway address; both local (My Address) and peer (Peer GW Address)
- Authentication setting

A Pre-Shared Key

A 1D Type setting (Local and Peer side)
- Phase-1 setting

A Negotiation mode

A Encryption algorithm

A Authentication algorithm




A Key Group
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&) Add VPN Gateway
[=] Hide Advanced Settings .=)Create new Object~

General Settings

Enable

VPN Gateway Name: To_PPPOE40W_GW

IKE Version
@ IKEV1

@ IKEvZ

Gateway Settings

My Address
@ Interface wanl e Static - 59.124.163.155/255.255.255.224
() Domain Name /IPv4

Peer Gateway Address
@ StaticAddress [ Primary 220.137.67.76

Secondary |0.0.0.0

[7] Fall back to Primary Peer Gateway when possible

Fall Back Check Interval: 300 (60-86400 seconds)
() Dynamic Address
Authentication
@ Pre-Shared Key 1234567890
unmasked
) Certificate
Local ID Type: IPv4 v
Content: 0.0.0.0
Peer ID Type: Any M
Phase 1 Settings
SA Life Time: 86400 (180 - 3000000 Seconds)
Proposal @Add SZEdit 1l Remove
# | Encryption » | Authentication
Key Group: DH1 v
Extended Authentication Protocol
[7] Enable Extended Authentication Protocol [
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Step 4. Goto CONFIGURATION > VPN > IPSec VPN > VPN Connection to
open the configuration screen to configure the phase -2 rule.

Step 5. Click on the Add button to add a rule.

“ T ——— out #SteMap (BObject Reference G0 Console (LT
ZyXEL uscaow
CONFIGURATION VPN Connection Concent

T¥ Quick Setup
Global Setting

) Use Policy Route to control dynamic IPSec rules

Ignore "Dont Fragment setting in IP header  [J

1Pv4 Configuration

:

WA 30 2 new rue 102 VPN Gateway GatewayIP Ver...  Encapsulation Agorithm
Page 1 |of1 Show[50 |v tems

UTM Profile

Step 6. To configure the phase -2 rule, the user needs to fill -in:
- VPN connection name
- VPN gateway selection
-Policy for
A Local network side
A Remote network side
- Phase-2 settings

A Active protocol

A Encapsulation mode

A Encryption algorithm

A Authentication algorithm
A Perfect Forward Secrecy

10
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(& Add VPN Connection
[=|Hide Advanced Settings (.=1Create new Object~

General Settings

[¥] Enable

Connection Name: To_PPPOE40W_VPN

[ Nailed-Up
[] Enable Replay Detection

[7] Enable NetBIOS broadcast over IPSec
MSS Adjustment

(@) Custom Size
@ Auto

[¥] Narrowed

VPN Gateway

Application Scenario

@ Site-to-site with Dynamic Peer
@ Remote Access (Server Role)

© Remote Access (Client Role)

VPN Gateway: To_PPPOE40W_GW P

wan1 220.137.67.76, 0.0.0.0

Policy
Local policy: LAN1_SUBNET G INTERFACE SUBNET, 192.168.100.0/24
Remote policy: PPPOE40W_LAN Vg SUBNET, 192.168.200.0/24
[7] Enable GRE over IPSec
[7] Policy Enforcement
Phase 2 Setting
SA Life Time: 86400 (180 - 3000000 Seconds)
Active Protocol: ESP ™
Encapsulation: Tunnel I
Proposal © Add W
# Encryption Authentication
1 DES SHA1
Perfect Forward Secrecy (PFS): none N
Related Settings
Zone: IPSec_VPN v
Connectivity Check
[T] Enable Connectivity Check ]
=)
Inbound/Outbound traffic NAT
Outbound Traffic
[] Source NAT
Inbound Traffic
[] Source NAT
[~] Destination NAT
©Add = [ | N
# Original IP Mapped IP Protocol Original Port S._..

Original Port End  Mapped PortS... Mapped PortE...

11
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Step 7. After setting the rule, the user can select the rule and click on the
Connect button to establish the VPN link. Once the tunnel is established, a

connected icon will be displayed in front of the rule.

?Hep  Z About

& Console

#Ste Map [@Object Reference o

ZyXEL uscaow

CONFIGURATION VPN Connection

Configuration Provsioning

'I¥ Quick Setup
Global Setting

7] Use Policy Route to control dynamic IPSec rules

I Ignore "DontFragment seting in IP heacer [

1Pv4 Configuration

D Add [ Ede T Remove @ Activate § Inactvats & Dsconnect [ Object Reference

#  Staws Name VPN Gateway Policy

Pagel | of1 Show|50 | |tems Displaying 1 -1 of 1

.....

Step 8. When the VPN tunnel is established, the user can find the SA
information on MONITOR > VPN MONITOR > IPSec

|Pv6

Step 1. Add a n IPV6 VPN phase | on USG1. Go to CONFIGURATION >
VPN > IPSec VPN > VPN Gateway .

My Address: 2002:3b7c:a397:2:ee43:f6ff.fefc:c4b3

Peer Gateway Address: 2002:3b7c:a397:2:b2b2:dcff:fe70:c1d6
Pre-Shared Key: 1 2345678

<> Add VPN Gateway 2%
[ Show Advanced Settings

General Settings

[¥] Enable
VPN Gateway Name: USG1_GW

Gateway Settings

' Addrse e
vaﬁ: 2002:3b7¢:3397:2:ee43:f6ff:fefc:c4b3
Peer 5
@ Static Address Primary 2002:3b7¢:a397:2:b2b2:dcff:fe70:c1dé
Secondary ::

[] Fall back to Primary Peer Gateway when possible

() Dynamic Address

Authentication

@ Pre-Shared Key sessense

T unmasked
© Certificate

[ oK ][ Cancel ]

Step 2. Add a n IPv6 VPN phase Il on USG1. Go to CONFIGURATION >

12
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VPN > IPSec VPN > VPN Connection .
VPN Gateway: USG1_GW

Local policy: 2002:3b7c:a397:2222::/64
Remote policy: 2002:3b7c:a397:1111::/64

) Add VPN Connection &
[ Show Advanced Settings| .= Create new Object~
General Settings
[¥] Enable
Connection Name: USG1_Conn
VPN Gateway
Application Scenario
) Site-to-site with Dynamic Peer
) Remote Access (Server Role)
@) Remote Access (Client Role)
I VPN Gateway: uUsG1_GwW N 2002:3b7c:a397:2:ee43:f6fffefc.cdb3 2002:307¢:a397:2:62b2:dcfffe70:c1d6, = I
Policy
Local policy: LAN1_SUBNET_DHCPvG v INTERFACE SUBNET, 2002:3b7¢:a397:2222::1/64(DHCPVE)
Remote policy: remote_v6 N SUBNET, 2002:3b7¢:a397:1111::/64
Phase 2 Setting
SA Life Time: 86400 (180 - 3000000 Seconds)
Step 3. Add an IPV6 VPN phase | on USG2. Goto CONFIGURATION >
VPN > IPSec VPN > VPN Gateway .
My Address: 2002:3b7c¢:a397:2:b2b2:dcff:.fe70:c1d6
Peer Gateway Address: 2002:3b7c:a397:2:ee43:f6ff.fefc.c4b3
Pre-Shared Key: 12345678
- Add VPN Gateway ? X

[T Show Advanced Settings

General Settings

[¥] Enable

VPN Gateway Name: UsG2_GwW

Gateway Settings

My Address
I IPv6: 2002:3b7¢:3397:2:b2b2:dcff:fe70:c1d6 |
Peer Gateway Address
I @ Static Address Primary 2002:3b7¢:3397:2:ee43:f6ff:fefc:c4b3 J

Secondary

Fall back to Primary Peer Gateway when possible

Dynamic Address

Authentication

Io Pre-Shared Key | I

[7] unmasked
Certificate

Step 4. Add an IPV6 VPN phase Il on USG2. Goto CONFIGURATION >

13
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VPN > IPSc VPN > VPN Connection
VPN Gateway: USG2_GW

Local policy: 2002:3b7c:a397:1111::/64
Remote policy: 2002:3b7c:a397:2222::/64

) Add VPN Connection

(1) Show Advanced Settings (.=)Create new Object~

General Settings

v| Enable

Connection Name: USG2_Conn

VPN Gateway
Application Scenario
I @ Site-to-site I

Site-to-site with Dynamic Peer

Remote Access (Server Role)

Remote Access (Client Role)

Phase 2 Setting

SA Life Time: 86400 (180 - 3000000 Seconds)

| VPN Gateway: USG2_GW v | 2002:307¢:3397:2:02b2:dcfffe70:c1d6 2002:3b7¢:3397:2:ee43:f6fffefc.c4b3, :
Policy

Local policy: LAN1_SUBNET_DHCPv6 |~  INTERFACE SUBNET, 2002:367¢:a397:1111::1/64(DHCPV6)

Remote policy: remote_ve| V.| SUBNET, 2002:307¢:a397:2222:/64

Step 5. When the VPN tunnel is established, the user can find the SA
information on
MONITOR > VPN MONITOR > IPSec.

14
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Scenario 3 Connect to USG using IPSec IKEv2

in Windows 7

3.1 Application Scenario

WAN

usg210.dyndns-ip.com
— / /(El/?

N Lan
¢ 192.168.100.1/24

192.168.100.0/24

L

Windows 7 supports IPSec IKEv2 with certificate authentication.

Thissection provides information on how to configure the IKEv2 (Internet

Key Exchange) on a Windows 7 PC via certificates.

3.2 Configuration Guide

Network Conditions:

USG 210:

- WANL1 IP: usg210.dyndns -ip.com
- Local subnet: 192.168.100.0/24

USG-210 VPN Conditions:

Phase 1:

- Authentication Method: Certificate

- Local /Peer ID type: DNS / Any

- Encryption and Authentication Algorithm:
3DES/SHAL, AES128/MD5, AES128/SHA1

- Key Group: DH2

Goal to achieve:

Establish an IPSec VPN tunnel from Windows 7 using IKEv2 protocol.

15
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Step 1. Go to CONFIGURATION > Object > Certificate > My  Certificates tab

to add a new certificate for Windows clients.
&) Add My Certificates ?

Configuration

I Name: CER_For_Windows |

Subject Information

() HostIP Address

@ HostDomain Name usg210.dyndns-ip.con IMUSt select and fill in FQDN
© E-Mail

Organizational Unit: (Optional)

Organization: (Optional)

Town (City): (Optional)

State (Province): (Optional)

Country: (Optional)

Key Type: RSA v B

Key Length: 2048 v bits

Extended Key Usage

Server Authentication
Client Authentication

[¥] iKEIntermediate Must select iKEIntermediate

@ Create a self-signed certificate

(O) Create a certification request and save it locally for later manual enroliment

Step 2. Goto CONFIGURATION > Object > User/Group to create a user
account . Add this account into IKEv2 users group object. This group object
will be used in IPSec VPN phase -1 EAP (Extended Authentication Protocol)
field.

PHep ZAbout #SteMap (@Object Reference

ZyXEL usc210

CONFIGURATION
T¥ Quick Setup
@ Licensing

Wireless
Q4dd (1 move (@ feren
‘{5 Network @Add [/Ede f Remove [ Object Reference

Configuration

- Web Authentication #+  UserName User Type Description Reference
Security Policy 1 admin admin Administration account 0
2 Idap-users extuser External LDAP Users 0
3 racius-users ext-user External RADIUS Users 0
UTM Profile
e 4 ad-users ext-user External AD Users 0
= Object
- Zone Page (1 |of1 Show 50 | |tems Displayng 1 -5 of 5

16
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-~ Edit Group IKEv2_users

Configuration

Name: IKEv2_users

Description: (Optional)

Member List
Available Member
=== Object === === Object ===
ad-users spark
Idap-users
radius-users

Step 3. Goto CONFIGURATION > VPN > IPSec VPN > VPN Gateway to open
the configuration screen.

Step 4. Click on the Add button to add a VPN gateway
ZyXEL usc210 T—
CONFIGURATION VPN Connection m Concentrator Configuration Provisioning

1Pv4 Configuration

:

# Status Name My Address Secure Gateway VPN Connection IKE Ver.

rule.

1 ) Windows_IKEv2_GW awan1,ppp 0000 For_Windows_Clinet_Conn IKER

Page |1 |of1 Show|50 | items Displaying 1 -1 of 1

Step 5. To configure the VPN gateway rule, the user needs to fi Ilin:
- VPN gateway name:
- IKE Version: IKEv2
- Gateway address: both local (My Address) and peer (Dynamic Address)
- Authentication setting:
A Certificate
- Phase-1 setting
A Encryption and Authentication Algorithm:
1) 3DES / SHA1
2) AES128 / MD5
3) AES128 / SHAL
4) Key Group DH2
- Extended Authentication Protocol:
A Enable Extended Authentication Protocol
Server Mode
AAA Method: default
Allowed User: IKEv2_users

17
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'/ Edit VPN Gateway Windows_IKEv2_GW
[= Hide Advanced Settings (=]Create new Objecty

General Settings

[¥] Enable

I VPN Gateway Name: Vindows_IKEvV2_GW

IKE Version

e wee]

Gateway Settings

My
@ |Interface

wanl_ppp

¥ | Dynamic - 111.250.186.198/255.255.255.255

) Domain Name / IPv4

Peer Gateway Address
() Static Address

© DynamicAddress  [[J

Authentication
@ Certificate CER_For_Windows N (See My Certificates)
Local ID Type: DNS
Content: usg210.dyndns-ip.com
Peer ID Type: Any M

Phase 1 Settings

SA Life Time: 86400 (180 - 3000000 Seconds)
Proposal @Add = |
# Encryption « | Authentication
1 3DES SHA1
2 AES128 MD5
3 AES128 SHA1
Key Group: DH2 N
Extended Authentication Protocol
Enable Extended Authentication Protocal [
Allowed Auth Method: mschapv2
@ Server Mode
AAA Method: default X
Allowed User: IKEv2_users G

© Client Mode

Step 6. Go to CONFIGURATION > Object > Address to create an address

18
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object . Thisaddress object's IP address will be assigned to the Windows
IKEv2 client's machine.

-/ Edit Address Rule Windows_Client_Pool

Name: Windows_Chent_Pool
Address Type: RANGE

Startng IP Address: 172.16.1.10

End IP Address: 172.16.1.20

Co e

Step 7. Goto CONFIGURATION > VPN > IPSec VPN > VPN Connection to
open the configuration screen to configure the phase -2 rule.

Step 8. Click on the Add buttonto add a rule.
ZyXEL usc210

CONFIGURATION

¥ Quick Setup
Global Setting

Use Policy Route to control dynamic IPSec rules
[T1 Ignore "DontFragment” setting in IP header [

IPv4 Configuration

#  Stas Name VPN Gateway Policy
1 98 For_Windows_Clinet_Conn Windows_IKEv2_GW aLAN1_SUBNET/

Page 1l |of1 » »| | Show 50 v items Dsplying 1 -1 of 1

Step 9. To configure the phase -2 rule, the user needs to fill -in:
- VPN connection name
- VPN gateway selection
- Policy for

A Local network side
- Configuration Payload

A Enable Configuration Payload

IP Address Pool:

- Phase-2 setting

A Active protocol

A Encapsulation mode

A Encryption algorithm

A Authentication algorithm
A Perfect Forward Secrecy

19
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< Edit VPN C

ion For_Wind ;_Clinet_Conn
[=] Hide Advanced Settings (:=]Create new Object~

General Settings

Enable

Connection Name: For_Windows_Clinet_Conn

[] Enable Replay Detection

[] Enable NetBIOS broadcast over IPSec
MSS Adjustment

@ Custom Size

@ Auto

VPN Gateway
Application Scenario
@ Site-to-site

© _Site-to-site with Dynamic Peer

) Remote Access (Server Role) I

© Remote Access (Client Role)

VPN Gateway: I Windows_IKEv2_GW P wan1_ppp 0.0.0.0,0.0.0.0
Policy
I Local policy: LAN1_SUBNET e INTERFACE SUBNET, 192.168.100.0/24 l
[T] Enable GRE over IPSec
Configuration Payload
[¥] Enable Configuration Payload
1P Address Pool: Windows_Client_Pool ~ | RANGE, 172.16.1.10-172.16.1.20
First DNS Server (Optional): EI. BT
Second DNS Server (Optional): 2.2.2.2
First WINS Server (Optional): 3.3.3.3
Second WINS Server (Optional): 4.4.4.4i
Phase 2 Setting
SA Life Time: 86400 (180 - 3000000 Seconds)
Active Protocol: ESP et

Encapsulation: Tunnel >

@ Add 2 | |
# Encryption

Proposal

Authentication

1 3DES SHA1
2 AES128 SHA256
3 AES256 SHA1
Perfect Forward Secrecy {(PFS): none N a8
Related Settings
Zone: IPSec_VPN N7
Connectivity Check
[] Enable Connectivity Check B8
e
Inbound/Outbound traffic NAT
Outbound Traffic
[T] Source NAT
Inbound Traffic
[T] Source NAT
[] Destination NAT
@Add = w N
# Original IP Mapped IP Protocol Original Port S... | Original Port End Mapped Port S...  Mapped PortE...
Page |1 of 1 Show 50 v items No data to display

ZU
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Step 10. Export the certificate, which  was generate d in step 1, and save it

to the Windows 7 machine.

' Edit My Certificates

Configuration

Name: CER_For_Windows

Certification Path

CN=usg210.dyndns-ip.com
Validation Result=self-signed

Certificate Information

Type: Self-signed X.509 Certificate
Version: V3

Serial Number: 1396161402

Subject: CN=usg210.dyndns-ip.com

Issuer:

Signature Algorithm:

ChN=usg210.dyndns-ip.com

rsa-pkcsi-shal

Valid From: 2014-03-30 06:36:42 GMT

Valid To: 2017-03-29 06:36:42 GMT

Key Algorithm: rsaEncryption (2048 bits)

Subject Alternative Name: usg210.dyndns-ip.com

Key Usage: DigitalSignature, KeyEncipherment, DataEncipherment, KeyCertSign
Extended Key Usage: ServerAuthentication, ClientAuthentication, iKEIntermediate

Basic Constraint: Subject Type=CA, Path Length Constraint=1

MDS Fingerprint: eb:le:f0:f9:e5:ca:04:81:5e:0f:fc:48:d5:8c:e9:34

SHA1 Fingerprint: ec:8e:71:ef:ef:66:d9:f1:b2:36:59:93:e8:ee:33:93:05:79:35:44

Certificate in PEM (Base-64) Encoded Format

----- BEGIN X509 CERTIFICATE—
MIIDVDCCAjygAwIBAgIEUze7 ejANBgkghkiGOwWOBAQUFADAfMROWGWYDVQQDEXR1
C2cyMTAUZHIUZGSzLWIwLmNvb TAeFwOxNDAzMzAWNM2NDIaFw0xNzAzMjkwiNjM2

[m] »

NDJaMBSXHTAbBgNVBAMTFHVzZzIxMCSkeWSkbnMtaXAuY29tMIIBANBakghkiG v
Password:
[ Export Certfficate Only J [ Export Certificate with Private Key ]

Step 11. In the Windows 7 machine, goto Start > mmc >
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Programs (1)

i@ mmc

- See more results

| e | Shut down | » |

Step 12. In the mmc console, click  on File > Add/Remove Snap -in... >
T [
Action View Favorites Window Help I:“E]‘EJ
New Ctrl+N o
Open... Ctrl+0
Save Ctrl+S

Save As...

Actions
SousoleBoat
More Actions

tems to show in this view.

Add/Remove Snap-in...

Options...
1 C\Windows\system32\compmgmt

Exit

Enables you to add snap-ins to or remove them from the snap-in console.
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Step 13. In the left panel, select the Certificates and click on the Add
button .
e e =@*
Add or Remove Snap-ins . -
You can select snap-ins for this console from those available on your computer and configure the selected set of snap-ins. For
extensible snap-ins, you can configure which extensions are enabled.
Available snap-ins: Selected snap-ins:
Snap-in Vendor i " Console Root Edit Extensions...
=] ActiveX Control Microsoft Cor... S
ization Manager Microsoft Cor...
Microsoft Cor... |=
“#-Component Services  Microsoft Cor... Move Up
,'k“ Computer Managem... Microsoft Cor...
24 Device Manager Microsoft Cor Move Dowa
: =
(=7 Disk Management Microsoft and...
Event Viewer Microsoft Cor...
__|Folder Microsoft Cor...
=/ Group Policy Object ... Microsoft Cor...
,g IP Security Monitor Microsoft Cor...
S IP Security Policy M...  Microsoft Cor...
,‘_;3 Link to Web Address M?crosoft Cor.... Ardvancedas
Description:
The Certificates snap-in allows you to browse the contents of the certificate stores for yourself, a service, or a computer.
[ ok ][ cancel
o 2

Step 14. Selectthe Computer account > Next button > select Local
computer > Finish button > OK button .
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ra

e — |! X !-l\

Certificates snap-in o — - ——

This snap-in will always manage cerificates for:
(") My user account
() Service account

l @ Computer account I

il
|t I
Back || Net> | [ Cancel |
\ 2
7 T e e —— — R
Select Computer s i —— u
Select the computer you want this snap-n to manage.
This snap-in will always manage:
@ Local computer: {the computer this console is running on}
i (7) Another computer: | | Browse
|
i [ ] Allow the selected computer to be changed when launching from the command line. This
only applies if you save the console.
|
|
|
| |
|
il
|t I
—_—
| <Back | Fnish ||| Cancel |
| [ T—————
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- e

You can select snap-ins for this console from those available on your computer and configure the selected set of snap-ins. For
extensible snap-ins, you can configure which extensions are enabled.

Available snap-ins:

Snap-in Vendor i
=" ActiveX Control Microsoft Cor...
Authorization Manager Microsoft Cor...
5 Certificates Microsoft Cor... |=
s Component Services ~ Microsoft Cor...
' Computer Managem... Microsoft Cor...
424 Device Manager Microsoft Cor...
(=7 Disk Management Microsoft and...
Event Viewer Microsoft Cor...
I Folder Microsoft Cor...
=/ Group Policy Object ... Microsoft Cor...
g, IP Security Monitor Microsoft Cor...
S IP Security Policy M...  Microsoft Cor...
2 Link to Web Address ~ Microsoft Cor... _
- Sos ‘= = o=
Description:

Selected snap-ins:

| Console Root

CE}J Certificates (Local Computer)

Edit Extensions...

Remave

Move Up

Move Down

Advanced...

ok |

Step 15. Open up the Certificates (Local Computer) > Trusted Root

Certification Authorities >

right-click on Certificate > All Tasks > Import .

E File Action View Favorites Window Help
ENEHE]Y ]

| Console Root

> | Personal

4 )| Certificates (Local Computer,

&> [l Enterprise Try

Issued To

53] AddTrust External CA Root
(5 Baltimore CyberTrust Root

(5] Class 3 Public Primary Certificat...

4 | ||Trusted Root Certification Authorities
|| Certificats

[ AN Tasks

> ‘ Import...

» [ Intermediate
p | Trusted Publi:
| Untrusted Cer
b [ Third-Party R
i (| Trusted Peopl
» [ Certificate En
i [ Smart Card Trj
~| Trusted Devic

View
New Window from Here
New Taskpad View...

Refresh
Export List...

Help

rt Assured ID Root CA

yberTrust Global Root

I Microsoft Root Authority

S Microsoft Root Certificate Auth...
53INO LIABILITY ACCEPTED, (c)97 ...

3l Thawte Premium Server CA
53] Thawte Timestamping CA
5 usg210.dyndns-ip.com
[JUTN - DATACorp SGC

[53 VeriSign Class 3 Public Primary ...

rt High Assurance EV Ro...
.net Certification Author...
Secure Certificate Auth...

oft Authenticode(tm) Ro...

Issued By

AddTrust External CA Root
Baltimore CyberTrust Root

Class 3 Public Primary Certificatio...

.. Class 3 Public Primary Certificatio...

Copyright (c) 1997 Microsoft Corp.
DigiCert Assured ID Root CA
DigiCert High Assurance EV Root ...
Entrust.net Certification Authority...
Equifax Secure Certificate Authority
GeoTrust Global CA

GlobalSign Root CA

GTE CyberTrust Global Root
Microsoft Authenticode(tm) Root...
Microsoft Root Authority

Microsoft Root Certificate Authori...
NO LIABILITY ACCEPTED, (c)97 V...
Thawte Premium Server CA
Thawte Timestamping CA
usg210.dyndns-ip.com

UTN - DATACorp SGC

VeriSign Class 3 Public Primary Ce...

< m

Expiration Date
2020/5/30
2025/5/13
2028/8/2
2004/1/8
1999/12/31
2031/11/10
2031/11/10
2029/7/24
2018/8/23
2022/5/21
2028/1/28
2018/8/14
2000/1/1
2020/12/31
2021/5/10
2004/1/8
2021/1/1
2021/1/1
2017/3/29
2019/6/25
2036/7/17

1 ded P

Server Auth
Server Autl
Secure Emi|

More Actions
Secure Emi|
Time Stam
Server Autl
Server Auth
Server Autl
Secure Emi
Server Autt
Server Autl
Secure Emi|
Secure Emi|
<All>
<All>
Time Stam,
Server Autl
Time Stam
Server Auth
Server Autl
Server Auth

Contains actions that can be performed on the item.
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Step 16. Select the certificate , which was generated by the USG

(& Open ., 1 50
@O'I-.D-eslztop > v Ii’,l l Search Desktop yel ’

Organize v New folder = b @
B Deskiop o T e Toracs X
("’ Doamicads i TeamViewerPortable
= Recent Places L L File folder

||
4 Libraries . WiresharkPortable !
@ Documents File folder
2 N
o' Music ‘ ZyWALL IPSec VPN ==
&= Pictures = ] l Client_3.2.204.61.13
E Videos File folder |
‘ ZyWALL IPSec VPN =y
o Client_3.3.204.61.51
I Comptier File folder !
L

G : CER_For_Windows I

. Nebwork \ | Security Certificate
- | ==¥% 856 bytes -l
File name: CER_For_Windows v [X509 Certificate (*.cer;*.crt) v]

[ Open |v] [ Cancel J j

Step 17. Create the Windows IPSec connection profile

. A
L R S A W S —— | A
- B N S S e —— -
@ I“; Connedtoa%orkmg,e" D — — W — -

Type the Internet address to connect to

Your network administrator can give you this address.

Internet address: usg210.dyndns-ip.com
Destination name: iKEvZ Connection

[]Use a smart card

'@ [~] Allow other people to use this connection
This option allows anyone with access to this computer to use this connection.

Don't connect now; just set it up so I can connect later

[ Next ][ Cancel ]
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Type your user name and password

User name: spark

Password: 1234

Show characters
[V]:Remember this password:

Domain (optional):

[ Create ][ Cancel ]

Step 18. Modify the IPSec connection profile. Go to Security >
Type of VPN: IKEv2

Data encryption: Require sencryption (disconnect if server declines)
Authentication: Use Extensible Authentication Protocol  (EAP)
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| General | Options | Security | Networking | Sharing |

Type of VPN:

| IKEv2

encoption:

[Requite encryption {disconnect if server declines)

Authentication
@ Use Extensible Authentication Protocol (EAP)

| Microsaft: Secured password (EAP-MSCHAP v2) fencry v |

() Use machine certificates

28



Step 19. Modify IPSec connection profile.

the TCP/IPv6 checkbox.

ZyXEL 1T USG Application Note s

Go to Networking > and disable

Note: USG 4.10 firmware does not support multiple proposal s. It only

supports IPv4 proposal selection.

. IKEv2 Connection Prope

| General | Options [ Security | Networking | Sharing |

V-HMF‘ N

This connection uses the following items:

4. Intemet Protocol Version 4 (TCP/IPv4)
g File and Printer Sharing for Microsoft Networks
% Client for Microsoft Networks

B . Intemet Protocol Version 6 (TCP/IPvE)

Uninstall Properties

Description

TCP/IP version 6. The latest version of the intemet protocol
that provides communication across diverse interconnected
networks.

[

Step 20. Establish the IPSec tunnel from the Windows 7 machine , and the

2

tunnel will be established successfully.

7

Currently connected to:

Internet access

IKEv2 Connection
No network access

Dial-up and VPN

Open Network and Sharing Center

IKEv2 Connection Connected ﬂ

+y

-~

——————————————————
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o p— — — —
»
5 IKEv2 Connection Status l__ng Network Connection Details; g
General | petails Network Connection Details:
Connection foely s
IPv4 Connectivity: No network access Connection-specific DN...
IPV6 Connectivity: oSt Description IKEv2 Connection
onnectivity: network access Physical Ad
Media State: Connected DHCP Enabled No
Duration: 00:00:38 IPv4 Address 172.16.1.14
IPv4 Subnet Mask 255.255.255.255
_ |Pv4 Default Gateway
Defols.s IPv4 DNS Servers 1111
12 2222
i IPv4 WINS Servers 3333
™
4444
Sent —— | ——  Received
it &g@ i NetBIOS over Tepip En.. Yes
Bytes: 0
Compression: 0%
Errors: 0
| Properties | [ Disconnect | [ Diagnose |
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Scenario 41 GRE over IPSec VPN

Tunnel VPN Failover

4.1 Application scenario

We want to use VPN tunnels to transfer important files between the

branch Office and HQ. To prevent the network  from getting

disconnect ed, we configure four WAN interfaces to do redundancy.

Now, we want to establish two VPN tunnels between the two USGs to
perform failover, to ensure that the transfer will not be interrupted when
the first connection encounters a problem. This will create a stable
environment for the transfer.

WAN1: 192.168.3.33
WAN2: 192.168.4.33

GRE 0: 10.0.0.3
GRE1: 10.10.0.4

WAN1: 192.168.1.33
WAN2: 192.168.2.33
GRE 0:10.0.0.1
GRE1: 10.10.0.2

Tunnel

i

10.59.1.0/24 10.59.2.0/24

-

4.2 Configuration Guide

Network conditions:

UsSG1 - WAN1IP: 192.168.3.33
- WAN1IP: 192.168.1.33 - WAN2IP: 192.168.4.33
- WAN2IP: 192.168.2.33 - GRE tunnel interfacel.:
- GRE tunnel interfacel.: 10.0.0.3

10.0.0.1 - GRE tunnel interface2:
- GREtunnel interface2: 10.10.0.4

10.10.0.2

USG2
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Goals to achieve:
Use GRE over IPSec VPN to perform the VPN fail -over.
USG configuration
Step 1. Add two GRE tunnels on USG1. Go to CONFIGURATION > Tunnel.
a. Add the first tunne |
IP Address: 10.0.0.1, Subnet Mask: 255.255.255.0
My Address: WAN1, Remote Gateway Address: 192.168.3.33

<) Edit Tunnel 2|4
[ Show Advanced Settings

General Settings

[¥] Enable

Interface Properties

Interface Name: tunneld
Zone: TUNNEL v O
Tunnel Mode: GRE N

IP Address Assignment

1P Address: 10.0.0.1
Subnet Mask: 255.255.255.0
Metric: 0 (0-15)

Gateway Settings

My Address
IO Interface wanl v DHCP client - 192.168.1.33/255.255.255.0 I
IP Address
I Remote Gateway Address: 192.168.3.33 I

Place a check in the  Enable Connectivity Check  checkbox . Ensure that the Address is
the remote GRE tunnel interface.
<) Edit Tunnel 7 X

[ Show Advanced Settings

Connectivity Check
[¥] Enable Connectivity Check
Check Method: icmp v
Check Period: 10 (5-600 seconds)
Check Timeout: 3 (1-10 seconds)
Check Fail Tolerance: 3 (1-10)
Check this address: 10.0.0.3 (Domain Name or IP Address)

Related Setting

Configure WAN TRUNK
Configure Policy Route

b. Add the second tunne |
IP Address: 10.10.0.2, Subnet Mask: 255.255.255.0
My Address: WAN2, Remote Gateway Address: 192.168.4.33
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) Edit Tunnel
() Show Advanced Settings

General Settings

[¥] Enable

Interface Properties

Interface Name: tunnell
Pone: TUNNEL Y
[Tunnel Mode: GRE 5

IP Address Assignment

IP Address: 10.10.0.2

Subnet Mask:

255.255.255.0

Metric: 0 (0-15)
Gateway Settings
My Address
| @ Interface wan2 2 DHCP client - 192.168.2.33/255.255.255.0 |
7 IP Address
Remote Gateway Address: 192.168.4.33 |

Place a check in the
the remote GRE tunnel interface.

Enable Connectivity Check

) Edit Tunnel
[T Show Advanced Settings

Connectivity Check

[¥] Enable Connectivity Check

Check Method: icmp
Check Period: 10
Check Timeout: 3
Check Fail Tolerance: 3

Check this address: 10.10.0.4

v
(5-600 seconds)
(1-10 seconds)

(1-10)

(Domain Name or IP Address)

Related Setting

Configure WAN TRUNK
Configure Policy Route

[ ok

J[_ cencel |

Step 2. Add a GRE tunnel trunk on USG1.

Interface > Trunk.
gre_trunk member:
tunnelO: Active
tunnell: Passive

Go to CONFIGURATION > Network >

checkbo x. Ensure that the Address is
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CONFIGURATION Port Role Ethernet PPP Cellular Tunnel VLAN Bridge Trunk
T¥ Quick Setup Show Advanced Settings
# Licensing
= Wire Configuration
= Network
" [] Disconnect Connections Before Falling Back [
+ Routing
+ DDNS Default WAN Trunk
+ NAT Default Trunk Selection
+ HTTP Redirect
. ALG @ SYSTEM_DEFAULT_WAN_TRUNK
+ |PMMAC Binding ) User Configured Trunk
+ DNS Inbound LB
+ Web Authentication User Configuration
= Security Policy
= VPN .,° i =
+ BWM )
& UTM Profile L SLLECIT
- Device HA Page of1| k Show| 50 | items
= Object
) Add Trunk 2%
Name: gre_trunk
Load Balancing Algorithm: Least Load First N/
Load Balancing Index(es): Outbound N
@ Add =2Edit W Remove gMMove
Mode
(4
tunnel0 1048576 kbps
Page T |or 1 Show o0 | v rems No data to display

Step3. Add two IPSec VPN tunnels on USG1. Go to CONFIGURATION > VPN > IPSec

VPN.

a. Add two VPN gateway policies.
First VPN Gateway policy (USG1 wanl to USG2 wanl)
My Address: wanl, Peer Gateway Address: 192.168.3.33
Pre-Shared Key: 12345678
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- Edit VPN Gateway GREO_GW

[T Show Advanced Settings (.5)Create new Object~
General Settings

[¥] Enable
VPN Gateway Name: GREO_GW

IKE Version
()

Gateway Settings

My Address
|6 Interface wanl v | DHCP client— 192.168.1.33/255.255.255.0 |

© Domain Name / IPv4

Peer Gateway Address
© StaticAddress ) Primary  |192.168.3.33 |

Secondary 0.0.0.0

[7] Fall back to Primary Peer Gateway when possible

© DynamicAddress [

Authentication

I @ Pre-Shared Key eesseese I

Secondary Gateway policy (USG1 wan2 to USG2 wan2)
My Address: wan2, Peer Gateway Address: 192.168.4.33
Pre-Shared Key: 12345678

- Edit VPN Gateway GRE1_GW
[f] Show Advanced Settings (.5 Create new Object~
[¥] Enable
VPN Gateway Name: GRE1_GW

IKE Version
(*)

Gateway Settings

My Address

| @ Interface wan2 7 DHCP client -- 192.168.2.33/255.255.255.0

© Domain Name / IPv4

Peer, £SS
@ Static Address a8 Primary 192.168.4.33

Secondary |0.0.0.0

[7] Fall back to Primary Peer Gateway when possible

Dynamic Address B

Authentication

Iﬁ Pre-Shared Key ssssssse I

b. Add two VPN Connections
First VPN Connection
Enable Nailed -Up
Application Scenario: Site -to-Site
VPN Gateway: GREO_GW
Local policy: 192.168.1.33
Remote policy: 1 92.168.3.33
Enable GRE over IPSec
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-/ Edit VPN Connection GREO_Conn
[Cl Hide Advanced Settings (=) Create new Object~

General Settings

¥] Enable

Connection Name: GRED_Conn

[¥] Nailed-Up

| Enable Replay Detection

Enable NetBIOS broadcast over IPSec
MSS Adjustment

© Custom Size

@ Auto

VPN Gateway

Application Scenario

@ Site-to-site

() Site-to-site with Dynamic Peer

Remote Access (Server Role)

Remote Access (Client Role)

VPN Gateway: GREO_GW e

wan1 192.168.3.33,0.0.0.0

./ Edit VPN Connection GREO_Conn

[C)Hide Advanced Settings| . Create new Object~

Policy
Local policy: local_gre0 v HOST, 192.168.1.33
Remote policy: remote_gre0 ¥ | HOST, 192.168.3.33

I |¥] Enable GRE over IPSec I

Policy Enforcement

Phase 2 Setting

SA Life Time: 86400 (180 - 3000000 Seconds)
Active Protocol: ESP v
Encapsulation: Tunnel N
Proposal © Add w
# Encryption Authentication
1 DES SHA1
Perfect Forward Secrecy (PFS): none vl B3

Related Settings

Zone:

IPSec_VPN N

Second VPN Connection
Enable Nailed -Up

Application Scenario: Site -to-Site

VPN Gateway: GRE1_GW
Local policy: 192.168.2.33
Remote policy: 192.168.4.33
Enable GRE over IPSec
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. Edit VPN Connection GRE1_Conn 21X
(") Hide Advanced Settings| =) Create new Object~

General Settings
[¥] Enable
Connection Name: GRE1_Conn
|| Enable Replay Detection

[T] Enable NetBIOS broadcast over IPSec
MSS Adjustment

O Custom Size

@ Auto

VPN Gateway
Application Scenario
© Site-to-site
D Site-to-site with Dynamic Peer
O Remote Access (Server Role)

) Remote Access (Client Role)

I VPN Gateway: GRE1_GW v wan2 192.168.4.33,0.0.0.0 ]
-/ Edit VPN Connection GRE1_Conn 20x
=) Hide Advanced Settings .5 Create new Object~
Policy
Local policy: local_grel 7 HOST, 192.168.2.33
Remote policy: remote_grel % HOST, 192.168.4.33
[T EmatE GRE overtrsee |

[] Policy Enforcement

Phase 2 Setting

SA Life Time: 86400 (180 - 3000000 Seconds)
Active Protocol: ESP 7
Encapsulation: Tunnel %
Proposal © Add |
# Encryption Authentication
1 DES SHA1
Perfect Forward Secrecy (PFS): none v a8

Related Settings

Zone: 1PSec_VPN ~ B

Step 4. Add a policy routes on USG1. Goto  CONFIGURATION> Network > Routing .
Source: LAN1_Subnet
Destination: Remote subnet
Next-Hop: gre_trunk
SNAT: none
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) Add Policy Route ?)x
() Show Advanced Settings (=] Create new Object~
Configuration
V| Enable
Description: (Optional)
Criteria
User: any v
Incoming: any (Excluding ZyWALL) (¥
Source Address: LAN1_SUBNET N7
Destination Address: remote_11 ~
DSCP Code: any 2
Schedule: none N
Service: any v
Next-Hop
Type: Trunk 7
Trunk: gre_trunk N/
[ ok |[ cancel |

Step5. Add two GRE tunnels on

a. Add first tunne |

IP Address: 10.0.0.3, Subnet Mask: 255.255.255.0
My Address: WAN1, Remote Gateway Address: 192.168.1.33

the USG2.Go to CONFIGURATION > Tunnel.

) Add Tunnel
(8] Show Advanced Settings

General Settings

[¥] Enable

Interface Properties

Interface Name: tunneld
Zone: TUNNEL v B8
Tunnel Mode: GRE -
IP Address Assignment
IP Address: 10.0.0.3
Subnet Mask: 255.255.255.0
Metric: 0 (0-13)
Gateway Settings
My Address
| @ Interface wanl ¥ | DHCP client - 192.168.3.33/255.255.255.0 |
) IP Address
| Remote Gateway Address: 192.168.1.33] |

Place a check in the

the remote GRE tunnel interface.

Enable Connectivity Check checkbox .Ensure thatthe Addressis
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() Show Advanced Settings

Egress Bandwidth: 1048576 Kops
Connectivity Check

[¥] Enable Connectivity Check
Check Method: icmp v
Check Period: 10 (5-600 seconds)
Check Timeout: 3 (1-10 seconds)
Check Fail Tolerance: 3 (1-10)
Check this address: (10001 |  ©omain Name or IP Adaress)

Related Setting

Configure WAN TRUNK
Configure Policy Route

[ 0K ][ Cancel ]

) Add Tunnel 2%

b. Add Second tunne |
IP Address: 10.10.0.4, Subnet Mask: 255.255.255.0
My Address: WAN2, Remote Gateway Address: 192.168.2.33

) Edit Tunnel 2%
[TH) show Advanced Settings

General Settings

[¥v] Enable

Interface Properties

Interface Name: tunnell
Zone: TUNNEL ~ B8
Tunnel Mode: GRE 2

IP Address Assignment

IP Address: 10.10.0.4
Subnet Mask: 255.255.255.0
L] | o U AW

Gateway Settings

My Address
|¢ Interface wan2 v~ DHCP client-- 192.168.4.33/255 255.255.0 |
7 IP Address
| Remote Gateway Address: 192.168.2.33 |

Place a check inthe Enable Connectivity Check checkbox. Ensure that the Address is

the remote GRE tunnel interface.
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<) Edit Tunnel
[f) Show Advanced Settings

Connectivity Check

V] Enable Connectivity Check
Check Method:
Check Period:
Check Timeout:
Check Fail Tolerance:

Check this address:

icmp v
10 (5-600 seconds)
3 (1-10 seconds)
3 (1-10)

10.10.0.2

(Domain Name or IP Address)

Related Setting

Configure WAN TRUNK
Configure Policy Route

[ ok J[ cancel |

Step6. Add a GRE tunnel trunk on USG2.

> Trunk.

gre_trunk member:

tunnelO: Active

Tunnell: Passive

Go to CONFIGU RATION > Network > Interface

Port Role I Ethernet I PPP I Cellular I Tunnel I VLAN I Bridge ] Trunk .

CONFIGURATION
y Lol &0V | (5 Show Advanced Settings|
# Licensing
— @ Wireless Configuration
i¥ B Network

. [7] Disconnect Connections Before Falling Back [
- Routing
+ DDNS Default VWAN Trunk
* NAT Default Trunk Selection
+ HTTP Redirect
v ALG @ SYSTEM_DEFAULT_WAN_TRUNK
+ |PMAC Binding (0 User Configured Trunk
+ DNS Inbound LB
Web Authentication User Configuration

7 Security Policy

P cce W Remove @

+ IPSecVPN :
+ SSLVPN # Mame Algaorithm
+ L2ZTP VPN Page of 1| b Pl | Show 50 | |items

. BUARA

&) Add Trunk 2%
Name: gre_trunk
Load Balancing Algorithm: Least Load First 7
Load Balancing Index(es): Outbound v
© Add =ZEdit T Remove NMove
= Member Mode Egress Bandwidth
v

1 tunnel0 Active 1048576 kbps

Step 7. Add two IPSec VPN tunnels on USG2. Go to CONFIGURATION > VPN > IPSec

VPN.
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a. Add two VPN Gateways.
First VPN Gateway

My Address: wanl, Peer Gateway  Address: 192.168.1.33
Pre-Shared Key: 12345678

Second VPN Gateway

My Address: wan2, Peer Gateway Address: 192.168.2.33
Pre-Shared Key: 12345678

b. Add two VPN Connections.
First VPN connection
Application Scenario: Site -to-Site
VPN Gateway: GREO_GW
Local policy: 192.168.3.33
Remote policy: 192.168.1.33
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