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OCHOBHbIE XapaKTepPUCTUKHU

3awmTa oT cTaTU4EeCKOro aneKkTpuyecTsa
Bce Ethernet-nopTbl noggepkvBatoT BCTPOEHHYKO 3aluUTy
OT CTaTUYECKOro arekTpuyecTsa Ao 6 kB.

PaclumpeHHble hyHKLUKN ynpaBneHus

PyHKUMKM ynpasneHns BkntoyaoT SNMP, ynpaeneHve Ha
ocHoBe Web-uHTepdelica n nHtepdenc KoMaHgHON CTPOKK
(CLI) yepes Telnet n SSH.

Mopaepxka IPv6

KommyTaTtop sABnseTcs NoNHOCTbI0 COBMECTUMbIM C CETAMM
Ha 6a3e npotokona IPv6. MNopgaepxka dyHkumoHana IPv6
cnocobcTByeT nerkon uHTerpaumm obopynoBaHus B CeTu
CrepytoLLero NoKoneHus.

DGS-1210-10MP/FL

Ynpasnsiembin L2 kommyTatop ¢ 8 noptamu 10/100/1000Base-T u 2 noptamu
1000Base-X SFP (8 noptoB PoE 802.3af/at, PoE-6rogxeT 130 BT)

XapakTepucTuku

WHTepdpencol
e 8 noptoB 10/100/1000Base-T ¢ noaaepxkoin PoE
e 2 nopta 1000Base-X SFP

TexHonorusa Green

* JkoHOMUS ONEKTPO3HEepPrun 3a cyeT:
- BbikntoyeHus nopTtoe
- BoikntoueHnus NHOUKaTopoB
- Micnonb3oBaHus cnswero pexuma

®dyHKUMM 6e3onacHocTH

e Cnucku ynpasnenus goctynom (ACL)
e D-Link Safeguard Engine

¢ Port Security

Yno6Hoe ynpaBneHue
¢ Web-uHTepdenc
e CLI yepes Telnet u SSH

PaclimpeHHbI Ha6op yHKUMI

¢ Loopback Detection

e [narHocTtuka kabens

¢ AsTOMmatuyeckoe onpegeneHne MDI/MDIX
e Moppepxka AByx Bepcuni MO

Ynpaensembii kommyTatop 2 ypoBHA DGS-1210-10MP/FL, ocHalleHHbI 8 noptamu
10/100/1000Base-T u 2 noptamm 1000Base-X SFP, nogaepxusaet TexHonoruno D-Link
Green 1 pacluMpeHHble yHKUMK ynpaBrneHus u 6esonacHocTu, obecneynBas BbICOKYHO
NpOM3BOANTENBHOCTL UM MaclwTabupoBaHue ceTu. DyHKUMM ynpaBrieHust BKMHOYaT
SNMP, ynpaBneHune Ha ocHoBe \Web-uHTepdeiica u nHTepdenc KoMaHAHOW CTPOKM
(CLIl) yepe3s Telnet n SSH. [aHHbIi KOMMyTaTop OCHaLlEH MacCUBHOW CUCTEMOM
oxnaxaeHus, kotopasi obecneunBaeT GecluyMHyto paboTy U NO3BONAET NPOANUTL CPOK
aKcnnyaTaumm yCTponcTBa.

Power over Ethernet

8 nopToB AaHHOro komMmyTaTopa nogaepxusatoT ctaHaapT IEEE 802.3at PoE. Kaxapin
nopt PoE nogaet nutaHue molyHocTbio Ao 30 BT npu obwem Gropxete kommyTaTopa
130 BT, 4ytOo nosBonsieT nonb3oBatensM nogknyats Kk DGS-1210-10MP/FL
YyCTPONCTBa, COBMeCTUMble co cTaHgaptom 802.3at. 370 no3BomnsieT pasmMelyaTtb
obopydoBaHWe B TPYAHOAOCTYMHbIX MECTax BHE 3aBMCMMOCTU OT PAacrorioXeHus
3MEKTPUYECKUX PO3ETOK U MUHUMU3NPOBATL NPOKIaaky kabens.

DYHKUUM YPOBHSA 2

KommyTatop DGS-1210-10MP/FL nopaepxuBaeT NOMHbIA HAGop OyHKUUIA YPOBHS 2,
Bkntoyaa IGMP Snooping, Port Mirroring, Spanning Tree Protocol (STP) u Link
Aggregation Control Protocol (LACP). ®yHkums ynpaeneHuss notokom |EEE 802.3x
no3BonsieT ONTUMM3NMPOBATL HarpysKy Ha KOMMYTaTop Af1S1 MOBbILIEHWUS HAAEXHOCTU
nepegayv AaHHbIX. [NogaepkmBasi CKOpoCTb Ha Kaxaom u3 noptoB fo 2000 Mout/c B
pexvme MOSTHOro faynnekca, KOMMyTaTop obecneunBaeT BbICOKYIO
NpPON3BOANTENBHOCTb, HEOOXOAMMYIO ANA MOAKMoYeHUs pabounx mect. KommyTaTop
nogaepxvBaeT YHKUMIO AnarHocTukm kabens u  dyHkumio Loopback Detection.
®yHkuma  Loopback Detection wucnomb3yetca pans  onpegeneHuss netenb U
aBTOMaTM4eCKOro OTKIIOYEHUA MopTa, Ha KOTOpoMm obHapyxeHa netns. PyHkuus
amarHoctuku kabens npegHasHaveHa ANs onpedeneHvsi COCTOSIHWS BUTOW nmapbl, a
TaKKke Tna HemcnpaBHOCTU Kabens.

3al.l.|,VITa OT CTaTU4YEeCKOro arieKTpunyecrtea

Bce Ethernet-nopTbl nogaepxuBaloT  BCTPOEHHYO  3alMTy OT  CTaTU4ECKOro
anektpudectBa Ao 6 kB. OHa obecneuvBaeT yCTOWYMBOCTb MEAHbIX MOPTOB K
HaBeQEHHOMY HampsKEHUO U MpegoTBpallaeT MoOBpeXAeHue KoMmyTatopa U
NOAKMIOYEHHBIX K HEMY YCTPOMNCTB.

CeTeBas 6e3onacHoOCTb

®yHkumsa D-Link Safeguard Engine obecneuvBaeT 3ahdEKTMBHBIN MeXaHU3M 3alumThbl
KOMMyTaTopa OT BUPYCOB W BPEAOHOCHOro Tpadhuka. AyTeHTudukaums Ha OcHoBe
nopta 802.1X nossonseT vcnonb3oBaTb BHewHui cepsep RADIUS ana aBTopusauunn
nonb3oBatenei. Momumo 3Toro, dyHkumMa cnuckoB ynpasneHust goctynom (ACL)
yBenuuuBaet 6Ge3onacHoCTb ceTW, OTdUNbTPOBLIBaA Tpaduk, MWCXOOAWMA  OT
HecaHKumoHupoBaHHbix MAC/IP-appecos.
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OKOHOMMUSA INEKTPOIHEpPrumn

Bnarogapsa texHonormn D-Link Green kommyTtatop DGS-1210-10MP/FL
Nno3BonsieT  9KOHOMUTb  3nekTpoaHeprnio  6e3  yuwepba  ans
Npon3BOANUTENBHOCTU U (PYHKLMOHanNbHbIX BO3MOXHOCTeN. Bnarogaps
ucnonb3yeMomy uuncety kommyTtatop DGS-1210-10MP/FL nossonsieT
CyLLEeCTBEHHO COKPaTWUTb 3HeprosaTparbl.

TexHUYeCKMe XxapaKTepPUCTUKMN
AnnapaTtHoe obecneyeHve

OnepaTunBHas namsiTb 256 Mb

Flash-namsaTtb . 32 Mb
WHTepdencel : 8 noptoe 10/100/1000Base-T ¢ noaaepxkon PoE
: 2 nopta 1000Base-X SFP
WugukaTopsbl : Power . Power Fail/Power Ok (Ha nopT PoE)
: Link/Activity/Speed (Ha nopT) . PoE Max
KHonkn . KHonka Reset
. Kronka Mode
CerteBble kabenu : UTP kateropuu 5, 5e (makc. 100 m)
Pasbem nutanuns : Pasbem ansa nogkmoveHns nutaHms (MepeMeHHbINn TOK)
DyHKLUMOHan
CraHgapTbl 1 pyHKLMK : IEEE 802.3 10Base-T (MeaHasi BuTas napa)

IEEE 802.3u 100Base-TX (MegHas BuTas napa)

|EEE 802.3ab 1000Base-T (MegHas BuTas napa)

IEEE 802.3az Energy-Efficient Ethernet

ABTOMaTUYECKOE COrmacoBaHne CKOpOCTM 1 pexunma gynnekca
YnpasneHune notokom IEEE 802.3x

IEEE 802.3z 1000Base-X

ABTomaTnyeckoe onpegeneHve MDI/MDIX Ha Bcex MeaHbIX nopTax

[ynnekcHbI pexum . Mony-/nonHbin aynnekc ans ckopoctu 10/100 M6wuT/c
: MonHbIn aynnekc ans ckopoctn 1000 M6uTt/c

npOM3BO,DMTeJ'IbHOCTb

KommyTauunoHHas : 20 rowr/c
martpuvua

MeTopg kommyTaumm . Store-and-forward
Pasmep tabnmubl MAC- : 8K 3anucen
agpecoB

Makc. ckopocTb : 14,88 Mpps

nepeHanpasneHuns 64-
GariTHbIX NakeToB
Bydep naketos : 512 Kb

Jumbo-dpeiim : 10 000 GawT
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lMporpammHoe obecneyeHne

DyYHKUMN YPOBHSA 2

DGS-1210-10MP/FL

YnpaBnsembin L2 kommyTaTop ¢ 8 noptamun 10/100/1000Base-T u
2 noptamu 1000Base-X SFP (8 noptoB PoE 802.3af/at, PoE-6toaxeT 130 BT)

Crtatunyeckne MAC-agpeca

- 256 3anucew

IGMP Snooping

- IGMP v1i/N2/v3

- IGMP v3 awareness

- Noppepxka 256 IGMP Snooping u ctatnyeckux rpynn
(coBmecTHO ¢ MLD Snooping 1 cTatnyeckow rpynnom)
- IGMP Ha VLAN

- Noppepxka IGMP Snooping Querier

- IGMP snooping Fast Leave Ha ocHoBe y3na
Loopback Detection

802.3ad Link Aggregation:

- Makc. 8 rpynn Ha ycTponcTBO/8 NopToB Ha rpynny
LLDP

YnpaBneHue noTokomM

- 802.3x

- MpepoTBpalLeHne 6nokuposok HOL
3epkanupoBaHune NopToB

- One-to-One

- Many-to-One

- MNopaepxka 3epkanupoBaHusa Ans Bxoasiuero/
nexopsiero/Tpadguka B 060Mx HanpaeneHnsax
PunbTpaums MHOToOaapPEeCcHbIX PacChINok

- MNepeHanpaBneHne BCex He3aperncTpMpoBaHHbLIX FPynmn
- dunbTpaums Bcex He3aperncTpupoBaHHbIX rpynmn
HactpauBaembit nHtepdenc MDI/MDIX

MLD Snooping

- MLD v1

[OunanasoH VID: 1-4094
Multicast VLAN (ISM VLAN)

LLDP-MED - MLD v2 awareness
Spanning Tree Protocol - Noppepxka 256 MLD Snooping n ctatnyeckmx rpynn
- 802.1D STP (coBmecTHO ¢ IGMP Snooping 1 cTatuyeckou rpynmnom)
- 802.1w RSTP - MLD snooping Fast Leave Ha ocHoBe y3na
- 802.1s MSTP
VLAN 802.1Q Asymmetric VLAN
pynnbl VLAN: Auto Surveillance VLAN
- Makc. 256 cratnyeckux VLAN-rpynn Voice VLAN

Double VLAN (Q-in-Q)
- Q-in-Q Ha ocHoBe nopTa

Kauectso o6cnyxusaHus
(QoS)

802.1p

8 ouepepneint Ha nopT

MexaHn3Mbl 06paboTkn oyepenen:

- Strict

- Weighted Round Robin (WRR)

YnpaBneHve norocou nponyckaHus

- Ha ocHoBe nopta (Bxogsiiee/ucxoasiiee, ¢
MUHUManbHbIM Warom 16 Kéut/c gna 10/100/1000
M6wurT/c)

QoS Ha ocHoBe:

- Ouepepen npuoputetos 802.1p
-DSCP

- MopTa kommyTaTopa

DyHKUMKN YPOBHA 3

ARP
- Makc. 128 3anuceit ARP
- 128 ctatnyeckux 3anucen ARP

4 |P-nHTepdenca
IPv6 Neighbor Discovery (ND)

MapLpyTusaumsi ypoBHsi 3

CraTuuyeckas MmapLipyTusaums
- Makc. kon-Bo 3anucen IPv4: 128
- Makc. kon-Bo 3anuceit IPv6: 128

Cnckn ynpasneHus
poctynom (ACL)

Makc. konuyectso cnuckos goctyna: 200
Makc. kon-Bo 3anucen ACL:

- Tuna npoTtokona
- Homepa TCP/UDP-nopTta

- NMoppepxka nokansHon 6a3bl/RADIUS-cepBepa

- MNoppepxka ynpaBneHust 4OCTYNOM Ha OCHOBE nopToBs/
y3roB

- Noppepxka EAP, OTP, TLS, TTLS, PEAP

- Bxogawwmx: 150 -VLAN ID
Kaxxgoe npaBuno MoxeT ObiTb MPUBA3aHO K OQHOMY - Ether type
nopty - DSCP
ACL Ha ocHoBe: - Knacca IPv6-Tpadmka
- MAC-agpeca
- |IP-agpeca

BesonacHocTb 3alumTa OT LMpoKoBeLlaTerbHOro/MHoroagpecHoro/ CermeHTaumsa Tpaduka
O[IHOAZPECHOro LTOopMa SSH
D-Link Safeguard Engine Port Security
Ynpaenenue goctyrnom 802.1X Ha ocHOBe NMopToB - Noppepxka oo 64 MAC-agpecoB Ha nopT
Mpuesiska IP-MAC-Port (MHTennekTyansHas npuesska)
- NHcnektuposaHne ARP-naketoB
- Noppepxxka DHCP Snooping
MpepoTtBpalleHne atak DoS

OAM [OuarHocTtuka kabens

AAA AyTeHTudmkaums 802.1X: RADIUS-cepBep

Cepep TACACS+
Moppepxka ayteHTndmkaumm MD5
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YnpaBneHue

Web-uHtepderic

CLI

D-View 7 (EOL|EOS)

Telnet-cepep

SSH-cepBep

TFTP-knueHT

Hactporika MDI/MDIX

SNMP

- Noppepxka v1/v2c/v3

SNMP Trap

Pe3sepBHoe konmpoBaHue/o6HOBNEHWE NPOrpaMMHOT0
obecneyeHus

CkaunBaHue/3arpy3ska kKoHdurypaumoHHoro cavina

Cu1CTEMHBIV >XypHan
BootP/DHCP-knueHT

SNTP

ICMPv6

IPv4/v6 Dual Stack
ABTOMaTuyeckas Hactponka DHCP
HacTtponka Bpemenn

- SNTP

RMONv1

Mopnpepxka oByx Bepcui MO
DHCP Relay

- DHCP local relay

- DHCP relay option 82

TexHonorusi Green

OKOHOMMS ANEKTPO3HEPrUK 3a CHET:
- Micnonb3oBaHus crisilero pexuma
- BeikntoveHus noptos

- BbikntoyeHns uHamkaTopos

Crtangaptbl MIB/RFC

RFC783, 1350 TFTP

RFC791 IP

RFC768 UDP

RFC793 TCP

RFC792 ICMPv4

RFC2463, 4443 ICMPVv6

RFC826 ARP

RFC951, 1542, 2131 BootP/DHCP Client
RFC1213 MIB Il

RFC1350 TFTP

RFC1493 Bridge MIB

RFC1769 SNTP

RFC1157, 2570, 2573, 2575, 2576 SNMP MIB
RFC1442, 1901, 1902, 1903, 1904, 1905, 1906, 1907,
1908, 2578, 3418 SNMPv2 MIB

RFC1398, 1643, 1650, 2358, 2665 Ether-like MIB

RFC1321, 2284, 2865, 2716, 3580 Extensible Authentication
Protocol (EAP)

RFC2674 802.1p MIB

RFC2461, 4861 Neighbor Discovery for IPv6

RFC2462, RFC4862 IPv6 Stateless Address Auto-configuration
(SLAAC)

RFC2464 IPv6 over Ethernet and definition

RFC4291 IPv6 Addressing Architecture

RFC2893, 4213 |Pv4/IPv6 dual stack function

RFC2138, 2139, 2618, 2865 RADIUS Authentication Client
MIB

RFC2475, 2598 CoS

RFC3164, 3195 System Log

RFC3411, 3412, 3413, 3414, 3415, 3416, 3417 SNMPv3
Private MIB

PoE

Ctanpapt PoE |IEEE 802.3af
IEEE 802.3at

MopTbl ¢ noaaepxkon PoE MopTbl 1-8

BrogxeT mowHocTn PoE

dusnyeckne napameTpb
Pasmepsb! (0 x LW x B)

130 BT (makc. 30 BT Ha nopT PoE)

330 x 180 x 44 Mm

Bec

Ycnosus aKcnnyarauun

MNutaxue

1,77 xr

100-240 B nepemeHHoro Toka, 50/60 "4, BHYyTPEHHWI YHNBEpPCaNbHbIA UCTOYHUK MUTaHUS

MakcumanbsHas
notpebnsiemasi MOLLHOCTb

152,3 BT (cpyHkumsa PoE BkntoveHa)
9,4 BT (dyHKuusi PoE BbikntoueHa)

MoTpebnsiemas MoLLHOCTb
B pexume oXxuaaHus

4,3 BT (100 B)
5,2 BT (240 B)

TennoBbigenexvne 152,16 BTt (519,51 BTE/uvac)
MTBF (4acbl) 1274 005
YpoBeHb Wwyma 0ab

3alymTa oT cTaTM4eckoro
anekTpunyecTea

Moppepxkka 3almMThl OT CTAaTUYECKOTO aneKkTpuyecTBa Ao 6 kB Ha MeaHbIx nopTax (ctaHgapT IEC61000-4-5)

Cuctema BEHTUNSALMK

MaccuBHas
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TemnepaTtypa Paboyas: ot -5 go 50 °C
XpaHeHnus: ot -40 go 70 °C

BnaxHocTb Mpwu akcnnyaTtauum: ot 10% 8o 90% 6e3 KoHaeHcaTa
Mpu xpaHeHun: ot 5% [o 90% Ges koHaeHcaTa

KomMnnekT noctaBku

KommyTatop DGS-1210-10MP/FL

Kabenb nutaHus

PukcaTop Ansa kabens nUTaHusA
2 KpenexHbIX KPOHLUTENHa NS YCTaHOBKM B 19-A10MMOBYIO CTOWKY

4 Pe3nNHOBbIE HOXKU

KomMnnekT ans MoHTaxa

KpaTtkoe pykoBOACTBO M0 ycTaHOBKe

lMpoyee
CepTtudukatsbl

MHdopmaumsa ans sakasa

Modenb

CE BSMI
VCCI CCC
FCC C-Tick
cUL

OnucaHue

DGS-1210-10MP/FL

Ynpaensiembinn L2 PoE-kommyTaTtop, 8x1000Base-T, 2x1000Base-X SFP

HononHutenbHble SFP-TpaHcuBepbl

DGS-712 SFP-TpaHcuBep, 1000Base-T (RJ45), oo 100m

DEM-210 SFP-TpaHcusep, 100Base-LX (Duplex LC), 13101m, ogHomMoa, Ao 15km
DEM-211 SFP-TpaHcusep, 100Base-FX (Duplex LC), 1310HM, MHOromoa, A0 2KM
DEM-310GT SFP-tpaHcuBep, 1000Base-LX (Duplex LC), 1310Hm, ogHomog, Ao 10km
DEM-311GT SFP-TpaHcuBep, 1000Base-SX (Duplex LC), 850HM, mHoromog, Ao 550m
DEM-312GT2 SFP-TpaHcuBep, 1000Base-SX+ (Duplex LC), 1310HM, MHOromoa, A0 2kM
DEM-314GT SFP-tpaHcueep, 1000Base-LX (Duplex LC), 15501m, ogHomoa, 4o 50km’
DEM-315GT SFP-TpaHcusep, 1000Base-ZX (Duplex LC), 15501Mm, ogHoMoga, Ao 80km'’

HononHutensHble WDM SFP-TpaHcuBepbl

DEM-220T

WDM SFP-tpaHcuBep, 100Base-BX-D (Simplex LC), TX:1550HMm, RX:1310HM, ogHomog, Ao 20km

DEM-220R

WDM SFP-tpaHcuBep, 100Base-BX-U (Simplex LC), TX:1310Hm, RX:1550HM, ogHomog, Ao 20km

DEM-330T/3KM

WDM SFP-tpaHcuBep, 1000Base-BX-D (Simplex SC), TX:1550Hm, RX:1310HM, ogHOMOA, A0 3KM

DEM-330R/3KM

WDM SFP-tpaHcueep, 1000Base-BX-U (Simplex SC), TX:1310Hm, RX:1550HMm, ogHoMOA, A0 3km

DEM-330T/10KM

WDM SFP-tpaHcuBep, 1000Base-BX-D (Simplex LC), TX:1550Hm, RX:1310HM, ogHoMoz, Ao 10km

DEM-330R/10KM

WDM SFP-tpaHcuBep, 1000Base-BX-U (Simplex LC), TX:1310Hm, RX:15501M, ogHomMog, Ao 10km

DEM-331T/20KM

WDM SFP-tpaHcuBep, 1000Base-BX-D (Simplex LC), TX:1550Hm, RX:1310HM, ogHoMoa, Ao 20km

DEM-331R/20KM

WDM SFP-tpaHcueep, 1000Base-BX-U (Simplex LC), TX:1310Hm, RX:1550HMm, ogHomoa, Ao 20km

DEM-331T/40KM

WDM SFP-tpaHcusep, 1000Base-BX-D (Simplex LC), TX:1550HM, RX:1310HM, ogHomog, Ao 40km’

DEM-331R/40KM

WDM SFP-TpaHcuBep, 1000Base-BX-U (Simplex LC), TX:1310HM, RX:1550HM, ogHomog, A0 40km’

"Paboma Ha KOPOMKUX paccmosiHUsIX 603MOXHa MOJIbKO C UCIMOb308aHUEM ammeHtoamopa. He exodum & KoMriekm nocmasku.
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