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OCHOBHbIE XapaKTepPUCTUKHU

3awmTa oT CTaTMYeCKOro afeKTpuyecTBa
Bce Ethernet-nopTbl mopaepuBaloT BCTPOEHHYHO 3alumTy
OT CTaTM4eCcKoro anekTpuyecTsa 4o 6 kB.

PacluvpeHHble hyHKUMM ynpaBneHus

®PyHkummn ynpaenenuns BkntodaroT SNMP, ynpaBneHve Ha
ocHoBe Web-nHTepderica n nHTepdenc KOMaHaHON CTPOKU
(CLI) yepes Telnet n SSH.

Moppepxka IPv6

KommyTaTop ABMASETCA NONTHOCTbI0 COBMECTUMBIM C CETSIMU
Ha 6a3e npotokona IPv6. Mopgaepxka cyHkumoHana IPv6
CrnocobCcTByeT NEerkoM mHTerpaumMm obopyaoBaHUs B CETU
crnepfyoLLEero NoKoIEHUs.
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YnpaBnsaembin L2 kommyTtaTtop ¢ 8 noptamu 10/100/1000Base-T 1 2 noptamu
1000Base-X SFP (8 noptoB PoE 802.3af/at, POE-6toaxeT 65 BT)

XapaKTepucTUKn

WHTepdeinchbl
e 8 noptos 10/100/1000Base-T ¢ noaaepxkon PoE
e 2 nopta 1000Base-X SFP

TexHonorusa Green

* JkoHOMUS ONEKTPO3HEepPrun 3a cyeT:
- BbikntoueHus nopTtoB
- BbikntoyeHus nHOUKaTopoB
- Vicnonb3oBaHus cnsiwero pexuma

®dyHKUMM 6e3onacHocTH

e Cnucku ynpasnenus goctynom (ACL)
¢ D-Link Safeguard Engine

¢ Port Security

Yno6Hoe ynpaBneHue
¢ Web-uHTepdenc
e CLI yepes Telnet n SSH

PaclumpeHHbIn Habop dyHKUMI

Auto Surveillance VLAN

Voice VLAN

Loopback Detection

[uarHocTtuka kabens

ABTOMaTMyeckoe onpeaeneHne MDI/MDIX
Mopnepxka aByx Bepcuin MO

YnpaBnsiembii kommyTatop 2 ypoBHsi DGS-1210-10P/FL, ocHalleHHbin 8 noptamu
10/100/1000Base-T n 2 noptamun 1000Base-X SFP, nogaepxusaet texHonorno D-Link
Green 1 paclupeHHble yHKLMM ynpaBneHus n 6esonacHocTu, obecneyrBas BbICOKYIO
Npon3BOANTENBHOCTE UM MaclTabupoBaHue ceTu. PyHKUMM ynpaBrieHWst BKHOYaOT
SNMP, ynpasneHune Ha ocHoBe Web-uHTepdenca n nHtepdenc KoMaHAHON CTPOKM
(CLIl) yepe3s Telnet n SSH. [aHHbIi KOMMyTaTop OCHaLlEeH MacCUBHOW CUCTEMOM
oxnaxgeHuns, kotopas obecneunBaeT 6ecluyMHylo paboTy 1 No3BoNseT NPOANUTL CPOK
aKcnnyaTauum ycTponcTBa.

Power over Ethernet

8 nopToB gaHHOro kommyTaTopa nogaepxusatot ctaHgapT IEEE 802.3at PoE. Kaxabin
nopt PoE nopaet nutaHue molyHocTeio Ao 30 BT npu obwem Grogxete kommyTaTopa
65 BT, 4To no3sonsieT nornb3oBaTtensm nogknovate k DGS-1210-10P/FL ycTpolicTBa,
coBMecTUMble co cTaHgapTom 802.3at. 3To no3BonsieT pa3mellaTb obopyaoBaHue B
TPYAHOOOCTYMHBIX MECTax BHE 3aBMCUMOCTU OT pacrofioKEHNs SNEKTPUYECKUX PO3ETOK
1 MMHMMU3MPOBaTb NPOKnaaky kabens.

PyHKUNM YPOBHSA 2

KommyTatop DGS-1210-10P/FL nopaepxuBaeT MOMHbIA Habop (YHKUUA YpOBHSA 2,
Bkntoyas IGMP Snooping, Port Mirroring, Spanning Tree Protocol (STP) u Link
Aggregation Control Protocol (LACP). ®yHkuma ynpaeneHus notokom IEEE 802.3x
No3BOMsieT ONTUMM3NPOBATL HArpysKy Ha KOMMYTaTtop A MOBbIWEHWSA HaOeXHOCTU
nepegaun gaHHblx. MNoadepkunsBasi CKOPOCTb Ha kaxaoM m3 nopTtoe Ao 2000 M6ut/c B
pexume NonHoro aynnekca, KOMMyTaTop obecneynBaeT BbICOKYLO
Npon3BOANTENBHOCTb, HEObXoAUMY ANA MoAkmnoveHus paboumx mect. KommyTartop
nopaepxuBaeT yHKUMIO AuarHocTuku kabenst u cdyHkumo Loopback Detection.
®yHkuma  Loopback Detection wucnombsyetca pans  onpegenexdnss netenb U
aBTOMAaTM4YECKOro OTKITIOYEHUS MopTa, Ha KOTOpoM Ob6HapyxeHa netnsd. PyHkums
OnarHocTuku kabens npegHasHayeHa Ans onpeferieHnst COCTOsIHMS BMTOW Mapbl, a
TakkKe TUna HeMcnpaBHOCTU kabensi.

3awmTa oT cTaTU4YeCcKOro 3reKTpuyecTsa

Bce Ethernet-noptel noagaepXusaloT  BCTPOEHHYKD — 3alUTy OT  CTaTU4ECKOro
anekTpuyectBa o 6 kB. OHa obecneumBaeT YCTOWYMBOCTb MeAHbIX MOPTOB K
HaBeeHHOMY HampshkeHUlo U1 NpeaoTBpallaeT MoBpeXAeHue KoMmyTatopa U
MOAKIOYEHHbBIX K HEMY YCTPOWCTB.

CeTeBas 6e3onacHOCTb

®yHkuma D-Link Safeguard Engine obecneuvBaeT ahEKTMBHBIN MEXaHU3M 3aLumThbl
KOMMyTaTopa OT BMPYCOB W BPEAOHOCHOrO Tpaduka. AyTeHTudukauma Ha OcHoBe
nopta 802.1X nosBonsieT vcrnonb3oBaTb BHeWHUA cepeep RADIUS ans aBTopum3auum
nonb3oBarenen. Momumo 3TOro, yHKUMS CNMCKOB ynpaeneHus poctynom (ACL)
yBenuuusaet 6e30nacHoCTb CceTW, OTUNbTPOBbIBaA TpaduK, MCXOAAWMA  OT
HecaHKumoHupoBaHHbix MAC/IP-agpecos.
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OKOHOMUSA INEKTPOIHEPrumn

Bnarogapsa TexHonorun D-Link Green kommyTtatop DGS-1210-10P/FL
rno3BoNsieT  SKOHOMWTbL  3neKTposHeprmio  6e3  yuwepba  ans
NPOM3BOANTENBHOCTN M (PYHKUMOHAnNbHbLIX BO3MOXHOCTeW. bnarogaps
ncrnonb3dyemomMy uuncety kommytatop DGS-1210-10P/FL nossonset
CYLLIECTBEHHO COKPaTUTb 3HeprosaTparsl.

TexHUYeCKue XxapakTepUCTUKKN
AnnapaTtHoe obecneyeHue

OnepaTtvBHas namsTb 256 Mb

Flash-namsaTte : 32 Mb
NHTepderichl : 8 noptoe 10/100/1000Base-T ¢ noaaepxkon PoE
: 2 nopta 1000Base-X SFP
WHamkaTopbl : Power . Power Fail/Power Ok (Ha nopT PoE)
: Link/Activity/Speed (Ha nopT) . PoE Max
KHonku : KHonka Reset
. Knonka Mode
CerteBble kabenu : UTP kateropuu 5, 5e (makc. 100 m)
Pa3bem nutaHus : Pasbem gns nogkmoveHns agantepa nuTaHns (MOCTOSHHbIN TOK)
dDyHKLUMOHanN
CrtaHgapTbl 1 YyHKLUK : IEEE 802.3 10Base-T (MegHasi BUTas napa)

IEEE 802.3u 100Base-TX (MegHasi BUTas napa)

IEEE 802.3ab 1000Base-T (MegHas BuTasi napa)

IEEE 802.3az Energy-Efficient Ethernet

ABTOMaTUYECKOE COrMacoBaHne CKOPOCTN U pexunma gynnekca
YnpaeneHue notokom IEEE 802.3x

IEEE 802.3z 1000Base-X

AsTomaTuyeckoe onpeaeneHve MDI/MDIX Ha Bcex MefHbIX nopTax

[ynnekcHbI pexum : Mony-/nonHein aynnekc ans ckopoctu 10/100 M6wut/c
: MonHbIn gynnekc ans ckopoct 1000 Méut/c

npOI/I3BO,E|,I/ITeJ'IbHOCTb

KommyTaunoHHas : 20 Iéut/c
mMaTtpuua

MeTopg kommyTaLmm . Store-and-forward
Pa3wmep Tabnuubl MAC- : 8K 3anucen
appecoB

Makc. ckopocTb : 14,88 Mpps

nepeHanpasneHns 64-
BGanTHbIX NakeToB
Bydep naketos : 512 Kb

Jumbo-dpeiim : 10 000 Gawt
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lMporpammHoe obecneyeHne

DyYHKUMMN YPOBHS 2

DGS-1210-10P/FL

YnpaBnsembin L2 kommyTaTop ¢ 8 noptamun 10/100/1000Base-T u
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Cratnuyeckme MAC-agpeca

- 256 3anucen

IGMP Snooping

- IGMP v1/v2/v3

- IGMP v3 awareness

- Moppepxka 256 IGMP Snooping u ctatnyeckux rpynn
(coBmecTHO ¢ MLD Snooping 1 ctatuyeckon rpynnoi)
- IGMP Ha VLAN

- Noppepxka IGMP Snooping Querier

- IGMP snooping Fast Leave Ha ocHoBe y3na
Loopback Detection

802.3ad Link Aggregation:

- Makc. 8 rpynn Ha ycTpoicTBO/8 NopToB Ha rpynmny
LLDP

YnpaBsneHne noTokom

- 802.3x

- MpepoTBpaLlLeHne 6nokuposok HOL
3epkanupoBaHue NopToB

- One-to-One

- Many-to-One

- Noppepxka 3epkanupoBaHus Ans Bxoasiero/
ucxogsero/Tpaduka B 060MX HanpaBneHnsax
®unbTpaums MHOroaapPECHbIX PacChinok

- MNepeHanpaBneHne BCex He3aperncTpMpoBaHHbIX rpynmn
- dunbTpaumsa Bcex He3apermcTprpoBaHHbIX rpynn
HactpauBaembiii nHtepdenc MDI/MDIX

MLD Snooping

- MLD v1

IOnana3soH VID: 1-4094
Multicast VLAN (ISM VLAN)

LLDP-MED - MLD v2 awareness
Spanning Tree Protocol - Noppepxka 256 MLD Snooping u ctatnyeckmx rpynn
- 802.1D STP (coBmecTHO ¢ IGMP Snooping 1 cTatuyeckol rpynmnom)
- 802.1w RSTP - MLD snooping Fast Leave Ha ocHoBe y3na
- 802.1s MSTP
VLAN 802.1Q Asymmetric VLAN
pynnbl VLAN: Auto Surveillance VLAN
- Makc. 256 ctatndeckux VLAN-rpynn Voice VLAN

Double VLAN (Q-in-Q)
- Q-in-Q Ha ocHoBe nopTta

KauecTtBo 0B6cnyxumBaHus
(QoS)

802.1p

8 ouepepnent Ha nopT

MexaHn3mMbl 06paboTkn ovepenei:

- Strict

- Weighted Round Robin (WRR)

YnpaBneHue nosocor nponyckaHus

- Ha ocHoBe nopta (Bxogsiuee/ucxogsiiee, ¢
MUHUManbHbIM Warom 16 Kéut/c ana 10/100/1000
M6wurT/c)

QoS Ha ocHoBe:

- Ouepepen npuoputetos 802.1p
-DSCP

- MopTa kommyTaTopa

DyHKUMMN yPOBHA 3

ARP
- Makc. 128 3anucen ARP
- 128 cTtatudeckux 3anmcen ARP

4 |P-nHTepdeiica
IPv6 Neighbor Discovery (ND)

MapLupyTtnsauusi ypoBHsi 3

CraTtuyeckasi MapLpyTusaums
- Makc. kon-Bo 3anucewn IPv4: 128
- Makc. kon-Bo 3anucewn IPv6: 128

Cnucku ynpasnenus
poctynom (ACL)

Makc. konuyectso cnuckos goctyna: 200
Makc. kon-Bo 3anucen ACL:

- Tuna npoTtokona
- Homepa TCP/UDP-nopTta

- Moppepxka nokansHon 6a3bl/RADIUS-cepBepa

- MNoppepxka ynpaBneHust 4OCTYNOM Ha OCHOBE nopToBs/
y3roB

- Nopnepxka EAP, OTP, TLS, TTLS, PEAP

- Bxogsawmx: 150 -VLAN ID
Kaxgoe npaBuno MoxeT ObiTb MPUBSA3aHO K OQHOMY - Ether type
nopty - DSCP
ACL Ha ocHoBe: - Knacca IPv6-Tpagmka
- MAC-agpeca
- IP-agpeca

BesonacHocTb 3awmTa oT LWMpoKoBeLlaTenbHoro/MHoroagpecHoro/ CermeHTaums Tpaduka
0[HOaApPEeCHOro LWTopMa SSH
D-Link Safeguard Engine Port Security
Ynpaenenune goctynom 802.1X Ha oCHOBe NOPTOB - Moppepxka go 64 MAC-agpecoB Ha nopt
Mpuesiska IP-MAC-Port (MHTennekTyanbHas Nnpussska)
- NHcnektuposaHne ARP-nakeToB
- Noppepxka DHCP Snooping
MpepgoTBpalleHne atak DoS

OAM [wnarHocTtuka kabens

AAA AyTteHTudmkaums 802.1X: RADIUS-cepBep

Cepeep TACACS+
Moapepxka ayteHTudmkaumum MD5S
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Ynpasnexue

Web-uHtepderic

CLI

D-View 7 (EOL|EOS)

Telnet-cepeep

SSH-cepBep

TFTP-knueHT

Hactporika MDI/MDIX

SNMP

- NMoppepxka v1/v2c/iv3

SNMP Trap

Pe3epBHoe konmpoBaHue/o6HOBNEHWE NPOrpaMMHOro
obecneyeHuns

CkaunBaHue/3arpyska KoHUrypaumoHHoro darina

CUCTEeMHBIV XypHan
BootP/DHCP-knuneHT

SNTP

ICMPv6

IPv4/v6 Dual Stack
AsTOMmaTunyeckas Hactponka DHCP
HacTtpoiika BpemeHnn

- SNTP

RMONV1

Mopnpepxka AByx Bepcui MO
DHCP Relay

- DHCP local relay

- DHCP relay option 82

TexHonorus Green

OKOHOMMS ANEKTPO3HEPruM 3a CYeT:
- Micnonb3oBaHus crisiLiero pexvma
- BoikntoveHuns noptos

- BbiknoyeHns uHamMkaTopos

Crangaptel MIB/RFC

RFC783, 1350 TFTP

RFC791 IP

RFC768 UDP

RFC793 TCP

RFC792 ICMPv4

RFC2463, 4443 ICMPVv6

RFC826 ARP

RFC951, 1542, 2131 BootP/DHCP Client
RFC1213 MIB Il

RFC1350 TFTP

RFC1493 Bridge MIB

RFC1769 SNTP

RFC1157, 2570, 2573, 2575, 2576 SNMP MIB
RFC1442, 1901, 1902, 1903, 1904, 1905, 1906, 1907,
1908, 2578, 3418 SNMPv2 MIB

RFC1398, 1643, 1650, 2358, 2665 Ether-like MIB

RFC1321, 2284, 2865, 2716, 3580 Extensible Authentication
Protocol (EAP)

RFC2674 802.1p MIB

RFC2461, 4861 Neighbor Discovery for IPv6

RFC2462, RFC4862 IPv6 Stateless Address Auto-configuration
(SLAAC)

RFC2464 IPv6 over Ethernet and definition

RFC4291 IPv6 Addressing Architecture

RFC2893, 4213 |Pv4/IPv6 dual stack function

RFC2138, 2139, 2618, 2865 RADIUS Authentication Client MIB
RFC2475, 2598 CoS

RFC3164, 3195 System Log

RFC3411, 3412, 3413, 3414, 3415, 3416, 3417 SNMPv3
Private MIB

PoE

Crangapt PoE IEEE 802.3af
IEEE 802.3at

MopTbl ¢ nogaepxkon POE MopTbl 1-8

BrogxeT mowHocTn PoE

dusunyeckme napameTphbl
Pasmepsbi ([ x LU x B)

65 BT (makc. 30 BT Ha nopT PoE)

280 x 126 x 44 Mm

Bec

Ycnosus aKcnnyarauun

0,95 kr

Mutanune BHelwHui agantep nuTaHus:
- Bbixoa: 54 B nocTtosiHHOro Toka
MakcumanbHas 81,9 BT (¢pyHkuma PoE BkntoyeHa)

notpebnsemas MOLLHOCTb

7,6 BT (dbyHkumusi PoE BbikntoueHa)

MoTpebnsemasi MOLLHOCTb
B pexvme oxvaaHus

2,5 BT (100 B)
2,5 BT (240 B)

TennoBsbiaenexHne 81,89 BT (279,59 BTE/vac)
MTBF (4acbl) 729 258
YpoBeHb Lwyma 0gb

3awmTa oT cTatuyeckoro
3MeKTpuYecTBa

Mopaepxka 3awmnTbl OT CTAaTUYECKOro anekTpuyecTsa o 6 kB Ha MmeaHbix nopTax (ctaHgapT IEC61000-4-5)

Cuctema BeHTUNALUK

MNaccuBHas
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Temnepatypa . Paboyas: o1 -5 go 50 °C
. XpaHeHus: ot -40 oo 70 °C

BnaxHocTb . Mpwu akcnnyaTtaumm: ot 10% 8o 90% 6e3 koHaeHcaTa
. Mpw xpaHeHun: ot 5% [o 90% 6Ges koHaeHcaTa

KomnnekT nocraBku
. KommyTaTtop DGS-1210-10P/FL
ApanTep nutaHus
2 KpenexHblX KPOHLWTEeNHa AN yCTaHOBKM B 19-A410MMOBYIO CTONKY
4 pe3vHOBbIE HOXKM
KomnnekT gns MoHTaxa
KpaTkoe pykoBOACTBO MO yCTaHOBKe

Mpoyee
CepTudmkathbl . CE . BSMI

. VCCI . CCC

FCC . C-Tick
cuL

WHdopmaLma onsa 3akasa
Moderns OnucaHue
DGS-1210-10P/FL Ynpaensiembii L2 PoE-kommyTaTop, 8x1000Base-T, 2x1000Base-X SFP
HononHutenbHble SFP-TpaHcuBepsbl
DGS-712 SFP-tpaHcuBep, 1000Base-T (RJ45), oo 100m
DEM-210 SFP-tpaHcuBep, 100Base-LX (Duplex LC), 1310Hm, ogHomoA, Ao 15km
DEM-211 SFP-tpaHcuBep, 100Base-FX (Duplex LC), 1310HM, MHOroMoz4, A0 2KM
DEM-310GT SFP-tpaHcuBep, 1000Base-LX (Duplex LC), 1310HM, ogHomog, Ao 10km
DEM-311GT SFP-tpaHcuBep, 1000Base-SX (Duplex LC), 850HM, mHoromog, 4o 550m
DEM-312GT2 SFP-tpaHcuBep, 1000Base-SX+ (Duplex LC), 1310HM, MHOromoga, 0o 2Km
DEM-314GT SFP-TpaHcuBep, 1000Base-LX (Duplex LC), 15501m, ogHomog, Ao 50km’
DEM-315GT SFP-TpaHcueep, 1000Base-ZX (Duplex LC), 1550HM, ogHomoga, Ao 80km'
HononHutensHble WDM SFP-TpaHcuBepbl
DEM-220T WDM SFP-tpaHcuBep, 100Base-BX-D (Simplex LC), TX:1550Hm, RX:1310HM, ogHomog, Ao 20km
DEM-220R WDM SFP-tpaHcuBep, 100Base-BX-U (Simplex LC), TX:13104Mm, RX:1550HM, ogHOMOg, o 20km
DEM-330T/3KM WDM SFP-tpaHcuBep, 1000Base-BX-D (Simplex SC), TX:1550Hm, RX:1310HM, ogHoMOZ, A0 3kM
DEM-330R/3KM WDM SFP-tpaHcuBep, 1000Base-BX-U (Simplex SC), TX:1310Hm, RX:1550HM, ogHOMOA, A0 3KM
DEM-330T/10KM WDM SFP-tpaHcuBep, 1000Base-BX-D (Simplex LC), TX:1550Hm, RX:1310HM, ogHomog, Ao 10km
DEM-330R/10KM WDM SFP-tpaHcuBep, 1000Base-BX-U (Simplex LC), TX:1310Hm, RX:1550HMm, ogHomoga, fo 10km
DEM-331T/20KM WDM SFP-TpaHcuBep, 1000Base-BX-D (Simplex LC), TX:1550HM, RX:1310HMm, ogHomog, A0 20km
DEM-331R/20KM WDM SFP-tpaHcuBep, 1000Base-BX-U (Simplex LC), TX:1310Hm, RX:15501M, ogHoMoz, Ao 20km
DEM-331T/40KM WDM SFP-TpaHcueep, 1000Base-BX-D (Simplex LC), TX:1550Hm, RX:1310HM, ogHomog, Ao 40km’
DEM-331R/40KM WDM SFP-TpaHcuBep, 1000Base-BX-U (Simplex LC), TX:1310HM, RX:1550HM, ogHomog, Ao 40km’

"Paboma Ha KOPOMKUX paccmosiHUsIX 803MOXHa MOJIbKO C UCIMOIb308aHUeM ammeHwamopa. He 8X00UM 8 KOMIIeKM nocmasku.
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