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1 Configuring CLI 

1.1 Overview 

The command line interface (CLI) is a window used for text command interaction between users and network devices. You 

can enter commands in the CLI window to configure and manage network devices.  

Protocols and Standards 

N/A 

1.2 Applications 

Application Description 

Configuring and Managing Network 

Devices Through CLI 

You can enter commands in the CLI window to configure and manage network 

devices 

1.2.1 Configuring and Managing Network Devices Through CLI 

Scenario 

As shown in Figure 1-1, a user accesses network device A using a PC, and enter commands in the CLI window to configure 

and manage the network device. 

Figure 1-1 

 

Remarks A is the network device to be managed.  

PC is a terminal.  

Deployment 

As shown in Figure 1-2, the user uses the Secure CRT installed on a PC to set up a connection with network device A, and 

opens the CLI window to enter configuration commands. 
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Figure 1-2 

 

1.3 Features 

Overview 

Feature Description 

Accessing CLI  You can log in to a network device for configuration and management.  

Command Modes The CLI provides several command modes. Commands that can be used vary according to 

command modes. 

System Help You can obtain the help information of the system during CLI configuration. 

Abbreviated Commands If the entered string is sufficient to identify a unique command, you do not need to enter the 

full string of the command. 

No and Default Options of 

Commands 

You can use the no option of a command to disable a function or perform the operation 

opposite to the command, or use the default option of the command to restore default 

settings.  

Prompts Indicating Incorrect 

Commands 

An error prompt will be displayed if an incorrect command is entered. 

History Commands You can use short-cut keys to display or call history commands.  

Featured Editing The system provides short-cut keys for editing commands. 

Searching and Filtering of the 

Show Command Output 

You can run the show command to search or filter specified commands.  

Command Alias You can configure alias of a command to replace the command. 

1.3.1 Accessing CLI 

Before using the CLI, you need to connect a terminal or PC to a network device. You can use the CLI after starting the 

network device and finishing hardware and software initialization. When used for the first time, the network device can be 

connected only through the console port, which is called out band management. After performing relevant configuration, you 

can connect and manage the network device through Telnet. 
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Command Mode Access Method Prompt 
Exit or Entering Another 

Mode 
About 

Global configuration 

(Global configuration 

mode) 

In Privileged EXEC 

mode, run the 

configure 

command to enter 

global configuration 

mode. 

Ruijie(config)# 

Run the exit or end 

command, or press Ctrl+C 

to return to Privileged EXEC 

mode.  

Run the interface 

command to enter interface 

configuration mode. When 

using the interface 

command,  you must 

specify the interface.  

Run the vlan vlan_id 

command to enter VLAN 

configuration mode. 

Using commands in this 

mode will affect the 

global parameters of the 

network device. 

Interface 

configuration 

(Interface 

configuration mode) 

In global 

configuration mode, 

run the interface 

command to enter 

interface 

configuration mode. 

Ruijie(config-if)# 

Run the end command, or 

press Ctrl+C to return to 

Privileged EXEC mode.  

Run the exit command to 

return to global 

configuration mode. When 

using the interface 

command,  you must 

specify the interface.  

Use this configuration 

mode to configure 

various interfaces of the 

network device.  

Config-vlan 

(VLAN configuration 

mode) 

In global 

configuration mode, 

run the vlan vlan_id 

command to enter 

VLAN configuration 

mode. 

Ruijie(config-vlan)# 

Run the end command, or 

press Ctrl+C to return to the 

Privileged EXEC mode.  

Run the exit command to 

return to global 

configuration mode. 

Use this configuration 

mode to configure 

VLAN parameters.  

1.3.3 System Help 

When entering commands in the CLI window, you can obtain the help information using the following methods: 

1. At the command prompt in any mode, enter a question mark (?) to list the commands supported by the current 

command mode and related command description.  

For example 

Ruijie>?  

Exec commands:  

  <1- 99>      Session number to resume  
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  disable     Turn off privileged commands  

  disconnect  Disconnect an existi ng network connection  

  enable      Turn on privileged commands  

  exit        Exit from the EXEC  

  help        Description of the interactive help system  

  lock        Lock the terminal  

  ping        Send echo messages  

  show        Show running system inf ormation 

  telnet      Open a telnet connection  

  traceroute  Trace route to destination  

2. Enter a space and a question mark (?) after a keyword of a command to list the next keyword or variable associated 

with the keyword.  

For example  

Ruijie(config)#inter face ?  

  Aggregateport     Aggregate port interface  

  Dialer            Dialer interface  

  GigabitEthernet   Gigabit Ethernet interface  

  Loopback          Loopback interface  

  Multilink         Multilink - group  interface  

  Null              Null interface  

  Tunnel            Tunnel interface  

  Virtual - ppp       Virtual PPP interface  

  Virtual - template  Virtual Template interface  

  Vlan              Vlan interface  

  range             Interface range command  

 If the keyword is followed by a parameter value, the value range and description of this parameter are displayed as 

follows:  

Ruijie(config)#interface vlan ?  

  <1- 4094>  Vlan port number  

3. Enter a question mark (?) after an incomplete string of a command keyword to list all command keywords starting with 

the string.  

For example 
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Ruijie#d?  

debug  delete  diagnostic  dir  disable  disconnect  

4. After an incomplete command keyword is entered, if the suffix of this keyword is unique, press the Tab key to display 

the complete keyword. 

For example 

Ruijie# show conf<T ab> 

Ruijie# show configuration  

5. In any command mode, run the help command to obtain brief description about the help system. 

For example  

Ruijie(config)#help  

Help may be requested at any point in a command by entering  

a question mark '?'.  If nothing matche s, the help list will  

be empty and you must backup until entering a '?' shows the  

available options.  

Two styles of help are provided:  

1. Full help is available when you are ready to enter a  

   command argument (e.g. 'show ?') and describes each possible  

   argument. 

2. Partial help is provided when an abbreviated argument is entered  

   and you want to know what arguments match the input  

   (e.g. 'show pr?'.)  

1.3.4 Abbreviated Commands 

If a command is long, you can enter a part of the command that is sufficient to identify the command keyword.  

For example, to run the interface gigabitEthernet 0/1 command in GigabitEthernet 0/1 interface configuration mode, enter 

the abbreviated command as follows: 

Ruijie(config)#int g0/1  

Ruijie(config - if - GigabitEthernet 0/1)#  

1.3.5 No and Default Options of Commands 

Most commands have the no option. Generally, the no option is used to disable a feature or function, or perform the 

operation opposite to the command. For example, run the no shutdown command to perform the operation opposite to the 

shutdown command, that is, enabling the interface. The keyword without the no option is used to enable a disabled feature 

or a feature that is disabled by default.  
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Function Key or Short-Cut Key Description 

editing line. Right key or Ctrl+B Move the cursor to the next character. 

Ctrl+A Move the cursor to the head of the command line. 

Ctrl+E Move the cursor to the end of the command line. 

Delete an entered character. 
Backspace key Delete one character to the left of the cursor.  

Delete key Delete one character to the right of the cursor.  

Move the output by one line 

or one page.  

Return key 

When displaying contents, press the Return key to move the 

output one line upward and display the next line. This operation is 

performed when the output does not end yet. 

Space key 

When displaying contents, press the Space key to page down 

and display the next page. This operation is performed when the 

output does not end yet. 

When the editing cursor is close to the right boundary, the entire command line will move to the left by 20 characters, and the 

hidden front part is replaced by the dollar ($) signs. You can use the related keys or short-cut keys to move the cursor to the 

characters in the front or return to the head of the command line.  

For example, the whole access-list may exceed the screen width. When the cursor is close to the end of the command line 

for the first time, the entire command line moves to the left by 20 characters, and the hidden front part is replaced by the 

dollar signs ($). Each time the cursor is close to the right boundary, the entire command line moves to the left by 20 

characters.  

access- list 199 permit ip host 192.168.180.220 host   

$ost 192.168.180.220 host 202.101.99.12  

$0.220 host 202.101.99.12 time - range tr  

Press Ctrl+A to return to the head of the command line. At this time, the hidden tail part of the command line is replaced by 

the dollar signs ($).  

access- list 199 permit ip host 192.168.180.220 host 202.101.99.$  

 The default screen width is 80 characters.  

1.3.9 Searching and Filtering of the Show Command Output 

To search specified contents from the output of the show command, run the following command: 

Command Description 

show any-command | begin regular-expression 

Searches specified contents from the output of the show 

command. The first line containing the contents and all 

information that follows this line will be output. 

 The show command can be executed in any mode. 

 Searched contents are case sensitive. 

To filter specified contents from the output of the show command, run the following commands: 
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  A.B.C.D  IP address  

  dhcp     IP Address via DHCP  

Ruijie (config - if)#ip address  

 If you enter a space in front of a command, the command represented by this alias will not be displayed.  
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Related Commands 

Command execute { [ flash: ] filename } 

Parameter 

Description 

filename: Indicates the path for the batch file to be executed. 

Command 

Mode 

Privileged EXEC mode 

Usage Guide Use this command to run the commands related to a function in batches. 

2.5 Monitoring 

Displaying 

Description Command 

show boot config Displays the save path and file name. 

show clock Displays the current system time. 

show line { console line-num | vty line-num | line-num } Displays line configurations. 

show reload Displays system restart settings. 

show running-config [ interface interface ] 
Displays the current running configurations of the device or the 

configurations on an interface. 

show startup-config Displays the device configurations stored in the NVRAM. 

show this Displays the current system configurations. 

show version [ devices | module | slots ] Displays system information. 

show sessions Displays the information of each established Telnet client 

instance. 
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3 Configuring Lines 

3.1 Overview 

There are various types of terminal lines on network devices. You can manage terminal lines in groups based on their types. 

Configurations on these terminal lines are called line configurations. On network devices, terminal lines are classified into 

multiple types such as CTY, and VTY. 

3.2 Applications 

Application Description 

Accessing a Device Through 

Console 

Enter the command-line interface (CLI) of a network device through the Console.  

Accessing a Device Through VTY Enter the CLI of a network device through Telnet or SSH. 

3.2.1 Accessing a Device Through Console 

Scenario 

Figure 3-1 

 

Remarks A is a network device to be managed. 

PC is a network management station. 

Deployment 

The network management station connects to the Console port of a network device through a serial cable. Using the Console 

software (Hyper Terminal or other terminal simulation software) on the network management station, you can access the 

Console of the network device and enter the CLI to configure and manage the network device. 

3.2.2 Accessing a Device Through VTY 

Scenario 

Figure 3-2 
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  <0- 35>  Line number  

 

Ruijie#show running - config   

 

Building configuration...  

Current configuration :  761 bytes  

 

version 11.0(1C2B1)(10/1 6/13 04:23:54 CST - ngcf78)  

ip tcp not - send- rst  

vlan 1  

!  

interface GigabitEthernet 0/0  

!  

interface GigabitEthernet 0/1  

 ip address 192.168.23.164 255.255.255.0  

!  

interface GigabitEthernet 0/2  

!  

interface GigabitEthernet 0/3  

!  

interface GigabitEthernet 0/4  

!  

interface GigabitEthernet 0/5  

!  

interface GigabitEthernet 0/6  

!  

interface GigabitEthernet 0/7  

!          

interface Mgmt 0  

!  

line con 0  

line vty 0 35  
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               00:10:00     never  

History is e nabled, history size is 10.  

Total input:  858 bytes  

Total output:   57371 bytes 

Data overflow:   0 bytes  

stop rx interrupt:   0 times  

3.5 Monitoring 

Clearing 

 Running the clear commands may lose vital information and thus interrupt services. 

Description Command 

Clears the line connection status. clear line { console line-num | vty line-num | line-num } 

Displaying 

Description Command 

Displays the line configuration. show line { console line-num | vty line-num | line-num } 

Displays historical records of a line. show history 

Displays the privilege level of a line. show privilege 

Displays users on a line. show user [ all ] 
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4 Configuring Time Range 

4.1 Overview 

Time Range is a time-based control service that provides some applications with time control. For example, you can 

configure a time range and associate it with an access control list (ACL) so that the ACL takes effect within certain time 

periods of a week. 

4.2 Typical Application 

Typical Application Scenario 

Applying Time Range to an ACL Apply a time range to an ACL module so that the time-based ACL takes effect 

4.2.1 Applying Time Range to an ACL 

Application Scenario 

An organization allows users to access the Telnet service on a remote Unix host during working hours only, as shown in 

Figure 4-1. 

Figure 4-1 

 

 

Note Configure an ACL on device B to implement the following security function: 

Hosts in network segment 192.168.12.0/24 can access the Telnet service on a remote Unix host during normal 











http://ip/
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For example, if you exit configuration mode, the following log is displayed on the log server:  

<189>001233: *May 22 09:44:36: Ruijie %SYS - 5- CONFIG_I: Configured from console by console  

The following describes each field in the log in details:  

4. Priority 

This field is valid only when logs are sent to the log server.  

The priority is calculated using the following formula: Facility x 8 + Level  Level indicates the numerical code of the log level 

and Facility indicates the numerical code of the facility. The default facility value is local7 (23). The following table lists the 

value range of the facility.  

Numerical Code Facility Keyword Facility Description 

0 kern kernel messages 

1 user user-level messages 

2 mail mail system 

3 daemon system daemons 

4 auth1 security/authorization messages 

5 syslog messages generated internally by syslogs 

6 lpr line printer subsystem 

7 news network news subsystem 

8 uucp UUCP subsystem 

9 clock1 clock daemon 

10 auth2 security/authorization messages 

11 ftp FTP daemon 

12 ntp NTP subsystem 

13 logaudit log audit 

14 logalert log alert 

15 clock2 clock daemon 

16 local0 local use 0  (local0) 

17 local1 local use 1  (local1) 

18 local2 local use 2  (local2) 

19 local3 local use 3  (local3) 

20 local4 local use 4  (local4) 

21 local5 local use 5  (local5) 

22 local6 local use 6  (local6) 

23 local7 local use 7  (local7) 

5.  Sequence Number 

The sequence number of a syslog is a 6-digit integer, and increases sequentially. By default, the sequence number is not 

displayed. You can run a command to display or hide this field.  

6.  Timestamp 







http://www.iana.org/assignments/enterprise-numbers
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Configuration Description and Command 

Memory Buffer 

logging buffered [ buffer-size ] [ level ] 

Configures parameters for writing syslogs 

into the memory buffer, including the buffer 

size and log level.  

Sending Syslogs to the Log 

Server 

 (Optional) It is used to configure parameters for sending syslogs to the log server.  

logging server  { ip-address | ipv6 

ipv6-address } [ udp-port port ] 
Sends logs to a specified log server.  

logging trap [ level ] 
Configures the level of logs sent to the log 

server. 

logging facility facility-type 
Configures the facility value of logs sent to 

the log server. 

logging source [ interface ] interface-type 

interface-number 

Configures the source interface of logs sent 

to the log server. 

logging source { ip ip-address | ipv6 

ipv6-address } 

Configures the source address of logs sent to 

the log server. 

Writing Syslogs into Log 

Files 

 (Optional) It is used to configure parameters for writing syslogs into a file. 

logging file { flash:filename }  

[ max-file-size ] [ level ] 

Configures parameters for writing syslogs 

into a file, including the file storage type, file 

name, file size, and log level. 

logging file numbers numbers 
Configures the number of files which logs are 

written into. The default value is 16. 

logging flash interval seconds 

Configures the interval at which logs are 

written into log files. The default value is 

3600. 

logging life-time level level days Configures the storage time of log files. 

Configuring Syslog  Filtering 

 (Optional) It is used to enable the syslog filtering function.  

logging filter direction { all | buffer | file | 

server | terminal } 
Configures the log filtering direction. 

logging filter type { contains-only | 

filter-only } 
Configures the log filtering mode. 

logging filter rule exact-match module 

module-name mnemonic mnemonic-name 

level level 

Configures the exact-match filtering rule. 

logging filter rule single-match { level level 

| mnemonic mnemonic-name | module 

module-name } 

Configures the single-match filtering rule. 

Configuring Level-based 

Logging 
 (Optional) It is used to configure logging policies to send the syslogs based on module 

and severity level . 
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Description Command 

Clears logs in the memory buffer. clear logging 

Displaying 

Description Command 

Displays log statistics and logs in the memory buffer based on 

the timestamp from oldest to latest. 
show logging 

Displays log statistics and logs in the memory buffer based on 

the timestamp from latest to oldest. 
show logging reverse 

Displays syslog configurations and statistics. show logging config 

Displays log statistics of each module in the system.  show logging count 



http://www.broadband-forum.org/technical/trlist.php
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Users specify a CPE for the ACS to deliver the Download method for upgrading the firmware. The CPE receives the request 

and starts to download the latest firmware from the destination file server, upgrade the firmware, and then reboot. After 

restart, the CPE will indicate the successful or unsuccessful completion of the method application. 

 The file server can be ACS or separately deployed. 

7.3.2 Upgrading the Configuration Files 

Upgrading the Configuration Files means the current configuration files of a CPE can be replaced with specified 

configuration files, so that the new configuration files act on the CPE after reset. 

Working Principle 

Figure 7-4 



 

7-7 

Configuration Guide Configuring CWMP 

 

Users specify a CPE for the ACS to deliver the Download methods for upgrading its configuration files. The CPE downloads 

the configuration files from the specified file server, upgrade configuration files, and then reboot. After that, the CPE will 

indicate successful or unsuccessful completion of the method application. 

 The file server can be ACS or separately deployed. 

7.3.3 Uploading the Configuration Files 

Uploading the Configuration Files means the ACS controls the configuration files of CPEs by using the Upload method. 

Working Principle 

Figure 7-5 

















http://10.10.10.1:7547/acs
http://10.10.10.1:7547/acs
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7.5 Monitoring 

Displaying 

Command Function 

show cwmp configuration Displays the CWMP configuration. 

show cwmp status Displays the CWMP running status. 
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10 Configuring Module Hot Swapping 

10.1 Overview 

Module Hot Swapping is a common maintenance function provided by chassis-based devices.  

Module Hot Swapping automates the installation, uninstallation, reset, and information check of hot-swappable modules 

(management cards, line cards, cross-connect and synchronous timing boards [XCSs], and multi-service cards) after they 

are inserted into chassis-based devices. 

10.2 Applications 

Application Description 

Resetting Online Modules During routine maintenance, you can reset an abnormally running module to 

troubleshoot the fault. 

Clearing the Configuration of a 

Module 

During routine maintenance, you can replace the module in a slot with a different type 

of module. 

Clearing the Configuration of a 

Virtual Switch Unit (VSU) Member 

Device 

During routine maintenance, you can clear the configuration of all modules on a VSU 

member device and then reconfigure the modules. 

Deleting a MAC Address from the 

Configuration File 

During routine maintenance, you can delete the MAC addresses of VSU member 

devices to perform MAC address reelection. 

Modifying a MAC Address in the 

Configuration File 

When you replace a switch with a new one in gateway mode, you can configure the 

MAC address of the new switch to be the same as that of the replaced switch to retain 

the MAC address of the bound gateway on downstream devices. 

10.2.1 Resetting Online Modules 

Scenario 

During routine maintenance, you can reset an abnormally running module in a slot to troubleshoot the fault. 

Deployment 

Run the reset module command on the console to reset a module. 

10.2.2 Clearing the Configuration of a Module 

Scenario 

During routine maintenance, you can replace the module in a slot on a chassis-based device with a different type of module 

without affecting other modules. 
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Deployment 

Perform the following operations in sequence:  

1. Remove the module from the target slot. 

2. Run the remove configuration module command on the device to remove the module configuration. 

3. Insert a new module into the slot. 

10.2.3 Clearing the Configuration of a VSU Member Device 

Scenario 

In VSU mode, to meet service change requirements, you need to clear all configurations on a member device and 

reconfigure the device. You can run the remove configuration device command to clear configurations all at once, rather 

than clear the configuration of individual modules one by one on the member device. 

Deployment 

Perform the following operations in sequence:  

1. Run the remove configuration device command on the target device. 

2. Save the configuration. 

3. Restart the VSU and check whether the configuration of the device is cleared. 

10.2.4 Deleting the MAC Address from the Configuration File 

Scenario 

In general, the MAC address used by a system is written in the management card or the flash memory of the chassis. In VSU 

mode, to avoid service interruption due to the change of the MAC address, the system automatically saves the MAC address 

to the configuration file. After the system restarts, the valid MAC address (if any) in the configuration file is used in preference. 

The no sysmac command can be used to delete the MAC address from the configuration file. Then the MAC address written 

in the flash memory is used by default. 

Deployment 

Perform the following operations in sequence:  

1. Run the no sysmac command on the target device to delete its MAC address. 

2. Save the configuration. 

3. Restart the VSU and check whether the MAC address of the device is reelected. 

10.2.5 Modifying a MAC Address in the Configuration File 

Scenario 
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In gateway mode (the auth-mode gateway command is configured), some peripheral devices are configured with the MAC 

address of the bound gateway. If the gateway is replaced, you can use the sysmac command to configure the MAC address 

of the new gateway to be the same as that of the replaced gateway to retain the MAC address of the bound gateway on 

downstream devices. The sysmac command is valid only in gateway mode. 

Deployment 

Perform the following operations in sequence:  

1. Run the sysmac command in gateway mode on the target device. 

2. Save the configuration. 

3. Restart the device and check whether its MAC address is modified. 

10.3 Features 

Feature 

Feature Description 

Automatically 

Installing the Inserted 

Module 

After a new module is inserted into a chassis-based device, the device's management software will 

automatically install the module driver. 

Resetting Online 

Modules 

Online modules can be reset. 

10.3.1 Automatically Installing the Inserted Module 

You can hot-swap (insert and remove) a module on a device in running state without impact on other modules. After the 

module is inserted into a slot, the device's management software will automatically install the module driver. The 

configuration of the removed module is retained for subsequent configuration. If the removed module is inserted again, the 

module will be automatically started with its configuration effective. 

 The module mentioned here can be a management card, a line card, an XCS, or a multi-service card. A management 

card can only be inserted in a management card slot (M1 or M2). A line card or multi-service card can be inserted in a 

line card slot. An XCS can only be inserted in an XCS slot. 

Working Principle 

After a module is inserted, the device's management software will automatically install the module driver and save the 

module information (such as the quantity of ports on the module and port type) to the device, which will be used for 

subsequent configuration. After the module is removed, its information is not cleared by the management software. You can 

continue to configure the module information. When the module is inserted again, the management software assigns the 

user's module configuration to the module and make it take effect.  
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Description need to input the ID of the chassis where the module is located). 

slot-num: (Optional) Indicates the number of a slot. 

Command 

Mode 

Privileged EXEC mode 

Usage Guide Use this command to display the online state of a module. The Configured Module column shows the 

information of the installed module. After you run the remove configuration module command, the 

installation information of the removed module is deleted from this column. 

  Show the module online status information  

Ruijie# show version slots  

Dev  Slot  Port Configured Module   Online Module     Software Status  

---   ----   ----  -----------------    -----              --------------  

1    1     0     none               none                 none 

1    2     24    M8606 - 24SFP/12GT   M8606- 24SFP/12GT     none 

1    3     2     M8606 - 2XFP         M8606 - 2XFP           cannot startup  

1    4     24    M8606 - 24GT/12SFP   M8606- 24GT/12SFP     ok  

1    M1    0     N/A                M8606 - CM             master 

1    M2    0     N/A               none                   none  

10.5 Monitoring 

Displaying 

Description Command 

Displays the details of a module. show version module detail [slot-num] 

show version module detail [device-id/slot-num] (in VSU mode) 

Displays the online state of a module. show version slots [slot-num] 

show version slots [device-id/slot-num] (in VSU mode) 

Displays the current MAC address of 

a device. 

show sysmac 
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11 Configuring Supervisor Module Redundancy 

11.1 Overview 

Supervisor module redundancy is a mechanism that adopts real-time backup (also called hot backup) of the service running 

status of supervisor modules to improve the device availability.  

In a network device with the control plane separated from the forwarding plane, the control plane runs on a supervisor 

module and the forwarding plane runs on cards. The control plane information of the master supervisor module is backed up 

to the slave supervisor module in real time during device running. When the master supervisor module is shut down as 

expected (for example, due to software upgrade) or unexpectedly (for example, due to software or hardware exception), the 

device can automatically and rapidly switch to the slave supervisor module without losing user configuration, thereby 

ensuring the normal operation of the network. The forwarding plane continues with packet forwarding during switching. The 

forwarding is not stopped and no topology fluctuation occurs during the restart of the control plane. 

The supervisor module redundancy technology provides the following conveniences for network services: 

1. Improving the network availability 

The supervisor module redundancy technology sustains data forwarding and the status information about user sessions 

during switching.  

2. Preventing neighbors from detecting link flaps 

The forwarding plane is not restarted during switching. Therefore, neighbors cannot detect the status change of a link from 

Down to Up.  

3. Preventing route flaps 

The forwarding plane sustains forwarding communication during switching, and the control plane rapidly constructs a new 

forwarding table. The process of replacing the old forwarding table with the new one is unobvious, preventing route flaps.  

4. Preventing loss of user sessions 

Thanks to real-time status synchronization, user sessions that are created prior to switching are not lost.  

11.2 Applications 

Application Description 

Redundancy of Supervisor 

Modules 

On a core switch where two supervisor modules are installed, the redundancy technology can 

improve the network stability and system availability. 

11.2.1 Redundancy of Supervisor Modules 

Scenario 
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The PoE switch provides power management, including power supply enabling for ports, power supply priority management, 

over-temperature protection for ports, and power supply status query for devices and ports. 

A PoE switch enabling PoE+ supports LLDP correlation with PDs for dynamically managing the power supply power of ports.  

Figure 12-1 

 

With constantly increasing functions, terminals consume more and more power. The power consumption of certain terminals 

exceeds the maximum power 30 W that can be provided by POE+. Consequently, these terminals have to return to the 

traditional power supply mode.  

HPOE, namely, the IEEE802.3bt standard that is being prepared at present, supplies power through four twisted pairs and 

aims at a power of 90 W. The industry hopes that this standard enables the PoE technology to keep up with terminals.  

Figure 12-2 is an HPOE scenario that uses a video monitoring system for example.  
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LLDP allocated power    : 0 W  

Voltage                 : 53.5 V   

Current                 : 278 mA  

PD class                : 4(Type1) 

Trouble cause           : None  

Priority                : critical       

Legacy                  : off       

Power- off time - range    : poe- time       

Power management        : energy- saving     

4pair status            : normal  

12.5 Monitoring 

Displaying 

Description Command 

Displays the PoE configuration and 

status of a specified port. 

show poe interface  

Displays the PoE status or 

configurations of all ports. 

show poe interfaces 

Displays the power supply status of 

the current PoE system. 

show poe powersupply 
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13 Configuring Package Management 

13.1 Overview 

Package management (pkg_mgmt) is a package management and upgrade module. This module is responsible for installing, 

upgrading/degrading, querying and maintaining various components of the device, among which upgrade is the main 

function. Through upgrade, users can install new version of software that is more stable or powerful. Adopting a modular 

structure, the RGOS system not only supports overall upgrade and subsystem upgrade but also supports separate upgrade 

of a feature package.  

 Component upgrade described in this document applies to both the box-type device and rack-type device. In addition, 

this document is for only version 11.0 and later, excluding those upgraded from earlier versions.  

Protocols and Standards 

N/A 

13.2 Applications 

Application Scenario 

Upgrading/Degrading Subsystem  Upgrade subsystem firmware like boot, kernel, and rootfs on the box-type device and 

rack-type device.  

Upgrading/Degrading a Single 

Feature Package 

Upgrade a single feature package on the box-type device and rack-mount device.  

Auto-Sync for Upgrade Configure the auto sync policy, range and path.  

13.2.1 Upgrading/Degrading Subsystem 

Scenario 

After the upgrade of a subsystem firmware is complete, all system software on the device is updated, and the overall 

software is enhanced. Generally, the subsystem firmware of the box-type device is called main package.  

The main features of this upgrade mode are as follows: All software on the device is updated after the upgrade is completed; 

all known software bugs are fixed. It takes a long time to finish upgrade. 

Deployment 

You can store the main package in the root directory of the TFTP server, download the package to the device, and then run 

an upgrade command to upgrade the package locally. You can also store the main package in a USB flash drive, connect the 

USB flash drive to the device, and then run an upgrade command to upgrade the package.  
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Feature Description 

Interface Index Persistence You can enable the interface index persistence function so that the interface index remains 

unchanged after the device is restarted. 

Routed Port You can configure a physical port on a L3 device as a routed port, which functions as the 

gateway interface for L3 switching.  

L3 AP Port You can configure an AP port on a L3 device as a L3 AP port, which functions as the 

gateway interface for L3 switching. 

Selection of Interface Medium 

Type 

You can select the medium type (fiber or copper) of a combo port as required. 

Interface Speed, Duplex Mode, 

Flow Control Mode, and Auto 

Negotiation Mode 

You can configure the speed, duplex mode, flow control mode, and auto negotiation mode 

of an interface.  

Automatic Module Detection If the interface speed is set to auto, the interface speed can be automatically adjusted 

based on the type of the inserted module.  

Protected Port You can configure some ports as protected ports to disable communication between these 

ports. You can also disable routing between protected ports.  

Port Errdisable Recovery After a port is shut down due to a violation, you can run the errdisable recovery command 

in global configuration mode to recover all the ports in errdisable state and enable these 

ports.  

Optical Module 

Antifake Detection 
You can configure the optical module antifake detection function to check whether the 

optical module in use is supplied by Ruijie Networks. 

EEE You can configure the Energy Efficient Ethernet (EEE) function to enable the interface 

to work in low power consumption mode. 

Port Flapping Protection You can configure the port flapping protection function so that the system can automatically 

shut down a port when flapping occurs on the port.  

1.3.1 Interface Configuration Commands 

üRun the interface command in global configuration mode to enter interface configuration mode. You can configure 

interface-related attributes in interface configuration mode. 

Working Principle 

Run the interface command in global configuration mode to enter interface configuration mode. If you enter interface 

configuration mode of a non-existing logical interface, the interface will be created. You can also run the interface range or 

interface range macro command in global configuration mode to configure the range (IDs) of interfaces. Interfaces defined in 

the same range must be of the same type and have the same features.  

You can run the no interface command in global configuration mode to delete a specified logical interface.  
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1.3.5 Load Interval 

Working Principle 

You can run the load-interval command to specify the interval for load calculation of an interface. Generally, the 

interval is 10s. 

1.3.6 Carrier Delay 

Working Principle 

The carrier delay refers to the delay after which the data carrier detect (DCD) signal changes from Down to Up or from Up 

to Down. If the DCD status changes during the delay, the system will ignore this change to avoid negotiation at the upper 

data link layer. If this parameter is set to a great value, nearly every DCD change is not detected. On the contrary, if the 

parameter is set to 0, every DCD signal change will be detected, resulting in poor stability.  

 If the DCD carrier is interrupted for a long time, the carrier delay should be set to a smaller value to accelerate 

convergence of the topology or route. On the contrary, if the DCD carrier interruption time is shorter than the topology or 

route convergence time, the carrier delay should be set to a greater value to avoid topology or route flapping. 

1.3.7 Link Trap Policy 

You can enable or disable the link trap function on an interface.  

Working Principle 

When the link trap function on an interface is enabled, the Simple Network Management Protocol (SNMP) sends link 

traps when the link status changes on the interface.  

1.3.8 Interface Index Persistence 

Like the interface name, the interface index also identifies an interface. When an interface is created, the system 

automatically assigns a unique index to the interface. The index of an interface may change after the device is restarted. You 

can enable the interface index persistence function so that the interface index remains unchanged after the device is 

restarted. 

Working Principle 

After interface index persistence is enabled, the interface index remains unchanged after the device is restarted. 

1.3.9 Routed Port 

Working Principle 

A physical port on a L3 device can be configured as a routed port, which functions as the gateway interface for L3 switching. 

The routed port cannot be used for L2 switching. You can run the no switchport command to change a switch port to a 











 

1-13 

Configuration Guide Configuring Interfaces 

This function is disabled by default. You can enable this function through configuration.  

Working Principle 

Each optical module supplied by Ruijie Networks has a unique antifake code. The device can read this antifake code to 

determine whether the module is supplied by Ruijie networks. If not, the device will generate syslogs and sends traps.  

1.3.17 EEE 

Energy Efficient Ethernet (EEE) is an energy efficient Ethernet solution. When EEE is enabled, the port enters low power 

consumption mode when the Ethernet connection is idle, thus saving the energy.  

Low Power Idle (LPI) is the low power consumption mode. After a port enters LPI mode, it reduces signals significantly, and 

only sends signals that are sufficient to maintain the connection on the port to save the energy.  

Working Principle 

According to the Ethernet standards or specifications, interfaces with a bandwidth of 100M or above have the idle state. An 

interface will consume much power if it maintains connection without being affected by data transmission. Therefore, the 

power consumption is high no matter whether any data is transmitted on the link. Even if no data is transmitted, the port will 

always send the idle signals to retain the connection state of the link.  

EEE enables a port to enter LPI mode for the purpose of saving energy. In LPI mode, the power consumption is low when the 

link is idle. The EEE technology can also quickly change the LPI state of a port to the normal state, providing 

high-performance data transmission.  

After enabled with EEE, the port automatically enters LPI mode if the port is always Up without sending or receiving any 

packet in a period of time. The port recovers the working mode when it needs to send or receive packets, thus saving the 

energy. To make the EEE function take effect, the peer port must also support the EEE function.  

 Only a copper port working in 100M or 1000M speed mode supports the EEE function.  

The EEE function takes effect only on the port enabled with auto negotiation.  

1.3.18 Port Flapping Protection 

When flapping occurs on a port, a lot of hardware interruptions occur, consuming a lot of CPU resources. On the other hand, 

frequent port flapping damages the port. You can configure the flapping protection function to protect ports.  

Working Principle 

By default, the port flapping protection function is enabled. You can disable this function as required. When flapping occurs 

on a port, the port detects flapping every 2s or 10s. If flapping occurs six times within 2s on a port, the device displays a 

prompt. If 10 prompts are displayed continuously, that is, port flapping is detected continuously within 20s, the port is 

disabled. If flapping occurs 10 times within 10s on a port, the device displays a prompt without disabling the port. 
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1.3.19 Syslog 

You can enable or disable the syslog function to determine whether to display information about the interface changes or 

exceptions.  

Working Principle 

You can enable or disable the syslog function as required. By default, this function is enabled. When an interface becomes 

abnormal, for example, the interface status changes, or the interface receives error frames, or flapping occurs, the system 

displays prompts to notify users.  

1.4 Configuration 

Configuration Description and Command 

Performing Basic 

Configurations 

 (Optional) It is used to manage interface configurations, for example, creating/deleting 

an interface, or configuring the interface description.  

interface 
Creates an interface and enters configuration mode of the 

created interface or a specified interface.  

interface range 
Enters an interface range, creates these interfaces (if not 

created), and enters interface configuration mode.  

define interface-range Creates a macro to specify an interface range. 

snmp-server if-index persist 

Enables the interface index persistence function so that the 

interface index remains unchanged after the device is 

restarted. 

description  
Configures the interface description of up to 80 characters 

in interface configuration mode. 

snmp trap link-status Configures whether to send the link traps of the interface.  

shutdown Shuts down an interface in interface configuration mode. 

physical-port dither protect 
Configures the port flapping protection function in global 

configuration mode.  

logging [link-updown | 

error-frame | link-dither ] 

Configures the syslog function on an interface in global 

configuration mode.  

Configuring Interface 

Attributes 

 (Optional) It is used to configure interface attributes.  

bandwidth 
Configures the bandwidth of an interface in interface 

configuration mode.  

carrier-delay 
Configures the carrier delay of an interface in interface 

configuration mode.  

load-interval  Configures the interval for load calculation of an interface.  

duplex  Configures the duplex mode of an interface. 

flowcontrol Enables or disables flow control of an interface. 
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0 

  Switchport attributes: 

    interface's description:"" 

    lastchange time:0 Day:20 Hour:15 Minute:22 Second 

    Priority is 0 

    admin medium-type is Copper, oper medium-type is Copper    admin duplex mode is AUTO, oper 

duplex is Unknown 

    admin speed is AUTO, oper speed is Unknown 

    flow control admin status is OFF, flow control oper status is Unknown 

    admin negotiation mode is OFF, oper negotiation state is ON 

    Storm Control: Broadcast is OFF, Multicast is OFF, Unicast is OFF 

  Port-type: access 

    Vlan id: 1 

   10 seconds input rate 0 bits/sec, 0 packets/sec 

   10 seconds output rate 0 bits/sec, 0 packets/sec 

    4 packets input, 408 bytes, 0 no buffer, 0 dropped 

    Received 0 broadcasts, 0 runts, 0 giants 

    0 input errors, 0 CRC, 0 frame, 0 overrun, 0 abort 

    4 packets output, 408 bytes, 0 underruns, 0 dropped 

0 output errors, 0 collisions, 0 interface resets 

A# show interfaces vlan 1 

Index(dec):4097 (hex):1001 

VLAN 1 is UP, line protocol is DOWN     

Hardware is  VLAN, address is 00d0.f822.33af (bia 00d0.f822.33af) 

Interface address is: 192.168.1.1/24 

ARP type: ARPA, ARP Timeout: 3600 seconds 

  MTU 1500 bytes, BW 1000000 Kbit 

  Encapsulation protocol is Ethernet-II, loopback not set 

  Keepalive interval is 10 sec, set 

  Carrier delay is 2 sec 

  Rxload is 0/255, Txload is 0/255 

B B# show interfaces gigabitEthernet 0/1 
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Index(dec):1 (hex):1 

GigabitEthernet 0/1 is administratively down, line protocol is DOWN  

Hardware is GigabitEthernet 

Interface address is: no ip address, address is 00d0.f865.de9b (bia 00d0.f865.de9b) 

  MTU 1500 bytes, BW 1000000 Kbit 

  Encapsulation protocol is Bridge, loopback not set 

  Keepalive interval is 10 sec, set 

  Carrier delay is 2 sec 

  Rxload is 1/255, Txload is 1/255 

  Queue    Transmitted packets     Transmitted bytes       Dropped packets         Dropped bytes 

      0                     0                     0                     0                     

0 

      1                     0                     0                     0                     

0 

      2                     0                     0                     0                     

0 

      3                     0                     0                     0                     

0 

      4                     0                     0                     0                     

0 

      5                     0                     0                     0                     

0 

      6                     0                     0                     0                     

0 

      7                     4                   440                     0                     

0 

  Switchport attributes: 

    interface's description:"" 

    lastchange time:0 Day:20 Hour:15 Minute:22 Second 

    Priority is 0 

    admin medium-type is Copper, oper medium-type is Copper 

    admin duplex mode is AUTO, oper duplex is Unknown 

    admin speed is AUTO, oper speed is Unknown 

















 

1-31 

Configuration Guide Configuring Interfaces 

switchport: Indicates the L2 interface information. This parameter is effective only for a L2 interface.  

trunk: Indicates the Trunk port information. This parameter is effective for a physical port or an AP port. 

Command 

Mode 

Privileged EXEC mode 

Usage Guide Use this command without any parameter to display the basic interface information. 

 SwitchA#show interfaces GigabitEthernet 0/1 

Index(dec):1 (hex):1 

GigabitEthernet 0/1 is DOWN, line protocol is DOWN 

  Hardware is Broadcom 5464 GigabitEthernet, address is 00d0.f865.de9b (bia 00d0.f865.de9b) 

  Interface address is: no ip address 

  Interface IPv6 address is: 

    No IPv6 address 

  MTU 1500 bytes, BW 1000000 Kbit 

  Encapsulation protocol is Ethernet-II, loopback not set 

  Keepalive interval is 10 sec, set 

  Carrier delay is 2 sec   

  Ethernet attributes: 

    Last link state change time: 2012-12-22 14:00:48 

    Time duration since last link state change: 3 days, 2 hours, 50 minutes, 50 seconds 

    Priority is 0 

    Medium-type is Copper 

    Admin duplex mode is AUTO, oper duplex is Unknown 

    Admin speed is AUTO, oper speed is Unknown 

    Flow receive control admin status is OFF,flow send control admin status is OFF 

    Flow receive control oper status is Unknown,flow send control oper status is Unknown 

    Storm Control: Broadcast is OFF, Multicast is OFF, Unicast is OFF 

  Bridge attributes: 

    Port-type: trunk 

    Native vlan:1 

    Allowed vlan lists:1-4094  //Allowed VLAN list of the Trunk port 

    Active vlan lists:1, 3-4  //Active VLAN list (indicating that only VLAN 1, VLAN 3, and VLAN 4 are 

created on the device) 

  Rxload is 1/255,Txload is 1/255 
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    Admin duplex mode is AUTO, oper duplex is Full 

    Admin speed is AUTO, oper speed is 100M 

    Flow control admin status is OFF, flow control oper status is OFF 

    Admin negotiation mode is OFF, oper negotiation state is ON 

    Storm Control: Broadcast is OFF, Multicast is OFF, Unicast is OFF 

  Bridge attributes:   

Port-type: access 

    Vlan id: 1 

  Rxload is 1/255, Txload is 1/255 

  10 seconds input rate 0 bits/sec, 0 packets/sec 

  10 seconds output rate 67 bits/sec, 0 packets/sec 

    362 packets input, 87760 bytes, 0 no buffer, 0 dropped 

    Received 0 broadcasts, 0 runts, 0 giants 

    0 input errors, 0 CRC, 0 frame, 0 overrun, 0 abort 

    363 packets output, 82260 bytes, 0 underruns, 0 dropped 

    0 output errors, 0 collisions, 0 interface resets 

B B# show interfaces gigabitEthernet 0/1 

Index(dec):1 (hex):1 

GigabitEthernet 0/1 is UP, line protocol is UP     

Hardware is GigabitEthernet, address is 00d0.f865.de91 (bia 00d0.f865.de91) 

Interface address is: no ip address 

  MTU 1500 bytes, BW 100000 Kbit 

  Encapsulation protocol is Ethernet-II, loopback not set 

  Keepalive interval is 10 sec, set 

  Carrier delay is 2 sec 

  Ethernet attributes: 

    Last link state change time: 2012-12-22 14:00:48 

    Time duration since last link state change: 3 days, 2 hours, 50 minutes, 50 seconds 

    Priority is 0 

    Admin medium-type is Copper, oper medium-type is Copper 

    Admin duplex mode is AUTO, oper duplex is Full 
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    Admin speed is AUTO, oper speed is 100M 

    Flow control admin status is OFF, flow control oper status is OFF 

    Admin negotiation mode is OFF, oper negotiation state is ON 

    Storm Control: Broadcast is OFF, Multicast is OFF, Unicast is OFF 

  Bridge attributes: 

    Port-type: trunk 

    Native vlan: 1 

    Allowed vlan lists: 1-4094 

    Active vlan lists: 1 

  Rxload is 1/255, Txload is 1/255 

  10 seconds input rate 0 bits/sec, 0 packets/sec 

  10 seconds output rate 67 bits/sec, 0 packets/sec 

    362 packets input, 87760 bytes, 0 no buffer, 0 dropped 

    Received 0 broadcasts, 0 runts, 0 giants 

    0 input errors, 0 CRC, 0 frame, 0 overrun, 0 abort 

    363 packets output, 82260 bytes, 0 underruns, 0 dropped 

    0 output errors, 0 collisions, 0 interface resets 

C C# show interfaces gigabitEthernet 0/1 

Index(dec):1 (hex):1 

GigabitEthernet 0/1 is UP, line protocol is UP     

Hardware is GigabitEthernet, address is 00d0.f865.de92 (bia 00d0.f865.de92) 

Interface address is: no ip address 

  MTU 1500 bytes, BW 100000 Kbit 

  Encapsulation protocol is Ethernet-II, loopback not set 

  Keepalive interval is 10 sec, set 

  Carrier delay is 2 sec 

  Ethernet attributes: 

    Last link state change time: 2012-12-22 14:00:48 

    Time duration since last link state change: 3 days, 2 hours, 50 minutes, 50 seconds 

    Priority is 0 

    Admin medium-type is Copper, oper medium-type is Copper 
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    Admin duplex mode is AUTO, oper duplex is Full 

    Admin speed is AUTO, oper speed is 100M 

    Flow control admin status is OFF, flow control oper status is OFF 

    Admin negotiation mode is OFF, oper negotiation state is ON 

    Storm Control: Broadcast is OFF, Multicast is OFF, Unicast is OFF 

  Rxload is 1/255, Txload is 1/255 

  10 seconds input rate 0 bits/sec, 0 packets/sec 

  10 seconds output rate 67 bits/sec, 0 packets/sec 

    362 packets input, 87760 bytes, 0 no buffer, 0 dropped 

    Received 0 broadcasts, 0 runts, 0 giants 

    0 input errors, 0 CRC, 0 frame, 0 overrun, 0 abort 

    363 packets output, 82260 bytes, 0 underruns, 0 dropped 

    0 output errors, 0 collisions, 0 interface resets 

D D# show interfaces gigabitEthernet 0/1 

Index(dec):1 (hex):1 

GigabitEthernet 0/1 is UP, line protocol is UP     

Hardware is GigabitEthernet, address is 00d0.f865.de93 (bia 00d0.f865.de93) 

Interface address is: 192.168.2.1/24 

  MTU 1500 bytes, BW 100000 Kbit 

  Encapsulation protocol is Ethernet-II, loopback not set 

  Keepalive interval is 10 sec, set 

  Carrier delay is 2 sec 

  Ethernet attributes: 

    Last link state change time: 2012-12-22 14:00:48 

    Time duration since last link state change: 3 days, 2 hours, 50 minutes, 50 seconds 

    Priority is 0 

    Admin medium-type is Copper, oper medium-type is Copper 

    Admin duplex mode is AUTO, oper duplex is Full 

    Admin speed is AUTO, oper speed is 100M 

    Flow control admin status is OFF, flow control oper status is OFF 

    Admin negotiation mode is OFF, oper negotiation state is ON 
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2.5 Monitoring 

Clearing 

 Running the clear commands may lose vital information and interrupt services. 

Description Command 

Clears dynamic MAC addresses. clear mac-address-table dynamic [ address mac-address ] [ interface interface-id ] 

[ vlan vlan-id ] 

Displaying 

Description Command 

Displays the MAC address table.  show mac-address-table { dynamic | static | filter } [ address mac-address ] 

[ interface interface-id ] [ vlan vlan-id ] 

Displays the aging time for dynamic 

MAC addresses. 

show mac-address-table aging-time 

Displays the maximum number of 

dynamic MAC addresses. 

show mac-address-table max-dynamic-mac-count 

Displays the configuration and history 

of MAC address change notifications. 

show mac-address-table notification [ interface [ interface-id ] | history ] 

Debugging 

 System resources are occupied when debugging information is output. Therefore, disable debugging immediately after 

use. 

Description Command 

Debugs MAC address operation. debug bridge mac 
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A - Device is in active mode.        P - Device is in passive mode. 

Aggregated port 3: 

Local information: 

LACP port       Oper    Port      Port 

Port     Flags     State     Priority        Key     Number    State 

--------------------------------------------------------------------- 

Gi2/1     SA        bndl        32768         0x3     0x1       0x3d 

Gi2/2     SA        bndl        32768         0x3     0x2       0x3d 

Partner information: 

                   LACP port                  Oper    Port    Port 

Port     Flags     Priority      Dev ID       Key     Number  State 

-------------------------------------------------------------------- 

Gi1/1     SA        32768     00d0.f800.0001   0x3     0x1     0x3d 

Gi1/2     SA        32768     00d0.f800.0001   0x3     0x2     0x3d 
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3.5 Monitoring 

Displaying 

Description Command 

Displays the configuration of an 

enhanced load balancing profile. 

show load-balance-profile [ profile-name ] 

Displays the LACP aggregation state. 

You can display the information on a 

specified LACP AP port by specifying 

key-number. 

show lacp summary [ key-numebr ] 

Displays the summary or load 

balancing algorithm of an AP port. 

show aggregateport [ ap-number ] { load-balance | summary } 

Debugging 

 System resources are occupied when debugging information is output. Therefore, disable debugging immediately after 

use. 

Description Command 

Debugs an AP port. debug lsm ap 

Debugs LACP. debug lacp { packet | event | database | ha | realtime | stm | timer | all} 
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Layer-3 interconnection: If SVIs are configured on a Layer-3 switch for VLANs, these VLANs can communicate with each 

other on Layer 3.  

4.4 Configuration 

Configuration  Description and Command  

Configuring Basic VLAN 

 (Mandatory) It is used to create a VLAN. 

vlan  Enters a VLAN ID. 

 (Optional) It is used to configure an Access port to transmit the flows from a single VLAN.  

switchport mode access  Defines a port as a Layer-2 Access port. 

switchport access vlan Assigns a port to a VLAN. 

add interface 
Adds one Access port or a group of such ports to 

the current VLAN. 

 (Optional) It is used to rename a VLAN. 

name Names a VLAN. 

Configuring a Trunk Port 

 (Mandatory) It is used to configure the port as a Trunk port. 

switchport mode trunk Defines a port as a Layer-2 Trunk port. 

 (Optional) It is used to configure Trunk ports to transmit flows from multiple VLANs. 

switchport trunk allowed vlan Configures allowed-VLANs for a Trunk port. 

switchport trunk native vlan  Specifies a native VLAN for a Trunk port. 

Configuring an Uplink Port 

 (Mandatory) It is used to configure the port as an Uplink port. 

switchport mode uplink Configures a port as an Uplink port. 

 (Optional) It is used to restore the port mode. 

no switchport mode Restores the port mode. 

Configuring a Hybrid Port 

 (Mandatory) It is used to configure a port as a Hybrid port. 

switchport mode hybrid Configures a port as a Hybrid port. 

 (Optional) It is used to transmit the frames of multiple VLANs untagged. 

no switchport mode Restores the port mode. 

switchport hybrid allowed vlan  Configures allowed-VLANs for a Hybrid port. 

switchport hybrid native vlan  Configures a default VLAN for a Hybrid port. 
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Ruijie(config - if - GigabitEthernet 0/3)# switchport mode access  

Ruijie(config - if - GigabitEthernet 0/3)# switchport access vlan 20  

The other approach is adding an Access port (GigabitEthernet 0/3) to VLAN20:  

Ruijie# configure terminal  

SwitchA(config)#vlan 20  

SwitchA(config - vlan)#add interface GigabitEthernet 0/3  

Verification Check whether the configuration is correct. 

 Ruijie(config - vlan)#show vlan  

VLAN Name                             Status    Ports  

----  --------------------------------  ---------  -----------------------------------  

   1 VLAN0001                         STATIC                                           

  20 VLAN0020                         STATIC    Gi0/3                                  

 888 test888                          STATIC                                           

Ruijie(config - vlan)#  

 

Ruijie# show interface GigabitEthernet 0/3 switchport  

Interface                        Switchport Mode      Access Native Protected VLAN lists  

--------------------------------  ----------  ---------  ------  ------  ---------  ---------- ----  

GigabitEthernet 0/3              enabled    ACCESS    20     1      Disabled  ALL 

Ruijie# show run  

! 

4.4.2 Configuring a Trunk Port 

Configuration Effect 

A Trunk is a point-to-point link connecting one Ethernet interface or multiple ones to other network devices (for example, a 

router or switch) and it may transmit the flows from multiple VLANs. 

The Trunk of Ruije devices adopts the 802.1Q encapsulation standard. The following figure displays a network adopting a 

Trunk connection. 
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Switch A. 

D D#configure terminal  

D(config)# vlan  10 

D(config - vlan )#vlan  20 

D(config - vlan)#vlan  30 

D(config - vlan)# exit  

D(config)# interface  range GigabitEthernet 0/2 - 4 

D(config - if - range)#switchport  mode trunk 

D(config - if - range)#exit  

D(config)# interface  GigabitEthernet 0/2  

D(config - if - GigabitEthernet 0/ 2)#switchport trunk allowed vlan remove 1- 4094 

D(config - if - GigabitEthernet 0/ 2)#switchport trunk allowed vlan add  10,20 

D(config - if - GigabitEthernet 0/ 2)#interface  GigabitEthernet 0/3  

D(config - if - GigabitEthernet 0/ 3)#switchport trunk allowed vlan remove 1- 4094 

D(config - if - GigabitEthernet 0/ 3)#switchport trunk allowed vlan add 10,20,30 

D(config - if - GigabitEthernet 0/ 3)#interface  GigabitEthernet  0/4  

D(config - if - GigabitEthernet 0/ 4)#switchport trunk allowed vlan remove 1- 4094 

D(config - if - GigabitEthernet 0/ 4)#switchport trunk allowed vlan add 20,30 

D#configure terminal  

D(config)#interface vla n 10 

D(config - if - VLAN 10)#ip address 192.168.1 0.1 255.255.255.0  

D(config - if - VLAN 10)#interface vlan 20 

D(config - if - VLAN 20)#ip address 192.168. 20.1 255.255.255.0  

D(config - if - VLAN 20)#interface vlan 30 

D(config - if - VLAN 30)#ip address 192.168. 30.1 255.255.255.0 

D(config - if - VLAN 30)#exit  

A A#configure terminal  

A(config)#vlan 10  

A(config - vlan)#vlan 20  

A(config - vlan)#exit  

A(config)#interface range GigabitEthernet 0/2 - 12 

A(config - if - range)#switchport mode access  

A(config - if - range)#switchport access vlan 10  

A(config - if - range)#interface range GigabitEthernet 0/13 - 24 

A(config - if - range)#switchport mode access  

A(config - if - range)#switchport access vlan 20  

A(config - if - range)#exit  

A(config)#interface GigabitEthernet 0/1  

A(config - if - GigabitEthernet 0/1)#switc hport mode trunk  

  

Verification Display the VLAN configuration on the core switch.  
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 switchport hybrid  native vlan 3 

 switchport hybrid allowed vlan add  untagged 20-30 

4.5 Monitoring 

Displaying 

Description Command 

Displays VLAN configuration. show vlan 

Displays configuration of switch ports. show interface switchport 

Debugging 

 System resources are occupied when debugging information is output. Disable the debugging switch immediately after 

use. 

Description Command 

Debugs 

VLANs. 

debug bridge vlan 
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The following MAC VLAN address exist:  

S: Static   D: Dynamic   

MAC ADDR         MASK             VLAN ID   PRIO   STATE  

-------------------------------------------------------  

PC- A1- macffff.ffff.ffff   100       0       S  

PC- B1- macffff.ffff.ffff   200       3       S  

Total MAC VLAN address count: 2  

5.5 Monitoring 

Displaying 

Description Command 

Displays all the MAC VLAN entries, 

including static and dynamic. 

show mac-vlan all 

Displays the dynamic MAC VLAN 

entries. 

show mac-vlan dynamic 

Displays the static MAC VLAN 

entries. 

show mac-vlan static 

Displays the MAC VLAN entries of a 

specified VLAN. 

show mac-vlan vlan vlan-id 

Displays the MAC VLAN entries of a 

specified MAC address. 

show mac-vlan mac-address mac-address [mask mac-mask] 

Debugging 

 System resources are occupied when debugging information is output. Therefore, disable debugging immediately after 

use. 

Description Command 

Debugs the MAC VLAN function.  debug bridge mvlan 
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A(config)#interface gigabitEthernet 0/2  

A(config - if - GigabitEthernet 0/2)#switchport  

A(config - if - GigabitEthernet 0/2)#switchport access vlan 3  

A(config - if - GigabitEthernet 0/2)#exit  

A(config)# interface gigabitEthernet 0/3  

A(config - if - GigabitEthernet 0/3)#switchport  

A(config - if - GigabitEthernet 0/3)# switchport mode hybrid  

A(config - if - GigabitEthernet 0/3)# switchport hybrid allowed vlan untagged 2 - 3 

 

3. Configure the protocol VLAN globally.  

Configure Profile 1 for IP protocol packets and Profile 2 for IPX protocol packets (in this example, 

assume that packets are encapsulated using Ethernet II and the Ethernet types of IP protocol packets 

and IPX protocol packets are 0X0800 and 0X8137 respectivel y).  

 

A(config)#protocol - vlan profile 1 frame - type ETHERII ether - type 0x0800 

A(config)#protocol - vlan profile 2 frame - type ETHERIIether- type 0x8137 

 

4. Apply Profile 1 and Profile 2 to Port Gi 0/3 and allocate Profile 1to VLAN 2 and Profile 2 to 

VLAN 3.  

A(config)# interface gigabitEthernet 0/3  

A(config - if - GigabitEthernet 0/3)  #protocol - vlan profile 1 vlan 2  

A(config - if - GigabitEthernet 0/3) #protocol - vlan profile 2 vlan 3  

  

Verification Check whether the protocol VLAN configuration on the device is correct. 

A A(config)#show protocol - vlan profile  

 

profile frame - type       ether - type/DSAP+SSAP   interface       vlan  

-------  ----------------  ----------------------  ---------------  ----  

1       ETHERII          0x0800  

                                                Gi0/3           2  

 

2       ETHERII          0x8137  
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Enter configuration commands, one per line. End with CNTL/Z.  

A(config)# vlan range 2 - 3 

 

2. Configure the p ort mode.  

 

A(config)#interface gigabitEthernet 0/1  

A(config - if - GigabitEthernet 0/1)#switchport  

A(config - if - GigabitEthernet 0/1)#switchport access vlan 2  

A(config - if - GigabitEthernet 0/1)#exit  

A(config)#interface gigabitEthernet 0/2  

A(config - if - GigabitEthernet 0/2)#switchport  

A(config - if - GigabitEthernet 0/2)#switchport access vlan 3  

A(config - if - GigabitEthernet 0/2)#exit  

A(config)# interface gigabitEthernet 0/3  

A(config - if - GigabitEthernet 0/3)#switchport  

A(config - if - GigabitEthernet 0/3 )# switchport mode hybrid  

A(config - if - GigabitEthernet 0/3)# switchport hybrid allowed vlan untagged 2 - 3 

 

3. Configure the subnet VLAN globally.   

A(config)# protocol - vlan ipv4 192.168.1.0 mask 255.255.255.0 vlan 3  

A(config)# protocol - vlan ipv4 192.168.2.0 mask 255.255.255.0 vlan 2  

 

4. Enable the subnet VLAN on interfaces. The subnet VLAN is disabled by default.  

(config - if - GigabitEthernet 0/ 3)# protocol - vlan ipv4  

  

Verification Check whether the subnet VLAN configuration on the device is correct. 

A A# show protocol - vlan ipv4  

ip              mask            vlan  

---------------  ---------------  ----  

192.168.1.0     255.255.255.0   3    

192.168.2.0     255.255.255.0   2    
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Output Port 

 

 

Input Port 

Promiscuous 

Port 

Isolated 

Port 

Community 

Port 

Isolated Trunk Port 

(in the Same 

VLAN) 

Promiscuous 

Trunk Port 

(in the Same 

VLAN) 

Trunk Port 

(in the 

Same 

VLAN) 

in the 

non-PVLAN. 

Community 

Port 

Unchanged NA Unchanged A community VLAN 

ID tag is added. 

A primary VLAN 

ID tag is added 

and the VLAN tag 

keeps unchanged 

in the 

non-PVLAN. 

A 

community 

VLAN ID 

tag is 

added. 

Isolated 

Trunk Port 

(in the Same 

VLAN) 

The VLAN tag 

is removed. 

NA The VLAN 

tag is 

removed. 

The VLAN tag 

keeps unchanged in 

a non-isolated 

VLAN. 

A primary VLAN 

ID tag is added 

and the VLAN tag 

keeps unchanged 

in the 

non-PVLAN. 

Unchanged 

Promiscuous 

Trunk Port 

(in the Same 

VLAN) 

The VLAN tag 

is removed. 

Unchanged Unchanged A secondary VLAN 

ID is added. 

A primary VLAN 

ID tag is added 

and the VLAN tag 

keeps unchanged 

in the 

non-PVLAN. 

Unchanged 

Trunk Port 

(in the Same 

VLAN) 

The VLAN tag 

is removed. 

NA The VLAN 

tag is 

removed. 

The VLAN tag is 

converted into a 

secondary VLAN ID 

in a primary VLAN 

and the VLAN tag 

keeps unchanged in 

other non-isolated 

VLANs.  

A primary VLAN 

ID tag is added 

and the VLAN tag 

keeps unchanged 

in the 

non-PVLAN. 

Unchanged 

Switch CPU Untag Untag Untag A secondary VLAN 

ID tag is added. 

A primary VLAN 

ID tag is added 

and the VLAN tag 

keeps unchanged 

in the 

non-PVLAN. 

A primary 

VLAN ID 

tag is 

added. 
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SwitchA(config - vlan)#private - vlan primary  

SwitchA(config - vlan)#exit  

SwitchA(config)#vlan 100  

SwitchA(config - vlan)#private - vlan community  

SwitchA(config - vlan)#exit  

SwitchA(config)#vlan 101  

SwitchA(config - vlan)#private - vlan isolated  

SwitchA(config - vlan)#exit  

SwitchA(config)#vlan 99  

SwitchA(config - vlan)#private - vlan association 100 - 101 

SwitchA(config - vlan)#exit  

SwitchA(config)#interface range gigabitEthernet 0/2 - 3 

SwitchA(config - if - range)#swi tchport mode private - vlan host  

SwitchA(config - if - range)#switchport private - vlan host - association 99 100  

SwitchA(config - if - range)#exit  

SwitchA(config)#interface gigabitEthernet 0/4  

SwitchA(config - if - GigabitEthernet 0/4)#switchport mode private - vlan host  

SwitchA(config - if - GigabitEthernet 0/4)#switchport private - vlan host - association 99 101  

SwitchA(config)#interface gigabitEthernet 0/5  

SwitchA(config - if - GigabitEthernet 0/5)#switchport mode trunk  

SwitchA(config - if - GigabitEthernet 0/5)#exit  

B SwitchB#configure terminal  

Enter configuration commands, one per line.  End with CNTL/Z.  

SwitchB(config)#vlan 99  

SwitchB(config - vlan)#private - vlan primary  

SwitchB(config - vlan)#exit  

SwitchB(config)#vlan 100  

SwitchB(config - vlan)#private - vlan community  

SwitchB(config - vlan)#exit  

SwitchB(config)#vlan 101  

SwitchB(config - vlan)#private - vlan isolated  
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SwitchB(config - vlan)#exit  

SwitchB(config)#vlan 99  

SwitchB(config - vlan)#private - vlan association 100 - 101 

SwitchB(config - vlan)#exit  

SwitchB(config)#interface gigabitE thernet 0/2  

SwitchB(config - if - GigabitEthernet 0/2)#switchport mode private - vlan host  

SwitchB(config - if - GigabitEthernet 0/2)# switchport private - vlan host - association 99 101  

SwitchB(config - if - GigabitEthernet 0/2)#exit  

SwitchB(config)#interface gigabitEthernet 0/3  

SwitchB(config - if - GigabitEthernet 0/3)#switchport mode private - vlan host  

SwitchB(config - if - GigabitEthernet 0/3)# switchport private - vlan host - association 99 100          

SwitchB(config - if - GigabitEthernet 0/3)#exit  

SwitchB(config)#inter face gigabitEthernet 0/1  

SwitchB(config - if - GigabitEthernet 0/1)#switchport mode trunk  

SwitchB(config - if - GigabitEthernet 0/1)#exit  

  

Verification Check whether VLANs and ports are correctly configured, and check whether packet forwarding is correct 

according to packet forwarding rules in section "Features".  

A SwitchA#show running- config  

!  

vlan 99  

 private - vlan primary  

 private - vlan association add 100 - 101 

!  

vlan 100  

 private - vlan community 

!  

vlan 101  

 private - vlan isolated  

!  

interface GigabitEthernet 0/1 

 switchport mode private - vlan promiscuous  
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 switchport private - vlan mapping 99 add 100 - 101 

!  

interface GigabitEthernet 0/2  

 switchport mode private - vlan host  

 switchport private - vlan host - association 99 100  

!  

interface GigabitEthernet 0/3  

 switchport mo de private - vlan host  

 switchport private - vlan host - association 99 100  

!  

interface GigabitEthernet 0/4  

 switchport mode private - vlan host  

 switchport private - vlan host - association 99 101  

!  

interface GigabitEthernet 0/5  

 switchport mode trunk  

!  

SwitchA# show vlan private - vlan  

VLAN  Type       Status   Routed   Ports           Associated VLANs  

------------------------------  ------------------  

99    primary    active   Disabled Gi0/1, Gi0/5            100 - 101 

100   community  active   Disabled Gi0 /2, Gi0/3, Gi0/5         99  

101   isolated   active   Disabled Gi0/4, Gi0/5                  99  

 

...  

B SwitchB#show running- config  

!  

vlan 99  

 private - vlan primary  

 private - vlan association add 100 - 101 

!  
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SwitchA(config)#vlan 30  

SwitchA(config - vlan)#private - vlan isolated  

SwitchA(config - vlan)#exit  

SwitchA(config)#vlan 2  

SwitchA(config - vlan)#private - vlan association 10,20,30  

SwitchA(config - vlan)#exit  

SwitchA(config)#interface range gigabitEthernet 0/1 - 2 

SwitchA(config - if - range)#switchport mode private - vlan host  

SwitchA(config - if - range)#switchport private - vlan host - association 2 10  

SwitchA(config - if - range)#exit  

SwitchA(config)#interface range gigabitEthernet 0/3 - 4 

SwitchA(config - if - range)#switchport mode priva te - vlan host  

SwitchA(config - if - range)#switchport private - vlan host - association 2 20  

SwitchA(config - if - range)#exit  

SwitchA(config)#interface range gigabitEthernet 0/5 - 6 

SwitchA(config - if - range)#switchport mode private - vlan host  

SwitchA(config - if - range)#switchport private - vlan host - association 2 30  

SwitchA(config - if - range)#exit  

SwitchA(config)#interface gigabitEthernet 0/7  

SwitchA(config - if - GigabitEthernet 0/7)#switchport mode private - vlan promiscuous  

SwitchA(config - if - GigabitEthernet 0/7)#switchport priva te - vlan maping 2 10,20,30  

SwitchA(config - if - GigabitEthernet 0/7)#exit  

SwitchA(config)#interface vlan 2  

SwitchA(config - if - VLAN 2)#ip address 192.168.1.1 255.255.255.0  

SwitchA(config - if - VLAN 2)#private - vlan mapping 10,20,30  

SwitchA(config - if - VLAN 2)#exit 

 

  

Verification Ping the gateway address 192.168.1.1 from user hosts in different subdomains. The ping operation is 

successful. 

A SwitchA#show running- config  

!  



 

7-19 

Configuration Guide Configuring Private VLAN 

vlan 2  

 private - vlan primary  

 private - vlan association add 10,20,30  

!  

vlan 10  

 private - vlan community 

!  

vlan 20  

 private - vlan community 

!  

vlan 30  

 private - vlan isolated  

!  

interface GigabitEthernet 0/1  

 switchport mode private - vlan host  

 switchport private - vlan host - association 2 10  

!  

interface GigabitEthernet 0/2  

 switchport mode pr ivate - vlan host  

 switchport private - vlan host - association 2 10  

!  

interface GigabitEthernet 0/3  

 switchport mode private - vlan host  

 switchport private - vlan host - association 2 20  

!  

interface GigabitEthernet 0/4  

 switchport mode private - vlan host  

 switchport private - vlan host - association 2 20  

!  

interface GigabitEthernet 0/5  

 switchport mode private - vlan host  

 switchport private - vlan host - association 2 30  
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7.5 Monitoring 

Displaying 

Description Command 

Displays PVLAN configuration. show vlan private-vlan 

Debugging 

 System resources are occupied when debugging information is output. Therefore, disable debugging immediately after 

use. 

Description Command 

Debugs PVLAN. debug bridge pvlan 



 

8-1 

Configuration Guide Configuring Voice VLAN 

8 Configuring Voice VLAN 

8.1 Overview 

IP phones are widely used thanks to rapid development of technologies. The voice virtual local area network (VLAN) is a 

VLAN dedicated to voice data streams of users.  

By creating a voice VLAN and add ports connected to voice devices to the voice VLAN, you can transmit voice data in a 

centralized manner in the voice VLAN, and configure Quality of Service (QoS) for voice streams to improve the transmission 

priority of voice streams and ensure the voice service quality.  

8.2 Applications 

Application Description 

Configuring the Automatic Mode of 

the Voice VLAN 

IP phones and PCs form a daisy chain and are connected to the network. Deployed 

IP phones can automatically obtain the IP addresses and voice VLAN information and 

send tagged voice streams.  

Configuring the Manual Mode of the 

Voice VLAN 

IP phones are directly connected to the network.  

Isolating Voice Streams from Data 

Streams 

PCs are connected to IP phones, and IP phones are connected to a switch. IP phones 

automatically obtain the IP addresses and send untagged voice streams. 

8.2.1 Configuring the Automatic Mode of the Voice VLAN 

Scenario 

IP phones and PCs form a daisy chain and are connected to the network. Both voice and data streams are transmitted on 

this link. Voice streams are transmitted in the voice VLAN, whereas data streams are transmitted in the data VLAN. This 

ensures that voice and data streams do not interfere with each other. This networking is used when common office staff need 

to use PCs for data communication, and IP phones for voice communication.  
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Working Mode of the 

Voice VLAN 

Voice Stream Type Port Type Supported Or Not 

Manual mode Tagged voice stream Access port Not supported. 

Private VLAN host port Not supported. 

Private VLAN hybrid port Not supported. 

Trunk port Supported. The native VLAN connected 

to the port must exist and cannot be a 

voice VLAN. In addition, the port allows 

packets of the native VLAN and the 

voice VLAN to pass through. 

Hybrid port Supported. The native VLAN connected 

to the port must exist and cannot be a 

voice VLAN. In addition, the port allows 

packets of the native VLAN to pass 

through, and the voice VLAN must be in 

the allowed tagged VLAN list of the port. 

Uplink port Supported. The native VLAN connected 

to the port must exist and cannot be a 

voice VLAN. In addition, the port allows 

packets of the native VLAN and the 

voice VLAN to pass through. 

Untagged voice 

stream 

Access port Supported. The voice VLAN must one of 

the VLANs to which the connected port 

is added. 

Private VLAN host port Supported. The voice VLAN must be 

configured as the isolated VLAN or 

community VLAN of the port. 

Private VLAN hybrid port Supported. The voice VLAN must be 

configured as the primary VLAN. 

Trunk port Supported. The native VLAN connected 

to the port must be a voice VLAN, and 

the port allows packets of this VLAN to 

pass through. 

Hybrid port Supported. The native VLAN connected 

to the port must be a voice VLAN. (If the 

MAC VLAN function is enabled on the 

port to isolate data streams from voice 

streams, the native VLAN is not 

necessary a voice VLAN.) In addition, 

the VLAN must be in the allowed 

untagged VLAN list of the port. 
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Description Command 

Displays the voice VLAN configuration.  show voice vlan 

Displays the OUI configuration of the 

voice VLAN. 
show voice vlan oui 

Debugging 

 System resources are occupied when debugging information is output. Therefore, disable debugging immediately after 

use. 

Description Command 

Debugs the voice VLAN. debug bridge vvlan 





















 

9-10 

Configuration Guide Configuring MSTP 

Another problem may occur when RSTP and STP are used together. As shown in the following figures, Switch A (RSTP) 

connects to Switch B (STP). If Switch A finds itself connected to an STP bridge, it sends an STP BPDU packet. However, if 

Switch B is replaced with Switch C (RSTP) but Switch A still sends STP BPDU packets, Switch C will assume itself 

connected to the STP bridge. As a result, two RSTP devices work under STP, greatly reducing the efficiency. 

RSTP provides the protocol migration feature to forcibly send RSTP BPDU packets (the peer bridge must support RSTP). In 

this case, Switch A is enforced to send an RSTP BPDU and Switch C then finds itself connected to the RSTP bridge. As a 

result, two RSTP devices work under RSTP, as shown in Figure 9-11. 

Figure 9-10 

 

Figure 9-11 

 

9.3.3 MSTP 

MSTP resolves defects of STP and RSTP. It cannot only rapidly converge but also can forward traffic of different VLANs 

along respective paths, thereby providing a better load balancing mechanism for redundant links.  

Working Principle 

Ruijie devices support MSTP. MSTP is a new spanning tree protocol developed from traditional STP and RSTP and includes 

the fast RSTP forwarding mechanism. 

Since traditional spanning tree protocols are irrelevant to VLANs, problems may occur in specific network topologies:  

As shown in Figure 9-12, Devices A and B are in VLAN 1 while Devices C and D are in VLAN 2, forming a loop. 

Figure 9-12 
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If the link from Device A to Device B through Devices C and D costs less than the link from Device A direct to Device B, the 

link between Device A and Device B enters the discarding state (as shown in Figure 9-13). Since Devices C and D do not 

include VLAN 1 and cannot forward data packets of VLAN 1, VLAN 1 of Device A fails to communicate with VLAN 1 

of Device B. 

Figure 9-13 

 

MSTP is developed to resolve this problem. It divides one or multiple VLANs of a device into an instance. Devices 

configured with the same instance form an MST region to run an independent spanning tree (called IST). This MST region, 

like a big device, implements the spanning tree algorithm with other MST regions to generate a complete spanning tree 

called common spanning tree (CST). 

Based on this algorithm, the above network can form the topology shown in Figure 9-14 under the MSTP algorithm: Devices 

A and B are in MSTP region 1 in which no loop occurs, and therefore no link enters the discarding state. This also applies to 

MSTP Region 2. Region 1 and Region 2, like two big devices having loops, select a link to enter the discarding state based 

on related configuration. 

Figure 9-14 

 

This prevents loops to ensure proper communication between devices in the same VLAN. 
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Figure 9-15 

 

As shown in Figure 9-16, Device B has the highest priority in the MSTI 1 (Instance 1) and thereby is selected as the region 

root. Then MSTP enables the link between B and C to enter the discarding state based on other parameters. Therefore, for 

the VLAN group of Instance 1, only links from A to B and from A to C are available, interrupting the loop of this VLAN group. 

Figure 9-16 

 

As shown in Figure 9-17, Device C has the highest priority in the MSTI 2 (Instance 2) and thereby is selected as the region 

root. Then MSTP enables the link between B and C to enter the discarding state based on other parameters. Therefore, for 

the VLAN group of Instance 2, only links from B to C and from A to C are available, interrupting the loop of this VLAN group. 
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9.4 Configuration 

Configuration Description and Command 

Enabling STP 

 (Mandatory) It is used to enable STP. 

spanning-tree Enables STP and configures basic 

attributes. 

spanning-tree mode Configures the STP mode. 

Configuring STP 

Compatibility 

 (Optional) It is used to be compatible with competitor devices. 

spanning-tree compatible enable Enables the compatibility mode of a port. 

clear spanning-tree detected-protocols 
Performs mandatory version check for 

BPDUs. 

Configuring an MSTP 

Region 
 (Optional) It is used to configure an MSTP region. 

spanning-tree mst configuration Enters the MST configuration mode. 

Enabling Fast RSTP 

Convergence 

 (Optional) It is used to configure whether the link type of a port is point-to-point 

connection. 

spanning-tree link-type Configures the link type. 

Configuring Priorities 
 (Optional) It is used to configure the switch priority or port priority. 

spanning-tree priority Configures the switch priority. 

spanning-tree port-priority Configures the port priority. 

Configuring the Port Path 

Cost 

 (Optional) It is used to configure the path cost of a port or the default path cost 

calculation method. 

spanning-tree cost Configures the port path cost. 

spanning-tree pathcost method 
Configures the default path cost calculation 

method. 

Configuring the Maximum 

Hop Count of a BPDU 

Packet 

 (Optional) It is used to configure the maximum hop count of a BPDU packet. 

spanning-tree max-hops 
Configures the maximum hop count of a 

BPDU packet. 

Enabling PortFast-related 

Features 

 (Optional) It is used to enable PortFast-related features. 

spanning-tree portfast Enables PortFast. 

spanning-tree portfast bpduguard default Enables BPDU guard on all ports. 

spanning-tree bpduguard enabled Enables BPDU guard on a port. 

spanning-tree portfast bpdufilter default Enables BPDU filter on all ports. 

spanning-tree bpdufilter enabled Enables BPDU filter on a port. 
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             this bridge is region root  

 

  Bridge ID  Priority    32768  

             Address     001a.a917.78cc  

           

Interface        Role Sts Cost       Prio     OperEdge Type  

----------------  ----  ---  ----------  ------- -  --------  ----------------  

Gi0/1            Desg FWD 20000      128      False    P2p                               

 

MST 2 vlans map :  20 

  Region Root Priority   32768  

             Address     001a.a917.78cc  

             this bridge is region root  

 

  Bridge ID  Priority    32768  

             Address     001a.a917.78cc  

 

Interface        Role Sts Cost       Prio     OperEdge Type  

----------------  ----  ---  ----------  --------  --------  ----------------  

Gi0/2            Desg FWD 20000      128      False    P2p 

DEV B Ruijie#show spanning - tree summary  

 

Spanning tree enabled protocol mstp  

MST 0 vlans map :  1- 9, 11 - 19, 21 - 4094 

  Root ID    Priority    32768  

             Address     001a.a917.78cc  

             this bridge is root  

             Hello Time   2 sec  Forward Delay 15 sec  Max Age 20 sec  

 

  Bridge ID  Priority    32768  

             Address     00d0.f822.3344  
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             Hello Time   4 sec  Forward Delay 18 sec  Max Age 25 sec  

 

Interface        Role Sts Cost       Prio     OperEdge Type  

----------- -----  ----  ---  ----------  --------  --------  ----------------  

Gi0/2            Altn BLK 20000      128      False    P2p                               

Gi0/1            Root FWD 20000      128      False    P2p                               

 

MST 1 vlans map :  10 

  Region Root Priority   32768  

             Address     001a.a917.78cc  

             this bridge is region root  

 

  Bridge ID  Priority    32768  

             Address     00d0.f822.3344  

           

Interface        Role Sts Cost       Prio     OperEdge Type  

----------------  ----  ---  ----------  --------  --------  ----------------  

Gi0/1            Root FWD 20000      128      False    P2p                               

 

MST 2 vlans map :  20 

  Region Root Priority   32768  

             Address     001a.a917.78cc  

             this bridge is region root  

 

  Bridge ID  Priority    32768  

             Address     00d0.f822.3344  

 

Interface        Role Sts Cost       Prio     OperEdge Type  

----------------  ----  ---  ----------  --------  --------  ----------------  

Gi0/2            Root FWD 20000      128      False    P2p  

Common Errors 
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A(config)#spanning - tree mst 0 priority 4096  

A(config)#spanning - tree mst 1 priority 4096  

A(config)#spanning - tree mst 2 priority 8192  

 

Step 4: Configure VRRP priorities to enable Switch A to act as the VRRP master device of VLAN 10, and 

configure the virtual gateway IP address of VRRP. 

A(config)#interface vlan 10  

A(config - if - VLAN 10)ip address 192.168.10.2 255.255.255.0  

A(config - if - VLAN 10) vrrp 1 priority 120  

A(config - if - VLAN 10) vrrp 1 ip 192.168.10.1  

 

Step 5 Set the VRRP priority to the default value 100 to enable Switch A to act as the VRRP backup device 

of VLAN 20. 

A(config)#interface vlan 20  

A(config - if - VLAN 20)ip address 192.168.20.2 255.255.255.0  

A(config - if - VLAN 20) vrrp 1 ip 192.168.20.1  

B Step 1: Configure VLANs 10 and 20, and configure ports as Trunk ports. 

B(config)#vlan 10  

B(config - vlan)#vlan 20  

B(config - vlan)#exit  

B(config)#int range gi 0/1 - 2 

B(config - if - range)#switchport mode trunk  

B(config - if - range)#int ag 1  

B(config - i f - AggregatePort 1)# switchport mode trunk  

 

Step 2: Enable MSTP and create Instances 1 and 2. 

B(config)#spanning - tree  

B(config)# spanning - tree mst configuration  

B(config - mst)#instance 1 vlan 10  

B(config - mst)#instance 2 vlan 20  

B(config - mst)#exit  
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Step 3: Configure Switch A as the root bridge of Instance 2. 

B(config)#spanning - tree mst 0 priority 8192  

B(config)#spanning - tree mst 1 priority 8192  

B(config)#spanning - tree mst 2 priority 4096  

 

Step 4: Configure the virtual gateway IP address of VRRP. 

B(config)#in terface vlan 10  

B(config - if - VLAN 10)ip address 192.168.10.3 255.255.255.0  

B(config - if - VLAN 10) vrrp 1 ip 192.168.10.1  

 

Step 5 Set the VRRP priority to 120 to enable Switch B to act as the VRRP backup device of VLAN 20. 

B(config)#interface vlan 20  

B(config - if - VLAN 20)vrrp 1 priority 120  

B(config - if - VLAN 20)ip address 192.168.20.3 255.255.255.0  

B(config - if - VLAN 20) vrrp 1 ip 192.168.20.1  

C Step 1: Configure VLANs 10 and 20, and configure ports as Trunk ports. 

C(config)#vlan 10  

C(config - vlan)#vlan 20  

C(config - vlan)#exit  

C(config)#int range gi 0/1 - 2 

C(config - if - range)#switchport mode trunk  

 

Step 2: Enable MSTP and create Instances 1 and 2. 

C(config)#spanning - tree  

C(config)# spanning - tree mst configuration  

C(config - mst)#instance 1 vlan 10  

C(config - mst)#i nstance 2 vlan 20  

C(config - mst)#exit  

 

Step 3: Configure the port connecting Device C directly to users as a PortFast port and enable BPDU guard. 

C(config)#int gi 0/3  

C(config - if - GigabitEthernet 0/3)#spanning - tree portfast  
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             Address     00d0.f822.3 344 

           

Interface        Role Sts Cost       Prio     OperEdge Type  

----------------  ----  ---  ----------  --------  --------  ----------------  

Ag1              Desg FWD 19000      128      False    P2p  

Gi0/1            Desg FWD 200000     128      False    P2p  

Gi0/2            Desg FWD 200000     128      False    P2p  

 

MST 2 vlans map :  20 

  Region Root Priority   4096  

             Address     001a.a917.78cc  

             this bridge is region root  

 

  Bridge ID  Priority    8192  

             Address     00d0.f822.3344 

 

Interface        Role Sts Cost       Prio     OperEdge Type  

----------------  ----  ---  ----------  --------  --------  ----------------  

Ag1              Root FWD 19000      128      False    P2p  

Gi0/1            Desg FWD 200000     128      False    P2p  

Gi0/2            Desg FWD 200000     128      False    P2p  

B Ruijie#show spanning - tree summary  

 

Spanning tree enabled protocol mstp  

MST 0 vlans map :  1- 9, 11 - 19, 21 - 4094 

  Root ID    Priority    4096  

             Address     00d0.f822.3344  

             this bridge is root  

             Hello Time   4 sec  Forward Delay 18 sec  Max Age 25 sec  

 

  Bridge ID  Priority    8192  
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             Address     001a.a917.78cc  

             Hello Time   2 sec  Forward Delay 15 sec  Max Age 20 sec  

 

Interface        Role Sts Cost       Prio     OperEdge Type  

----------------  ----  ---  ----------  --------  --------  ----------------  

Ag1              Root FWD 19000      128      False    P2p  

Gi0/1            Desg FWD 200000     128      False    P2p  

Gi0/2            Desg FWD 200000     128      False    P2p  

 

MST 1 vlans map :  10 

  Region Root Priority   4096  

             Address     00d0.f822.3344  

             this bridge is region root  

 

  Bridge ID  Priority    8192  

             Address     001a.a917.78cc  

           

Interface        Role Sts Cost       Prio     OperEdge Type  

----------------  ----  ---  ----------  --------  --------  ----------------  

Ag1              Root FWD 19000      128      False    P2p  

Gi0/1            Desg FWD 200000     128      False    P2p  

Gi0/2            Desg FWD 200000     128      False    P2p  

 

MST 2 vlans map :  20 

  Region Root Priority   4096  

             Address     001a.a917.78cc  

             this bridge is region root  

 

  Bridge ID  Priority    4096  

             Address     001a.a917.78cc  

 

Interface        Role Sts Cost       Prio     OperEdge Type  
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----------------  ----  ---  ----------  --------  --------  ----------------  

Ag1              Desg FWD 19000      128      False    P2p  

Gi0/1            Desg FWD 200000     128      False    P2p  

Gi0/2            Desg FWD 200000     128      False    P2p  

C Ruijie#show spanning - tree summary  

 

Spanning tree enabled protocol mstp  

MST 0 vlans map :  1- 9, 11 - 19, 21 - 4094 

  Root ID    Priority    4096  

             Address     00d0.f822.3344  

             this b ridge is root  

             Hello Time   4 sec  Forward Delay 18 sec  Max Age 25 sec  

 

  Bridge ID  Priority    32768  

             Address     001a.a979.00ea  

             Hello Time   2 sec  Forward Delay 15 sec  Max Age 20 sec  

 

Interface        Role Sts Cost       Prio     Type  OperEdge  

----------------  ----  ---  ----------  --------  -----  ---------------  

Fa0/2            Altn BLK 200000     128      P2p   False            

Fa0/1            Root FWD 200000     128      P2p   False            

 

MST 1 vlans map :  10 

  Region Root Priority   4096  

             Address     00d0.f822.3344  

             this bridge is region root  

 

  Bridge ID  Priority    32768  

             Address     001a.a979.00ea  

           

Interface        Role Sts Cost       Prio     Type  OperEd ge 
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PortBPDUFilter :  Disabled 

PortGuardmode  : Guard loop 

 

###### MST 0 vlans mapped :ALL 

PortState :  forwarding  

PortPriority :  128 

PortDesignatedRoot :  0.001a.a917.78cc 

PortDesignatedCost :  0 

PortDesignatedBridge :0.001a.a917.78cc  

PortDesignatedPortPriority :  128 

PortDesignatedPort :  17 

PortForwardTransitions :  1 

PortAdminPathCost :  20000 

PortOperPathCost :  20000 

Inconsistent states :  normal 

PortRole :  rootPort  

 

Ruijie#show spanning - tree int gi 0/2  

 

PortAdminPortFast :  Disabled 

PortOperPortFast :  Disabled 

PortAdminAutoEdge : Enabled 

PortOperAutoEdge : Disabled 

PortAdminLinkType :  auto  

PortOperLinkType :  point - to - point  

PortBPDUGuard : Disabled 

PortBPDUFilter :  Disabled 

PortGuardmode  : Guard loop 

 

###### MST 0 vlans mapped :ALL 

PortState :  discarding  

PortPriority :  128 
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Displays MSTP information of all instances 

corresponding to a port. 
show spanning-tree interface interface-id 

Displays the forwarding time. show spanning-tree forward-time 

Displays the hello time. show spanning-tree hello time 

Displays the maximum hop count. show spanning-tree max-hops 

Displays the maximum number of BPDU packets sent 

per second. 
show spanning-tree tx-hold-count 

Displays the path cost calculation method. show spanning-tree pathcost method 

Displays BPDU Tunnel information. show l2protocol-tunnel stp 

Debugging 

 System resources are occupied when debugging information is output. Therefore, disable the debugging switch 

immediately after use. 

Description Command 

Debugs all STPs. debug mstp all 

Debugs MSTP Graceful Restart (GR). debug mstp gr 

Debugs BPDU packet receiving. debug mstp rx 

Debugs BPDU packet sending. debug mstp tx 

Debugs MSTP events. debug mstp event 

Debugs loop guard. debug mstp loopguard 

Debugs root guard. debug mstp rootguard 

Debugs the bridge detection state machine. debug mstp bridgedetect 

Debugs the port information state machine. debug mstp portinfo 

Debugs the port protocol migration state 

machine. 

debug mstp protomigrat 

Debugs MSTP topology changes. debug mstp topochange 

Debugs the MSTP receiving state machine. debug mstp receive 

Debugs the port role transition state 

machine. 

debug mstp roletran 

Debugs the port state transition state 

machine. 

debug mstp statetran 

Debugs the MSTP sending state machine. debug mstp transmit 
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10 Configuring GVRP 

10.1 Overview 

The GARP VLAN Registration Protocol (GVRP) is an application of the Generic Attribute Registration Protocol (GARP) used 

to dynamically configure and proliferate VLAN memberships.  

GVRP simplifies VLAN configuration and management. It reduces the workload of manually configuring VLANs and adding 

ports to VLANs, and reduces the possibility of network disconnection due to inconsistent configuration. With GVRP, you can 

dynamically maintain VLANs and add/remove ports to/from VLANs to ensure VLAN connectivity in a topology. 

Protocols and Standards 

IEEE standard 802.1D 

IEEE standard 802.1Q 

10.2 Applications 

Application Description 

GVRP Configuration in a LAN Connect two switches in a local area network (LAN) and realize VLAN 

synchronization. 

GVRP PDUs Tunnel Application Use the GVRP Protocol Data Units (PDUs) Tunnel feature to transparently transmit 

GVRP packets through a tunnel in a QinQ network environment. 

10.2.1 GVRP Configuration in a LAN 

Scenario 

Enable GVRP and set the GVRP registration mode to Normal to register and deregister all dynamic and static VLANs 

between Device A and Device F. 

Figure 10-1 
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10.4 Configuration 

Configuration Description and Command 

Configuring Basic 

GVRP Features and 

VLAN Information 

Synchronization 

 (Mandatory) It is used to enable GVRP and dynamic VLAN creation. 

gvrp enable Enables GVRP. 

gvrp dynamic-vlan-creation enable Enables dynamic VLAN creation. 

switchport mode trunk 
Switches to Trunk port mode. GVRP take 

effects only in Trunk mode. 

switchport trunk allowed vlan all 
Allows the traffic from all VLANs to pass 

through. 

gvrp applicant state 

Configures the advertising mode of a port. The 

Normal mode indicates to advertise VLAN 

information externally by sending a GVRP 

packet. The Non-applicant mode indicates not 

to advertise VLAN information externally. 

gvrp registration mode 

Configures the registration mode of a port. The 

Normal mode indicates to process the VLAN 

information in the received GVRP packet, such 

as dynamically creating VLANs and adding 

ports to VLANs. The Disabled mode indicates 

not to process the VLAN information in the 

received GVRP packet. 

 (Optional) It is used to configure timers and the registration mode and advertising mode of a 

port. 

gvrp timer Configures timers. 

Configuring GVRP 

PDUs Transparent 

Transmission 

 (Optional) It is used to configure GVRP PDUs transparent transmission. 

bridge-frame forwarding protocol gvrp 
Enables GVRP PDUs transparent 

transmission. 

Configuring the GVRP 

PDUs Tunnel Feature 

 (Optional) It is used to configure the GVRP PDUs Tunnel feature. 

l2protocol-tunnel gvrp 
Enables the GVRP PDUs Tunnel feature in 

global configuration mode. 

l2protocol-tunnel gvrp enable 
Enables the GVRP PDUs Tunnel feature in 

interface configuration mode. 
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L2protocol - tunnel destination mac address:  01d0.f800.0006 

GigabitEthernet 0/1 l 2protocol - tunnel gvrp enable 

2. Check whether the QinQ configuration is correct.  

Ruijie#show running - config   

interface GigabitEthernet 0/1  

 switchport mode dot1q - tunnel  

 switchport dot1q - tunnel allowed vlan add untagged 200  

 switchport dot1q - tunnel native vlan 200  

 l2protocol - tunnel gvrp enable 

!  

interface GigabitEthernet 0/5  

 switchport mode uplink  

Provider S2 The verification on Provider S2 is the same as that on Provider S1. 

Common Errors 

In an SP network, transparent transmission addresses are not configured consistently, which affects the transmission of 

GVRP PDU frames. 

10.5 Monitoring 

Clearing 

 Running the clear commands may lose vital information and thus interrupt services. 

 

Description Command 

Clears port counters. clear gvrp statistics { interface-id | all } 

Displaying 

Description Command 

Displays port counters.  show gvrp statistics { interface-id | all } 

Displays the current GVRP status. show gvrp status 

Displays the current GVRP configuration. show gvrp configuration 

Displays the information of the GVRP PDUs Tunnel 

feature. 
show l2protocol-tunnel gvrp 
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Debugging 

 System resources are occupied when debugging information is output. Therefore, disable debugging immediately after 

use. 

 

Description Command 

Enables GVRP event debugging.  debug gvrp event 

Enables GVRP timer debugging. debug gvrp timer 
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Configuration Description and Command 

Configuring the LLDP Work 

Mode 

 (Optional) It is used to configure the LLDP work mode.  

lldp mode {rx | tx | txrx } Configures the LLDP work mode. 

no lldp mode Shuts down the LLDP work mode. 

Configuring the TLVs to Be 

Advertised 

 (Optional) It is used to configure the TLVs to be advertised. 

lldp tlv-enable Configures the TLVs to be advertised. 

no lldp tlv-enable Cancels TLVs.  

Configures the Management 

Address to Be Advertised 

 (Optional) It is used to configure the management address to be advertised in LLDP 

packets.  

lldp management-address-tlv [ip-address] 
Configures the management address to be 

advertised in LLDP packets.  

no lldp management-address-tlv Cancels the management address. 

Configuring the LLDP Fast 

Transmission Count 

 (Optional) It is used to configure the number of LLDP packets that are fast transmitted. 

lldp fast-count value Configures the LLDP fast transmission count. 

no lldp fast-count 
Restores the default LLDP fast transmission 

count. 

Configuring the TTL 

Multiplier and Transmission 

Interval 

 (Optional) It is used to configure the TTL multiplier and transmission interval. 

lldp hold-multiplier value 
Configures the TTL multiplier. 

 

no lldp hold-multiplier Restores the default TTL multiplier. 

lldp timer tx-interval seconds Configures the transmission interval. 

no lldp timer tx-interval Restores the default transmission interval. 

Configuring the 

Transmission Delay 

 (Optional) It is used to configure the delay time for LLDP packet transmission. 

lldp timer tx-delay seconds Configures the transmission delay. 

no lldp timer tx-delay Restores the default transmission delay. 

Configuring the 

Initialization Delay 

 (Optional) It is used to configure the delay time for LLDP to initialize on any interface. 

lldp timer reinit-delay seconds Configures the initialization delay. 

no lldp timer reinit-delay Restores the default initialization delay. 

Configuring the LLDP Trap 

Function 

 (Optional) It is used to configure the LLDP Trap function. 

lldp notification remote-change enable Enables the LLDP Trap function. 

no lldp notification remote-change enable Disables the LLDP Trap function. 

lldp timer notification-interval 
Configures the LLDP Trap transmission 

interval. 
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Configuration Description and Command 

no lldp timer notification-interval 
Restores the default LLDP Trap transmission 

interval. 

Configuring the LLDP 

Error Detection Function 

 (Optional) It is used to configure the LLDP error detection function. 

lldp error-detect Enables the LLDP error detection function. 

no lldp error-detect Disables the LLDP error detection function. 

Configuring the LLDP 

Encapsulation Format 

 (Optional) It is used to configure the LLDP encapsulation format.  

lldp encapsulation snap 
Sets the LLDP encapsulation format to 

SNAP. 

no lldp encapsulation snap 
Sets the LLDP encapsulation format to 

Ethernet II. 

Configuring the LLDP 

Network Policy 

 (Optional) It is used to configure the LLDP Network Policy. 

lldp network-policy profile profile-num Configures an LLDP Network Policy. 

no lldp network-policy profile profile-num Deletes an LLDP Network Policy. 

Configuring the Civic 

Address 

 (Optional) It is used to configure the civic address of a device. 

{ country | state | county | city | division | 

neighborhood | street-group | 

leading-street-dir | trailing-street-suffix | 

street-suffix | number | 

street-number-suffix | landmark | 

additional-location-information | name | 

postal-code | building | unit | floor | room | 

type-of-place |  postal-community-name | 

post-office-box | additional-code } ca-word 

Configures the civic address of a device. 

no { country | state | county | city | division 

| neighborhood | street-group | 

leading-street-dir | trailing-street-suffix | 

street-suffix | number | 

street-number-suffix | landmark | 

additional-location-information | name | 

postal-code | building | unit | floor | room | 

type-of-place |  postal-community-name | 

post-office-box | additional-code } ca-word 

Deletes civic address of a device. 

Configuring the Emergency 

Telephone Number 

 (Optional) It is used to configure the emergency telephone number of a device. 

lldp location elin identifier id elin-location 

tel-number 

Configures the emergency telephone number 

of a device. 
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Steps 

 Ruijie(config)#interface gigabitethernet 0/1  

Ruijie(config - if - GigabitEthernet 0/1)#lldp management - address- tlv 192.168.1.1  

  

Verification Display configuration on the interface. 

 Ruijie(config - if - GigabitEthernet 0/1)#show  lldp local - information interface GigabitEthernet 0/1  

Lldp local - information of port [GigabitEthernet 0/1]  

  Port ID type                      : Interface name  

  Port id                           : GigabitEthernet  0/1 

  Port description                  : GigabitEthernet 0/1  

 

  Management address subtype        : ipv4  

  Management address                : 192.168.1.1  

  Interface numbering subtype       : ifIndex  

  Interface number                  : 1  

  Object identifier                 :  

         

  802.1 organizationally information  

  Port VLAN ID                      : 1  

  Port and protocol VLAN ID(PPVID)  : 1  

      PPVID Supported               : YES  

      PPVID Enabled                 : NO  

  VLAN name of VLAN 1               : VLAN0001  

  Protocol Identity                 :  

         

  802.3 organizationally information  

  Auto- negotiation supported        : YES  

  Auto- negotiation enabled          : YES  

  PMD auto- negotiation advertised   : 1000BASE - T full duplex mode, 100BASE - TX full duplex mode, 

100BASE- TX half duplex mode, 10BASE- T full duplex mode, 10BASE - T half duplex mode  

  Operational MAU type              : speed(100)/duplex(Full)  

  PoE support                       : NO  
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Global status of LLDP                  :  Enable 

Global vendor compliance               :  YES 

11.5 Monitoring 

Clearing 

 Running the clear commands may lose vital information and thus interrupt services.  

Description Command 

Clears LLDP statistics. clear lldp statistics [ interface interface-name ] 

Clears LLDP neighbor information. clear lldp table [ interface interface-name ] 

Displaying 

Description Command 

Displays LLDP information on the 

local device, which will be organized 

as TLVs and sent to neighbors. 

show lldp local-information [ global | interface interface-name ] 

Displays the LLDP civic address or 

emergency telephone number of a 

local device. 

show lldp location { civic-location | elin-location } { identifier id | interface 

interface-name | static } 

Displays LLDP information on a 

neighbor. 

show lldp neighbors [ interface interface-name ] [ detail ] 

Displays the LLDP network policy 

configuration of the local device. 

show lldp network-policy { profile [ profile-num ] | interface interface-name } 

Displays LLDP statistics. show lldp statistics [ global | interface interface-name ] 

Displays LLDP status information. show lldp status [ interface interface-name ] 

Displays the configuration of TLVs to 

be advertised by a port. 

show lldp tlv-config [interface interface-name ] 

Debugging 

 System resources are occupied when debugging information is output. Therefore, disable debugging immediately after 

use.  

Description Command 

Debugs LLDP error processing. debug lldp error 

Debugs LLDP event processing. debug lldp event 

Debugs LLDP hot backup processing. debug lldp ha 

Debugs the LLDP packet reception. debug lldp packet 

Debugs the LLDP state machine. debug lldp stm 
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12.3.5 MAC Address Replication 

Working Principle 

In ACL-based selective QinQ, the MAC address learned by a switch belongs to the native VLAN. The Tunnel port tags the 

packet with the specified outer VLAN ID based on the selective QinQ policy. Upon receiving a reply packet containing the 

same outer VLAN tag, the Tunnel port fails to find the MAC address in the outer VLAN as it is in the native VLAN, causing a 

flood. 

Figure 12-9 

 

As in Figure 12-9, the customer network is connected to the Tunnel port of the switch. Configured with native VLAN 4, the 

Tunnel port tags the packet whose source MAC address is A with outer VLAN 5. Upon receiving a packet with inner tag 

VLAN 3 and source MAC address A, the switch tags the packet with outer VLAN 5. Because the port is configured with native 

VLAN 4, MAC address A is learned by VLAN 4. Upon receiving the reply packet, the switch looks for MAC address A on 

VLAN 5 because the outer tag of the packet contains VLAN ID 5. However, MAC address A is not learned by VLAN 5, 

causing floods.  

You can configure the Tunnel port to replicate the MAC address of the native VLAN to the outer VLAN to avoid continuous 

flooding of the packets from the SP network. You can also configure the Tunnel port to replicate the MAC address of the 

outer VLAN for the outer tag to the native VLAN to avoid continuous flooding of the packets from the customer network.  

12.3.6 Layer-2 Transparent Transmission 

Working Principle 

The Layer-2 transparent transmission feature is designed to realize the transmission of Layer-2 packets between customer 

networks without impact on SP networks. When a Layer-2 packet from a customer network enters a PE, the PE changes the 

destination MAC address of the packet to a private address before forwarding the packet. The peer PE changes the 

destination MAC address to a public address to send the packet to the customer network at the other end, realizing 

transparent transmission on the SP network. 
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12.3.7 Priority Replication 

Working Principle 

If the SP network provides a QoS policy corresponding to a specified User Priority (CoS) in the inner tag, you can replicate 

the CoS of the inner tag to the outer tag to enable transparent transmission based on the QoS policy provided by the SP 

network. 

12.3.8 Priority Mapping 

Working Principle 

If the SP network provides various QoS policies corresponding to specified CoS values for different service flows, you can 

map the CoS value of the inner tag to the CoS value of the outer tag to ensure preferential transmission of service flows 

based on the QoS policies provided by the SP network. 

12.4 Configuration 

Configuration Description and Command 

Configuring QinQ 

 Mandatory. 

switchport mode dot1q-tunnel Configures a Tunnel port. 

switchport dot1q-tunnel allowed vlan { [ add ] 

tagged vlist | [ add ] untagged vlist | remove 

vlist }  

Adds the VLANs to the Tunnel port in 

tagged or untagged mode.  

switchport dot1q-tunnel native vlan VID 
Configures the default VLAN for the Tunnel 

port. 

Configuring C-TAG-Based 

Selective QinQ 

 (Mandatory) It is used to configure C-TAG-based selective QinQ based on basic QinQ. 

Selective QinQ prevails over basic QinQ. 

dot1q outer-vid VID register inner-vid v_list 
Configures the policy to add the VLAN IDs 

of outer tags based on inner tags. 

Configuring ACL-Based 

Selective QinQ 

 (Mandatory) It is used to configure ACL-based selective QinQ based on basic QinQ. 

Selective QinQ prevails over basic QinQ. 

traffic-redirect access-group acl nested-vlan 

VID in 

Configures the policy to add the VLAN IDs 

of outer tags based on ACLs. 

Configuring VLAN Mapping 

 (Mandatory) It is used to enable VLAN mapping. 

vlan-mapping-in vlan cvlan remark svlan 

Configures 1:1 VLAN mapping in the 

inbound direction. This feature changes the 

inner VLAN ID of the packet entering a port 

to a specified outer VLAN ID. 
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Configuration Description and Command 

vlan-mapping-out vlan svlan remark cvlan 

Configures 1:1 VLAN mapping in the 

outbound direction. This feature changes 

the outer VLAN ID of the packet exiting a 

port to a specified inner VLAN ID. 

Configuring TPIDs 

 (Optional) It is used to realize TPID compatibility.  

frame-tag tpid tpid 

Configures the TPID of a frame tag. If 

you want to set it to 0x9100, configure the 

frame-tag tpid 9100 command. By default, 

the TPID is in hexadecimal format. You 

need to configure this feature on an egress 

port. 

Configuring MAC Address 

Replication 

 (Optional) It is used to configure MAC address replication to prevent floods. 

mac-address-mapping x source-vlan 

src-vlan-list destination-vlan dst-vlan-id 

Replicates the dynamic MAC address of the 

source VLAN to the destination VLAN. 

Configuring an Inner/Outer 

VLAN Tag Modification 

Policy 

 (Optional) It is used to adjust the outer and inner VLAN tags of the packets transmitted 

over SP networks based on network topologies. 

dot1q relay-vid VID translate local-vid v_list 
Configures the policy to change the VLAN 

IDs of outer tags based on the outer tags. 

dot1q relay-vid VID translate inner-vid v_list 
Configures the policy to change the VLAN 

IDs of outer tags based on inner tags. 

dot1q new-outer-vlan VID translate 

old-outer-vlan vid inner-vlan v_list 

Configures the policy to change the VLAN 

IDs of outer tags based on outer and inner 

tags. 

traffic-redirect access-group acl outer-vlan 

VID in 

Configures the policy to change the VLAN 

IDs of outer tags based on an ACL. 

traffic-redirect access-group acl inner-vlan 

VID out 

Configures the policy to change the VLAN 

IDs of inner tags based on an ACL. 

Configuring Priority 

Mapping and Priority 

Replication 

 (Optional) It is used to apply the QoS policy provided by the SP network by priority 

replication. 

inner-priority-trust enable 

Replicates the value of the User Priority 

field in the inner tag (C-TAG) to the User 

Priority field of the outer tag (S-TAG). 

 (Optional) It is used to apply the QoS policy provided by the SP network by priority 

mapping. 

dot1q-Tunnel cos inner-cos-value remark-cos 

outer-cos-value 

Sets the value of the User Priority field in 

the outer tag (S-TAG) based on the User 

Priority field of the inner tag (C-TAG). 
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third-party switches to realize TPID compatibility. 

 If the PEs are connected through Trunk ports or Hybrid ports, do not configure the native VLANs for the 

Trunk ports or Hybrid ports as the default VLANs for the Tunnel ports. The Trunk ports or Hybrid ports 

strip off the VLAN tags containing the Native VLAN IDs when sending packets. 

Provider A Step 1: Create VLAN 10 and VLAN 20 on the SP network to segregate the data of Customer A and 

Customer B. 

ProviderA#configure terminal  

Enter configuration commands, one per line.  End with CNTL/Z. 

ProviderA(config)#vlan 10  

ProviderA(config - vlan)#exit  

ProviderA(conf ig)#vlan 20  

ProviderA(config - vlan)#exit  

Step 2: Enable basic QinQ on the port connected to the network of Customer A to use VLAN 10 for 

tunneling. 

ProviderA(config)#interface gigabitEthernet 0/1  

ProviderA(config - if - GigabitEthernet 0/1)#switchport mode dot1 q- tunnel  

ProviderA(config - if - GigabitEthernet 0/1)#switchport dot1q - tunnel native vlan 10  

ProviderA(config - if - GigabitEthernet 0/1)#switchport dot1q - tunnel allowed vlan add untagged 10  

Step 3: Enable basic QinQ on the port connected to the network of Customer B to use VLAN 20 for 

tunneling. 

ProviderA(config)#interface gigabitEthernet 0/2  

ProviderA(config - if - GigabitEthernet 0/2)#switchport mode dot1q - tunnel  

ProviderA(config - if - GigabitEthernet 0/2)#switchport dot1q - tunnel nati ve vlan 20  

ProviderA(config - if - GigabitEthernet 0/2)#switchport dot1q - tunnel allowed vlan add untagged 20  

Step 4: Configure an Uplink port. 

ProviderA(config)# interface gigabitEthernet 0/5  

ProviderA(config - if - GigabitEthernet 0/5)#switchport mode uplink  

Step 5: Change the TPID of the outgoing packets on the Uplink port to a value (for example, 0x9100) 

recognizable by third-party switches. 

ProviderA(config - if - GigabitEthernet 0/5)#frame - tag tpid 9100  

Step 6: Configure Provider B by performing the same steps. 

Verification Customer A1 sends a packet containing VLAN ID 100 destined to Customer A2. The packet through 

Provider A is tagged with the outer tag specified by the Tunnel port. The packet that reaches Customer A2 

carries the original VLAN ID 100. 
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Check whether the Tunnel port is configured correctly. 

Check whether the TPID is configured correctly. 

Provider A ProviderA#show running- config  

interface GigabitEthernet 0/1  

 switchport mode dot1q - tunnel  

 switchport dot1q - tunnel allowed vlan add untagged 10  

 switchport dot1q - tunnel native vlan 10  

 spanning- tree bpdufilter enable  

!  

interface GigabitEthernet 0/2  

 switchport mode dot1q - tunnel  

 switchport dot1q - tunnel allowed vlan add untagged 20  

 switchport dot1q - tunnel native vlan 20   

 spanning- tree bpdufilter enable 

!  

interface GigabitEthernet 0/5  

 switchport mode uplink  

 frame- tag tpid 0x9100  

ProviderA#show interfaces dot1q - tunnel  

 

========Interface Gi0/1======== 

Native vlan: 10  

Allowed vlan list:1,10,  

Tagged vlan list:  

 

========Interface Gi0/2======== 

Native  vlan: 20  

Allowed vlan list:1,20,  

Tagged vlan list:  

ProviderA#show frame- tag tpid  

Ports         Tpid       

-------  -------------  
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Displays the configuration of the Tunnel port. show interfaces dot1q-tunnel 

Displays the C-TAG-based selective QinQ 

policies on the Tunnel port. 
show registration-table [ interfaces intf-id ] 

Displays the C-TAG-based selective QinQ 

policies on the Access port, Trunk port or Hybrid 

port. 

show translation-table [ interfaces intf-id ] 

Displays VLAN mapping on ports.  show interfaces [ intf-id ] vlan-mapping 

Displays the ACL-based selective QinQ policies. show traffic-redirect [ interfaces intf-id ] 

Displays the TPID configuration on ports. show frame-tag tpid interfaces [ intf-id ] 

Displays the configuration of priority replication. show inner-priority-trust 

Displays the configuration of priority mapping. show interface intf-name remark 

Displays the configuration of MAC address 

replication. 
show mac-address-mapping 

Displays the configuration of Layer-2 transparent 

transmission. 
show l2protocol-tunnel { gvrp | stp } 

 

Debugging 

 

 System resources are occupied when debugging information is output. Therefore, disable debugging immediately after 

use. 
 

Description Command 

Debugs QinQ. debug bridge qinq  
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Ruijie(config - erps 4093)# state enable  

# Enable ERPS globally. 

Ruijie(config - erps 4093) # exit  

Ruijie(config)#  erps enable 

Node 2 The configuration on Node 2 is the same as that on Node 1. 

Node 3 The configuration on Node 3 is the same as that on Node 1. 

Node 4 # Enter privileged mode.  

Ruijie#  configure terminal  

# Configure the R-APS VLAN.  

Ruijie(config)#  erps raps- vlan  4093 

Ruijie(config - erps 4093)# exit  

# Configure the link mode of ports in the Ethernet ring. 

Ruijie(config)#  interface  gigabitEthernet  0/1 

Ruijie(config - if - gigabitEthernet  0/1) # switchport mode trunk  

Ruijie(config - if - gigabitEthernet  0/1) # exit  

Ruijie(config)#  interface  gigabitEthernet  0/ 2 

Ruijie(config - if - gigabitEthernet  0/ 2)# switchport mode trunk  

Ruijie(config - if - gigabitEthernet  0/ 2)# exit  

# Enter ERPS configuration mode. 

Ruij ie(config)#  erps raps- vlan  4093 

# Configure the ports to be added to the Ethernet ring and participate in ERPS calculation. 

Ruijie(config - erps 4093)# ring - port  west gigabitEthernet  0/1  east gigabitEthernet  0/ 2 

# Specify the RPL owner port. 

Ruijie(config - erps 4093)# rpl - port east rpl - owner 

# Enable ERPS in the specified ring. 

Ruijie(config - erps 4093)# state enable  

Ruijie(config - erps 4093) # exit  

# Enable ERPS globally. 

Ruijie(config)#  erps enable 

  

Verification Run the show erps command one each node to check the configuration. The configuration on Node 1 and 

Node 4 is used as an example. 
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Node 1 Ruijie # show erps 

ERPS Information 

Global Status         : Enabled  

Link monitored by         : Not Oam 

------------------------ --------------------  

R- APS VLAN              : 4093  

Ring Status             : Enabled  

West Port               : Gi 0/1 ( Forwardin)  

East Port               : Gi 0/2 ( Forwardin)  

RPL Port                : None 

Protected VLANs        : ALL  

RPL Owner               : Enabled  

Holdoff Time           : 0 milliseconds  

Guard Time              : 500 milliseconds  

WTR Time                     :  2 minutes  

Current Ring State    : Idle  

Associate R - APS VLAN         :  

Node 4 Ruijie # show erps 

ERPS Information 

Global Status         : Enabled  

Link monitored by         : Not Oam 

------------------------ --------------------  

R- APS VLAN              : 4093  

Ring Status             : Enabled  

West Port               : Gi 0/1 ( Forwardin)  

East Port               : Gi 0/2 (Blocking)  

RPL Port                : East Port  

Protected VLANs        : ALL  

RPL Owner               : Enabled  

Holdoff Time           : 0 milliseconds  

Guard Time              : 500 milliseconds  
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# Enable ERPS in the specified ring. 

Ruijie(config - erps 4093)# state enable  

Ruijie(config - erps 4093) # exit  

# Enable ERPS globally. 

Ruijie(config)#  erps enable 

Node 2 The configuration on Node 2 is the same as that on Node 1. 

Node 3 Ruijie#  configure terminal  

# Configure R-APS VLAN 4093. 

Ruijie(config)#  erps raps- vlan  4093 

Ruijie(config - erps 4093)# exit  

# Configure the link mode of ports in the Ethernet ring. 

Ruijie(config)#  interface  gigabitEthernet  0/1 

Ruijie(config - if - gigabitEthernet  0/ 1)# switchport mode trunk  

Ruijie(config - if - gigabitEthernet  0/ 1)# exit  

Ruijie(config)#  interface  gigabitEthernet  0/ 2 

Ruijie(config - if - gigabitEthernet  0/ 2)# switchport mode trunk  

Ruijie(config - if - gigabitEthernet  0/ 2)# exit  

# Enter ERPS configuration mode. 

Ruijie(config)#  erps raps- vlan  4093 

Ruijie(config - erps 4093)# ring - port  west gigabitEthernet  0/1  east gigabitEthernet  0/ 2 

Ruijie(config - erps 4093)# state enable  

Ruijie(config - erps 4093) # exit  

# Configure R-APS VLAN 100. 

Ruijie(config)#  erps raps- vlan  100 

Ruijie(config - erps 100)# exit  

Ruijie(config)#  interface  gigabitEthernet  0/ 3 

Ruijie(config - if - gigabitEthernet  0/ 3)# switchport mode trunk  

Ruijie(config - if - gigabitEthernet  0/ 3)# exit  

Ruijie(config)#  interface  gigabitEthernet  0/ 4 

Ruijie(config - if - gigabitEthernet  0/ 4)# switchport mode trunk 

Ruijie(config - if - gigabitEthernet  0/ 4)# exit  

# Enter ERPS configuration mode. 
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Ruijie(config)#  erps raps- vlan  100 

Ruijie(config - erps 100)# ring - port  west gigabitEthernet  0/ 3 east gigabitEthernet  0/ 4 

Ruijie(config - erps 100)# state enable  

Ruijie(config - erps 4093) # exit  

Ruijie(config)#  erps enable 

Node 4 Ruijie#  configure terminal  

# Configure R-APS VLAN 4093. 

Ruijie(config)#  erps raps- vlan  4093 

Ruijie(config - erps 4093)# exit  

# Configure the link mode of ports in the Ethernet ring. 

Ruijie(config)#  interface  gigabitEthernet  0/1 

Ruijie(config - if - gigabitEthernet  0/ 1)# switchport mode trunk  

Ruijie(config - if - gigabitEthernet  0/ 1)# exit  

Ruijie(config)#  interface  gigabitEthernet  0/ 2 

Ruijie(config - if - gigabitEthernet  0/ 2)# switchport mode trunk  

Ruijie(config - if - gigabitEthernet  0/ 2)# exit  

# Enter ERPS configuration mode. 

Ruijie(config)#  erps raps- vlan  4093 

Ruijie(config - erps 4093)# ring - port  west gigabitEthernet  0/1  east gigabitEthernet  0/ 2 

# Specify the RPL owner port. 

Ruijie(config - erps 4093)# rpl - port east rpl - owner 

Ruijie(config - erps 4093)# state enable  

Ruijie(config - erps 4093) # exit  

Ruijie(config)#  erps enable 

Node 5 Ruijie#  configure terminal  

# Configure R-APS VLAN 100. 

Ruijie(config)#  erps raps- vlan  100 

Ruijie(config - erps 100)# exi t  

# Configure the link mode of ports in the Ethernet ring. 

Ruijie(config)#  interface  gigabitEthernet  0/1 

Ruijie(config - if - gigabitEthernet  0/ 1)# switchport mode trunk  
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Ruijie(config - if - gigabitEthernet  0/ 1)# exit  

Ruijie(config)#  interface  gigabitEthernet  0/ 2 

Ruijie(config - if - gigabitEthernet  0/ 2)# switchport mode trunk  

Ruijie(config - if - gigabitEthernet  0/ 2)# exit  

# Enter ERPS configuration mode. 

Ruijie(config)#  erps raps- vlan  100 

Ruijie(config - erps 100)# ring - port  west gigabitEthernet  0/1 east gigabitEthernet  0/ 2 

Ruijie(config - erps 100)# state enable  

Ruijie(config - erps 100) # exit  

Ruijie(config)#  erps enable 

Node 6 Ruijie#  configure terminal  

# Configure R-APS VLAN 100. 

Ruijie(config)#  erps raps- vlan  100 

Ruijie(config - erps 100)# exit  

# Configure the link mode of ports in the Ethernet ring. 

Ruijie(config)#  interface  gigabitEthernet  0/1 

Ruijie(config - if - gigabitEthernet  0/ 1)# switchport mode trunk  

Ruijie(config - if - gigabitEthernet  0/ 1)# exit  

Ruijie(config)#  interface  gigabitEthernet  0/ 2 

Ruijie(config - if - gigabitEtherne t  0/ 2)# switchport mode trunk  

Ruijie(config - if - gigabitEthernet  0/ 2)# exit  

# Enter ERPS configuration mode. 

Ruijie(config)#  erps raps- vlan  100 

Ruijie(config - erps 100)# ring - port  west gigabitEthernet  0/1 east gigabitEthernet  0/ 2 

# Specify the RPL owner port. 

Ruijie(config - erps 100)# rpl - port east rpl - owner 

Ruijie(config - erps 100)# state enable  

Ruijie(config)#  erps enable 

Verification Run the show erps command one each node to check the configuration. The configuration on Node 3 is 

used as an example.  

 Ruijie # show erps 











 

13-23 

Configuration Guide Configuring ERPS 

Ruijie(config - erps 300)# exit  

# Configure the link mode of ports in ERPS 4. 

Ruijie(config)#  interface  gigabitEthernet  0/ 5 

Ruijie(config - if - gigabitEthernet  0/ 5)# switchport mode trunk  

Ruijie(config - if - gigabitEthernet  0/ 5)# exit  

# Enter ERPS configuration mode. 

Ruijie(config)#  erps raps- vlan  300 

# Configure the ports to be added to the Ethernet ring and participate in ERPS calculation. 

Ruijie(config - erps 300)# ring - port  west gigabitEthernet  0/ 5 east virtual - channel 

# Enable ERPS in ERPS 4. 

Ruijie(config - erps 300)# state enable  

# Associate ERPS 1 with ERPS 2, ERPS 3, and ERPS 4. 

Ruijie(config - erps 300)#  exit  

Ruijie(config)#  erps raps- vlan  4093 

Ruijie(config - erps 4093)# associate sub - ring  raps- vlan  100,200,300 

Node 2 # Enter privileged mode.  

Ruijie#  configure terminal  

# Configure R-APS VLAN 4093. 

Ruijie(config)#  erps raps- vlan  4093 

Ruijie(config - erps 4093)# exit  

# Configure the link mode of ports in the Ethernet ring. 

Ruijie(config)#  interface  gigabitEthernet  0/1 

Ruijie(config - if - gigabitEthernet  0/ 1)# switchport mode trun k 

Ruijie(config - if - gigabitEthernet  0/ 1)# exit  

Ruijie(config)#  interface  gigabitEthernet  0/ 2 

Ruijie(config - if - gigabitEthernet  0/ 2)# switchport mode trunk  

Ruijie(config - if - gigabitEthernet  0/ 2)# exit  

# Enter ERPS configuration mode. 

Ruijie(config)#  erps raps- vlan  4093 

# Configure the ports to be added to the Ethernet ring and participate in ERPS calculation. 

Ruijie(config - erps 4093)# ring - port  west gigabitEthernet  0/1  east gigabitEthernet  0/ 2 

# Enable ERPS in the specified ring. 
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Ruijie(config - erps 4093)# state enable  

# Enable ERPS globally. 

Ruijie(config - erps 4093) # exit  

Ruijie(config)#  erps enable 

# Associate ERPS 1 with ERPS 2, ERPS 3, and ERPS 4. 

Ruijie(config)#  erps raps- vlan  4093 

Ruijie(config - erps 4093)# associate sub - ring  raps- vlan  100,200,300 

Node 3 # Perform the following configuration on Node 3 based on the configuration on Node 2:  

# Enter privileged mode.  

Ruijie#  configure terminal  

# Configure the R-APS VLAN of the subring ERPS 2.  

Ruijie(config)#  erps raps- vlan  100 

Ruijie(config - erps 100)# exit  

# Configure the link mode of ports in ERPS 2. 

Ruijie(config)#  interface  gigabitEthernet  0/ 3 

Ruijie(config - if - gigabitEthernet  0/ 3) # switchport mode trunk  

Ruijie(config - if - gigabitEthernet  0/ 3) # exit  

# Enter ERPS configuration mode. 

Ruijie(config)#  erps raps- vlan  100 

# Configure the ports to be added to the Ethernet ring and participate in ERPS calculation. 

Ruijie(config - erps 100)# ring - port  west virtual - channel east gigabitEthernet  0/ 3 

# Enable ERPS in ERPS 2. 

Ruijie(config - erps 100)# state enable  

# Configure the R-APS VLAN of the subring ERPS 3.  

Ruijie(config)#  erps raps- vlan  200 

Ruijie(config - erps 200)# exit  

# Configure the link mode of ports in ERPS 3. 

Ruijie(config)#  interface  gigabitEthernet  0/ 4 

Ruijie(config - if - gigabitEthernet  0/ 4)# switchport mode trunk 

Ruijie(config - if - gigabitEthernet  0/ 4)# exit  

# Enter ERPS configuration mode. 

Ruijie(config)#  erps raps- vlan  200 
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# Configure the ports to be added to the Ethernet ring and participate in ERPS calculation. 

Ruijie(config - erps 200)# ring - port  west virtual - channel east gigabitEthernet  0/ 4 

# Enable ERPS in ERPS 2. 

Ruijie(config - erps 200)# state enable  

# Associate the Ethernet subrings ERPS 2, ERPS 3, and ERPS 4. 

Ruijie(config - erps 200)# exit  

Ruijie(config)#  erps raps- vlan  4093 

Ruijie(config - erps 4093)# associate sub - ring  raps- vlan  100,200,300 

Node 4 # Perform the following configuration on Node 4 based on the configuration on Node 2.  

# Enter privileged mode.  

Ruijie#  configure terminal  

# Configure the R-APS VLAN of the subring ERPS 2.  

Ruijie(config)#  erps raps- vlan  100 

Ruijie(config - erps 100)# exit  

# Configure the link mode of ports in ERPS 2. 

Ruijie(config)#  interface  gigabitEthernet  0/ 3 

Ruijie(config - if - gigabitEthernet  0/ 3)# switchport mode trunk  

Ruijie(config - if - gigabitEthernet  0/ 3)# exit  

# Enter ERPS configuration mode. 

Ruijie(config)#  erps raps- vlan  100 

# Configure the ports to be added to the Ethernet ring and participate in ERPS calculation. 

Ruijie(config - erps 100)# ring - port  west virtual - channel east gigabitEthernet  0/ 3 

# Enable ERPS in ERPS 2. 

Ruijie(config - erps 100)# state enable  

# Configure the R-APS VLAN of the subring ERPS 3.  

Ruijie(config)#  erps raps- vlan  200 

Ruijie(config - erps 200)# exit  

# Configure the link mode of ports in ERPS 3. 

Ruijie(config)#  interface  gigabitEthernet  0/ 4 

Ruijie(config - if - gigabitEthernet  0/ 4)# switchport mode trunk  

Ruijie(config - if - gigabitEthernet  0/ 4)# exit  

# Enter ERPS configuration mode. 
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Ruijie(config)#  erps raps- vlan  200 

# Configure the ports to be added to the Ethernet ring and participate in ERPS calculation. 

Ruijie(config - erps 200)# ring - port  west virtual - channel east gigabitEthernet  0/ 4 

# Enable ERPS in ERPS 3. 

Ruijie(config - erps 200)# state enable  

# Configure the R-APS VLAN of the subring ERPS 4.  

Ruijie(config - erps 200)# exit  

Ruijie(config)#  erps raps- vlan  300 

Ruijie(config - erps 300)# exit  

# Configure the link mode of ports in ERPS 4. 

Ruijie(config)#  interface  gigabitEthernet  0/ 5 

Ruijie(config - if - gigabitEthernet  0/ 5) # switchport mode trunk  

Ruijie(config - if - gigabitEthernet  0/ 5) # exit  

# Enter ERPS configuration mode. 

Ruijie(config)#  erps raps- vlan  300 

# Configure the ports to be added to the Ethernet ring and participate in ERPS calculation. 

Ruijie(config - erps 300)#  ring - port  west virtual - channel east gigabitEthernet  0/ 5 

# Enable ERPS in ERPS 4. 

Ruijie(config - erps 300)# state enable  

# Associate the Ethernet subrings ERPS 2, ERPS 3, and ERPS 4. 

Ruijie(config - erps 300)#  exit  

Ruijie(config)#  erps raps- vlan  4093 

Ruijie(config - erps4093)# associate sub - ring  raps- vlan  100,200,300 

Node 5 # Enter privileged mode.  

Ruijie#  configure terminal  

# Configure the R-APS VLAN.  

Ruijie(config)#  erps raps- vlan  100 

Ruijie(config - erps 100)# end 

# Configure the link mode of ports in the Ethernet ring. 

Ruijie(config)#  interface  gigabitEthernet  0/1 

Ruijie(config - if - gigabitEthernet  0/ 1)# switchport mode trunk  
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Ruijie(config - if - gigabitEthernet  0/ 1)# exit  

Ruijie(config)#  interface  gigabitEthernet  0/ 2 

Ruijie(config - if - gigabitEthernet  0/ 2)# switchport mode trunk  

Ruijie(config - if - gigabitEthernet  0/ 2)# exit  

# Enter ERPS configuration mode. 

Ruijie(config)#  erps raps- vlan  100 

# Configure the ports to be added to the Ethernet ring and participate in ERPS calculation. 

Ruijie(config - erps 100)# ring - port west gigabitEthernet  0/1 east gigabitEthernet  0/ 2 

# Specify the port and RPL owner node for the RPL. 

Ruijie(config - erps 100)# rpl - port east rpl - owner 

# Enable ERPS in the specified ring. 

Ruijie(config - erps 100)# state enable  

# Enable ERPS globally. 

Ruijie(config - erps 100) # exit  

Ruijie(config)#  erps enable 

Node 6 # The configuration on Node 6 is basically the same as that on Node 5, except that you need to change the 

R-APS VLAN to VLAN 200. 

Node 7 # The configuration on Node 7 is basically the same as that on Node 5, except that you need to change the 

R-APS VLAN to VLAN 300. 

Verification Run the show erps command one each node to check the configuration. The configuration on Node 3 is 

used as an example.  

 Ruijie # show erps 

ERPS Information 

Global Status         : Enabled  

Link monitored by         : Not Oam 

-------- ---------------- --------------------  

R- APS VLAN              : 100  

Ring Status             : Enabled  

West Port               :  Virtual Channel  

East Port               : Gi 0/3 (Forwarding)  

RPL Port                : None 

Protected VLANs        : ALL  

RPL Owner               : Disabled  
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Holdoff Time           : 0 milliseconds  

Guard Time              : 500 milliseconds  

WTR Time                : 2 minutes  

Current Ring State    : Idle  

Associate R - APS VLAN         :  

------------------------ ----------------- ---  

R- APS VLAN              : 200  

Ring Status             : Enabled  

West Port               :  Virtual Channel  

East Port               : Gi 0/4 (Forwarding)  

RPL Port                : None 

Protected VLANs        : ALL  

RPL Owner               : Disabled  

Holdoff Time           : 0 milliseconds  

Guard Time              : 500 milliseconds  

WTR Time                : 2 minutes  

Current Ring State    : Idle  

Associate R - APS VLAN         :  

------------------------ --------------------  

R- APS VLAN              : 4093  

Ring Status             : Enabled  

West Port               : Gi 0/1 (Forwarding)  

East Port               : Gi 0/2 ( Blocking )  

RPL Port                : East  Port  

Protected VLANs        : ALL  

RPL Owner               : Disabled  

Holdoff Time           : 0 milliseconds  

Guard Time              : 500 milliseconds  

WTR Time                : 2 minutes  

Current Ring State    : Idle  

Associate R - APS VLAN         :  100,200,300 
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Ruijie (config - mst)# instance  1 vlan 1- 2000 

Ruijie (config - mst)# exit  

Ruijie(config)#  erps raps- vlan  100 

Ruijie(config - erps 100)# protected - instance  1 

Ruijie(config - erps 100)# ring - port west gigabitEthernet  0/1 east gigabitEthernet  0/ 2 

Ruijie(config - erps 100)# rpl - port west rpl - owner 

# Configure the Ethernet subring ERPS 2 as follows:  

# Configure the ports to be added to ERPS 2 and participate in ERPS calculation. 

Ruijie(confi g)# spanning - tree  mst configuration  

Ruijie (config - mst)# instance  2 vlan 2001- 4094 

Ruijie (config - mst)# exit  

Ruijie(config)#  erps raps- vlan  4093 

Ruijie(config - erps 4093)# protected - instance  2 

Ruijie(config - erps 4093)# ring - port west gigabitEthernet  0/1  east gigabitEthernet  0/ 2 

# Enable ERPS in ERPS 2 and globally respectively. 

Ruijie(config - erps 4093)# state enable  

Ruijie(config - erps 4093) # exit  

Ruijie(config)#  erps enable 

Node 2 # The configuration on Node 2 is the same as that on Node 1, except that RPL configuration is not required 

on Node 2. 

Node 3 # The configuration on Node 3 is the same as that on Node 1, except that RPL configuration is not required 

on Node 3. 

# Configure the RPL of ERPS 2 on Node 3. The RPL of ERPS 1 does not need to be configured on Node 3.  

Ruijie(config)#  erps raps- vlan  4093 

Ruijie(config - erps 4093)# rpl - port east rpl - owner 

Node 4 The configuration on Node 4 is the same as that on Node 2. 

  

Verification Run the show erps command one each node to check the configuration. The configuration on Node 1 is 

used as an example.  

Node 1 Ruijie # show erps 

ERPS Information 

Global Status         : Enabled  

Link monitored by         : Not Oam 
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# Enter ERPS configuration mode. 

Ruijie(config)#  erps raps- vlan  4093 

# Disable ERPS. 

Ruijie(config - erps 4093)# no state enable  

# Delete the previous ring configuration. 

Ruijie(config - erps 4093)# no ring - port   

# Reconfigure the ports that will participate in ERPS calculation. Change Gig 0/2 to Gig 0/3. 

Ruijie(config - erps 4093)# ring - port  west gigabitEthernet  0/1  east gigabitEthernet  0/ 3 

# Enable ERPS. 

Ruijie (config - erps 4093)# state enable  

Node 4 # Enter privileged mode.  

Ruijie#  configure terminal  

# Modify timers in ERPS configuration mode. 

Ruijie(config)#  erps raps- vlan  4093 

Ruijie(config - erps 4093)# timer wtr - time 1 

  Wait for 1 minute. When the ERPS ring is restored to Idle, run the show erps command on Node 1 and 

Node 4 to check the configuration. 

Node 1 Ruijie # show erps 

ERPS Information 

Global Status         : Enabled  

Link monitored by         : Not Oam 

------------------------ --------------------  

R- APS VLAN              : 4093  

Ring Status             : Enabled  

West Port               : Gi 0/1 ( Forwardin)  

East Port               : Gi 0/3 ( Forwardin)  

RPL Port                : None 

Protected VLANs        :  ALL 

RPL Owner               : Enabled  

Holdoff Time           : 0 milliseconds  

Guard Time              : 500 milliseconds  

WTR Time                     :  2 minutes  
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For a class D address, the first four most significant bits are 1110 and other bits indicate a multicast address.  

Figure 1-5 

     8 16   24     32 

Class D IP 

address 

1 1 1 0 Multicast address 

 

 The addresses with the first four most significant bits 1111 cannot be assigned. These addresses are called class E 

addresses and are reserved.  

When IP addresses are planned during network construction, IP addresses must be assigned based on the property of the 

network to be built. If the network needs to be connected to the Internet, users should apply for IP addresses to the 

corresponding agency. In China, you can apply to China Internet Network Information Center (CNNIC) for IP addresses. 

Internet Corporation for Assigned Names and Numbers (ICANN) is the final organization responsible for IP address 

assignment. If the network to be built is an internal private network, users do not need to apply for IP addresses. However, IP 

addresses cannot be assigned at random. It is recommended to assign dedicated private network addresses.  

The following table lists reserved and available addresses. 

Class Address Range Status 

Class A network 

0.0.0.0 - 0.255.255.255 Reserved 

1.0.0.0 - 126.255.255.255 Available 

127.0.0.0 - 127.255.255.255 Reserved 

Class B network 
128.0.0.0 - 191.254.255.255 Available 

191.255.0.0 - 191.255.255.255 Reserved 

Class C network 

192.0.0.0 - 192.0.0.255 Reserved 

192.0.1.0 - 223.255.254.255 Available 

223.255.255.0 - 223.255.255.255 Reserved 

Class D network 224.0.0.0 - 239.255.255.255 Multicast address 

Class E network 
240.0.0.0 - 255.255.255.254 Reserved 

255.255.255.255 Broadcast address 

Three address ranges are dedicated to private networks. These addresses are not used in the Internet. If the networks to 

which these addresses are assigned need to be connected to the Internet, these IP addresses need to be converted into 

valid Internet addresses. The following table lists private address ranges. Private network addresses are defined in RFC 

1918. 

Class Address Range Status 

Class A network 10.0.0.0 - 10.255.255.255 1 class A network 

Class B network 172.16.0.0 - 172.31.255.255 16 class B networks 

Class C network 192.168.0.0 - 192.168.255.255 256 class C networks 

For assignment of IP addresses, TCP/UDP ports, and other codes, refer to RFC 1166. 
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 Ruijie#configure terminal  

Ruijie(config)#no ip source - route  

Verification Run the show run-config command to check whether the configuration takes effect. 

 Ruijie#show running - config  

no ip source - route  

1.5 Monitoring  

Displaying 

Description  Command 

Displays the IP address of an interface. show ip interface [interface-typeinterface-number | brief] 

Displays IP packet statistics.  show ip packet statistics [total | interface-name] 

Displays statistics on sent and received IP 

packets in the protocol stack.  
show ip packet queue 
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Command 

Mode 

Interface configuration mode 

Usage Guide N/A 

Configuration Example 

Scenario 

 

Remarks A: Router 

B: Switch serving as a gateway 

C, D and E: Users 

Configuration 

Steps 

Enable Proxy ARP on port GigabitEthernet 0/0 . 

 Ruijie(config - if - GigabitEthernet 0/0)#ip proxy - arp 

Verification Run the show ip interface command to check whether the configuration takes effect. 

 Ruijie#show ip interface gigabitEthernet 0/0  

GigabitEthernet 0/0  

  IP interface state is:  DOWN 

  IP interface type is:  BROADCAST 

  IP interface MTU is:  1500 

  IP address is:   

    No address configured  

  IP address negotiate is:  OFF 

  Forward direct - broadcast is:  OFF 

  ICMP mask reply is:  ON 

  Send ICMP redirect is:  ON 

  Send ICMP unreachable is:  ON 

  DHCP relay is:  OFF 

  Fast switch is:  ON 
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Command 

Mode 

Interface configuration mode 

Usage Guide N/A 

Configuration Example 

Scenario 

 

Remarks A: Router 

B: Switch serving as a gateway 

C, D and E: Users 

Configuration 

Steps 

Enable local Proxy ARP on the VLAN 1 interface. 

 Ruijie(config - if - VLAN 1)#local - proxy- arp 

Verification Run the show ip interface command to check whether the configuration takes effect. 

 Ruijie#show running - config interface vlan 1  

 

Building configuration...  

Current configuration :  53 bytes  

 

interface VLAN 1  

 ip address 192.168.1.2 255.255.255.0  

 local - proxy- arp 
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Configuration Example 

Scenario 

 

Remarks A: Router 

B: Switch serving as a gateway 

C, D and E: Users 

Configuration 

Steps 

Enable ARP trustworthiness detection on port GigabitEthernet 0/0. 

 Ruijie(config - if - GigabitEthernet 0/0)#arp trust - monitor enable  

Verification Run the show running-config interface command to check whether the configuration takes effect. 

 Ruijie#show running - config interface gigabitEthernet 0/0  

 

Building configuration...  

Current configuration :  184 bytes  

!  

interface GigabitEthernet 0/0  

 duplex auto  

 speed auto 

 ip address 30.1.1.1 255.255.255.0  

 arp trust - monitor enable  

2.4.8 Enabling ARP-based IP Guard 

Configuration Effect 

When the CPU receives the specified number of packets in which the destination IP address hits the ARP entry, all packets 

with this destination IP address will not be sent to the CPU afterwards. 
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C, D and E: Users 

Configuration 

Steps 

Enable ARP-based IP guard on B. 

Ruijie(config)#arp anti - ip - attack 10  

Verification Run the show running-config command to check whether the configuration takes effect. 

 Ruijie#show running - config  

 

Building configuration...  

Current configuration :  53 bytes  

arp anti - ip - attack 10  

 

2.5 Monitoring 

Clearing 

 Running the clear commands may lose vital information and thus interrupt services. 

Description Command 

Clears dynamic ARP entries. In 

gateway authentication mode, 

dynamic ARP entries in 

authentication VLANs are not 

cleared. 

clear arp-cache 

Displaying 

Description Command 

Displays the ARP table in detail. 
show arp [detail] [interface-type interface-number[ip [mask] | mac-address | static| 

complete | incomplete ]] 

Displays the ARP table. show ip arp  

Displays the trusted ARP table. show arp [detail] trusted [ip [mask]] 

Displays the ARP entry counter. show arp counter 

Displays the timeout of dynamic ARP 

entries. 
show arp timeout 

Debugging 

 System resources are occupied when debugging information is output. Therefore, disable the debugging switch 

immediately after use. 

Description Command 
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Debugs ARP packet sending and 

receiving. 

debug arp 

Debugs the creation and deletion of 

ARP entries. 

debug arp event 
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3.2.1 Communication Based on IPv6 Addresses 

Scenario 

As shown in Figure 3-1, Host 1 and Host 2 communicate with each other using IPv6 addresses. 

Figure 3-1 

  

Deployment 

Hosts can use the stateless address auto-configuration or DHCPv6 address assignment mode. After addresses are 

configured, hosts can communicate with each other using IPv6 addresses. 

3.3 Features 

Overview 

Feature Description 

IPv6 Address Format The IPv6 address format makes IPv6 have a larger address space and flexible representation 

approach. 

IPv6 Address Type IPv6 identifies network applications based on addresses. 

IPv6 Packet Header 

Format 

IPv6 simplifies the fixed and extended packet headers to improve the data packet processing and 

forwarding efficiency of the device. 

IPv6 Neighbor 

Discovery 

ND functions include router discovery, prefix discovery, parameter discovery, address 

auto-configuration, address resolution (like ARP), next-hop determination, Neighbor Unreachability 

Detection (NUD), Duplicate Address Detection (DAD), and redirection. 

IPv6 Source Routing This feature is used to specify the intermediate nodes that a packet passes through along the path to 

the destination address. It is similar to the IPv4 loose source routing option and loose record routing 

option. 

Restricting the 

Sending Rate of 

ICMPv6 Error 

Messages 

This feature prevents DoS attacks. 

IPv6 HOP-LIMIT This feature prevents useless unicast packets from being unlimitedly transmitted on the network and 

wasting network bandwidth. 
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Currently, two routing types are defined: 0 and 2. The Type 2 routing header is used for mobile communication. RFC 2460 

defines the Type 0 routing header (similar to the loose source routing option of IPv4). The format of the Type 0 routing 

header is as follows: 

Figure 3-12 

 

The following example describes the application of the Type 0 routing header, as shown in Figure 3-13. 

Figure 3-13 

  

Host 1 sends Host 2 a packet specifying the intermediate nodes Router 2 and Router 3. The following table lists the changes 

of fields related to the IPv6 header and routing header during the forwarding process. 

Transmission 

Node 

Fields in the IPv6 Header Fields Related to the Type 0 Routing Header 

Host 1 Source address=1000::2 

Destination address=1001::1 (Address of Router 2) 

Segments Left=2 

Address 1=1002::1 (Address of Router 3) 
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Address 2=1003::2 (Address of Host 2) 

Router 1 No change 

Router 2 Source address=1000::2 

Destination address=1002::1 (Address of Router 3) 

Segments Left=1 

Address 1=1001::1 (Address of Router 2) 

Address 2=1003::2 (Address of Host 2) 

Router 3 Source address=1000::2 

Destination address=1003::2 (Address of Host 2) 

Segments Left=0 

Address 1=1001::1 (Address of Router 2) 

Address 1=1002::2 (Address of Router 3) 

Host 2 No change 

The forwarding process is as follows: 

5. Host 1 sends a packet in which the destination address is Router 2's address 1001::1, the Type 0 routing header is filled 

with Router 3's address 1002::1 and Host 2's address 1003::2, and the value of the Segments Left field is 2. 

6. Router 1 forwards this packet to Router 2. 

7. Router 2 changes the destination address in the IPv6 header to Address 1 in the routing header. That is, the destination 

address becomes Router 3's address 1002::1, Address 1 in the routing header becomes Router 2's address 1001::1, 

and the value of the Segments Left field becomes 1. After modification, Router 2 forwards the packet to Router 3. 

8. Router 3 changes the destination address in the IPv6 header to Address 2 in the routing header. That is, the destination 

address becomes Host 2's address 1003::2, Address 2 in the routing header becomes Router 3's address 1002::1, and 

the value of the Segments Left field becomes 0. After modification, Router 3 forwards the packet to Host 2. 

The Type 0 routing header may be used to initiate DoS attacks. As shown in Figure 3-14, Host 1 sends packets to Host 2 at 1 

Mbps and forges a routing header to cause multiple round-trips between Router 2 and Router 3 (50 times from Router 2 to 

Router 3 and 49 times from Router 3 to Router 2). At the time, the routing header generates the traffic amplification effect:" 

50 Mbps from Router 2 to Router 3 and 49 Mbps from Router 3 to Router 2." Due to this security problem, RFC 5095 

abolished the Type 0 routing header. 

Figure 3-14 
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Clears statistics of a DHCP server. clear ip dhcp server statistics 

Clears statistics of a DHCP relay. clear ip dhcp relay statistics 

Clears statistics of DHCP server 

performance. 

clear ip dhcp server rate 

Displaying  

Description Command 

Displays DHCP lease. show dhcp lease 

Displays DHCP sockets. show ip dhcp socket 

Displays assigned IP addresses. show ip dhcp binding 

Displays created address pools. show ip dhcp pool 

Displays statistics of DHCP Server. show ip dhcp server statistic 

Displays statistics of DHCP Relay. show ip dhcp relay statistic 

Displays conflicted addresses. show ip dhcp conflict 

Debugging 

 System resources are occupied when debugging information is output. Therefore, disable debugging immediately after 

use. 

Description Command 

Debugs DHCP agent. debug ip dhcp server agent 

Debugs DHCP hot backup. debug ip dhcp server ha 

Debugs DHCP address pools. debug ip dhcp server pool 

Debugs DHCP VRRP. debug ip dhcp server vrrp 

Debugs all DHCP servers. debug ip dhcp server all 

Debugs DHCP packets. debug ip dhcp client 

Debugs DHCP Relay events. debug ip dhcp relay 
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