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a DTLS connection with this AC. After the DTLS connection is successfully set up, the AP sends a Join Request message. 

The AC returns a Join Response message to confirm that the AP is added to the management scope of the AC, and starts to 

provide services for this AP.  

2.3.3 Upgrading APs 

After a CAPWAP tunnel is set up between an AC and each AP, the AC upgrades APs in a large scale.  

Working Principle 

After an AP joins an AC, if the AP firmware version expires, the AP enters the firmware upgrade process. The AP downloads 

the latest firmware version from the AC, restarts after the successful upgrade, and reinitiates an AC discovery process. If the 

AP firmware is of the latest version, the AP downloads configuration parameters from the AC and starts running. Figure 2-2 

shows the working principle.  

Figure 2-2 

 

Figure 2-3 shows the typical upgrade scenario where the bandwidth is limited.  
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Figure 2-3 

 

The following explains the configuration method for upgrading APs in a bank. Assume that the bank consists of one level-1 

branch and multiple level- 2 branches, and each branch has hundreds of outlets. One AP is deployed in one outlet, and the 

AC is deployed in the level-1 branch. The bandwidth between the level-1 bank and the level-2 bank is 20 Mbps, and the 

bandwidth between the level-2 bank and the outlet is 2 Mbps. To prevent affecting normal service provisioning of the bank, 

the bandwidth occupied by the AP upgrade process cannot exceed 50% of the total available bandwidth. Assume that there 

are eight level-2 branches, eight upgrade groups are configured on the AC, and APs of outlets under each level-2 branches 

are added to the corresponding upgrade group. For each AP, the maximum available bandwidth is 1 Mbps. Therefore, a 

bandwidth of 128 Kbps (1MByte = 128KByte) should be configured for each AP. Under each level-2 branch, the number of 

APs that can be upgraded concurrently is 10 (10 Mbps/1 Mbps). In addition, it is recommended that the maximum number of 

APs that can be concurrently upgraded by an AC be set to the number of upgrade groups multiplied by the number of APs 

that can be upgraded concurrently in a upgrade group, that is, 80. 

2.3.4 Forwarding Data on the Tunnel 

After a CAPWAP tunnel is set up between an AC and each AP, data packets can be exchanged over the data channel.  

Working Principle 

The CAPWAP sets up a control channel and a data channel between APs and ACs. The control channel is used by ACs to 

configure APs, or by APs to send event notifications to ACs, and must be encrypted. The data channel is used to exchange 

the 802.11 or 802.3 frames between APs and ACs. When running on the IPv4 protocol stack, the CAPWAP uses the UDP for 

data transmission. When running on the IPv6 protocol stack, the CAPWAP uses the UDP over the control channel, and UDP 

or UDP-lite over the data channel for data transmission.  
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2.4 Configuration 

Configuration Description and Command 

Configuring the AC Location 
 (Optional) It is used to configure the location information of an AC. 

location 
Configures the location information of an AC so that 

the physical location of the AC can be viewed. 

Configuring the version number  (Optional) It is used to configure the version number. 

set-version Configures the version number, 

Configuring the AP Location 
 (Optional) It is used to configure the location information of an AP. 

location 
Configures the location information of an AP so that 

the physical location of the AP can be viewed. 

Configuring AP Time 

Synchronization 
 (Optional) It is used to enable the AP to synchronize the time with the AC.  

timestamp Enables the AP to synchronize the time with the AC.  

Configuring the Default VLAN of 

an AP 

 (Optional) It is used to configure the native VLAN of an AP. 

ap-vlan Configures the default VLAN of an AP. 

Configuring the Transmission 

VLAN 
 (Optional) It is used to configure the transmission VLAN of an AP. 

pass-vlan Configures the transmission VLAN of an AP. 

Configuring the VLAN of AP 

Wired Users 

 (Optional) It is used to configure the VLAN of wired users when the AP provides an 

Ethernet interface for access of wired users.  

wired-vlan 
Configures the VLAN used by the wired network 

port.  

Configuring the Wired Network 

Port Status of an AP 

 (Optional) It is used to disable wired network ports when the AP provides Ethernet 

ports for access of wired users.  

wired-interface Disables wired network ports of an AP. 

Configuring the Sub-Interface of 

the WAN Interface on the AP 

 (Optional) It is used to configure the sub-interface of the WAN interface on the AP.  

ap-subif 
Configures the sub-interface of the WAN interface on 

the AP. 

Configuring Data to Allow an AP 

to Join an AC 

 (Optional) It is used to configure an AP on the AC to set up a CAPWAP tunnel.  

 ac-control disable Configures the AC. 

ac-domain-name Configures the DNS domain name of the AP, which 

is used to obtain the AC address.  
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acip ipv4 
Configures the static IP address of the AC accessed 

by the AP. 

acip ipv6 
Configures the static IPv6 address of the AC 

accessed by the AP. 

ip address 
Configures the static IP address, subnet mask, and 

gateway.  

ipv6 address Configures the static IPv6 address and gateway.  

ipv6 enable Enables the CAPWAP IPv6 function on the AP. 

Configuring the ERPS ring  (Optional) It is used to configure the ERPS ring. 

ap-cfg erps raps-vlan Configures the EPRS ring. 

Configuring an AP via an AC 
 (Optional) It is used to configure an AP via an AC. 

exec-cmd 
Executes ap-config commands on an AP/AP group 

via an AC. 

Configuring a Fit AP 

 (Optional) It is used to perform pre-configuration on an AP to set up a CAPWAP 

tunnel.  

acip ipv4 
Configures the static IP address of the AC accessed 

by the AP. 

acip ipv6 
Configures the static IPv6 address of the AC 

accessed by the AP. 

apip 
Configures the static IP address, subnet mask, and 

gateway.  

apip ipv6 address Configures the static IPv6 address and gateway.  

apip ipv6 address autoconfig 

default 

Enables the AP to use the IPv6 stateless address 

auto configuration and generates a default route.  

apip ipv6 enable Enables the IPv6 function of the AP. 

apip pppoe Enables the AP to use the PPPoE dial-up mode to 

obtain the address.  

Configuring AP Upgrade 

 (Optional) It is used to configure the AP upgrade data. 

ap-serial  

Creates the name of an AP product series, and 

specifies the AP product models that belong to this 

series. 

ap-image 

In AP configuration mode, configures the specified 

AP upgrade version.  

In AC configuration mode, configures the specified 

AP software version that should be used by a 

specified AP product series for the upgrade, or sets 

the adaptive upgrade mode.  

active-bin-file Activates the AP software version file.  
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Description Command 

Displays the information about the 

upgrade group configured on the AC. 

show ac-config upgrade-group [ group-name ] 

Displays the data on the master 

board of the AP. 

show ap-config board-data ap-name 

Displays the status of links between 

ACs and APs. 

show ap-config link-latency { all | single ap-name } 

Displays the AP vendor information. show ap-config inventory ap-name 

Displays the AP restart statistics show ap-config reboot ap-name 

Displays the mini AP information of a 

specified AP 

show ap-config slot 

Displays the static IP address of an 

AP 

show ap-config static-ip{ all | single ap-name } 

Displays the AP location information show ap-config summary location 

Displays the mini AP information of 

all APs 

show ap-configsummary slot 

Displays the AP upgrade status show ap-config updating-list 

Displays the AP status descriptions show ap-config wtp-descriptor ap-name 

Displays the AP status information show ap-config wtp-info ap-name 

Displays the detailed information 

about the CAPWAP tunnel 

show capwap [ index | [ ip-address [port ] ] ] detail 

Displays the status of the CAPWAP 

tunnel 

show capwap state 

Displays the CAPWAP tunnel 

statistics 

show capwap [ index | [ ip-address [ port ] ] ] statistics 

Displays the AP version information show version { all | ap-name } 

Collects and displays various logs on 

an AP 

tran-data-start ap-name {exception | memory | tech-support | tech-package} 

tran-data-show ap-name {exception | cpuinfo | memory | syslog| tech-support} 

Displays all downlink ports of 

i-Share+ APs 

show ap-config summary slot interface 
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Working Principle 

The link integrity detection function continuously detects the status of the wired uplinks on APs. When a wired uplink is 

disconnected, the RF interface of the AP is disabled to stop the access service. The wireless STAs associated with the AP 

are forced offline and have to reconnect to other normal APs. 

When the wired uplink is recovered, the link integrity detection function enables the RF interface of the AP again to restore 

the wireless access service. 

Link integrity detection enables the wireless STAs that are associated with APs with disconnected wired uplinks to reconnect 

to other normal APs. 

4.3.2 Configuring Forced Power Supply 

Configure the forced power supply mode for the AP.  

Working Principle 

The forced power supply modes include af/at25w/36w/bt.  

 The save parameter is used to save the configuration.  

4.3.3 Configuring Radio 

Some APs can be specified with radio (802.11a/802.11b) at startup. 

Working Principle 

Some APs can be specified with radio (802.11a/802.11b) at startup. When APs are running, radio switchover is not allowed. 

4.4 Configuration 

Configuration Description and Command 

Configuring AP RF 

Parameters 

fragment-burst Configures frame bursting for specified AP 

radios. 

11ax-gi Configures 11ax-gi for specified AP radios. 

Enabling Link Integrity 

Detection 
 (Mandatory) It is used to enable link integrity detection. 

link-check enable Enables link integrity detection. 

Configuring Forced Power 

Supply 

pdpoe-force { af | at25w | at36w | bt } 

[ save ] 
Configures forced power supply. 

Configuring Radio 
 Optional 

ap-band-mode Configures the radio. 
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Description Command 

Displays the antenna feeder status of an AP. show antenna single ap-name 

Displays the radio information of all APs. show ap-config radio 

Displays the radio information of an AP. show ap-config radio ap-name ap-name 

Display featured configuration about radio of an AP. show ap-config radio info ap-name 

Displays the configuration information of an AP radio. show ap-config radio radio-id config ap-name 

Displays the status information of an AP radio. show ap-config radio radio-id status ap-name 

Displays the radio list of an AP. show ap-config radio status ap-name 

Displays the radio information of all APs. show ap-config summary radio 

Displays the STA information mapped to a MAC address. show client details sta-mac 

Displays the hop channel and bandwidth of a specified AP or all 

APs. 

show dfs adjustment-channels [ ap-name ] 

Displays idle channels of a specified AP or all APs. show dfs non-occupancy-channels [ ap-name ] 

Displays historical records of radar channels of a specified AP 

or all APs. 

show dfs historical-radar-channels [ ap-name ] 

Clear historical records of radar channels of a specified AP or 

all APs. 

clear dfs historical-radar-channels [ ap-name ] 
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whether the STA sends two frames within the same scanning cycle or sends the two frames in two consecutive scanning 

cycles. If the AP sets the minimum scanning cycle of the STA to 200 milliseconds, the two frames are considered to be 

sent within the same scanning cycle because their interval is shorter than 200 milliseconds. The probe count of the STA 

on the AP is 1. Since the specified minimum scanning cycle (200 milliseconds) and the actual scanning cycle (150 

milliseconds) are different, the counts are also different. Assume that the STA performs scanning for three consecutive 

cycles, the count on the AP will be 2 because the first two cycles are considered to be one. However, this problem does 

not cause inconvenience to users.  

The probe count of an STA reflects the negativity of the response. This parameter indicates that an AP sends one 

response after an inhibition STA performs active scanning for multiple cycles. For example, if the default value is 2, the 

WLAN on the AP sends a Probe Response frame after the STA performs scanning for two consecutive cycles.  

2.3.3 Rejecting Accessing the 2.4 GHz Band 

 The Band Select function controls only the active scanning of an STA, but cannot prevent the STA from discovering 

a 2.4 GHz WLAN through passive scanning. Therefore, some dual-band STAs can still discover 2.4 GHz WLANs 

and attempt to access the WLANs. In this case, the Band Select function may fail.  

The Band Select function can reject 2.4 GHz access requests from dual-band STAs to improve the chance for dual-band 

STAs accessing the 5 GHz band.  

 Rejecting a dual-band STA's 2.4 GHz access request helps facilitate the Band Select function; however, the Band 

Select function cannot be 100% successful.  

Working Principle 

After an STA discovers a WLAN for a user to access the WLAN, the STA sends an Authentication Request to the AP at 

first. Then, the AP sends an Authentication Response to permit or reject the STA's authentication request.  

The Band Select function processes the Authentication Request. If the Authentication Request is sent by a dual-band STA 

at the 2.4 GHz band, the function can reject the Authentication Request until the dual-band STA sends an Authentication 

Request from the 5 GHz band. Thus, the STA is led to access the 5 GHz band.  

Generally, when a dual-band STA searches for access, the STA sends one or more Authentication Requests at a band 

and waits for responses. If the STA does not receive responses or fails in access, the STA sends Authentication Requests 

at the other band and waits for responses. However, some dual-band STAs send Authentication Requests only at the 2.4 

GHz. For high availability, you can use the Band Select function to set the rejecting count for a dual-band STA.  

Assume that a dual-band STA sends Authentication Requests for M times before changing the band, and the rejecting 

count is set to N. If the dual-band STA attempts to access the 5 GHz band at first, the STA can access the 5 GHz band 

immediately. If the dual-band STA attempts to access the 2.4 GHz band at first, the STA can access the 5 GHz band only 

if N is equal to or greater than M; otherwise, the STA accesses the 2.4 GHz band. No matter which band a dual-band STA 

accesses, if the dual-band STA attempts to access the 2.4 GHz band at first, min (smaller one between M and N) 

Authentication Requests are rejected or ignored. As a result, the STA's access is delayed. The delay time depends on the 

driver of the STA. For example, if the STA sends Authentication Requests at the interval of 100 milliseconds and four 

Authentication Requests are ignored, the access of the STA will be delayed for 400 milliseconds.  

 When the Band Select function rejects the access request of a dual-band STA while another access control module 

such as load balance accepts the access request, the STA will still gain access. This is because the Band Select 
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Configuration Description and Command 

Authentication security wpa Configures WPA authentication.  

security wpa ciphers Configures the encryption mode of WPA 

authentication.  

security wpa akm Configures the access authentication mode for 

WPA authentication.  

 (Optional) It is used to configure a shared key for WPA PSK authentication.  

security wpa akm psk set-key Configures a shared key for WPA PSK 

authentication.  

Configuring RSN 

Authentication 

 (Mandatory) It is used to enable RSN authentication.  

security rsn Configures RSN authentication.  

security rsn ciphers Configures the encryption mode for RSN 

authentication.  

security rsn akm Configures the access authentication mode for 

RSN authentication.  

 (Optional) It is used to configure a shared key for RSN PSK authentication.  

security rsn akm psk set-key Configures a shared key for RSN PSK 

authentication.  

Configuring MAB 

Authentication 
 (Optional) It is used to configure MAB authentication. 

dot1x-mab Enables MAB authentication.  

Configuring Authentication 

Parameters 

 (Optional) It is used to configure key interaction parameters and the jitter prevention time 

in Web authentication.  

authtimeout forbidcount Configures the association forbidding count 

after four-way handshake key interaction fails.  

authtimeout forbidtime Configures the association forbidding interval 

after four-way handshake key interaction fails.  

authtimeout groupcount Configures the multicast key negotiation packet 

re-transmission count.  

authtimeout grouptime Configures the timeout duration of multicast 

key negotiation packets.  

authtimeout paircount Configures the uncast key negotiation packet 

re-transmission count.  

authtimeout pairtime Configures the timeout duration of unicast key 

negotiation packets.  

webauth prevent-jitter Configures the jitter prevention time of Web 

authentication.  
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3 Configuring NFPP 

3.1 Overview 

The Network Foundation Protection Policy (NFPP) provides guard for switches.  

Some malicious attacks are always found in the network environment. These attacks bring heavy burdens to switches, 

resulting in high CPU usage and abnormal running on switches. These attacks are as follows:  

Denial of service (DoS) attacks may greatly consume the memory, entries, or other resources of a switch to cause system 

service unavailable. 

Massive packet traffic is directed to the CPU, occupying the entire bandwidth of packets sent to the CPU. In this case, normal 

protocol traffic and management traffic cannot be processed by the CPU, causing protocol flapping or management failure. 

The forwarding on the data plane will also be affected and the entire network will become abnormal. 

A great number of packets directed to the CPU consume massive CPU resources, making the CPU highly loaded and 

thereby causing device management failure or causing abnormal running. 

NFPP can effectively protect the system from these attacks. Under attacks, NFPP protects proper running of various system 

services and keeps a low CPU load, thereby ensuring stable running of the entire network. 

3.2 Applications 

Application Description 

Attack Detection and Rate Limiting Due to various malicious attacks such as ARP attacks and IP scanning attacks in the 

network, the CPU cannot process normal protocol and management traffic, causing 

protocol flapping or management failure. The NFPP attack detection and rate limiting 

function is used to limit the rate of attack traffic or isolate attack traffic so that the 

network can be recovered. 

Centralized Rate Limiting and 

Distribution 

Since normal service traffic is too large, you need to classify and prioritize the traffic. 

When a large number of packets are directed to the CPU, the CPU will be highly 

loaded, thereby causing device management or device running failure. The 

centralized rate limiting and distribution function is used to increase the priority of 

such traffic so that switches can run stably. 

3.2.1 Attack Detection and Rate Limiting 

Scenario 

NFPP supports attack detection and rate limiting for various types of packets, including Address Resolution Protocol (ARP), 

Internet Control Message Protocol (ICMP), and Dynamic Host Configuration Protocol (DHCP) packets. It also allows users to 

define packet matching characteristics and corresponding attack detection and rate limiting policies. The attack detection and 
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 To prevent CPU resource consumption caused by frequent log printing, NFPP writes attack detection logs to the buffer, 

obtains them from the buffer at a specified rate, and prints them. NFPP does not limit the rate of Trap packets.  

 At present, only ARP guard and IP anti-scanning support anti-scanning. 

3.3.2 Port-based Rate Limiting and Attack Identification 

Limit the rate of port-based attack packets and identify the attacks.  

Working Principle 

Each port has a rate limit and an attack threshold. The rate limit must be lower than the attack threshold. If the packet rate 

exceeds the rate limit on a port, the port discards the packets. If the packet rate exceeds the attack threshold on a port, the 

port records the attacks in logs and sends Trap packets. 

3.3.3 Configuring the Monitoring Period 

Configures the monitoring period for an attacker.  

Working Principle 

Monitored hosts provide information about attackers in the current system. If the isolation period is 0 (that is, no isolation), the 

guard module automatically performs software monitoring on attackers in the configured monitoring period. Within the 

monitoring period, you can view the entries of a monitored host. If attacks are received from this host before aging of the 

monitoring period, refresh the monitoring period of the host; otherwise, when the monitoring period is aged to 0, the entries of 

the monitored host will be deleted. When the isolation time is configured to a non-0 value, the guard module automatically 

isolates the host monitored by the software.  

3.3.4 Configuring the Isolation Period 

Configure the isolation period for an attacker.  

Working Principle 

Isolation is performed by the guard policy after attacks are detected. Isolation is implemented using the filtering function of a 

software ACL to ensure that these attacks are not sent to the CPU, thereby ensuring proper running of the device. 

The isolation function supports host-based and port-based isolation. When an attacker is isolated, a policy will be configured 

into an ACL. When the ACL resources are exhausted and isolation fails, logs will be printed to remind the administrator.  

3.3.5 Configuring Trusted Hosts 

Configure trusted hosts. 

Working Principle 

If you do not want to monitor a host, you can run the following commands to configure the host to be trusted. This trusted 

host will be allowed to send packets of specified types to the CPU. 
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3.3.6 Centralized Rate Limiting and Distribution 

Set the rate thresholds and percentages for Manage, Route and Protocol packets.  

Working Principle 

Services defined in the CPP are classified into three types: Manage, Route, and Protocol. (For details, see the following 

table.) Each type of services has an independent bandwidth. Different types of services cannot share their bandwidths. 

Traffic exceeding the bandwidth threshold is discarded. By such service classification, service packets of a certain type can 

be processed first. 

NFPP allows the administrator to flexibly assign bandwidth for three types of packets based on the actual network 

environment so that Protocol and Manage packets can be first processed. Prior processing of Protocol packets ensures 

proper running of the protocol, and prior processing of Manage packets helps the administrator perform proper management, 

thereby ensuring proper running of important device functions and improving the guard capability of the device.  

After rate limiting for the preceding packet types, all types of packets are centralized in a queue. When one type of service 

features a lower processing efficiency, packets of this service will be backlogged in the queue and may finally use up 

resources of the queue. NFPP allows the administrator to configure the percentages of these three types of packets in the 

queue. When the queue length occupied by one type of packets exceeds the product of the total queue length and the 

percentage of this type of packets, these packets are discarded. This effectively prevents one type of packets from 

exclusively occupying queue resources. 

Packet Type Service Type Defined in the CPP 

Protocol 
tp-guard, dot1x, rldp, rerp, slow-packet, bpdu, isis dhcps, gvrp, ripng, dvmrp, igmp, mpls, ospf, pim, 

pimv6, rip, vrrp, ospf3, dhcp-relay-s, dhcp-relay-c, option82, tunnel-bpdu, and tunnel-gvrp 

Route 
unknown-ipmc, unknown-ipmcv6, ttl1, ttl0, udp-helper, ip4-packet-other, ip6-packet-other, and 

non-ip-packet-other 

Manage ip4-packet-local, ip6-packet-local, and arp 

 For the definitions of service types, see the CPP Configuration Guide. 

3.4 Configuration 

Configuration Description and Command 

Configuring ARP Guard 

 (Mandatory) It is used to configure the global ARP guard function.  

arp-guard enable Enables global attack detection. 

arp-guard monitor-period Configures the monitoring period.  

arp-guard monitored-host-limit 
Configures the maximum number of 

monitored hosts. 

arp-guard rate-limit Configures the global rate limit. 

arp-guard attack-threshold Configures the global attack threshold. 

arp-guard scan-threshold  
Configures the global host-based scanning 

threshold. 
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Configuration Description and Command 

 (Optional) It is used to configure ARP isolation and ARP guard. 
 

arp-guard isolate-period Configures the global isolation period. 

arp-guard trusted-host  Configures trusted hosts. 

nfpp arp-guard enable Enables attack detection for a port. 

nfpp arp-guard policy 
Configures the rate limit and attack 

threshold for a port. 

nfpp arp-guard scan-threshold  
Configures the stage-by-stage scanning 

threshold for a port. 

nfpp arp-guard isolate-period Configures the isolation period for a port. 

Configuring IP Anti-scanning 

 (Mandatory) It is used to configure the global IP anti-scanning function.  
 

ip-guard enable Enables global attack detection. 

ip-guard monitor-period  Configures the monitoring period.  

ip-guard monitored-host-limit  
Configures the maximum number of 

monitored hosts. 

ip-guard rate-limit Configures the global rate limit. 

ip-guard attack-threshold Configures the global attack threshold. 

ip-guard scan-threshold  
Configures the global host-based scanning 

threshold. 

 (Optional) It is used to configure IP trusted hosts, IP isolation and port-based IP 

anti-scanning. 

ip-guard isolate-period Configures the global isolation period. 

ip-guard trusted-host Configures trusted hosts. 

nfpp ip-guard enable Enables attack detection for a port. 

nfpp ip-guard policy 
Configures the rate limit and attack 

threshold for a port. 

nfpp ip-guard scan-threshold  
Configures the stage-by-stage scanning 

threshold for a port. 

nfpp ip-guard isolate-period Configures the isolation period for a port. 

Configuring ICMP Guard 

 (Mandatory) It is used to configure the global ICMP guard function.  

icmp-guard enable Enables global attack detection. 

icmp-guard monitor-period Configures the monitoring period.  

icmp-guard monitored-host-limit  
Configures the maximum number of 

monitored hosts. 

icmp-guard rate-limit Configures the global rate limit. 

icmp-guard attack-threshold Configures the global attack threshold. 
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Configuration Description and Command 

 (Optional) It is used to configure ICMP trusted hosts, ICMP isolation and port-based 

ICMP guard. 
 

icmp-guard isolate-period Configures the global isolation period. 

icmp-guard trusted-host  Configures trusted hosts. 

nfpp icmp-guard enable Enables attack detection for a port. 

nfpp icmp-guard policy 
Configures the rate limit and attack 

threshold for a port. 

nfpp icmp-guard isolate-period Configures the isolation period for a port. 

Configuring DHCP Guard 

 (Mandatory) It is used to configure the global DHCP guard function.  
 

dhcp-guard enable Enables global attack detection. 

dhcp-guard monitor-period  Configures the monitoring period.  

dhcp-guard monitored-host-limit  
Configures the maximum number of 

monitored hosts. 

dhcp-guard rate-limit Configures the global rate limit. 

dhcp-guard attack-threshold Configures the global attack threshold. 

 (Optional) It is used to configure DHCP isolation and port-based DHCP guard. 

dhcp-guard isolate-period Configures the global isolation period. 

dhcp-guard trusted-host Configures trusted hosts. 

nfpp dhcp-guard enable Enables attack detection for a port. 

nfpp dhcp-guard policy 
Configures the rate limit and attack 

threshold for a port. 

nfpp dhcp-guard isolate-period Configures the isolation period for a port. 

Configuring DHCPv6 Guard 

 (Mandatory) It is used to configure the global DHCPv6 guard function.  

dhcpv6-guard enable Enables global attack detection. 

dhcpv6-guard monitor-period Configures the monitoring period.  

dhcpv6-guard monitored-host-limit  
Configures the maximum number of 

monitored hosts. 

dhcpv6-guard rate-limit Configures the global rate limit. 

dhcpv6-guard attack-threshold  Configures the global attack threshold. 

 (Optional) It is used to configure DHCPv6 isolation and DHCPv6 guard. 
 

dhcpv6-guard isolate-period Configures the global isolation period. 

dhcpv6-guard trusted-host Configures trusted hosts. 

nfpp dhcpv6-guard enable Enables attack detection for a port. 

nfpp dhcpv6-guard policy  
Configures the rate limit and attack 

threshold for a port. 

nfpp dhcpv6-guard isolate-period Configures the isolation period for a port. 
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Description Command 

Displays monitored hosts in IP guard. show nfpp ip-guard hosts 

Displays trusted hosts in IP guard. show nfpp ip-guard trusted-host 

Displays configuration parameters of 

ICMP guard. 

show nfpp icmp-guard summary 

Displays monitored hosts in ICMP 

guard. 

show nfpp icmp-guard hosts 

Displays trusted hosts in ARP guard. show nfpp icmp-guard trusted-host 

Displays configuration parameters of 

DHCP guard. 

show nfpp dhcp-guard summary 

Displays monitored hosts in DHCP 

guard. 

show nfpp dhcp-guard hosts 

Displays trusted hosts in DHCP 

guard. 

show nfpp dhcp-guard trusted-host 

Displays configuration parameters of 

DHCPv6 guard. 

show nfpp dhcpv6-guard summary 

Displays monitored hosts in DHCPv6 

guard. 

show nfpp dhcpv6-guard hosts 

Displays trusted hosts in DHCPv6 

guard. 

show nfpp dhcpv6-guard trusted-host 

Displays configuration parameters of 

ND guard. 

show nfpp nd-guard summary 

Displays trusted hosts in ND guard. show nfpp nd-guard trusted-host 

Displays NFPP logs. show nfpp log summary 

Displays the NFPP log buffer. show nfpp log buffer [statistics] 
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Configuration Description and Command 

Configuring a WLAN 

 (Mandatory) It is used to configure an SSID.  

ssid Configures an SSID. 

 (Optional) It is used to configure whether to broadcast SSIDs.  

broadcast-ssid Configures whether to broadcast SSIDs.  

 (Optional) It is used to configure the multicast rate.  

mcast-rate Configures the multicast rate. 

Configuring a dot11radio 

Subinterface 

 (Mandatory) It is used to create a dot11radio subinterface and configure the attributes of 

the dot11radio subinterface.  

encapsulation 
Configures the VLAN encapsulated by the 

dot11radio subinterface. 

wlan-id 
Configures the WLAN ID of the mapped 

dot11radio subinterface. 

Configuring RF Parameters 

 (Optional) It is used to configure RF parameters.  

beacon dtim-period Configures the DTIM period.  

apsd 
Enables/disables the U-APSD power-saving 

mode. 

ampdu 
Enables/disables the A-MPDU aggregation 

mode. 

rate-set 11a Configures the 11a rate set.  

rate-set 11b Configures the 11b rate set.  

rate-set 11g Configures the 11g rate set.  

rate-set 11n Configures the 11n rate set.  

rate-set 11ac Configures the 11ac rate set.  

rate-set 11ax Configures the 802.11ax rate set. 

mcast-rate Configures the multicast rate. 

power local Configures the transmit power.  

sta-limit 
Configures the limit on the STA quantity 

based on an RF interface.  

11asupport Configures whether to support 11a.  

11bsupport Configures whether to support 11b.  

11gsupport Configures whether to support 11g.  

11nsupport Configures whether to support 11n.  

11acsupport Configures whether to support 11ac.  

11axsupport Configures whether to support 802.11ax. 

response-rssi 
Configures the minimum value of RSSI for 

STA access.  
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Configuration Description and Command 

assoc-rssi Configures the minimum RSSI that keeps 

STA access.  

coverage-area-control 
Configures the transmit power of 

management frames.  

sta-idle-timeout Configures the STA idle time.  

channel Configures channels.  

fragment-threshold Configures the fragment threshold.  

rts threshold Configures the RTS threshold.  

beacon period Configures the beacon frame period.  

short-preamble 
Configures enabling/disabling of the short 

preamble.  

slottime 
Configures enabling/disabling of the short 

slot time.  

chan-width Configures the channel bandwidth.  

short-gi 
Configures enabling/disabling of short 

prevention interval.  

ofdma Enables OFDMA. 

radio-type Configures the radio type a/b.  

country-code Configures the country code.  

antenna receive Configures the receive mode of an antenna.  

antenna transmit Configures the transmit mode of an antenna.  

antenna type 
Configures an omnidirectional antenna or a 

directional antenna. 

external-antenna enable 
Enables an external antenna and disables 

an internal antenna.  

peer-distance Configures the allowable longest distance 

between an AP and a wireless transmission 

peer. 

mcell Enables the Mcell function. 

mu-mimo Configures multi-user multiple-input 

multiple-output (MU-MIMO) of a radio. 

Configuring E-bag 

Parameters 

 (Optional) It is used to set e-bag parameters.  

ampdu-retries 
Configures the number of AMPDU software 

re-transmission times. 

ampdu-rts 
Configures whether to enable the RTS 

protection for AMPDU aggregation packets.  

eth-schd 
Configures the number of Ethernet packets 

that can be received by an AP at a time.  

ldpc Configures whether to support LDPC.  
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 rate - set 11b mandatory 5 11  

 rate - set 11b disabl e 1 2  

 rate - set 11g mandatory 5 11  

 rate - set 11g support 6 9 12 18 24 36 48 54  

 rate - set 11g disable 1 2  

 rate - set 11a mandatory 6 12 24  

 rate - set 11a support 9 18 36 48 54  

 rate - set 11n mcs - support 15  

 rate - set 11n mcs - mandatory 3  

 station - role root - ap 

beacon period 300  

 beacon dtim - period 3  

 slottime long  

 rts threshold 1000  

 sta - limit 12  

 sta - idle - timeout 900  

 chan - width 40  

 radio - type 802.11b  

 antenna receive 3  

 antenna transmit 3  

external - antenna enable  

antenna type direction  

 coverage - area - control 12  

 response - rssi 20  

assoc - rssi 15  

 power local 50  

 channel 11  

 mcast - rate 24  

 coverage - rssi 10  

peer - distance 3000  

!  

country - code CN  





















Configuration Guide  Configuring FAT APs 
 

!  

no service password - encryption  

!  

dot11 wlan 1  

!  

link - check disable  

!  

nfpp  

!  

wids  

!          

wlocation  

!  

v lan 1  

!  

vlan 10  

!  

interface GigabitEthernet 0/1  

 encapsulation dot1Q 1  

!  

interface Dot11radio 1/0  

 encapsulation dot1Q 10  

 chan - width 20  

 country - code CN  

 radio - type 802.11b  

 channel 1  

 antenna receive 3  

 antenna transmit 3  

 rate - set 11b mandatory 1 2 5 11  

 rate - set 11g mandatory 1 2 5 11  

 rate - set 11g support 6 9 12 18 24 36 48 54  

 rate - set 11n mcs - support 15  
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 no ampdu - rts  

 wlan - id 1  

 station - role root - ap 

!  

interface Dot11radio 2/0  

 encapsulation dot1Q 10  

 chan - width 20  

 country - code CN  

 no short - preamble  

 radio - type 802.11a  

 channel 149  

 antenna receive 3  

 antenna transmit 3  

 rate - set 11a mandatory 6 12 24  

 rate - set 11a support 9 18 36 48 54  

 rate - set 11n mcs - support 15  

 no ampdu - rts  

 wlan - id 1  

 station - role root - ap 

!  

interface BVI 1  

 ip address 192.168.11 0.1 255.255.255.0  

!  

wlansec 1  

 security rsn enable  

 security rsn ciphers aes enable  

 security rsn akm psk enable  

 security rsn akm psk set - key ascii autowifi  

!  

no offline - detect  

!  

line console 0  
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Displays the online status and capability 

information of all RF interfaces. 

show dot11 radio-status 

Displays the rate sets of all RF interfaces. show dot11 rate-set 

Displays radio information and 

configurations of a WLAN. 

show dot11 wlan wlan-id 

Displays a working channel supported by a 

WNIC. 

show dot11 channels active interface-name 

Displays all working channels supported by 

a WNIC. 

show dot11 channels all interface-name 

Displays e-bag radio information and 

configurations. 

show ebag 
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    Received 0 broadcasts, 0 runts, 0 giants  

    0 input errors, 0 CRC, 0 frame, 0 overrun, 0 abort  

    4 packet s output, 408 bytes, 0 underruns , 0 dropped  

0 output errors, 0 collisions, 0 interface resets  

B B# show interfaces gigabitEthernet 0/1  

Index(dec):1 (hex):1  

GigabitEthernet 0/1 is administratively down  , line protocol is DOWN     

Hardware is PQ3 TSEC GIGABIT ETHERNET CONTROLLER GigabitEthernet, address is  00d0.f8fb.5945 (bia  

00d0.f8fb.5945)  

Interface address is: 192.168.1.2/24  

ARP type: ARPA,ARP Timeout: 3600 seconds 

Interface IPv6 address is:  

No IPv6 address 

  MTU 1500 bytes, BW 1000000 Kbit 

  Encapsulation protocol is Ethernet - II, loopback not set  

  Keepalive interval is 10 sec , set  

  Carrier delay is 2 sec  

  Rxload is 1/255, Txload is 1/255  

  Ethernet attributes:  

    Medium- type is Copper  

    Last link state change time: 2013 - 12- 20 13:55:20  

    Time duration since last link state change: 5 days,  5 hours, 17 minutes, 36 seconds  

    Priority is 0  

    admin duplex mode is AUTO, oper duplex is Unknown  

    admin speed is AUTO, oper speed is Unknown  

   Rxload is 1/255, Txload is 1/255  

10 seconds i nput rate 0 bits/sec, 0 packets/sec  

   10 seconds output rate 0 bits/sec, 0 packets/sec  

    4 packets input, 408 bytes, 0 no buffer, 0 dropped  

    Received 0 broadcasts, 0 runts, 0 giants  

    0 input errors, 0 CRC, 0 frame, 0 overrun, 0 abort  

    4 packets  output, 408 bytes, 0 underruns , 0 dropped  
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  Carrier delay is 2 sec  

  Rxload is 1/255, Txload is 1/255  

  Queue    Transmitted packets     Transmitted bytes       Dropped packet s         Dropped bytes  

      0                     0                     0                     0                     0  

      1                     0                     0                     0                     0  

      2                     0                     0                     0                     0  

      3                     0                     0                     0                     0  

      4                     0                     0                     0                     0  

      5                     0                     0                     0                     0  

      6                     0                     0                     0                     0  

      7                   363                 85164                     0                     0  

  Switchport attributes:  

    interface's description:""  

    admin medium- type is Copper, oper medium - type is Copper  

    lastchange time:0 Day: 0 Hour: 1 Minute: 9 Second  

    Priority is 0  

    admin duplex mode is AUTO, oper duplex i s Full  

    admin speed is AUTO, oper speed is 100M  

    flow control admin status is OFF, flow control oper status is OFF  

    admin negotiation mode is OFF, oper negotiation state is ON  

    Storm Control: Broadcast is OFF, Multicast is OFF, Unicast is OFF  

  Port - type: trunk  

    Native vlan: 1  

    Allowed vlan lists: 1 - 4094 

    Active vlan lists: 1 - 5 

   10 seconds input rate 0 bits/sec, 0 packets/sec  

   10 seconds output rate 67 bits/sec, 0 packets/sec  

    362 packets input, 87760 bytes, 0 no buffer, 0 dropped  

    Received 0 broadcasts, 0 runts, 0 giants  

    0 input errors, 0 CRC, 0 frame, 0 overrun, 0 abort  

    363 packets output, 82260 bytes, 0 underruns , 0 dropped  

    0 output errors, 0 collisions, 0  interface resets  
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Router A RA# show interfaces gigabitEthernet 0/1.1  

Index(dec):10 (hex):10  

GigabitEthernet 0/1 is UP  , line protocol is UP     

Hardware is OCTEON- SGMII GigabitEthernet, address is  00d0.f8fb.5945 (bia  00d0.f8fb.5945)  

Interface address is: 192.168.1.1/24  

ARP type: ARPA,ARP Timeout: 3600 seconds 

Interface IPv6 address is:  

No IPv6 address 

  MTU 1500 bytes, BW 1000000 Kbit 

  Encapsulation protocol is 802.1Q Virtual LAN,Vlan ID 2  

RA# show interface serial 1/0  

Index(dec):1 (hex):1  

Serial 1/0 is UP , line protocol is UP  

Hardware is Infineon DSCC4 PEB20534 H- 10 serial  

Interface address is: 172.16.1.1/24  

Interface IPv6 address is:  

No IPv6 address 

MTU 1500 bytes, BW 2000 Kbit 

Encapsulation protocol is frame - relay, loopback not set  

Keepalive interv al is 10 sec , set  

Carrier delay is 2 sec  

Queueing strategy: WFQ 

Rxload is 1/255,Txload is 1/255  

5 minutes input rate 0 bits/sec, 0 packets/sec  

5 minutes output rate 0 bits/sec, 0 packets/sec  

235 packets input, 434532 bytes, 0 no buffer  

Received 0 broadcasts, 0 runts, 0 giants  

0 input errors, 0 CRC, 0 frame, 0 overrun, 0 abort  

35 packets output, 36545 bytes, 0 underruns  

0 output errors, 0 collisions, 0 interface resets  

Router B RB# show interfaces gigabitEthernet 0/1.1  
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Index(dec):10 (hex):10  

GigabitEthernet 0/1 is UP  , line protocol is UP     

Hardware is OCTEON- SGMII GigabitEthernet, address is  00d0.f8fb.5946 (bia  00d0.f8fb.5946)  

Interface address is: 192.168.2.1/24  

ARP type: ARPA,ARP Timeout: 3600 seconds 

Interface IPv6 address is:  

No IPv6 address 

  MTU 1500 bytes, BW 1000000 Kbit 

  Encapsulation protocol is 802.1Q Virtual LAN,Vlan ID 2  

RB# show interface serial 1/0  

Index(dec):1 (hex):1  

Serial 1/0 is UP , line protocol is UP  

Hardware is Infineon DSCC4 PEB20534 H- 10 serial  

Interface address is: 172.16.1.1/24  

Interface IPv6 address is:  

No IPv6 address 

MTU 1500 bytes, BW 2000 Kbit 

Encapsulation protocol is frame - relay, loopback not set  

Keepalive interval is 10 sec , set  

Carrier delay is 2 sec  

Queueing strategy: WFQ 

Rxload is 1/255,Txload is 1/2 55 

5 minutes input rate 0 bits/sec, 0 packets/sec  

5 minutes output rate 0 bits/sec, 0 packets/sec  

235 packets input, 434532 bytes, 0 no buffer  

Received 0 broadcasts, 0 runts, 0 giants  

0 input errors, 0 CRC, 0 frame, 0 overrun, 0 abort  

35 packets output, 36 545 bytes, 0 underruns  

0 output errors, 0 collisions, 0 interface resets  

Switch B SB# show interfaces gigabitEthernet 0/1  

Index(dec):1 (hex):1  
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GigabitEthernet 0/1 is UP  , line protocol is UP     

Hardware is GigabitEthernet  

Interface address is: no ip address 

  MTU 1500 bytes, BW 100000 Kbit 

  Encapsulation protocol is Bridge, loopback not set  

  Keepalive interval is 10 sec , set  

  Carrier delay is 2 sec  

  Rxload is 1/255, Txload is 1/255  

  Queue    Transmitted packets     Transmitted bytes       Droppe d packets         Dropped bytes  

      0                     0                     0                     0                     0  

      1                     0                     0                     0                     0  

      2                     0                     0                     0                     0  

      3                     0                     0                     0                     0  

      4                     0                     0                     0                     0  

      5                     0                     0                     0                     0  

      6                     0                     0                     0                     0  

      7                   363                 85164                     0                     0  

  Switchport attributes:  

    interface's description:""  

    admin medium- type is Copper, oper medium - type is Copper  

    lastchange time:0 Day: 0 Hour: 1 Minute:  9 Second 

    Priority is 0  

    admin duplex mode is AUTO, oper duplex is Full  

    admin speed is AUTO, oper speed is 100M  

    flow control admin status is OFF, flow control oper status is OFF  

    admin negotiation mode is OFF, oper negotiation state is ON  

    Storm Control: Broadcast is OFF, Multicast is OFF, Unicast is OFF  

  Port - type: trunk  

    Native vlan: 1  

    Allowed vlan lists: 1 - 4094 

    Active vlan lists: 1 - 5 

   10 seconds input rate 0 bits/sec, 0 packets/sec  
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Description Command 

Displays the counter summary of an 

interface. 

show interfaces [ interface-type interface-number ] counters summary 

Displays the bandwidth usage of an 

interface. 

show interfaces [ interface-type interface-number ] usage 
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Entry Timestamp: 221683 

MAC Changed Message : 

Operation:DEL Vlan:1 MAC Addr: 00d0.3232.0003 GigabitEthernet 0/2   

2.5 Monitoring 

Clearing 

 Running the clear commands may lose vital information and interrupt services. 

Description Command 

Clears dynamic MAC addresses. clear mac-address-table dynamic [ address mac-address ] [ interface interface-id ] 

[ vlan vlan-id ] 

Displaying 

Description Command 

Displays the MAC address table.  show mac-address-table { dynamic | static | filter } [ address mac-address ] 

[ interface interface-id ] [ vlan vlan-id ] 

Displays the aging time for dynamic 

MAC addresses. 

show mac-address-table aging-time 

Displays the configuration and history 

of MAC address change notifications. 

show mac-address-table notification [ interface [ interface-id ] | history ] 

Debugging 

 System resources are occupied when debugging information is output. Therefore, disable debugging immediately after 

use. 

Description Command 

Debugs MAC address operation. debug bridge mac 
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Displaying 

Description Command 

Displays the VLAN group 

information. 

show vlan-group [ group-id ] 

Debugging 

 System resources are occupied when debugging information is output. Therefore, disable the debugging switch 

immediately after use. 

Description Command 

Debugs the VLAN group status. debug bridge vgoup 
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Configuration Description and Command 

Configuring the LLDP Work 

Mode 

 (Optional) It is used to configure the LLDP work mode.  

lldp mode {rx | tx | txrx } Configures the LLDP work mode. 

no lldp mode Shuts down the LLDP work mode. 

Configuring the TLVs to Be 

Advertised 

 (Optional) It is used to configure the TLVs to be advertised. 

lldp tlv-enable Configures the TLVs to be advertised. 

no lldp tlv-enable Cancels TLVs.  

Configures the Management 

Address to Be Advertised 

 (Optional) It is used to configure the management address to be advertised in LLDP 

packets.  

lldp management-address-tlv [ip-address] 
Configures the management address to be 

advertised in LLDP packets.  

no lldp management-address-tlv Cancels the management address. 

Configuring the LLDP Fast 

Transmission Count 

 (Optional) It is used to configure the number of LLDP packets that are fast transmitted. 

lldp fast-count value Configures the LLDP fast transmission count. 

no lldp fast-count 
Restores the default LLDP fast transmission 

count. 

Configuring the TTL 

Multiplier and Transmission 

Interval 

 (Optional) It is used to configure the TTL multiplier and transmission interval. 

lldp hold-multiplier value 
Configures the TTL multiplier. 

 

no lldp hold-multiplier Restores the default TTL multiplier. 

lldp timer tx-interval seconds Configures the transmission interval. 

no lldp timer tx-interval Restores the default transmission interval. 

Configuring the Transmission 

Delay 

 (Optional) It is used to configure the delay time for LLDP packet transmission. 

lldp timer tx-delay seconds Configures the transmission delay. 

no lldp timer tx-delay Restores the default transmission delay. 

Configuring the Initialization 

Delay 

 (Optional) It is used to configure the delay time for LLDP to initialize on any interface. 

lldp timer reinit-delay seconds Configures the initialization delay. 

no lldp timer reinit-delay Restores the default initialization delay. 

Configuring the LLDP Trap 

Function 

 (Optional) It is used to configure the LLDP Trap function. 

lldp notification remote-change enable Enables the LLDP Trap function. 

no lldp notification remote-change enable Disables the LLDP Trap function. 

lldp timer notification-interval 
Configures the LLDP Trap transmission 

interval. 
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Configuration Description and Command 

no lldp timer notification-interval 
Restores the default LLDP Trap transmission 

interval. 

Configuring the LLDP Error 

Detection Function 

 (Optional) It is used to configure the LLDP error detection function. 

lldp error-detect Enables the LLDP error detection function. 

no lldp error-detect Disables the LLDP error detection function. 

Configuring the LLDP 

Encapsulation Format 

 (Optional) It is used to configure the LLDP encapsulation format.  

lldp encapsulation snap 
Sets the LLDP encapsulation format to 

SNAP. 

no lldp encapsulation snap 
Sets the LLDP encapsulation format to 

Ethernet II. 

Configuring the LLDP 

Network Policy 

 (Optional) It is used to configure the LLDP Network Policy. 

lldp network-policy profile profile-num Configures an LLDP Network Policy. 

no lldp network-policy profile profile-num Deletes an LLDP Network Policy. 

Configuring the Civic 

Address 

 (Optional) It is used to configure the civic address of a device. 

{ country | state | county | city | division | 

neighborhood | street-group | 

leading-street-dir | trailing-street-suffix | 

street-suffix | number | 

street-number-suffix | landmark | 

additional-location-information | name | 

postal-code | building | unit | floor | room | 

type-of-place |  postal-community-name | 

post-office-box | additional-code } ca-word 

Configures the civic address of a device. 

no { country | state | county | city | division 

| neighborhood | street-group | 

leading-street-dir | trailing-street-suffix | 

street-suffix | number | 

street-number-suffix | landmark | 

additional-location-information | name | 

postal-code | building | unit | floor | room | 

type-of-place |  postal-community-name | 

post-office-box | additional-code } ca-word 

Deletes civic address of a device. 

Configuring the Emergency 

Telephone Number 

 (Optional) It is used to configure the emergency telephone number of a device. 

lldp location elin identifier id elin-location 

tel-number 

Configures the emergency telephone number 

of a device. 
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Steps 

 Ruijie(config)#interface gigabitethernet 0/1  

Ruijie(config - if - GigabitEthernet 0/1)#lldp management - address- tlv 192.168.1.1  

  

Verification Display configuration on the interface. 

 Ruijie(config - if - GigabitEthernet 0/1)#show  lldp local - information interface GigabitEthernet 0/1  

Lldp local - information of port [GigabitEthernet 0/1]  

  Port ID type                      : Interface name  

  Port id                           : GigabitEthernet  0/1 

  Port description                  : GigabitEthernet 0/1  

 

  Management address subtype        : ipv4  

  Management address                : 192.168.1.1  

  Interface numbering subtype       : ifIndex  

  Interface number                  : 1  

  Object identifier                 :  

         

  802.1 organizationally information  

  Port VLAN ID                      : 1  

  Port and protocol VLAN ID(PPVID)  : 1  

      PPVID Supported               : YES  

      PPVID Enabled                 : NO  

  VLAN name of VLAN 1               : VLAN0001  

  Protocol Identity                 :  

         

  802.3 organizationally information  

  Auto- negotiation supported        : YES  

  Auto- negotiation enabled          : YES  

  PMD auto- negotiation advertised   : 10 00BASE- T full duplex mode, 100BASE - TX full duplex mode, 

100BASE- TX half duplex mode, 10BASE- T full duplex mode, 10BASE - T half duplex mode  

  Operational MAU type              : speed(100)/duplex(Full)  

  PoE support                       : NO  
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6.5 Monitoring 

Clearing 

 Running the clear commands may lose vital information and thus interrupt services.  

Description Command 

Clears LLDP statistics. clear lldp statistics [ interface interface-name ] 

Clears LLDP neighbor information. clear lldp table [ interface interface-name ] 

Displaying 

Description Command 

Displays LLDP information on the 

local device, which will be organized 

as TLVs and sent to neighbors. 

show lldp local-information [ global | interface interface-name ] 

Displays the LLDP civic address or 

emergency telephone number of a 

local device. 

show lldp location { civic-location | elin-location } { identifier id | interface 

interface-name | static } 

Displays LLDP information on a 

neighbor. 

show lldp neighbors [ interface interface-name ] [ detail ] 

Displays the LLDP network policy 

configuration of the local device. 

show lldp network-policy { profile [ profile-num ] | interface interface-name } 

Displays LLDP statistics. show lldp statistics [ global | interface interface-name ] 

Displays LLDP status information. show lldp status [ interface interface-name ] 

Displays the configuration of TLVs to 

be advertised by a port. 

show lldp tlv-config [interface interface-name ] 

Debugging 

 System resources are occupied when debugging information is output. Therefore, disable debugging immediately after 

use.  

Description Command 

Debugs LLDP error processing. debug lldp error 

Debugs LLDP event processing. debug lldp event 

Debugs LLDP hot backup processing. debug lldp ha 

Debugs the LLDP packet reception. debug lldp packet 

Debugs the LLDP state machine. debug lldp stm 
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dialer. 

Displays PPPoE status information. show pppoe { ref | session | tunnel } 

 

7.5.3 Displaying Debugging Information 

 System resources are occupied when debugging information is output. Therefore, disable the debugging switch 

immediately after use. 

 

Command  Function 

debug dialer { pkt | 

mlp|callback|event } 

Enables the DDR debugging switch. 

debug ppp [ authentication | error | 

event | negotiation | packet ] 

Enables the PPP negotiation debugging switch. 

debug pppoe [ datas | errors | 

events | packets ] 

Enables the PPPoE negotiation debugging switch. 
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For a class D address, the first four most significant bits are 1110 and other bits indicate a multicast address.  

Figure 1-5 

     8 16   24     32 

Class D IP 

address 

1 1 1 0 Multicast address 

 

 The addresses with the first four most significant bits 1111 cannot be assigned. These addresses are called class E 

addresses and are reserved.  

When IP addresses are planned during network construction, IP addresses must be assigned based on the property of the 

network to be built. If the network needs to be connected to the Internet, users should apply for IP addresses to the 

corresponding agency. In China, you can apply to China Internet Network Information Center (CNNIC) for IP addresses. 

Internet Corporation for Assigned Names and Numbers (ICANN) is the final organization responsible for IP address 

assignment. If the network to be built is an internal private network, users do not need to apply for IP addresses. However, IP 

addresses cannot be assigned at random. It is recommended to assign dedicated private network addresses.  

The following table lists reserved and available addresses. 

Class Address Range Status 

Class A network 

0.0.0.0 - 0.255.255.255 Reserved 

1.0.0.0 - 126.255.255.255 Available 

127.0.0.0 - 127.255.255.255 Reserved 

Class B network 
128.0.0.0 - 191.254.255.255 Available 

191.255.0.0 - 191.255.255.255 Reserved 

Class C network 

192.0.0.0 - 192.0.0.255 Reserved 

192.0.1.0 - 223.255.254.255 Available 

223.255.255.0 - 223.255.255.255 Reserved 

Class D network 224.0.0.0 - 239.255.255.255 Multicast address 

Class E network 
240.0.0.0 - 255.255.255.254 Reserved 

255.255.255.255 Broadcast address 

Three address ranges are dedicated to private networks. These addresses are not used in the Internet. If the networks to 

which these addresses are assigned need to be connected to the Internet, these IP addresses need to be converted into 

valid Internet addresses. The following table lists private address ranges. Private network addresses are defined in RFC 

1918. 

Class Address Range Status 

Class A network 10.0.0.0 - 10.255.255.255 1 class A network 

Class B network 172.16.0.0 - 172.31.255.255 16 class B networks 

Class C network 192.168.0.0 - 192.168.255.255 256 class C networks 

For assignment of IP addresses, TCP/UDP ports, and other codes, refer to RFC 1166. 
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Configuration  Description and Command  

Configuring the IP Addresses 

of an Interface 

 (Mandatory) It is used to configure an IP address and allow the IP protocol to run on an 

interface. 

ip address 
Manually configures the IP address of an 

interface. 

ip address negotiate 
Obtains the IP address of an interface 

through PPP negotiation. 

ip unnumbered 
Borrows an IP address from another 

interface. 

Configuring Broadcast 

Forwarding 

 (Optional) It is used to set an IP broadcast address and enable directed broadcast 

forwarding. 

ip broadcast-address Configures an IP broadcast address. 

ip directed-broadcast Enables directed broadcast forwarding. 

Configuring ICMP 

Forwarding 

 (Optional) It is used to enable ICMP packet forwarding.  

ip unreachables 
Enables ICMP unreachable messages and 

host unreachable messages.  

ip redirects Enables ICMP redirection messages. 

ip mask-reply Enables ICMP mask response messages. 

ip ttl-expires enable Enables notifications of expired TTL. 

ip icmp timestamp Enables returning of Timestap Reply. 

Configuring the Transmission 

Rate of ICMP Error Packets 

 Optional. 

ip icmp error-interval DF 

Configures the transmission rate of ICMP 

destination unreachable packets triggered 

by the DF bit in the IP header. 

ip icmp error-interval 
Configures the transmission rate of ICMP 

error packets and ICMP redirection packets. 

Setting the IP MTU  (Optional) It is used to configure the IP MTU on an interface.  

ip mtu Sets the MTU value. 

Setting the IP TTL  (Optional) It is used to configure the TTL of unicast packets and broadcast packets. 

ip ttl Sets the TTL value. 

Configuring an IP Source 

Route 
 (Optional) It is used to check the source routes.  

ip source-route Enables the IP source route function. 

1.4.1 Configuring the IP Addresses of an Interface 

Configuration Effect 
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Verification Run the show ip interface command to check whether the configuration takes effect. 

 Ruijie#show ip interface gigabitEthernet 0/0  

GigabitEthernet 0/0  

  IP interface state is:  DOWN 

  IP interface type is:  BROADCAST 

  IP interface MTU is:  1500 

  IP address is:   

    No address configured  

  IP address negoti ate is:  OFF 

  Forward direct - broadcast is:  OFF 

  ICMP mask reply is:  ON 

  Send ICMP redirect is:  ON 

  Send ICMP unreachable is:  ON 

  DHCP relay is:  OFF 

  Fast switch is:  ON 

  Help address is:  0.0.0.0  

  Proxy ARP is:  ON 

ARP packet input number:  0 

  Request packet     :  0 

  Reply packet       :  0 

  Unknown packet     :  0 

TTL invalid packet number:  0 

ICMP packet input number:  0 

 Echo request       :  0 

 Echo reply         :  0 

 Unreachable        :  0 

 Source quench      :  0 

 Routing redirect   :  0 

2.4.5 Enabling ARP Trustworthiness Detection 

Configuration Effect 
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Configuration Example 

Scenario For the network topology, see Figure 2-1. 

Configuration 

Steps 

Disable dynamic ARP entry learning on port GigabitEthernet 0/0. 

 Ruijie(config - if - GigabitEthernet 0/0)#no arp - learning enable  

Verification Run the show running-config interface command to check whether the configuration takes effect. 

 Ruijie#sh running - config interf ace gigabitEthernet 0/0  

 

Building configuration...  

Current configuration :  127 bytes  

!  

interface GigabitEthernet 0/0  

 duplex auto  

 speed auto 

 ip address 30.1.1.1 255.255.255.0  

 no arp - learning enable  

2.5 Monitoring 

Clearing 

 Running the clear commands may lose vital information and thus interrupt services. 

Description Command 

Clears dynamic ARP entries. In 

gateway authentication mode, 

dynamic ARP entries in 

authentication VLANs are not 

cleared. 

clear arp-cache 

Displaying 

Description Command 

Displays the ARP table. show ip arp  

Displays the ARP entry counter. show arp counter 

Displays the timeout of dynamic ARP 

entries. 
show arp timeout 
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Debugging 

 System resources are occupied when debugging information is output. Therefore, disable the debugging switch 

immediately after use. 

Description Command 

Debugs ARP packet sending and 

receiving. 

debug arp 

Debugs the creation and deletion of 

ARP entries. 

debug arp event 
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As shown in Figure 3-1, Host 1 and Host 2 communicate with each other using IPv6 addresses. 

Figure 3-1 

  

Deployment 

Hosts can use the stateless address auto-configuration or DHCPv6 address assignment mode. After addresses are 

configured, hosts can communicate with each other using IPv6 addresses. 

3.3 Features 

Overview 

Feature Description 

IPv6 Address Format The IPv6 address format makes IPv6 have a larger address space and flexible representation 

approach. 

IPv6 Address Type IPv6 identifies network applications based on addresses. 

IPv6 Packet Header 

Format 

IPv6 simplifies the fixed and extended packet headers to improve the data packet processing and 

forwarding efficiency of the device. 

IPv6 PMTUD A host dynamically discovers and adjusts the MTU size on the data Tx path, saving router resources 

and improving IPv6 network efficiency. 

IPv6 Neighbor 

Discovery 

ND functions include router discovery, prefix discovery, parameter discovery, address 

auto-configuration, address resolution (like ARP), next-hop determination, Neighbor Unreachability 

Detection (NUD), Duplicate Address Detection (DAD), and redirection. 

IPv6 Source Routing This feature is used to specify the intermediate nodes that a packet passes through along the path to 

the destination address. It is similar to the IPv4 loose source routing option and loose record routing 

option. 

Restricting the 

Sending Rate of 

ICMPv6 Error 

Messages 

This feature prevents DoS attacks. 

IPv6 HOP-LIMIT This feature prevents useless unicast packets from being unlimitedly transmitted on the network and 

wasting network bandwidth. 
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The following example describes the application of the Type 0 routing header, as shown in Figure 3-15. 

Figure 3-15 

  

Host 1 sends Host 2 a packet specifying the intermediate nodes Router 2 and Router 3. The following table lists the changes 

of fields related to the IPv6 header and routing header during the forwarding process. 

Transmission 

Node 

Fields in the IPv6 Header Fields Related to the Type 0 Routing Header 

Host 1 Source address=1000::2 

Destination address=1001::1 (Address of Router 2) 

Segments Left=2 

Address 1=1002::1 (Address of Router 3) 

Address 2=1003::2 (Address of Host 2) 

Router 1 No change 

Router 2 Source address=1000::2 

Destination address=1002::1 (Address of Router 3) 

Segments Left=1 

Address 1=1001::1 (Address of Router 2) 

Address 2=1003::2 (Address of Host 2) 
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Verification Run the show running-config command to check whether the configuration takes effect. 

 Ruijie#show running - config  

ipv6 hop - limit 254  

3.5 Monitoring 

Clearing 

 Running the clear commands may lose vital information and thus interrupt services. 

Description Command 

Clears the dynamically learned 

neighbors. 

clrear ipv6 neighbors [interface-id] 

Displaying 

Description Command 

Displays IPv6 information of an 

interface. 
show ipv6 interface [[interface-id] [ra-info] ] [brief [interface-id]] 

Displays neighbor information. show ipv6 neighbors [verbose] [interface-id] [ipv6-address] [static]  

Debugging 

 System resources are occupied when debugging information is output. Therefore, disable the debugging switch 

immediately after use. 

Description Command 

Debugs ND entry learning. debug ipv6 nd 
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 Running the clear commands may lose vital information and interrupt services. 

Description Command 

Clears DHCP address binding. clear ip dhcp binding { address | *} 

Clears DHCP address conflict. clear ip dhcp conflict { address | *} 

Clears statistics of a DHCP server. clear ip dhcp server statistics 

Clears statistics of a DHCP relay. clear ip dhcp relay statistics 

Clears statistics of DHCP server 

performance. 

clear ip dhcp server rate 

Clears information of a DHCP 

pseudo server. 

clear ip dhcp server detect 

Displaying  

Description Command 

Displays DHCP lease. show dhcp lease 

Displays manually configured IP 

addresses. 

show dhcp manual 

Displays DHCP sockets. show ip dhcp socket 

Displays assigned IP addresses. show ip dhcp binding 

Displays created address pools. show ip dhcp pool 

Displays statistics of DHCP Server. show ip dhcp server statistic 

Displays statistics of DHCP Relay. show ip dhcp relay statistic 

Displays conflicted addresses. show ip dhcp conflict 

Displays the DHCP pseudo server. show ip dhcp server detect 

Debugging 

 System resources are occupied when debugging information is output. Therefore, disable debugging immediately after 

use. 

Description Command 

Debugs DHCP agent. debug ip dhcp server agent 

Debugs DHCP hot backup. debug ip dhcp server ha 

Debugs DHCP address pools. debug ip dhcp server pool 

Debugs DHCP VRRP. debug ip dhcp server vrrp 

Debugs all DHCP servers. debug ip dhcp server all 

Debugs DHCP packets. debug ip dhcp client 

Debugs DHCP Relay events. debug ip dhcp relay 

 









http://www.test.com/






 

7 

Configuration Guide Configuring DNS 

Description Command 

Debugs the DNS function.  debug ip dns 
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 Common ping command: 

Ruijie # ping 192.168.21.26 length 1 500 ntimes 100 data ffff source  192.168.21. 99 timeout 3  

Sending 100, 1 500- byte ICMP Echoes to 192.168.21.26, timeout is 3 seconds:  

  < press Ctrl+C to break >  

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!

!!!!!  

Success rate is 100 percent (100 /100), round - trip min/avg/max = 2/2/ 3 ms 

Detailed ping command:  

ping 192.168.21.26 length 1500 ntimes 20  data ffff source 192.168.21.99  timeout 3  detail  

Sending 20, 1500 - byte ICMP Echoes to 192.168.21.26, timeout is 3 seconds:  

  < press Ctrl+C to break >  

Reply from 192.168.21.26: bytes=1500 time=1ms TTL=64  

Reply from 192.168.21.26: bytes=1500 time=1ms TTL=64  

Reply from 192.168.21.26: bytes=1500 time=1ms TTL=64  

Reply from 192.168.21.26: bytes=1500 time=1ms TTL=64  

Reply from 192.168.21.26: bytes=1500 time=1ms  TTL=64 

Reply from 192.168.21.26: bytes=1500 time=1ms TTL=64  

Reply from 192.168.21.26: bytes=1500 time=1ms TTL=64  

Reply from 192.168.21.26: bytes=1500 time=2ms TTL=64  

Reply from 192.168.21.26: bytes=1500 time=1ms TTL=64  

Reply from 192.168.21.26: bytes=1500  time=1ms TTL=64 

Reply from 192.168.21.26: bytes=1500 time=1ms TTL=64  

Reply from 192.168.21.26: bytes=1500 time=1ms TTL=64  

Reply from 192.168.21.26: bytes=1500 time=1ms TTL=64  

Reply from 192.168.21.26: bytes=1500 time=1ms TTL=64  

Reply from 192.168.21.26: b ytes=1500 time=1ms TTL=64 

Reply from 192.168.21.26: bytes=1500 time=1ms TTL=64  

Reply from 192.168.21.26: bytes=1500 time=1ms TTL=64  

Reply from 192.168.21.26: bytes=1500 time=3ms TTL=64  

Reply from 192.168.21.26: bytes=1500 time=1ms TTL=64  

Reply from 192.168 .21.26: bytes=1500 time=1ms TTL=64 
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Ruijie # ping ipv6 2001::5   length 1 500 ntimes 100 data ffff source  2001::9  timeout 3  

Sending 100, 1 500- byte ICMP Echoes to 2000::1 , timeout is 3 seconds:  

  < press Ctrl+C to break >  

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!

!!!!!  

Success rate is 100 percent (100/100), r ound- trip min/avg/max = 2/2/ 3 ms 

Detailed ping command:  

Ruijie#ping 2001::5 length 1500 ntimes 10 data ffff source 2001::9 timeout 3  

Sending 10, 1500 - byte ICMP Echoes to 2001::5, timeout is 3 seconds:  

  < press Ctrl+C to break >  

Reply from 2001::5: bytes= 1500 time=1ms 

Reply from 2001::5: bytes=1500 time=1ms  

Reply from 2001::5: bytes=1500 time=1ms  

Reply from 2001::5: bytes=1500 time=1ms  

Reply from 2001::5: bytes=1500 time=1ms  

Reply from 2001::5: bytes=1500 time=1ms  

Reply from 2001::5: bytes=1500 time=1ms  

Reply from 2001::5: bytes=1500 time=1ms  

Reply from 2001::5: bytes=1500 time=1ms  

Reply from 2001::5: bytes=1500 time=1ms  

 

Success rate is 100 percent (10/10), round - trip min/avg/max = 1/1/1 ms.  

Verification Send one hundred 1500-byte packets to the specified IPv6 address, and the response information (if any) 

will be displayed in the specified time (3s by default). Finally the statistics is output.  

 

6.4.2 Traceroute Test 

Configuration Effect 

After conducting a traceroute test on a network device, you can learn about the routing topology between the network device 

and the destination host, and the gateways through which packets are sent from the network device to the destination host.  

Notes 

The network device must be configured with an IP address.  
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Verification  A user logs in to a device through telnet, and then shuts down the local device. Run the show tcp connect 

command on the remote device to observe when IPv4 TCP connection is deleted. 

Common Errors  

N/A 

7.5 Monitoring 

Displaying  

Description Command 

Displays basic information on IPv4 

TCP connection. 

show tcp connect [local-ip a.b.c.d] [local-port num] [peer-ip a.b.c.d] [peer-po

rt num] 

Displays IPv4 TCP connection 

statistics. 

show tcp connect statistics 

Displays IPv4 TCP PMTU. 
show tcp pmtu [local-ip a.b.c.d] [local-port num] [peer-ip a.b.c.d] [peer-port 

num] 

Displays IPv4 TCP port information. show tcp port [num] 

Displays basic information on IPv6 

TCP connection. 

show ipv6 tcp connect [local-ipv6 X:X:X:X::X] [local-port num] [peer-ipv6 X:

X:X:X::X] [peer-port num] 

Displays IPv6 TCP connection 

statistics. 

show ipv6 tcp connect statistics 

Displays IPv6 TCP PMTU. 
show ipv6 tcp pmtu [local-ipv6 X:X:X:X::X] [local-port num] [peer-ipv6 X:X:X:

X::X] [peer-port num] 

Displays IPv6 TCP port information. show ipv6 tcp port [num] 

Debugging 

 System resources are occupied when debugging information is output. Therefore, disable debugging immediately after 

use. 

Description Command 

Displays the debugging information 

on IPv4 TCP packets. 

debug ip tcp packet [ in | out] [local-ip a.b.c.d] [peer-ip a.b.c.d] [global] [local-port 

num] [peer-port num] [deeply] 

Displays the debugging information 

on IPv4 TCP connection. 

debug ip tcp transactions [local-ip a.b.c.d] [peer-ip a.b.c.d] [local-port num] 

[peer-port num] 

Displays the debugging information 

on IPv6 TCP packets. 

debug ipv6 tcp packet [ in | out] [local-ipv6 X:X:X:X::X] [peer-ipv6 X:X:X:X::X] 

[global] [local-port num] [peer-port num] [deeply] 

Displays the debugging information 

on IPv6 TCP connection. 

debug ipv6 tcp transactions [local-ipv6 X:X:X:X::X] [peer-ipv6 X:X:X:X::X] 

[local-port num] [peer-port num] 
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8 Configuring IPv4/IPv6 REF 

8.1 Overview 

On products incapable of hardware-based forwarding, IPv4/IPv6 packets are forwarded through the software. To optimize 

the software-based forwarding performance, Ruijie introduces IPv4/IPv6 express forwarding through software (Ruijie 

Express Forwarding, namely REF). 

REF maintains two tables: forwarding table and adjacency table. The forwarding table is used to store route information. The 

adjacency table is derived from the ARP table and IPv6 neighbor table, and it contains Layer 2 rewrite(MAC) information for 

the next hop.. 

REF is used to actively resolve next hops and implement load balancing.  

Protocols and Standards 

N/A 

8.2 Applications 

Application Description 

Load Balancing During network routing, when a route prefix is associated with multiple next hops, REF can 

implement load balancing among the multiple next hops.  

8.2.1 Load Balancing 

Scenario 

As shown in Figure 8-1, a route prefix is associated with three next hops on router A, namely, link 1, link 2, and link 3. By 

default, REF implements load balancing based on the destination IP address. Load balancing can be implemented based on 

the source IP address and destination IP address as well. 
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    punt   : 1  

    bcast  : 0  

8.5 Monitoring 

Displaying REF Packet 
Statistics 

REF packet statistics includes the number of forwarded packets and the number of packets discarded due to various causes. 

You can determine whether packets are forwarded as expected by displaying and clearing REF packet statistics.  

Command Description 

show ip ref packet statistics Displays IPv4 REF packet statistics.  

clear ip ref packet statistics Clears IPv4 REF packet statistics.  

show ipv6 ref packet statistics Displays IPv6 REF packet statistics.  

clear ipv6 ref packet statistics Clears IPv6 REF packet statistics.  

Displaying Adjacency 
Information 

You can run the following commands to display adjacency information:  

Command Description 

show ip ref adjacency [glean | local | ip-address | {interface 

interface_type interface_number ) | discard | statistics] 

Displays the gleaned adjacencies, local adjacencies, 

adjacencies of a specified IP address, adjacencies 

associated with a specified interface, and all adjacent 

nodes in IPv4 REF.  

show ipv6 ref adjacency [glean | local | ipv6-address | 

(interface interface_type interface_number) | discard | 

statistics] 

Displays the gleaned adjacencies, local adjacencies, 

adjacencies of a specified IPv6 address, adjacencies 

associated with a specified interface, and all adjacent 

nodes in IPv6 REF.  

Displaying Active 
Resolution Information 

You can run the following commands to display next hops to be resolved:  

Command Description 

show ip ref resolve-list Displays the next hop to be resolved . 

show ipv6 ref resolve-list Displays the next hop to be resolved. 

Displaying Packet 
Forwarding Path 
Information 
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Packets are forwarded based on their IPv4/IPv6 addresses. If the source and destination IPv4/IPv6 addresses of a packet 

are specified, the forwarding path of this packet is determined. Run the following commands and specify the IPv4/IPv6 

source and destination addresses of a packet. The forwarding path of the packet is displayed, for example, the packet is 

discarded, submitted to a CPU, or forwarded. Furthermore, the interface that forwards the packet is displayed.  

Command Description 

show ip ref exact-route source-ipaddress dest_ipaddress 
Displays the forwarding path of a packet. oob indicates 

out-of-band management network.  

show ipv6 ref exact-route src-ipv6-address dst-ipv6-address 
Displays the forwarding path of an IPv6 packet. oob 

indicates out-of-band, management network.  

Displaying Route 
Information in an REF 
Table 

Run the following commands to display the route information in an REF table:  

Command Description 

show ip ref route [default | {ip mask}| statistics] 

Displays route information in the IPv4 REF table. The 

parameter default indicates a default route. oob indicates 

out-of-band management network.  

show ipv6 ref route [ default | statistics | prefix/len ] 

Displays route information in the IPv6 REF table. The 

parameter default indicates a default route. oob indicates 

out-of-band management network.  

























 

12 

Configuration Guide Configuring NAT 

ip nat pool address-pool start-address 

end-address { netmask mask | 

prefix-length prefix-length }   

or 

ip nat pool pool-name { netmask netmask | 

prefix-length prefix-length } [ type rotary ]  

 

address start-ip end-ip [ match interface 

interface ]  

Defines a global IP address pool. For NAT, 

generally multiple IP addresses are 

defined. The number of address pools to 

be defined shall depend on the number of 

intranet users. 

access-list access-list-number permit 

ip-address wildcard 

Defines an ACL, so that only the 

addresses matching this ACL are 

translated. 

ip nat inside source list access-list-number 

{ [ pool address-pool ] | [ interface 

interface-type interface-number ] }  

overload  

Defines the dynamic source address 

translation relationship. The overload 

parameter may be omitted. It is used only 

to keep compatibility with mainstream 

vendors' configuration . 

Configuring NAPT 

 Mandatory configuration. It is used to configure NAPT. 

ip nat inside 
Marks the interface as connected to the 

inside. 

ip nat outside 
Marks the interface as connected to the 

outside. 

 Optional configuration. It is used to configure static NAPT. 

ip nat inside source static { UDP 

local-address port | TCP local-address port } 

global-address port [ permit-inside ]  

Defines the static inside source address 

translation relationship. 

 Optional configuration. It is used to configure dynamic NAPT. 

ip nat pool address-pool start-address 

end-address { netmask mask | 

prefix-length prefix-length }   

Defines a global IP address pool. For 

NAPT, generally only one IP address is 

defined. 

access-list access-list-number permit 

ip-address wildcard 

Defines an ACL, so that only the 

addresses matching this ACL are 

translated. 

ip nat inside source list access-list-number 

{ [ pool address-pool ] | [ interface 

interface-type interface-number ] }  

overload  

Defines the dynamic source address 

translation relationship. The overload 

parameter may be omitted. It is used only 

to keep compatibility with mainstream 

vendors' configuration. 

Configuring Overlapping 

NAT 
 Mandatory configuration.  It is used to enable overlapping networks to communicate 

using NAT. 
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ip nat inside 
Marks the interface as connected to the 

inside. 

ip nat outside 
Marks the interface as connected to the 

outside.. 

ip nat inside source static 

local-address global-address  

Configures inside source address 

translation. 

 Optional configuration. It is used to configure static NAT. 

ip nat outside source static global-address 

local-address  
Configures static NAT. 

 Optional configuration. It is used to configure dynamic NAT. 

ip nat pool address-pool start-address 

end-address { netmask mask | 

prefix-length prefix-length }  

Defines a global IP address pool. 

access-list access-list-number permit 

ip-address wildcard 

Defines an ACL, so that only the 

addresses matching this ACL are 

translated. 

ip nat outside source list 

access-list-number  pool address-pool  

Defines the dynamic source address 

translation relationship. The overload 

parameter may be omitted. It is used only 

to keep compatibility with mainstream 

vendors' configuration. 

Configuring TCP Load 

Balancing 

 Mandatory configuration. It is used to configure destination address polling and 

translation. 

ip nat inside Marks the interface as connected to inside. 

ip nat outside 
Marks the interface as connected to 

outside. 

ip nat pool address-pool start-address 

end-address { netmask mask | 

prefix-length prefix-length } 

Defines an IP address pool, which includes 

all physical host addresses. 

access-list access-list-number permit 

ip-address wildcard 

Defines an ACL, which matches the virtual 

host address only. 

 Ensure that the ACL is an extended 

ACL based on destination IP address 

matching. 

ip nat inside destination list 

access-list-number pool address-pool [ vrf 

vrf_name ] 

Defines the dynamic inside destination 

address translation relationship. 

Configuring ALG  Optional configuration. It is used to configure ALG for relevant protocols. 
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Whether a static route is active is computed based on the status of the local interface. When the exit interface of a static route 

is located at layer 3 (L3) and is in Up status (the link status is Up and the IP address is configured), this route is active and 

can be used for packet forwarding.  

1.3.2 Optimal Route Selection  

Administrative Distance 

When multiple routing protocols generate routes to the same destination, the priorities of these routes can be determined 

based on the administrative distance. A smaller administrative distance indicates a higher priority.  

Equal-Cost Route 

If multiple routes to the same destination have different next hops but the same administrative distance, these routes are 

mutually equal-cost routes. Packets are distributed among these routes to implement load balancing based on the balanced 

forwarding policy.  

On a specific device, the total number of equal-cost routes is limited. Routes beyond the limit do not participate in packet 

forwarding.  

Floating Route 

If multiple routes to the same destination have different next hops and different administrative distances, these routes are 

mutually floating routes. The route with the smallest administrative distance will be first selected for packet forwarding. If this 

route fails, a route with a larger administrative distance is further selected for forwarding, thus preventing communication 

interruption caused by a network line failure.  

1.3.3 Default Route 

In the forwarding routing table, the route with the destination network segment 0.0.0.0 and the subnet mask 0.0.0.0 is the 

default route. Packets that cannot be forwarded by other routes will be forwarded by the default route. The default route can 

be statically configured or generated by a dynamic routing protocol.  

Static Default Route 

On a L3 device, a static route with the network segment 0.0.0.0 and the subnet mask 0.0.0.0 is configured to generate the 

default route. 

Default Network 

The default network is configured to generate a default route. If the ip default-network command is configured to specify a 

network (a classful network, such as a Class A, B, or C network), and this network exists in the routing table, the router will 

use this network as the default network and the next hop of this network is the default gateway. As the network specified by 

the ip default-network command is a classful one, if this command is used to identify a subnet in a classful network, the 

router automatically generates a static route of the classful network instead of any default route.  
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S     1.1.3.0/24 [1/0] via 1.1.13.3, GigabitEthernet 0/ 2 

C     1. 1.12.0/24 is directly connected, GigabitEthernet 0/ 2 

C     1.1.12.1/32 is local host.  

C     1.1.13.0/24 is directly connected, GigabitEthernet 0/ 3 

C     1.1.13.1/32 is local host.  

R2 R2# show ip route  

Codes:  C -  Connected, L -  Local, S -  Static  

        R -  RIP, O -  OSPF, B -  BGP, I -  IS- IS 

        N1 -  OSPF NSSA external type 1, N2 -  OSPF NSSA external type 2 

        E1 -  OSPF external type 1, E2 -  OSPF external type 2  

        SU -  IS- IS summary, L1 -  IS- IS level - 1, L2 -  IS- IS level - 2 

        IA -  Inter area, * -  candidate default  

 

Gateway of last resort is no set  

S     1.1.1.0/24 [1/0] via 1.1.12.1, GigabitEthernet 0/0  

C     1.1.2.0/24 is directly connected, GigabitEthernet 0/0  

C     1.1.2.1/32 is local host.  

S     1.1.3.0/24 [1/0] via 1.1.23.3, Gigabit Ethernet 0/ 3 

C     1.1.12.0/24 is directly connected, GigabitEthernet 0/1  

C     1.1.12.2/32 is local host.  

C     1.1.23.0/24 is directly connected, GigabitEthernet 0/ 3 

C     1.1.23.2/32 is local host.  

R3 R3# show ip route  

Codes:  C -  Connected, L -  Local , S -  Static  

        R -  RIP, O -  OSPF, B -  BGP, I -  IS- IS 

        N1 -  OSPF NSSA external type 1, N2 -  OSPF NSSA external type 2 

        E1 -  OSPF external type 1, E2 -  OSPF external type 2  

        SU -  IS- IS summary, L1 -  IS- IS level - 1, L2 -  IS- IS level - 2 

        IA -  Inter area, * -  candidate default  

 

Gateway of last resort is no set  
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Codes:  C -  Connected, L -  Local, S -  Static  

        R -  RIP, O -  OSPF, B -  BGP, I -  IS- IS 

        N1 -  OSPF NSSA external type 1, N2 -  OSPF NSSA external type 2 

        E1 -  OSPF external type 1, E2 -  OSPF external type 2  

        SU -  IS- IS summary, L1 -  IS- IS level - 1, L2 -  IS- IS level - 2 

        IA -  Int er area, * -  candidate default  

 

Gateway of last resort is no set  

C     1.1.1.0/24 is directly connected, GigabitEthernet 0/ 0 

C     1.1.1.1/32 is local host.  

S     1.1. 3.0/24 [1/0] via 1.1.1 3. 3 

S     1.1. 4.0/24 [1/0] via 1.1.1 2.2 

C     1.1.12.0/24 is direc tly connected, GigabitEthernet 0/ 2 

C     1.1.12.1/32 is local host.  

C     1.1.13.0/24 is directly connected, GigabitEthernet 0/ 3 

C     1.1.13.1/32 is local host.  

1.5 Monitoring 

Displaying 

Description Command 

Displays the IPv4 routing table. show ip route 

Displays the IPv6 routing table. show ipv6route 

Debugging 

 System resources are occupied when debugging information is output. Therefore, disable debugging immediately after 

use. 

Description Command 

Debugs IPv4 route management. debug nsm kernel ucast- v4 

Debugs IPv6 route management. debug nsm kernel ucast-v6 

Debugs default network 

management. 

debug nsm kernel default-network 

Debugs internal events of route 

management. 

debug nsm events 
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Debugs sending of route 

management and routing protocol 

messages. 

debug nsm packet send 

Debugs receiving of route 

management and routing protocol 

messages. 

debug nsm packet recv 
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feature, packets are transparently transmitted instead of establishing any flow on wireless products when the flow table is full, 

and service processing is not accelerated, thereby ensuring that service flows are not interrupted. 

2.3.2 Flow Entry Aging 

Working Principle 

The aging of a flow entry means that the device actively withdraws the flow entry when there is no data exchange in a certain 

period of time. If a session attack occurs, the flow table will be full, causing the failure to establish sessions. The aging of the 

flow table is designed to solve this problem. For flow entries of different data types, their aging time shall be set according to 

actual service requirements. For flows of different service data types, different aging time shall be set according to different 

states of the flows. For example, the aging time of a TCP flow in SYN status is different from that of a TCP flow in 

ESTABLISH status. For example again, when a port scanning attack occurs on a network, abundant flow table resources of 

the system are occupied, and then appropriate aging time can be configured for flows established on these connections 

according to the states of the flows, so as to effectively reclaim flow entries and avoid flow interruption. Configuring 

appropriate aging time can help to reduce "useless" flow entries in the flow table while meeting the requirement for 

exchanging service data flows. 

2.3.3 Number of Packets Permitted in a Flow 

Working Principle 

For each flow in the current status, there is a counter that records the number of packets processed in the flow. An attacker 

may send a large number of packets of a certain type to wage a traffic attack, in which case other types of packets cannot be 

processed in time. You can configure the number of packets permitted to pass in a flow in a certain status, so as to solve this 

problem and meet the requirement for exchanging service data flows. 

2.3.4 TCP Status Tracing 

Working Principle 

A complete handshake process is required for the establishment of a TCP connection; otherwise, the connection is 

illegitimate or the packets are attack packets. The FPM needs to trace the states of TCP connections, so as to distinguish 

flows that are established over TCP session connections in various states and determine whether the connections are 

legitimate. In some special scenarios such as asymmetrical routing, however, the states of TCP connections cannot be 

traced and then this function should be disabled. 

2.3.5 Packet Threshold for Flows in Various States 

Working Principle 

For a flow in a certain status established over a connection, there is an upper limit on the number of packets permitted on the 

legitimate connection. If this upper limit is exceeded, a packet flooding attack probably occurs, occupying the forwarding 

resources of the system. Therefore, you can configure a packet threshold for flows in various states so as to effectively 

defend against such attacks. 
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Displays the counters about the IPv4 

packets  

show ip fpm counters 

Displays the counters about the IPv6 

packets  

show ip v6fpm counters 

Displays IPv4 packet flow information show ip fpm flows 

Displays IPv4 packet flow information 

except specific IPv4 packet flows 

show ip fpm flows filter 

Displays IPv6 packet flow information show ip v6fpm flows 

Displays IPv6 packet flow information 

except specific IPv6 packet flows 

show ip v6fpm flows filter 

Displays IPv4 flow statistics show ip fpm statistics 

Displays IPv6 flow statistics show ip v6fpm statistics 
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 The selection of the Web authentication versions depends on the type of the portal server in use. 

 Command parameters in this document may be shared by the three Web authentication versions or not. Read through 

this document carefully to avoid parameter misconfiguration that will affect Web authentication. 

Overview 

Feature Description 

Ruijie First-Generation 

Web Authentication 

The portal server is deployed and supports only Ruijie First-Generation Web Authentication. 

Ruijie Second-Generation 

Web Authentication 

The portal server is deployed and complies with the CMCC WLAN Service Portal Specification. 

Ruijie iPortal Web 

Authentication 

The portal server is not deployed, and the NAS supports Webpage interaction. 

1.3.1. Ruijie First-Generation Web Authentication 

HTTP Interception 

HTTP interception means the NAS intercepts to-be-forwarded HTTP packets. Such HTTP packets are initiated by the 

browsers of the clients connected to the NAS, but they are not destined for the NAS. For example, when a client attempts to 

visit the website www.google.com using the Internet Explorer, the NAS is expected to forward the HTTP request packets to 

the gateway. If HTTP interception is enabled, these packets will not be forwarded. 

After HTTP interception is successful, the NAS redirects the HTTP requests from the client to itself to establish a session 

between them. Then, the NAS pushes a Webpage to the client through HTTP redirection, which can be used for 

authentication, software downloading or other purposes. 

You can specify the clients and destination interfaces to enable or disable HTTP interception for Web authentication. In 

general, HTTP requests from unauthenticated clients will be intercepted, and those from authenticated clients will not. HTTP 

interception is the foundation of Web authentication. Web authentication is automatically triggered once HTTP interception 

succeeds. 

HTTP Redirection 

According to HTTP protocols, after the NAS receives a HTTP GET or HEAD request packet from a client, a packet with 200 

(Ok) status code is replied if it is able to provide the required resources, or a packet with 302 (Moved Temporarily) status 

code is returned if unable. Another URL is provided in the 302 packet. After receiving the packet, the client may resend a 

HTTP GET or HEAD request packet to the new URL for requesting resources. This process is called redirection. 

HTTP redirection is an important procedure following HTTP interception in Web authentication. It takes the advantage of 302 

status code defined in HTTP protocols. HTTP interception creates a session between the NAS and a client. The client sends 

HTTP GET or HEAD request packets (which should have been sent to another site) to the NAS. The NAS responds with a 

302 packet with a specific redirection page. Thereby, the client resends the requests to the redirection page. 

Because more and more application programs run HTTP protocols, the use of the 302 redirection packet may divert a large 

amount of HTTP traffic (not sent by browsers) to the portal server, which will affect network authentication. To address this 

problem, HTTP redirection technology on the NAS adopts noise reduction to replace the 302 packets with the js script. 
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Working Principle 

Figure 1-1 shows the networking topology of Web authentication. 

First-generation Webauth roles: 

1. Authentication client: Is usually a browser running HTTP protocols. It sends HTTP requests for accessing the Internet. 

2. NAS: Is an access-layer device in a network (for example, a wireless access point [AP] on a wireless network). The 

NAS is directly connected to clients and must be enabled with Web authentication. 

3. Portal server: Provides a Web page for Web authentication and related operations. After receiving an HTTP 

authentication request from a client, the portal server extracts account information from the request, sends the 

information to the RADIUS server for authentication, and notifies the client and NAS of the authentication result. Figure 

1-1 shows Ruijie ePortal server. 

4. RADIUS server: Provides the RADIUS-based authentication service to remote clients. The portal server extracts users' 

authentication account information from HTTP packets and initiates authentication requests to the RADIUS server 

through the RADIUS protocol. The RADIUS server returns the authentication result to the portal server through the 

RADIUS protocol. Figure 1-1 shows the RADIUS server installed with the RG-SAM program. 

First-generation Webauth process: 

1. Before authentication, the NAS intercepts all HTTP requests from a client and redirects these requests to the iPortal 

server. Thereafter, an authentication page is displayed on the browser. 

2. During authentication, the client enters information, for example, username, password, and verification code, on the 

Webauth URL to interact with the portal server and complete authentication. 

3. After the user is authenticated, the portal server notifies the NAS that the client has passed authentication, and the NAS 

allows the client to access resources on the Internet. 

Figure 1-2 shows the flowchart of Ruijie First-Generation Web Authentication by using an AP as the NAS. 

Figure 1-2 Flowchart of Ruijie First-Generation Web Authentication 
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2. During authentication, the client enters information, for example, username, password, and verification code, on the 

Webauth URL to interact with the portal server. 

3. The portal server sends the user authentication information to the NAS. 

4. The NAS initiates authentication to the RADIUS server and returns the authentication result to the portal server. 

5. The portal server displays the authentication result (success or failure) to the user on a page. 

Figure 1-3 Flowchart of Ruijie Second-Generation Web Authentication 

 

Second-generation client logout process: 

There are two scenarios of client logout. One scenario is detected by the NAS that a client gets offline for the maximum 

online time is out, the upper traffic limit is reached, or the link is disconnected. The other scenario is detected by the portal 

server that a client logs out by clicking the Logout button on the logout page or the keep-alive page is invalid. 

1. When a user clicks the Logout button on the online page, the portal server notifies the NAS to get the user offline. 
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The following figure shows the process where an STA not bound with a MAC address associates the SSID enabled with 

MAC address-based SMS authentication to access the Internet. Compared with Ruijie Second-Generation Web 

Authentication, MAC address-based SMS authentication is added with the procedures of querying MAC address binding and 

notifying the bound portal server of user login/logout. The rest of the process is the same. If the STA selects the Bind check 

box when performing authentication on the portal server, the portal server will bind the STA with a MAC address. Next time 

the STA can access the Internet directly. 

Figure 1-4 Flowchart of SMS Authentication for Unbound STAs 
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After an STA is bound with a MAC address, the user does not need to open the browser to perform authentication for Internet 

access. Network access is automatically completed after the STA is associated with a network, which greatly facilitates 

wireless network access. 

Figure 1-5 Flowchart of SMS Authentication for Bound STAs 
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4. Authentication server: Provides the authentication service. The authentication server negotiates with the portal server to 

determine the protocol (for example, RADIUS) used by authentication. 

Main process of WiFiDog Web authentication: 

1. Before authentication, the NAS intercepts all HTTP requests from a client and redirects these requests to the iPortal 

server. Thereafter, an authentication page is displayed on the browser. 

2. During authentication, the client enters information, for example, username, password, and verification code, on the 

Webauth URL to interact with the portal server. 

3. The portal server checks the validity of the client information in the background. If authentication fails, the portal server 

displays the failed authentication result to the client on a Web page. If authentication is successful, the portal server 

redirects the client to the NAS. 

4. After receiving a request from the client, the NAS initiates check to the portal server. The NAS redirects the client to a 

Webpage provided by the portal server based on the check result. 
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Figure 1-6 Flowchart of WiFiDog Web Authentication  

 

Client logout process: 

There are two scenarios of client logout. One scenario is detected by the NAS that a client gets offline for the maximum 

online time is out, the upper traffic limit is reached, or the link is disconnected. The other scenario is detected by the portal 

server that a client logs out by clicking the Logout button on the logout page. 

1. When a client clicks the Logout button, a logout request is sent to the portal server and NAS. (The logout request to the 

portal server and NAS may not be simultaneous, depending on the capability of the portal server.) 
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Same as the HTTP redirection technology of Ruijie First-Generation Web Authentication. 

Working Principle 

The networking topology of WeChat Web authentication is the same as shown in Figure1-1. 

Roles involved in WeChat Web authentication: 

1. User: Is who sets up a Wi-Fi connection through WeChat to access the Internet. 

2. In-shop AP: Is a fat AP or a fit AP. 

3. Authentication server: Is a portal server or other authentication server like Marketing Cloud Platform (MCP), Wireless 

Marketing Cloud (WMC), or a third-party server. 

4. WeChat server: Is a WeChat background server. 

Process of scanning quick response (QR) codes by WeChat for authentication: 

1. A user initiates a Wi-Fi connection request by scanning the QR code through WeChat. 

2. The WeChat App identifies the QR code and calls the WeChat server (through the GSM by the mobile phone.) 

3. The WeChat server checks the connection request based on the QR code policy. 

4. The WeChat server returns an SSID to the WeChat user for its connection. 

5. The WeChat user sends a connection request to the AP. 

6. After connecting to the AP, the WeChat user sends a blacklist request, with the requested address being 

http://10.1.0.6/redirect. The request aims to inform the AP that the request is sent by a WeChat client. 

7. After receiving the blacklist request, the AP sends a 302 redirection request, in which the auth parameter carries the 

MAC addresses of the mobile phone and AP in encryption mode. 

8. After receiving the auth parameters, the WeChat client sends the WeChat server a whitelist request carrying the auth 

parameters for Wi-Fi connection authorization. Before that, the IP address of the WeChat server must be added to the 

whitelist of the AP to enable the AP to permit the authentication request to pass before the authentication on the AP is 

complete. 

9. The AP determines that the requested IP address is in the whitelist and permits the whitelist request to pass to the 

WeChat server. 

10. The WeChat server sends an HTTP-based authorization request to the device vendor server. The request maps 

interface 8. (Interface 13 must be called to set the device vendor server URL and token parameter in advance.) 

11. The device vendor server implements authorization according to the authorization request and returns an 

authentication address and parameter (which maps the login parameter on interface 8). 

12. The WeChat server returns the authentication address and parameter to the WeChat client. 

13. The WeChat client requests the authentication address (by sending a login request). 

14. The AP or device vendor server implements Internet access authentication. The AP permits the MAC address of the 

mobile phone to pass, and the device vendor server calls interface 7 to notify the WeChat server of successful Internet 

access (see step 15 in Figure 1-7). The AP returns a 302 redirection packet carrying the res=success parameter to the 
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WeChat client. The WeChat client determines that Internet access authorization is successful based on this parameter. 

A page indicating that a Wi-Fi connection is set up successfully is displayed on the WeChat client. 

Figure 1-7 QR Code Scan Process in WeChat-Based Wi-Fi Connection Authentication 

 

Process of the Internet access of multiple mobile devices by scanning dynamic QR codes on a PC: 

A user starts a PC to set up a Wi-Fi connection and chooses to connect to an SSID (steps 1 and 2). When the user opens the 

browser and accesses a website, the browser sends a network request (step 3). The AP returns a 302 packet to display a 

portal authentication page on the browser. To enable a mobile phone to connect to the Internet by scanning a QR code 

displayed on the PC, the AP sends a request to the device vendor server (step 4), which calls interface 2 of the WeChat 

server to obtain the URL of the QR code photo (step 5). The WeChat server returns the URL of the QR code photo to the 

device vendor server (step 6), which then sends the URL to the AP (step 7). The AP sends the browser a 302 packet carrying 

the URL, which will be embedded into the portal authentication page. The mobile phone can scan the QR code (step 10) and 

connect to the Internet based on the normal access process. 
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Configuration Description and Command 

snmp-server enable traps web-auth 
Enables the SNMP-server Trap/Inform 

function. 

web-auth enable 
Enables Ruijie First-Generation Web 

Authentication on an interface. 

Configuring Ruijie 

Second-Generation Web 

Authentication 

 (Mandatory) It is used to set the basic parameters of Ruijie Second-Generation Web 

Authentication. 

aaa new-model Enables AAA. 

radius-server host {ip-address}[ auth-port 

port-number ] [ acct-port port-number ] key 

{string} 

Configures the RADIUS-server host and 

communication key. 

aaa authentication web-auth { default | 

list-name } method1 [ method2...] 

Configures an AAA method list for Web 

authentication. (RADIUS authentication is 

implemented.) 

aaa accounting network { default | 

list-name } start-stop method1 [ method2...] 

Configures an AAA method list for Web 

Accounting. (RADIUS accounting is 

implemented.) 

web-auth template{eportalv2 

|portal-namev2} 

Configures a second-generation Webauth 

template. 

ip {ip-address } 
Configures the IP address of the portal 

server. 

url { url-string } 
Configures the Webauth URL of the portal 

server. 

web-auth portal key { key-string } 
Configures the Webauth communication 

key. 

web-auth enable{ eportalv2 | 

template-name } 

Enables Ruijie Second-Generation Web 

Authentication on an interface. 

Configuring Ruijie iPortal 

Web Authentication 

 (Mandatory) It is used to set the basic parameters of Ruijie iPortal Web authentication. 

aaa new-model Enables AAA. 

radius-server host { ip-address } [ auth-port 

port-number ] [ acct-port port-number ] key 

{ string } 

Configures the RADIUS-server host and 

communication key. 

aaa authentication iportal { default | 

list-name } method1 [ method2...] 

Configures an AAA method list for Ruijie 

iPortal Web Authentication. (RADIUS 

authentication is implemented.) 

aaa accounting network { default | 

list-name } start-stop method1 [ method2...] 

Configures an AAA method list for Ruijie 

iPortal Web Accounting. (RADIUS 

accounting is implemented.) 

web-auth template iportal Configures the iPortal Web-auth template. 
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Configuration Description and Command 

web-auth enable iportal 
Enables Ruijie iPortal Web Authentication 

on an interface. 

Configuring MAC 

Address-Based SMS 

Authentication 

 (Mandatory) It is used to set the basic parameters of MAC address-based SMS 

authentication. 

aaa new-model Enables AAA. 

radius-server host { ip-address } [ auth-port 

port-number ] [ acct-port port-number ] key 

{ string } 

Configures the RADIUS-server host and 

communication key. 

web-auth template eportalv2 
Configures a second-generation Webauth 

template. 

web-auth sms-flow interval interval 

threshold flows 

Configures the detection interval and traffic 

threshold for MAC address-based SMS 

authentication. 

web-auth bind-portal string [ type 

{ group-spec | local-spec}] 

Configures the portal server bound for MAC 

address-based SMS authentication. 

web-auth winterface string 
Sets the winterface field in the redirected 

URL. 

web-auth wlan-ac-ip ipv4 Sets the ACIP field in the redirection URL. 

Configuring WiFiDog 

Authentication 

 (Mandatory) It is used to set the basic parameters of WiFiDog authentication. 

web-auth template wifidog 
Configures a WiFiDog authentication 

template. 

ip {ip-address } 
Configures the IP address of the portal 

server. 

url { url-string } 
Configures the Webauth URL of the portal 

server. 

nas-ip { ip-address } Configures the IP address of the NAS. 

web-auth portal wifidog 
Specifies a WiFiDog authentication 

template. 

webauth Enables Web authentication. 

Configuring WeChat Web 

Authentication 

 (Mandatory) It is used to set the basic parameters of WeChat authentication. 

web-auth template { wechat | (portal-name 

wechat )} 
Configures a WeChat Webauth template. 

ip {ip-address } 
Configures the IP address of the portal 

server. 

service-url { url-string } Configures the WeChat Webauth URL. 

key { key-string } Configures the portal communication key. 
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Configuration Description and Command 

web-auth portal wechat Specifies a WeChat Webauth template. 

webauth Enables Web authentication. 

Specifying an Authentication 

Method List 

 (Optional) It is used to specify an AAA authentication method list in template 

configuration mode. The name of the method list must be correctly specified. 

authentication { mlist-name } 

Specifies an AAA authentication method 

list(only for Ruijie Second-Generation Web 

Authentication and Ruijie iPortal Web 

Authentication.) 

Specifying an Accounting 

Method List 

 (Optional) It is used to specify an AAA accounting method in template configuration 

mode. The name of the method list must be correctly specified. 

accounting { mlist-name } 

Specifies an AAA accounting method 

list(only for Ruijie Second-Generation Web 

Authentication and Ruijie iPortal Web 

Authentication.) 

Configuring the 

Communication Port of the 

Portal Server 

 (Optional) It is used to specify the UDP port of the portal server in template configuration 

mode. The configured port number must be consistent with that on the RADIUS server. 

port { port-num } 
Configures the communication port of the 

portal server. 

Specifying the Webauth 

Binding Mode 

 (Optional) It is used to specify the entry binding mode in template configuration mode. 

bindmode {ip-mac-mode | ip-only-mode} Specifies the template binding mode. 

Customizing a Page Suite 

 (Optional) It is used to configure the page suite used by Ruijie iPortal Web 

Authentication for a template. 

page-suite file-name 
Customizes a page suite for Ruijie iPortal 

Web Authentication. 

Configuring an 

Advertisement URL 

 (Optional) It is used to configure an iPortal Webauth advertisement URL in template 

configuration mode. 

popup url 
Configures an iPortal Webauth 

advertisement URL. 

Specifying the Advertisement 

Mode 

 (Optional) It is used to specify the iPortal Webauth advertisement mode in template 

configuration mode. 

popup-mode [login-popup | online-popup] 
Specifies the iPortal Webauth advertisement 

mode. 

Configuring the Format of the  (Optional) It is used to configure the redirection URL format for a template. 
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Configuration Description and Command 

Webauth URL fmt custom  Configures the format of the Webauth URL. 

Configuring the Redirection 

HTTP Port 

 (Optional) It is used to configure the TCP interception port for redirection, so that the 

packets on the specified port can be redirected when interception is enabled. 

http redirect port { port-num } Configures the redirection TCP port. 

Configuring Rate Limit 

Webauth Logging 
 (Optional) It is used to configure the syslog function in Web authentication. 

web-auth logging enable {num } Configures the rate limit Webauth logging. 

Configuring the Maximum 

Number of HTTP Sessions 

for Unauthenticated Clients 

 (Optional) It is used to adjust the HTTP session limit. The limit value needs to be 

increased when there are many sessions in the background. 

http redirect session-limit { session-num } 

[ port { port-session-num }] 

Configures the maximum number of HTTP 

sessions for unauthenticated clients. 

Configuring the HTTP 

Redirection Timeout 

 (Optional) It is used to modify the timeout period for redirection connections. The timeout 

needs to be increased to complete redirection when the network condition is bad. 

http redirect timeout{ seconds } Configures the HTTP redirection timeout. 

Configuring the 

Straight-Through ARP 

Resource Range 

 (Optional) It is used to permit the ARP of the specified addresses to pass. The gateway 

ARP must be permitted to pass when ARP check is enabled. 

http redirect direct-arp { ip-address 

[ ip-mask ] } 

Configures the straight-through ARP 

resource. 

Configuring an 

Authentication-Exempted 

Address Range 

 (Optional) It is used to exempt clients from authentication when accessing the Internet. 

web-auth direct-host { ip-address [ ip-mask ]  

[ arp ] } [ port interface-name | mac-address } 

Configures the range of the IP or MAC 

addresses of clients free from 

authentication. 

Configuring the Interval for 

Updating Online User 

Information 

 (Optional) It is used to configure the interval for updating online user information. 

web-auth update-interval { seconds } 
Configures the interval for updating online 

user information. 

Configuring Portal Detection 

 (Optional) It is used to detect the availability of the portal server. If it is not available, the 

services are switched to the standby portal server. This function must be used together 

with portal standby function. 

web-auth portal-check [interval intsec 

[timeout tosec] [retransmit retries] 

Configures the portal server detection 

interval, timeout period, and timeout 

retransmission times. 

web-auth ping [interval minutes] [retry 

times] 

Configures the ping detection interval and 

timeout retransmission times. 
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Configuration Description and Command 

Configuring Portal Escape 
 (Optional) It is used to allow new clients to access the Internet without authentication 

when the portal server is not available. 

web-auth portal-escape Configures portal escape. 

Enabling DHCP Address 

Check 

 (Optional) It is used to check whether the IP address of a client is allocated by the DHCP 

server. If not, the client's authentication request is denied. 

web-auth dhcp-check 
Checks whether the IP address of a client is 

assigned by the DHCP server. 

Disabling Link Detection 

 (Optional) It is used for jitter-off purposes to prevent the deletion of a client's Web 

authentication entry when the link of the client is disconnected, so that the client can 

access the Internet again without authentication. 

no web-auth sta-leave detection Disables link detection. 

Disabling Portal Extension 

 (Optional) It is used to disable portal extension in order to interwork with CMCC standard 

portal server. Portal extension must be enabled for interworking with Ruijie portal server 

software. 

no web-auth portal extension Disables portal extension. 

Configuring a Whitelist and 

Blacklist 

 (Optional) It is used to configure a blacklist to prevent authenticated clients from 

accessing some network resources, and a whitelist to allow unauthenticated clients to 

access some network resources. 

web-auth acl{black-ip ip|black-port 

port|black-url name|white-url name} 
Configures a whitelist and blacklist. 

Configuring Jitter-off 

Accounting 

 (Optional) It is used to configure whether the jitter-off duration is included into the online 

duration, in order to improve accounting precision. The jitter-off duration depends on the 

jitter-off configuration of a specific product. 

web-auth accounting jitter-off 

Configures the jitter-off duration. (Use the 

no form of this command to disable this 

function.) 

Configuring the Portal 

Communication Port 

 (Optional) It is used to configure the port (source port) used for the communication 

between the NAS and portal server. 

ip portal source-interface interface-type 

interface-num 

Specifies the port used for the 

communication between the NAS and portal 

server. 

Configuring a 

NDKEY-Compatible 
 (Optional) It is used to configure the Webauth URL used in Web authentication to 

support the Shanghai NDKEY system. 
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Configuration Description and Command 

Webauth URL 
web-auth dkey-compatible url-parameter 

string 

Configures a NDKEY-Compatibility 

compatible between the Shanghai NDKEY 

system and redirection Webauth URL. 

Enabling NAT for Ruijie 

iPortal Web Authentication 

 (Optional) It is used to configure Ruijie iPortal Web Authentication to support network 

address translation (NAT). 

iportal nat enable 
Enables NAT for Ruijie iPortal Web 

Authentication. 

Configuring the iPortal HTTP 

Retransmission Times 

 (Optional) It is used to configure the iPortal HTTP retransmission times. 

iportal retransmit count 
Configures the iPortal HTTP retransmission 

times. 

Configuring Service 

Selection in Ruijie iPortal 

Web Authentication 

 (Optional) It is used to configure the service type used by Ruijie iPortal Web 

Authentication. 

iportal service [ internet internet-name] 

[ local local-name ] 

Configures the service type used by Ruijie 

iPortal Web Authentication. 

Configuring the Accounting 

Method List of Web 

Authentication 

 (Optional) It is used to configure an accounting method based on the template. 

web-auth accounting v2 { default | name} 
Configures an accounting method based on 

the template. 

Configuring a Web 

Authentication Method List 

 (Optional) It is used to configure an authentication method based on the template. 

web-auth authentication v2 { default | 

name} 

Configures an authentication method based 

on the template. 

Enabling iOS Automatic 

Pop-up Window Control in 

WeChat-Based 

Authentication 

 (Optional) It is used to enable the automatic display of a Web configuration page in iOS 

systems with wireless association. 

http redirect adapter ios 

Enables the automatic display of a Web 

configuration page in iOS systems with 

wireless association. 

Configuring Online User 

Detection Under WLANSEC 

 (Optional) It is used to configure online user detection under WLANSEC. 

web-auth offline-detect interval interval 

flow thredshold 

Configures online user detection under 

WLANSEC. 

Configuring Transparent 

Transmission of the 0x05 

Attribute of the Portal 

Protocol 

 (Optional) It is used to configure transparent transmission of the 0x05 attribute of the 

portal protocol.  

web-auth portal-attribute [5 | textinfo] 
Configures transparent transmission of the 

0x05 attribute of the portal protocol.  
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Description Command 

Forces users offline. clear web-auth user { all | ip ip-address | mac mac-address | name name-string | 

session-id num } 

Clears all the straight-through 

network resources. 

clear web-auth direct-site 

Clears all the 

authentication-exempted users. 

clear web-auth direct-host 

Clears the Webauth blacklist and 

whitelist configuration. 

clear web-auth acl  

Displaying 

Description Command 

Displays the Webauth blacklist and 

whitelist configuration. 

show web-auth acl 

Displays the basic parameters of 

Web authentication. 

show web-auth parameter 

Displays the Webauth template 

configuration. 

show web-auth template 

Displays the 

authentication-exempted host range.  

show web-auth direct-host  

Displays the straight-through address 

range. 

show web-auth direct-site  

Displays the straight-through ARP 

range. 

show web-auth direct-arp 

Displays the TCP interception port. show web-auth rdport 

Displays the Webauth configuration 

on a port. 

show web-auth control 

Displays the online information of all 

users or specified users. 

show web-auth user{ all | ip ip-address | ipv6-address | mac mac-address | name 

name-string } 

Displays the Webauth CGI 

configuration. 

show web-auth cgi 

Displays the basic global Webauth 

information. 

show web-auth global 

Displays the global Webauth 

template. 

show web-auth global authentication 

Displays the customized Webauth 

page suite. 

show web-auth global customized-pages 

Displays the iPortal server 

information. 

show web-auth global local-portal 
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Description Command 

Displays the global Webauth 

template. 

show web-auth global template 

Displays the global Webauth type. show web-auth global webauth-type 

Displays the Webauth configuration. show web-auth info 

Displays the iPortal Webauth 

information. 

show web-auth local-portal 

Displays the Webauth portal check 

information. 

show web-auth portal-check 

Displays the noise reduction 

configuration of Web authentication. 

show web-auth noise 

Debugging 

 System resources are occupied when debugging information is output. Disable the debugging switch immediately after 

use. 

Description Command 

Debugs Web authentication. debug web-auth all 
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 The system supports a maximum of 32 domains. 

2.4 Configuration 

Configuration Description and Command 

Configuring AAA 

Authentication 

 Mandatory if user identities need to be verified. 

aaa new-model Enables AAA. 

aaa authentication login Defines a method list of login authentication. 

aaa authentication enable Defines a method list of Enable 

authentication. 

aaa authentication dot1x Defines a method list of 802.1X 

authentication. 

aaa authentication ppp Defines a method list of PPP authentication. 

aaa local authentication attempts Sets the maximum number of login 

attempts. 

aaa local authentication lockout-time Sets the maximum lockout time after a login 

failure. 

aaa local user allow public account Enables local account (username or subs) 

sharing in Web and iPortal authentication. 

Configuring AAA 

Authorization 

 Mandatory if different permissions and services need to be assigned to users. 

aaa new-model Enables AAA. 

aaa authorization exec Defines a method list of EXEC authorization. 

aaa authorization commands Defines a method list of command 

authorization. 

aaa authorization network Configures a method list of network 

authorization. 

authorization exec Applies EXEC authorization methods to a 

specified VTY line. 

authorization commands Applies command authorization methods to 

a specified VTY line. 

Configuring AAA Accounting 

 Mandatory if accounting, statistics, and tracking need to be performed on the network 

resource usage of users. 

aaa new-model Enables AAA. 

aaa accounting exec Defines a method list of EXEC accounting. 

aaa accounting commands Defines a method list of command 

accounting. 

aaa accounting network Defines a method list of network accounting. 
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Step 3: Configure an AAA authorization method list according to different access modes and service types. 

Step 4: Apply the configured method list to an interface or line. Skip this step if the default authorization 

method is used.  

EXEC authorization is often used with login authentication, which can be implemented on the same line. 

NAS Ruijie#configure terminal  

Ruijie(config)#username user password  pass  

Ruijie(config)#username user privilege 6  

Ruijie(config)#aaa new - model 

Ruijie(config)#radius - server host 10.1.1.1  

Ruijie(config)#radius - server key  test  

Ruijie(config)#aaa authentication login list1 group local  

Ruijie(config)#aaa authorization exec list2 group radius local  

Ruijie(config)#line vty 0 4  

Ruijie(config - line)#login authentication list1  

Ruijie(config - line)# authorization exec list2  

Ruij ie(config - line)#exit  

  

Verification  Run the show run and show aaa method-list commands on the NAS to display the configuration. 

NAS Ruijie#show aaa method- list  

 

Authentication method - list:  

aaa authentication login list1 group local  

 

Accounting method- list:  

 

Authorization method - list:  

aaa authorization exec list2 group radius local  

 Ruijie# show running - config  

aaa new- model 

!  

aaa authorization exec list2 group local  

aaa authentication login list1 group radius local  
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Ruijie(config)#tacacs - server key aaa  

Ruijie(config)#aaa authentication login default local  

Ruijie(config)#aaa authorization commands 15 default group tacacs+ local  

Ruijie(config)#aaa authorizati on console  

Verification  Run the show run and show aaa method-list commands on the NAS to display the configuration. 

NAS Ruijie#show aaa method- list  

 

Authentication method - list:  

aaa authentication login default local  

 

Accounting method- list:  

 

Authorizat ion method- list:  

aaa authorization commands 15 default group tacacs+ local  

 Ruijie#show run  

!  

aaa new- model 

!  

aaa authorization console  

aaa authorization commands 15 default group tacacs+ local  

aaa authentication login default local  

!  

!  

nfpp 

!  

vlan 1  

!  

username user1 password 0 pass1 

username user1 privilege 15  

no service password - encryption  

!  
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Ruijie(config)#aaa authentication login list1 group local  

Ruijie(config)#aaa accounting exec list3 start - stop group radius  

Ruijie(config)#l ine vty 0 4  

Ruijie(config - line)#login authentication list1  

Ruijie(config - line)# accounting  exec list3  

Ruijie(config - line)#exit  

  

Verification  Run the show run and show aaa method-list commands on the NAS to display the configuration. 

NAS Ruijie#show a aa method- list  

 

Authentication method - list:  

aaa authentication login list1 group local  

 

Accounting method- list:  

aaa accounting exec list3 start - stop group radius  

Authorization method - list:  

 Ruijie# show running - config  

aaa new- model 

!  

aaa accounting exec list3 start - stop group radius  

aaa authentication login list1 group local  

!  

username user password  pass  

!  

radius - server host 10.1.1.1  

radius - server key 7 093b100133  

!  

line con 0  

line vty 0 4  

 accounting  exec list3  

 login authentication list1  
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Scenario  

Figure 2-13 

 

  
Configuration 

Steps  

Step 1: Enable AAA. 

Step 2: If remote server-group accounting needs to be implemented, configure a RADIUS server in advance.  

Step 3: Configure an AAA accounting method list according to different access modes and service types. 

Step 4: Apply the configured AAA accounting method list. Skip this step if the default accounting method is 

used. 

 Accounting is performed only when 802.1X authentication is completed. 

NAS Ruijie#configure terminal  

Ruijie(config)#username user password  pass  

Ruijie(config)#aaa new - model 

Ruijie(config)#radius - server host 10.1.1.1  

Ruijie(co nfig)#radius - server key test  

Ruijie(config)#aaa authentication dot1x aut1x group radius local  

Ruijie(config)#aaa accounting network acc1x start - stop group radius  

Ruijie(config)#dot1x authentication aut1x  

Ruijie(config)#dot1x accounting acc1x  

Ruijie(config) #interface gigabitEthernet 0/1  

Ruijie(config - if - GigabitEthernet 0/1)#dot1 port - control auto  

Ruijie(config - if - GigabitEthernet 0/1)#exit  

  

Verification  Run the show aaa method-list command on the NAS to display the configuration. 

NAS Ruijie#show aaa meth od- list  

 

Authentication method - list:  

aaa authentication dot1x aut1x group radius local  

Accounting method- list:  

aaa accounting network acc1x start - stop group radius  

Authorization method - list:  

Common Errors 
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