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Command Line Interface Configuration 

Command Mode 

The management interface of Ruijie network devices falls into multiple modes. The command mode you are working with 

determines the commands you can use. 

To list the usable commands in each mode, enter a question mark (?) at the command prompt. 

After setting up a session connection to the network device management interface, you enter in the user EXEC mode first. 

In the user EXEC mode, only a few commands are usable with limited functions, for example, command show. The 

command results are also not saved. 

To use all commands, enter the privileged EXEC mode with the privileged password. Then you can use all privileged 

commands and enter the global configuration mode. 

Using commands in a configuration mode (for instance, global configuration or interface configuration) will influence the 

current configuration. If you have saved the configuration information, these commands will be saved and executed when 

the system restarts. To enter any of the configuration modes, first enter the global configuration mode. 

The following table lists the command modes, access methods, prompts, and exit methods. Suppose the equipment is 

named "Ruijie" by default. 

Summary of main command modes:  

Command 

mode 

Access 

method 
Prompt Exit or enter the next mode Remark 

User EXEC Log in. Ruijie> 

Enter command exit to quit 

this mode. 

Enter command enable to 

enter the privileged EXEC 

mode. 

Used for basic 

test and 

showing system 

information 

Privileged 

EXEC 

In the user 

EXEC mode, 

enter 

command 

enable . 

Ruijie# 

To return to the user EXEC 

mode, enter command 

disable. 

To enter the global 

configuration mode, enter 

command configure. 

Verify settings. 

This mode is 

password-prote

cted. 
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Command 

mode 

Access 

method 
Prompt Exit or enter the next mode Remark 

Global 

configuration 

In the 

privileged 

EXEC mode, 

enter 

command 

configure 

terminal. 

Ruijie 

(config)# 

To return to the privileged 

EXEC mode, enter command 

end or exit or press Ctrl+C. 

To access the interface 

configuration mode, enter 

command interface with an 

interface specified. 

To access the VLAN 

configuration mode, enter 

command vlan vlan_id. 

In this mode, 

you can 

execute 

commands to 

configure global 

parameters 

influencing the 

whole switch. 

Interface 

configuration 

In the global 

configuration 

mode, enter 

command 

interface. 

Ruijie 

(config-if)# 

To return to the privileged 

EXEC mode, enter command 

end or press Ctrl+C. To return 

to the global configuration 

mode, enter command exit. 

Moreover, you need specify 

an interface in the interface 

command. 

Configure 

various 

interfaces of the 

equipment in 

this mode.  

Config-vlan 

(Vlan Mode) 

In the global 

configuration 

mode, enter 

command vlan 

vlan-id. 

Ruijie 

(config- 

vlan)# 

To return to privileged EXEC 

mode, enter command end or 

press Ctrl+C. 

To return to the global 

configuration mode, enter 

command exit. 

Configure 

VLAN 

parameters in 

this mode. 

Getting Help 

To obtain a list of commands that are available for each command mode, enter a question mark(?) at the command 

prompt. You can also obtain a list of command keywords beginning with the same character or parameters of each 

command. See the following table. 

Command Description 

Help 
Obtain the brief description of the help system under any 

command mode. 

abbreviated-command-entry? 

Obtain a list of commands that begin with a particular character  

string.(Do not leave a space between the keyword and 

question mark.)  

For example: 

Ruijie# di? 

dir disable 
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Function Shortcut Key Description 

entered 

characters 
Delete Delete the character where the cursor is located.  

Scroll up by one 

line or one page 

Return 

Scroll up the displayed contents by one line and 

make the next line appear. This is used only before 

the end of the output. 

Space 

Scroll up the displayed contents by one page and 

make the next page appear. This is used only 

before the end of the output. 

Sliding Window of Command Line 

You can use the sliding window to edit the commands that exceed the width of one line. When the editing cursor closes to 

the right border, the whole command line will move to the left by 20 characters. In this case, the cursor can still be moved 

back to the previous character or the beginning of the command line. 

When editing a command line, you can move the cursor using the shortcut keys in the following table:  

Function Shortcut key 

Move the cursor to the left by one character Left direction key or Ctrl+B 

Move the cursor to the head of a line Ctrl+A 

Move the cursor to the right by one character Right direction key or Ctrl+F 

Move the cursor to the end of a line Ctrl+E 

For example, the contents of the mac-address-table static command may exceed the screen width. When the cursor 

approaches the line end for the first time, the whole line move left by 20 characters, and the hidden beginning part is 

replaced by "$" on the screen. The line moves left by 20 characters when the cursor reaches the right border. 

mac- address - table  static  00d0.f800.0c0c  vlan  1  interface  

$tatic  00d0.f800.0c0c  vlan  1  interface  fastEthernet  

$tatic  00d0.f800.0c0c  vlan  1  interface  fastEthernet  0/1  

Now you can press Ctrl +A to return to the beginning of the command line. In this case, the hidden ending part is 
replaced by "$". 
- address - table  static  00d0.f800.0c0c  vlan  1 interface  $  

 
Note 

The default line width on the terminal is 80 characters. 

Combined with historical commands, the sliding window enables you to invoke complicated commands repeatedly. For 

details about shortcut keys, see Edit Shortcut Keys. 

Filtering and Looking UP CLI Output Information 

Filtering and Looking Up the Information Outputted by the Show Command 

To look up the specified message in the information outputted by the show command, execute the following command: 
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With RADIUS server, the network device sends the encrypted user information to the RADIUS server for authentication 

rather than authenticates them with the locally stored credentials. The RADIUS server configures user information 

consistently like user name, password, shared key, and access policy to facilitate the management and control of user 

access and enhance the security of user information. 

Configuring Local Users 

Our products support local database-based identify authentication system used for local authentication of the method list 

in AAA mode and local authentication of line login management in non-AAA mode. 

To enable the username identity authentication, run the following specific commands in the global configuration mode: 

Command Function 

Ruijie(config)# username name 

[password password | password 

encryption-type encrypted password]  

Enable the username identity authentication with 

encrypted password. 

Ruijie(config)# username name 

[privilege level] 
Set the privilege level for the user (optional). 

 

Configuring Line Logon Authentication 

To enable the line logon identity authentication, run the following specific commands in the line configuration mode: 

Command Function 

Ruijie(config-line)# login local Set local authentication for line logon in non-AAA mode. 

Ruijie(config-line)# login 

authentication {default | list-name} 

Set AAA authentication for line logon in AAA mode. The 

authentication methods in the AAA method list will be 

used for authentication, including Radius authentication, 

local authentication and no authentication. 

 

 
Note 

For more information on how to set AAA mode, configure Radius service and 

configure the method list, see the sections for AAA configuration. 

System Time Configuration 

Overview 

Every switch has its system clock, which provides date (year, month, day) and time (hour, minute, second) and week. 

When you use a switch for the first time, you must configure the system clock manually. Of course, you can adjust the 

system clock when necessary. System clock is used for such functions as system logging that need recording the time 

when an event occurs. 
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Scheduled Restart 

Overview 

This section describes how to use the reload [modifiers] command to schedule a restart scheme to restart the system at 

the specified time. This function facilitates user's operation in some circumstance (for the purpose of test, for example). 

Modifiers is a set of options provided by the reload command, making the command more flexible. The optional modifiers 

includes in, at and cancel. The following are the details: 

reload  in    mmm | hhh:mm  [ string ]  

This command sets the system restart in fixed intervals in the format of mmm or hhh:mm. string is a help prompt. You can 

give the scheme a memorable name by the string to indicate its purpose. string is a prompt. For example, to reload the 

system at the interval of 10 minutes for test, type  reload  in  10  test. 

reload  at  hh:mm  day  month year [string]  

This command sets the system restart at the specified time in the future, which must not be more than 200 days from the 

current system time . The usage of string is just like above. For example, if the current system time is 14:31 on January 10, 

2005, and you want the system to reload tomorrow, you can input reload at  08:30 11 1 2005 newday. If the current 

system time is 14:31 on December 10, 2005, and you want the system to reload at 12:00 a.m. on January 1, 2006, you 

can input reload at  12:00  1  1  2006  newyear. 

reload  cancel  

This command deletes the restart scheme specified by the user. As mentioned above, you have specified the system to 

reload at 8:30 a.m. tomorrow, the setting will be removed after you input reload cancel. 

 
Note 

Only if the system supports clock function can users use option at. Before the use, it is 

recommended to configure the system clock according to your needs. If a restart 

scheme has been set before, the subsequent settings will overwrite the previous 

settings. If the user has set a restart scheme and then restarts the system before the 

scheme takes effect, the scheme will be lost. 

The span from the time in the restart scheme to the current time shall be within 200 

days and must be greater than the current system time. Besides, after you set reload, 

you should not set the system clock. Otherwise, your setting may fail to take effect, 

such as setting system time after reload time. 

Specifying the System to Restart at the Specified Time 

In the privileged EXEC mode, you can configure the system reload at the specified time using the following commands: 

Command Function 

Ruijie# reload at hh:mm day month year [reload-reason] 

The system will reload at hh:mm,month day,year. 

reload-reason (if any) indicates the reason that the 

system reloads.  

The following is an example specifying the system reload at 12:00 a.m. January 11, 2005 (suppose the current system 

clock is 8:30 a.m. January 11,2005): 

Ruijie# reload at  12:00 1 11 2005 midday  //Set the reload time and date .  
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Configuring a System Name 

Our products provide the following commands to configure a system name in the global configuration mode: 

Command Function 

Ruijie(Config)# hostname name 
Configure a system name with printable characters less 

than 255 bytes. 

To restore the name to the default value, use the no hostname command in the global configuration mode. The following 

example changes the equipment name to RGOS: 

Ruijie#  configure terminal   // Enter the global configuration mode.  

Ruijie(config)# hostname RGOS   //Set the equipment name to RGOS  

RGOS(config)#       // The name has been modified successfully.  

Configuring a Command Prompt 

System name will be the default prompt if you have not configured command prompt. (If the system name exceeds 32 

characters, intercept the first 32 characters) The prompt varies with the system name. You can use the prompt command 

to configure the command prompt in the global configuration mode, and the command prompt is only valid in the EXEC 

mode. 

Command Function 

Ruijie# prompt string 

Set the command prompt with printable characters. If the 

name exceeds 32 characters, intercept the first 32 

characters. 

To restore the prompt to the default value, use the no prompt command in the global configuration mode. 

Banner Configuration 

Overview 

When the user logs in the switch, you may need to tell the user some useful information by configuring a banner. There 

are two kinds of banners: message-of-the-day (MOTD) and login banner. The MOTD is specific for all users who connect 

with switches. And when users log in the switch, the notification message will appear on the terminal. MOTD allows you 

send some urgent messages (for example, the system is to be shut down) to network users. The login banner also 

appears on all connected terminals. It provides some common login messages. By default, the MOTD and login banner 

are not configured. 

Configuring a Message-of-the-Day 

You can create a notification of single or multi-line messages that appears when a user logs in the switch. To configure 

the message of the day, execute the following commands in the global configuration mode: 

Command Function 
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Ruijie# show version devices Show device information. 

Ruijie# show version slots Show the information about slots and modules. 

Setting Console Rate 

Overview 

The switch comes with a console interface for management. When using the switch for the first time, you need to execute 

configuration through the console interface. You can change the console rate on the equipment if necessary. Note that the 

rate of the terminal used to managing the switch must be the same as that of the console interface on the switch. 

Setting Console Rate 

In the line configuration mode, execute the following command to set the console rate: 

Command Function 

Ruijie(config-line)# speed speed 

Set transmission rate in bps on the console interface. For 

a serial interface, you can only set the transmission rate 

to one of 9600, 19200, 38400, 57600 and 115200 bps, 

with 9600 bps by default.  

This example shows how to configure the baud rate of the serial interface to 57600 bps: 

Ruijie# configure terminal  // Enter the global configuration mode.  

Ruijie(config)# line console  0   //Enter the console line configuration mode  

Ruijie(config - line)# speed  57600  // Set the console rate t o 57600 bps  

Ruijie(config - line)# end     //Return to the privileged EXEC mode  

Ruijie#  show line console  0    //View the console configuration  

CON     Type    speed   Overruns  

* 0     CON     57600   0  

Line 0, Location: "", Type: "vt100"  

Length: 25 lines, Wi dth: 80 columns  

Special Chars: Escape  Disconnect  Activation  

               ^^x     none        ̂ M  

Timeouts:    Idle EXEC    Idle Session  

               never          never  

History is enabled, history size is 10.  

Total input:  22 bytes  

Total output: 115 b ytes  

Data overflow: 0 bytes  

stop rx interrupt: 0 times  

Modem: READY 
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Configuring Telnet 

Overview 

Telnet, an application layer protocol in the TCP/IP protocol suite, provides the specifications of remote logon and virtual 

terminal communication functions. The Telnet Client service is used by the local or remote user who has logged onto the 

local network device to work with the Telnet Client program to access other remote system resources on the network. As 

shown below, after setting up a connection with Switch A through the terminal emulation program or Telnet, users can log 

on the Switch B for management and configuration with the telnet command. 

 

Using Telnet Client 

You can log in to a remote device by using the telnet command on the switch. 

Command Function 

Ruijie# telnet host [port ] [/source {ip A.B.C.D ipv6 

X:X:X::X | interface interface-name}] 

Log on to a remote device via Telnet. host may be an 

IPv4 or IPv6 host name or an IPv4 or IPv6 address. 

For supported optional parameters, refer to relevant 

Telnet command section in Basic Configuration 

Management Command. 

The following example shows how to establish a Telnet session and manage the remote device with the IP address 

192.168.65.119: 

Ruijie# telnet  192.168.65.119  // Establish the telnet session to t he remote device  

Trying 192.168.65.119 ... Open  

User Access Verification       // Enter into the logon interface of the remote device  

Password:  

The following example shows how to establish a Telnet session and manage the remote device with the IPv6 address 

2AAA:BBBB::CCCC: 

Ruijie# telnet  2AAA:BBBB::CCCC  // Establish the telnet session to the  remote device  

Trying 2AAA:BBBB::CCCC ... Open  

User Access Verification       // Enter into the logon interface of the remote device  

Password:  
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Setting Connection Timeout  

Overview 

You can control the connections that a device has set up (including the accepted connections and the session between 

the device and a remote terminal) by configuring the connection timeout time for the device. When the idle time exceeds 

the set value and there is no input or output, this connection will be interrupted. 

Connection Timeout 

When there is no information traveling through an accepted connection within a specified time, the server will interrupt this 

connection. 

Our products provide commands to configure the connection timeout in the line configuration mode. 

Command Function 

Ruijie(Config-line)#exec-timeout 20 

Configure the timeout for the accepted connection. When 

the configured time is due and there is no input, this 

connection will be interrupted.  

The connection timeout setting can be removed by using the no exec-timeout command in the line configuration mode. 

Ruijie#  configure terminal  //Enter the global configuration mode.  

Ruijie#  line vty  0         //Enter the line  configuration mode 

Ruijie(config - line)# exec - timeout 20   //Set the timeout to 20min  

Session Timeout 

When there is no input for the session established with a remote terminal over the current line within the specified time, 

the session will be interrupted and the remote terminal becomes idle. 

RGOS provides commands in the line configuration mode to configure the timeout for the session set up with the remote 

terminal.  

 

 

 

Command Function 

Ruijie(Config-line)#session-timeout 20 

Configure the timeout for the session set up with the 

remote terminal over the line. If there is no input within 

the specified time, this session will be interrupted.  

The timeout setting for the session set up with the remote terminal over the line can be removed by using the no 

exec-timeout command in the line configuration mode. 

Ruijie#  configure terminal  // Enter the global configuration mode.  

Ruijie(config)# line vty 0          //Enter the line  configuration mode  

Ruijie(config - line)#  session - timeout 20  //Set the session timeout to 20min  
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Executing the Commands in the Executable File in Batch  

In system management, sometimes it is necessary to enter multiple configuration commands to manage a function. It 

takes a long period of time to enter all the commands on CLI, causing error or mission. To resolve this problem, you can 

encapsulate all the commands in a batch file according to configuration steps. Then, you can execute the batch file for 

configuration when necessary. 

Command Function 

Ruijie# execute { [ flash: ] filename } Execute a batch file. 

For example, the batch file line_rcms_script.text enables the reversed Telnet function on all the asynchronous interfaces 

as shown below: 

configure terminal  

line tty 1 16  

transport input all  

no exec  

end  

Result: 

Ruijie# execute flash:line_rcms_script.text  

executing script file line_rcms_script.text ......  

executing done  

Ruijie# configure terminal  

Enter configuration commands, one per line.  End with CNTL/Z.  

Ruijie(config)# line vty 1 16  

Ruijie(config - line)# transport input all  

Ruijie(config - line)# no exec  

Ruijie(config - line)# end  

 

 
Note 

The file name and contents of a batch file can be specified. Once edited, users send 

the batch file to the FLASH of the network device in TFTP. The contents of the batch 

file will simulate the input completely. Hence, it is necessary to edit the contents of the 

batch file by the sequence that CIL commands are configured. Furthermore, for some 

interactive commands, it is necessary to write corresponding response information in 

the batch file, guaranteeing that the commands can be executed normally. 

Setting Service Switch 

During operation, you can adjust services dynamically, enabling or disabling specified services (SNMP Server/SSH 

Server/Telnet Server/Web Server). 

Command Function 

Ruijie(Config)# enable service snmp-agent Enable SNMP Server. 

Ruijie(Config)# enable service ssh-server Enable SSH Server. 

Ruijie(Config)# enable service telnet-server Enable Telnet Server 

Ruijie(Config)# enable service web-server Enable Http Server. 
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In the configuration mode, you can use the no enable service command to disable corresponding services. 

Ruijie#  configure terminal            //Enter the global configuration mode.  

Ruijie(config)# enable service ssh - server    //Enable SSH Server   

Setting HTTP Parameters 

When using the integrated Web for management, you can adjust HTTP parameters, and specify service port or login 

authentication method. 

 

Command Function 

Ruijie(Config)# ip http port number Specify HTTP service port, 80 by default. 

Ruijie(Config)# ip http authentication { enable | local } 

Set Web login authentication method, enable by default. 

enable: Use the password set by the enable password or 

enable secret command for authentication, where the 

password must be 15 levels. 

local: Use the username and password set by the 

username command for authentication, where the user 

must be bound with 15-level right. 

In the configuration mode, you can use the no form of the command to restore the setting to the default value. The 

following example enables the HTTP Server, sets the service port to 8080, and uses the local username for login 

authentication. 

Ruijie#  configure terminal            //Enter the global configuration mode.  

Ruijie(config)# enable service web- server  http   //Enable http  Server   

Ruijie(config)# username name password pass  // Set local user  

Ruijie(config)# username name privilege 15   // Bind user right  

Ruijie(config)# ip http port 8080              // Set service port  

Ruijie(config)# ip http authentication local  // Set authentication method  

Use the following command to configure HTTPS service port. 

Command Function 

Ruijie(Config)# ip http secure-port number Specify the HTTP service port. (default:443) 

In the configuration mode, you can use the no form of the command to restore the setting to the default value. The 

following example enables the HTTP Server, sets the service port to 4443. 

Ruijie#  configure terminal            //Enter the global configuration mode.  

Ruijie(config)# enable service web- server  https //Enable https  Server   

Ruijie(config)# ip http secure - port 4443              

Use the following command to verify the status of WEB server. 

Ruijie#  show web- serv er status   

http server  status :  enabled  

http server  port :  8080  

https server  status :  enabled  
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https server  port :  4443  

 

 

Caution 

Avoid configuring http service port and https service port to the same 

value. If https service is enabled after http service has been enabled, 

and the port is accidentally configured to the same port used by http 

service, then the user can only access https service through this port, 

and http service will be blocked temporarily until https service port is 

changed or the service is disabled.   
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HTTP Service Configuration 

Overview 

Understanding HTTP 

The Hypertext Transfer Protocol (HTTP) is used to deliver Web page information over the Internet. HTTP is located at the 

application layer of the TCP/IP protocol stack and uses connection-oriented TCP as the transport protocol.  

The Hypertext Transfer Protocol Secure (HTTPS) is an HTTP protocol that supports the Secure Sockets Layer (SSL) 

protocol. Its main idea is to create a secure channel on an unsecure network to prevent information from being monitored 

and Man-in-the-Middle Attacks. HTTPS is now widely used in communication sensitive to Internet safety, such as 

electronic payment.  

Basic Concepts 

HTTP Service 

HTTP service uses the HTTP protocol to deliver Web page information on the Internet. HTTP/1.0 is the HTTP protocol 

version in common use. As a Web server may be accessed for tens of thousands or millions of times a day, HTTP/1.0 

adopts the short connection mode to facilitate connection management. A TCP connection is created for a request. After 

the request completes, the connection will be released. The server does not need to record or track previous requests. 

Despite that HTTP/1.0 simplifies the connection management, it has weakness in its performance.  

For example, a page may contain many images. In fact, the page contains their URL connection addresses rather than 

the images themselves. Therefore, a browser will send multiple requests during the access process. A separate 

connection will be created for each request and every connection is completely isolated. Moreover, the process of 

establishment and release of connection will substantially affect the performance of clients and the server. See Figure 1-1.  

Figure 1-1 HTTP/1.0 protocol packet interaction 
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Typical Application 

HTTP Application Service 

Web network management remains one of the main methods for users to manage and maintain devices currently. Ruijie's 

network devices also provide the Web management function. After the HTTP service is enabled on a device, the user only 

needs to enter http:// and IP address of the device on the PC's browser to enter the Web management interface after 

authentication. On the Web interface, the user can monitor device status information, configure the device, and upload 

and download files.  

The ordinary HTTP service is insecure. For security-sensitive communication, Ruijie's devices also provide the safer 

HTTPS service, which can encrypt the communication between users and devices so that the information cannot be 

monitored or altered by third parties. Users only need to enter https:// and the IP address of the device on the browser to 

enter the Web management interface after authentication.  

Figure1-4 describes a typical application scenario of Web management. The user can access the device remotely over 

the Internet, also log in to the Web server in LAN to configure and manage the device. The user can choose to enable the 

HTTPS or HTTP service on the device or enable both at the same time. The user can set the browser to use the HTTP/1.0 

or HTTP/1.1 protocol to access the HTTP service of the device.  

Figure 1-4 HTTP application scenario  

 

Remote HTTP Upgrade Service 

During the remote upgrade, the device serves as the client, connects to the remote HTTP server and acquires the files on 

the server to upgrade the local files. The default domain name of the Web server provided by Ruijie is rgos.ruijie.com.cn. 

Figure 1-5 shows a typical application scenario.  

Figure 1-5 Remote HTTP upgrade 
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Configuring HTTP 

Default Configuration 

Feature  Default setting 

Enabling HTTP service It is disabled by default.  

HTTP Verification mode By default, the authentication mode of ordinary HTTP service is enable.  

HTTP service port 
The default port number of the ordinary HTTP service and HTTPS service is 

80 and 443 respectively.  

HTTP upgrade server The default server address is 0.0.0.0 and port number is 80. 

HTTP upgrade mode By default, the mode is manual upgrade.  

HTTP upgrade auto detect time By default, it is random. 

Configuration Preconditions 

If the authentication mode of the ordinary HTTP service is enable, users need to configure the enable secret or enable 

password password with the authority level of 15.  

If the authentication mode of ordinary HTTP service is local, users need to configure the local database's identity 

information with username with the authority level of 15.  

Before configuring the domain name of the HTTP upgrade server, users need to enable the DNS function and configure 

the DNS server address.  

Configuration Steps 

Step Task Description 

1 Enabling HTTP service "Required" 

2 Configuring HTTP verification information 
"Optional"; users can configure it when necessary to alter 

the authentication mode.  
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LINE Mode Configuration 

Configuring LINE Mode 

Entering the LINE mode 

After entering the specific LINE mode, you can configure the specified line. Execute the following commands to enter the 

specified LINE mode:  

Command Function 

Ruijie(config)# line [console | vty ] first-line 

[last-line] 
Enter the specified LINE mode.  

Increasing/Decreasing LINE VTY 

By default, the number of line vty is 5. You can execute the following commands to increase or decrease line vty, up to 36 

line vty is supported.  

Command Function 

Ruijie(config)# line vty line-number Increase the number of LINE VTY to the 

specified value.  

Ruijie(config)# no line vty line-number Decrease the number of LINE VTY to the 

specified value.  

Configuring the Protocols to Communicate on the Line 

To restrain the communication protocol type supported on the line, you can use this command. By default, a VTY supports 

the communication of all protocols while a TTY do not support the communication of any protocol.  

Command Description 

configure terminal Enter the configuration mode. 

line vty line number Enter the line configuration mode. 

transport input {all | ssh | telnet | none} 
Configure the protocol to communicate on the 

line.  

no transport input  
Disable the communication of any protocol on 

the line. 

default transport input Restore the setting to the default value. 

Configuring the Access Control List on the Line 

To configure the access control list on the line, you can use the command. By default, no access control list is configured 

on the line. That is, all incoming and outgoing connections are permitted.  
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Command Description 

configure terminal Enter the configuration mode. 

line vty line number Enter the line configuration mode. 

access-class access-list-number {in | out} Configure the access control list on the line. 

no access-class access-list-number {in | out} Remove the configuration. 

 



Configuration Guide  System Upgrade Configuration 

 

System Upgrade Configuration  

Understanding Program Image in the System  

The system image contains RGOS software. All Ruijie network devices are embedded with specific version of images 

before distribution. The user may upgrade such images to upgrade the device to the latest version. Use "show version" 

command to find out the version of images running on the device and the name of various main programs.   

 

RGOS software involves the following types of images:   

Main program: Also called MAIN, it is a complete image software package. It may contain such images as boot program, 

line card program and etc. It will be loaded and implement various services when device starts up. Users are generally 

using and operating on the main program.   

 

BOOT: The most fundamental device initialization and boot program. This image is first image run on the device, and 

generally cannot be upgraded to ensure the system can always be initialized, guided and upgraded (CTRL) correctly. This 

image only exists in switching devices and line cards of the switch.   

 

CTRL: This is a boot program provided with network functions. This program image is initialized by BOOT, and features 

network communication function and main program booting and upgrading function.   

 

Bootloader: Device initialization, network communication and main program booting and upgrading function. This is the 

first image loaded when the device is powered on, and can boot the main program after device initialization. Routing 

devices only have Bootloader and Main program. Bootloader has all functions of BOOT and CTRL.   

 

Among the aforementioned program images, only the main program can be viewed, upgraded and modified through file 

system commands. BOOT/CTRL/Bootloader programs are generally stored in the parallel flash and cannot be managed 

directly by user. For chassis devices, all line cards have BOOT and CTRL programs, while some line cards may have the 

main program for line card. Generally, to have new features of a device, you will need to upgrade the main program of the 

device. In order to maintain the compatibility of BOOT, CTRL and Main programs, as well as the compatibility of the Main 

program of management board and line card, the upgrade function provides the guarantee to automatic compatibility. 

Incompatible parts will be upgraded automatically without the need to download upgrade image separately. During the 

upgrade process, images incompatible with the new-version software will be upgraded automatically. Therefore, the 

upgrade information of such images will be shown during the upgrade process.   
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Overview of Upgrade Function  

Upgrading Image Set 

Users generally expect to obtain a more reliable software version and more software features through upgrade. In most 

cases, these features are related to the main program. The device may contain multiple program images with different 

functions (such as BOOT/CTRL for booting), and these program images will only work in coordination. Therefore, the 

upgrade function not only provides the support to main program upgrade, but also allows the automatic synchronized 

upgrade of respective program images on the device, so that the overall device can maintain good compatibility.   

Therefore, the upgrade file contains not only the main program for rendering primary services, but also the BOOT/CTRL 

images used in conjunction with the main program. When implementing upgrade, these images will be extracted from the 

upgrade file and upgrade the corresponding images on the device.   

Auto-Installation 

If the embedded image version of linecard plugged is incompatible with that of the device, the system will automatically 

upgrade the image of this linecard before it can work. Some versions of line cards can automatically download image to 

run from the master management board. This function avoids the need to consider the compatibility between different 

linecards and the device. The system can well guarantee image compatibility and consistency without the intervention of 

user.   

Operating Principle 

The RGOS program image release for Ruijie devices is a self-extracting executable program. The RGOS program image 

carries the main program image for the device. For box devices, the RGOS program image contains main program and 

boot program; for chassis devices, the RGOS program image contains the main program and boot program for respective 

linecards.   

During the upgrade process, the user will first need to operate in the file system to copy the new-version RGOS program 

image to the device. The user can use this new program image to install the device. During the installation process, the 

system will automatically search for image to be upgraded and upgrade them one by one. The system will automatically 

guarantee the compatibility of respective images after the upgrade. No further identification by the user is needed.   

As for the upgrade of stacked devices, when the main programs of member devices are different in version, the automatic 

installation process will start as well. The RGOS program image on the master device will be synchronized to salve 

devices having the inconsistent version of image, and installation will commence on these devices. After the installation, 

the entire stack of devices will be reset. When all devices enter into ready state, they will be running the identical main 

program.   

During system upgrade, the user may choose two different means: automatic installation and manual installation. The 

corresponding processes are shown below:  

Automatic installation: The new-version file is copied to the device -> reset device -> wait until device installation is 

completed  

Manual installation: The new-version file is copied to the device -> input install command -> reset device  

The advantage of manual installation is that the system services will not be affected during installation. If any accident 

incurs during the installation, as long as the device is powered on, the installation operation can be repeated without 
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!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!

!!!!!!!!!!!!!!!  

Checking file, please wait for a few m inutes ....  

Check file success.  

Upgrade main succeed.  

Installation process finished successfully ...  

Upon completion of automatic installation, the system will reset the device automatically.   

SYS- 5- RESTART: The device is restarting. Reason:  Upgrade produ ct !.  

After the reset, the device will enter into ready state.   

Dynamic Linecard Plug-in  

When linecard is dynamically inserted in the device, the system will automatically check the software version of this 

linecard. If its software version is incompatible with that of master management board, then this card will be automatically 

upgraded by the system before operation.   

 

The following is an example of dynamically inserting a line card with incompatible software version in the device (running 

10.4(1) or older version):   

*Apr  1 06:17:31:  %7: MODULE- 6- INSTALL:  Install Module M8600 - 24GT/12SFP in slot 5.  

*Apr  1 06:17:33:  %OIR- 6- INSCARD: Card inserted in slot 5, interfaces are now online.  

*Apr  1 06:17:33:  %7: Card in slot [5] CPU 0 need to do version synch ronization ...Current 

software version :   

*Apr  1 06:17:33:  %7:  BOOT VERSION: 10.4.59831  

*Apr  1 06:17:33:  %7:  CTRL VERSION:  10.4.64046  

*Apr  1 06:17:33:  %7:  MAIN VERSION:  10.4.63967  

*Apr  1 06:17:33:  %7: Need update to software version :   

*Apr  1 06:17 :33:  %7:  BOOT VERSION: 10.4.59831  

*Apr  1 06:17:33:  %7:  CTRL VERSION:  10.4.59831  

*Apr  1 06:17:33:  %7:  MAIN VERSION:  10.4.61477  

*Apr  1 06:17:33:  %7: Install package transmission begin, wait please ...  

*Apr  1 06:17:33:  %7: Transmitting install package file to slot [5] ...  

*Apr  1 06:17:33:  %7: Transmitting file install_lc_20070010.bin;  

*Apr  1 06:17:59:  %7: Transmitting install package file to slot [5] OK ...  

*Apr  1 06:17:59:  %7: Install package transmission finished, system will reset cards ...  

*Apr  1 06:17:59:  %7: Reset card in slot [5]  

*Apr  1 06:17:59:  %7: Software installation is in process, wait please ...  

*Apr  1 06:17:59:  %7: Installing, wait please !  

*Apr  1 06:18:01:  %OIR- 6- REMCARD: Card removed from slot 5, interfaces disabled.  

*Apr  1 06:18 :09:  %7: Installing, wait please !  

*Apr  1 06:19:29:  %7: Installing, wait please !  

*Apr  1 06:19:39:  %7: Installing, wait please !  

*Apr  1 06:19:49:  %7: Installing, wait please !  

*Apr  1 06:19:59:  %7: Installing, wait please !  
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*Apr  1 06:20:08:  %OIR- 6- INSCARD: Card inserted in slot 5, interfaces are now online.  

*Apr  1 06:20:08:  %AUTO_UPGRADE- 6- VER_SYNC_SUCCEED: Version synchronization for line card in 

slot [5] has been succeeded.  

 

The following is an example of dynamically inserting a line card with incompatible software version in the device (running 

10.4(2) or higher version):   

These images in linecard will be updated:  

    Slot    image    linecard  

    ----     -----     ----------------  

       3    MAIN    M8600 - 24GT/12SFP  

-------------------------------- -----  

*Aug  7 07:46:25:  %UPGRADE- 5- SLOT_BEG: (Slot 3):  Installing MAIN  

(Slot 3):  Download image  

*Aug  7 07:47:21:  %UPGRADE- 5- SLOT_SUCC: (Slot 3):  MAIN installed.  

*Aug  7 07:47:21:  %UPGRADE- 5- SLOT_FIN:  (Slot 3):  All images is installed.  

*Aug  7 07:47:21:  %UPGRADE- 5- RESET_CARD: (Slot 3):  Reset.  

 

The following is an example of dynamically inserting a line card with compatible software version (only when the master 

management board is running 10.4(2) or higher version):   

*Apr  2 07:39:06:  %UPGRADE- 5- DISPATCH_BEGIN:  Dispatch image to slot 3.  

Download image to slot 3:  !!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!  

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!  

!!!!!!!!!!!!!!!!!!!!![OK -  8,007,680 bytes]  

Waiting for image installed....Complete 

 

 
Caution 

When line card inserted cannot be supported by the existing master 

management board, the system will prompt:   

UPGRADE- 4- CARDNOTSUPPORT: The linecard in slot 1/4 is not 

supportted by current version.  

 

Verify Device Installation  

After the system installation, the user may use the show version command to verify the conditions of device upgrade, 

and make sure the version of main program is same as the anticipated version. It is normal that the versions of BOOT, 

CTRL and Bootloader programs and the image of line card may be different from the version of the main program 

package.   

The displayed main program version indicates the version number of main program being run in the system. Therefore, in 

the case of manual installation, the displayed version number of main program is not the version number of software 

newly installed, but the version number of software run currently.   
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For chassis device, if the line card automatic installation process begins, the line card will be reset and execute the new 

program. The user needs to wait until the line card enters into UP state and then uses show version command to verify 

its version number.   

 

The following is an example of executing show version command on the device with two management boards and two 

line cards:   

Ruijie#sh version  

System description      :  Ruijie High - density IPv6 10G Core Routing Switch(S8614) By Ruijie 

Networks  

System start time       :  2008 - 01- 04 3:20:23  

System uptime           :  0:15:35:55  

System hardware version :  1.0  

System software version :  RGOS 10.4(2) Release(64533)  

System BOOT version     :  10.4 Release(59831)  

System CTRL version     :  10.4(2) Release(64533)  

Module information:  

  Slot - 8 :  M8600- 48GT/4SFP 

    Hardware version :  1.0  

    Software version :  RGOS 10.4(2) Release(64533 )  

    BOOT version     :  10.4 Release(59831)  

    CTRL version     :  10.4(2) Release(64533)  

  Slot - 9 :  M8600- 24SFP- E 

    Hardware version :  2.0  

    Software version :  RGOS 10.4(2) Release(64533)  

    BOOT version     :  10.4 Release(59831)  

    CTRL version     :  10.4(2) Release(64533)  

  Slot - M1 :  M8614- CM II  

    Hardware version :  1.0  

    Software version :  RGOS 10.4(2) Release(64533)  

    BOOT version     :  10.4 Release(59831)  

    CTRL version     :  10.4(2) Release(64533)  

  Slot - M2 :  M8614- CM II  

    Hardware v ersion :  1.0  

    Software version :  RGOS 10.4(2) Release(64533)  

    BOOT version     :  10.4 Release(59831)  

CTRL version     :  10.4(2) Release(64533)  
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Note 

When using "show version" command to show the version number of image 

with version older than 10.4(2), the system cannot display the release 

version marking of this image. The release version marking indicates the 

release time of this image, and is shown in the brackets after the version 

number. For example, in the version number of 10.4(2), "2" is the release 

version marking.    

For instance, when using "show version" command, versions older than 

10.4(2) will display the version number of 10.4 Release (59831) or 

10.4.59831, while the versions higher than 10.4(2) will display the version 

number of 10.4(2) release (59381).   

 

 
Caution 

For versions higher than 10.4(2), no reset operation will be needed after the 

installation. To verify whether the automatic installation process of chassis 

device is completed, check if the installation list information shown during the 

installation process indicates the end of operation, or use "show version" 

command to check whether each card on the device is ready.   

 

Other Upgrade Processing 

After the system completed the preceding upgrade installation, part of the products and systems need some additional 

processing. For example, in VSU stack scenario, to ensure the certainty of start-up configuration of the system, it is 

recommended to synchronize the configuration file. 

Synchronizing the Configuration File 

In some products systems, for example, in VSU stack scenario, when users use the rename command or commands in 

the format like copy tftp://172.18.2.65/config.text startup-config to update the start-up configuration file on the master 

device, the start-up configuration file will not be synchronized to slave and candidate devices immediately (some product 

systems only support configuration synchronization and timed synchronization triggered by the write command). At this 

time, if the system is reset and the master device changes after system reset, the start-up configuration of the system is 

not the same as expected.  

To avoid the preceding problem, after updating the configuration file on the master device, you can use the 

synchronize filename command to synchronize the file to each non-master devices, for example: 

Ruijie#synchronize flash:rgos.bin  

Synchornize file /rgos.bin to slave:/  

Device(6):  download 

file!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!

!!!!!!!!!!!!!!!!!!!!!!!!!!!! !!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!![OK 

-  10,414,752 bytes]  

Synchornize file to slave devices successfully!  
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Ensure whether the boardcards to be upgraded are plugged or reset. 

Ensure whether the boardcards to be upgraded are busy (with high CPU utilization rate) 

Ensure whether the boardcards to be upgraded are using large file system space, if so, remove some useless files, and 

retry the upgrade after freeing the file system space. 
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File System Configuration 

Overview 

The file system offers a unified management of file crossing platforms, no matter what kinds of devices, storages and file 

transmission protocol are used. 

Locally, there are many kinds of storage medias, for instance, USB and FLASH, which can be distributed on different 

boards like primary control module and secondary module. Users can exchange files with remote devices through 

xModem and TFTP protocols under file management commands.  

Not all types of devices and all types of file systems support all file system commands described in this chapter, because 

they support different types of file operations. The Help command shows the storage medias and protocols supported by 

the file operation commands. 

Basic Features of File System 

Using URL to Locate A File 

The file system uses URL to uniformly locate the files and directories in the storage medias of local device or remote 

device. For example, you can copy a file by using the copy source-url destination-url command, which can be local or 

remote. 

URL representation varies by commands. 

Locate the file on the server 

To locate the file on the server, use the following command: 

tftp:[[//location]/directory]/filename 

location: IP address or host name 

/directory: position for file transmission. For instance, the file transmission directory specified by the TFTP server is 

C:\download, the file path specified by the device is the one under C:\download. tftp://192.168.0.1/binary/rgos.bin refers to 

the c:\download\binary\rgos.bin file on the TFTP server of the IP address of 192.168.0.1. 

For software versions earlier than 10.4(3), TFTP can only transfer a file whose size is smaller than 32 MB. You need to 

use FTP to transfer a file whose size is greater than 32 MB. Use the device as the FTP server to upload or download files 

to the device. For software versions later than 10.4(3), TFTP can transfer a file of any size.  

 
Note 

TFTP transmits only the files in the size of less than 32M. To transmit the files in the 

size of larger than 32M, use the FTP protocol. 

Locate the local file 

To locate the local file from FLASH, USB and the FLASH of the control module of the device, use the 

[prefix]:[directory/]filename syntax. For example: 
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Step 2: Use the ping command to test the connection between the device and the TFTP server. 

Step 3: Log on the device, enter the privileged EXEC mode and run the command: 

Ruijie# copy  tftp://192.168.201.54/a.dat flash:  

Destination filename [a.dat]?  

Accessing tftp://192.168. 201.54/a.dat  

!!!!!!!!!!!!!!!!!!!!!!!  

Transmission finished, file length 343040  

Step 4: Run the dir command to show the files on the device. 

Ruijie# dir  

Directory of flash:/  

    Mode Link      Size               MTime Name  

--------  ----  ---------  ----------- --------  ------------------  

            1    343040 2009 - 01- 01 02:02:59 a.dat  

            1  10838016 2009 - 01- 01 00:08:38 rgos.bin  

            1       399 2009 - 01- 01 00:01:37 config.text  

--------------------------------------------------------------  

3 File s (Total size 11181455 Bytes), 9 Directories.  

Total 33030144 bytes (31MB) in this device, 20492288 bytes (19MB) available.  

Uploading Files to the TFTP Server 

The following example shows how to upload a.dat to the c:\download\ of the TFTP server: 

Step 1: Run the TFTP Server on the host and select C:\download where the file to be uploaded locates. 

Step 2: Use the ping command to test the connection between the device and the TFTP server. 

Step 3: Log on the device, enter the privileged EXEC mode and run the command: 

Ruijie# copy  flash:/a.dat tftp://192.168.201.54/a.dat  

Accessing flash:a.dat...  

!!!!!!!!!!!!!!!!!!!!!!!  

 Transmission finished, file length 343040  

Step 4: Check the result. 

Downloading Files through xModem 

The following example shows how to download config.txt from PC through xModem to the local device: 

Step 1: Use serial cable to connect the serial interface of PC and the serial interface of the device. 

Step 2: Run the hyperterminal of Windows to connect to the console of the device. 

Step 3: In the privileged EXEC mode, use the following command to download file: 

Ruijie# copy  xmodem: flash:/config.text  

Step 4: In the Windows hyperterminal of local device, select Transmit files of Transmit menu. 
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Step 5: In the pop-up dialog box, select the file to download and xModem. Click Transmit. The Windows hyperterminal 

shows the transmission progress and packets. 

 

Step 6: Run the dir command to show the files on the device. 

Directory of flash:/  

    Mode Link      Size               MTime Name  

--------  ----  ------ ---  -------------------  ------------------  

            1    343040 2009 - 01- 01 02:02:59 a.dat  

            1  10838016 2009 - 01- 01 00:08:38 rgos.bin  

            1       399 2009 - 01- 01 00:01:37 config.text  

------------------------------------------------------ --------  

3 Files (Total size 11181455 Bytes), 0 Directories.  

Total 33030144 bytes (31MB) in this device, 20492288 bytes (19MB) available.  

Uploading Files through xModem 

The following example shows how to upload config.txt from the local device through xModem to C:\Documents and 

Settings\ju of PC: 

Step 1: Use serial cable to connect the serial interface of PC and the serial interface of the device. 

Step 2: Run the hyperterminal of Windows to connect to the console of the device. 

Step 3: In the privileged EXEC mode, use the following command to upload file: 

Ruijie# copy flash:/config.text xmodem  

Step 4: In the Windows hyperterminal of local device, select Receive files of Transmit menu, as shown below: 

 

Step 5: In the pop-up dialog box, select the place to save the uploaded file and xModem. Click Receive. The Windows 

hyperterminal prompts to set the name used to store the file. Click OK. 
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Step 6: Check the configuration. 

Moving Files from FLASH to USB 

The following example shows how to move config.txt from FLASH to U-shaped disc inserting USB0 and save it in the 

backup directory of U-shaped disc: 

Directory of flash:/  

    Mode Link      Size               MTime      Name  

--------  ----  ---------  -------------------  ------------------  

            1    343040 2009 - 01- 01 02:02:59    a.dat  

            1  10838016 2009 - 01- 01 00:08:38    rgos.bin  

            1       399  2009 - 01- 01 00:01:37     config.text  

--------------------------------------------------------------  

3 Files (Total size 11181455 Bytes), 0 Directories.  

Total 33030144 bytes (31MB) in this device, 20492288 bytes (19MB) available.  

Enter the root directory of U-shaped disc: 

Ruijie# cd  usb0:/  

Confirm the current path: 

Ruijie# pwd 

usb0:/  

Create backup directory on U-shaped disc: 

Ruijie# mkdir  backup  

Copy the file to U-shaped disc: 

Ruijie# copy  flash:/config.text config.text  

Check the result. 

Ruijie# dir backup  

Directory of usb0:/backup  

    Mode Link      Size               MTime      Name  

--------  ----  ---------  -------------------  ------------------  
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            1       399    2009 - 01- 01 00:01:37  config.text  

--------------------------------------------------------------  

Total 33030144 bytes (31MB) in this device, 20488192 bytes (19MB) available.  

 
Command Function 

Ruijie# rename flash: old_filename flash: new_filename Name the file named as old_filename  to new_filename.  

Moving Files from FLASH to SD Card 

The following example shows how to move config.txt from FLASH to SD card and save it in the backup directory of SD 

card: 

Directory of flash:/  

    Mode Link      Size               MTime      Name  

--------  ----  ---------  -------------------  ------------------  

            1    343040 2009 - 01- 01 02:02:59    a.dat  

            1  10838016 2009 - 01- 01 00:08:38    rgos.bin  

            1       399  2009 - 01- 01 00:01:37     config.text  

--------------------------------------------------------------  

3 Files (Total size 11181455 Bytes), 0 Directories.  

Total 33030144 bytes (31MB) in this device, 20492288 bytes (19MB) available.  

Enter theroot directory of SD card: 

Ruijie# cd  sd0:/  

Confirm the current path: 

Ruijie#pwd  

sd0:/  

Create backup directory on the SD card: 

Ruijie#mkdir backup  

Make sure that the directory is created successfully: 

Ruijie#dir  

Directory of sd0:/  

    Mode Link      Size               MTime      Name  

--------  ----  - --------  -------------------  ------------------  

    <DIR>   1    343040 2009 - 01- 01 02:02:59    backup  

--------------------------------------------------------------  

3 Files (Total size 11181455 Bytes), 0 Directories.  

Total 33030144 bytes (31MB) in this dev ice, 20492288 bytes (19MB) available.  

Copy the file to the SD card: 

Ruijie# copy flash:/config.text backup/config.text  

Check the result: 
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Ruijie#dir backup  

Directory of sd0:/backup 

    Mode Link      Size               MTime      Name 

-------- ---- --------- ------------------- ------------------ 

            1       399    2009-01-01 00:01:37  config.text 

-------------------------------------------------------------- 

Total 33030144 bytes (31MB) in this device, 20488192 bytes (19MB) available. 

Copying Files between USB and SD Card 

The following example shows how to copy rgos_10_4.bin from U-shaped disc to SD card: 

Check the available space on the SD card: 

Ruijie#dir sd0:/  

Directory of sd0:/  

    Mode Link      Size               MTime Name  

--------  ----  ------- --  -------------------  ------------------  

   <DIR>    2         0 2035 - 02- 11 23:24:34 backup/  

            1   7650112 2035 - 02- 11 23:42:25 rgos.bin  

--------------------------------------------------------------  

1 Files (Total size 7650112 Bytes), 1 Directo ries.  

Total 528482304 bytes (504MB) in this device, 475058176 bytes (453MB) available.  

Copy the file from U-shaped disc to SD card: 

Ruijie#copy usb0:/rgos_10_4.bin sd0:/rgos_10_4.bin  

[OK 7,650,112 bytes]  

Check the result: 

Ruijie#dir sd0:/  

Directory of sd0: /  

    Mode Link      Size               MTime Name  

--------  ----  ---------  -------------------  ------------------  

   <DIR>    2         0 2035 - 02- 11 23:24:34 backup/  

            1   7650112 2035 - 02- 11 23:42:25 rgos.bin  

            1   7650112 2035 - 02- 11 2 3:47:36 rgos_10_4.bin  

--------------------------------------------------------------  

2 Files (Total size 15300224 Bytes), 1 Directories.  

Total 528482304 bytes (504MB) in this device, 459571200 bytes (438MB) available.  

Copy the file from SD card to U-shaped disc: 

Ruijie#copy sd0:/rgos_10_4.bin usb0:/new_rgos.bin  

[OK 7,650,112 bytes]  

Check the result:  

Ruijie#dir usb0:/  

Directory of usb0:/  

    Mode Link      Size               MTime Name  
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--------  ----  ---------  -------------------  ------------------  

            1   7650112 2035 - 02- 11 23:49:21 new_rgos.bin  

            1   7650112 2035 - 02- 11 23:45:42 rgos_10_4.bin  

--------------------------------------------------------------  

2 Files (Total size 15300224 Bytes), 0 Directories.  

Total 528482304 bytes (504MB) in this device, 451784704 bytes (430MB) available.  

Copying Files from the Primary Control Module to the Secondary Control Module 

The following example shows how to copy rgos_10_4.bin from the primary control module to the secondary control 

module: 

Check the FLASH space on the secondary control module: 

Ruijie# dir slave:/  

Directory of slave:/  

    Mode Link      Size               MTime      Name  

--------  ----  ---------  -------------------  ------------------  

             1    11014633  2006 - 01- 01 08:00:46  rgos.b in  

             1     399       2006 - 01- 01 08:01:37  config.text  

--------------------------------------------------------------  

2 Files (Total size 11181455 Bytes), 0 Directories.  

Total 33030144 bytes (31MB) in this device, 20488192 bytes (19MB) available.  

Copy rgos_10_4.bin from the primary control module to the secondary control module: 

Ruijie# copy  rgos_10.4.bin slave:/  

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!! !!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!

!!!!!!!!!!!!!!!!!!!!!!!!!!!! [ok 10,234,345 bytes]  

Check the result: 

Ruijie# dir  slave:/  

Directory of slave:/  

    Mode Link      Size                   MTime      Name  

--------  ----  ---------  -------------------  ---- --------------  

            1      11014633   2006 - 01- 01 08:00:46  rgos.bin  

            1      11025788   2008 - 01- 01 08:00:46  rgos_10.4.bin  

            1      399         2006 - 01- 01 08:01:37  config.text  

---------------------------------------------------- ----------  

3 Files (Total size 11181455 Bytes), 0 Directories.  

Total 33030144 bytes (31MB) in this device, 9563693 bytes (9MB) available  

Deleting Directories 

The following example shows how to delete an unempty aaa directory: 

Show the current directory status: 
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Ruijie# dir  

Directory of flash:/    

    Mode Link      Size                   MTime      Name  

--------  ----  ---------  -------------------  ------------------  

            1       11014633 2006 - 01- 01 08:00:46  rgos.bin  

 <dir>     1       0         2006 - 01- 01 08:00:00 aaa/  

            1       399       2006 - 01- 01 08:01:37 config.text  

--------------------------------------------------------------  

2Files (Total size 11015032 Bytes), 1 Directories  

Total 33030144 bytes (31MB) in this device, 9563693 bytes (9MB)  available  

Check whether there is a file in aaa directory: 

Ruijie# dir  aaa  

Directory of flash:/aaa  

    Mode Link      Size                   MTime      Name  

--------  ----  ---------  -------------------  ------------------  

           1           149  2006 - 01- 01 08:01:37 backup.txt  

--------------------------------------------------------------  

1Files (Total size 149 Bytes), 0 Directories  

Total 33030144 bytes (31MB) in this device, 9563693 bytes (9MB) available  

The aaa directory is not empty. Delete the files first: 

Ruijie# delete  aaa/backup.txt  

Delete the empty directory: 

Ruijie# rmdir  aaa  

Check the result: 

Ruijie# dir  

Directory of flash:/    

    Mode Link      Size                   MTime      Name  

--------  ----  ---------  -------------------  ------------------  

           1      11014633 2006 - 01- 01 08:00:46  rgos.bin  

           1      399      2006 - 01- 01 08:01:37 config.text  

--------------------------------------------------------------  

2Files (Total size 11015032 Bytes), 0 Directories  

Total 33030144 bytes (31MB) i n this device, 9563693 bytes (9MB) available  
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Configuration File Management Configuration 

Introduction to Configuration File Management  

Overview  

Along with the instant development of network, the network environment is getting more and more complicated, resulting 

more and more configuration information and higher and higher requirements on the network administrator. The change in 

configuration information may lead to unpredictable impacts on the entire network. Therefore, the monitoring of 

configuration change is of crucial importance. Currently, we can only determine whether the configurations have been 

change by copying the current running configuration file (running-config) and start-up configuration file (startup-config) 

and comparing the difference in command lines of both files. Although such a method can help identify changes in the 

configuration, there are still many defects. For example: the sequence of configuration changes cannot be identified; the 

network administrator cannot be notified in a timely manner; the relevant responsible personnel cannot be identified in the 

event of network failure caused by such configuration change. The configuration file management can remind the 

administrator of such configuration change through messages or logs.   

Basic Characteristics  

Configuration file management involves configuration change messaging and logging.   

Configuration Change Logging  

Configuration Change Logging provides a new approach for determining whether the configurations have changed. This 

approach can track the time of configuration change, configuration contents and the user making such configuration 

change, and it can also notify the network administrator in a real-time way.   

Working Principle  

By tracking each command applied, the system will log the corresponding user name, corresponding time, commands 

configured, configuration mode and etc, and then send the log to the remote log server through the notification 

mechanism. By looking up these records, we will understand whether the configurations have been changed, what the 

changes are and which user made such change.    

Protocol Specification  

N/A  

Default Configurations  

The following table describes the default configurations of configuration file management.   

Function Default setting 

Configuration change logging  Disabled  

Configuration change notification  Disabled  

Entries reserved in the configuration log  100 
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Configuring Configuration Change Logging  

Enabling Configuration Change Logging  

By default, the configuration change logging function is disabled. Enter privilege mode and execute the following steps to 

enable configuration change logging function.   

Command Function 

Ruijie# configure terminal Enter global configuration mode.   

Ruijie(config)# archive Enter archive configuration mode.   

Ruijie(config-archive)# log config Enter archive log configuration mode.   

Ruijie(config-archive-log-config)# logging enable Enable configuration change logging.   

To disable configuration change logging, execute the no logging enable command in log config configuration mode.   

Configuration example:   

# Enable configuration change logging.   

Ruijie# configure terminal  

Enter configuration commands, one per line.  End with CNTL/Z.  

Ruijie(config)# archive  

Ruijie(config - archive)# log conf ig  

Ruijie(config - archive - log - config)# logging enable  

Specifying the Maximum Number of Entries Reserved in the Configuration Log  

By default, the maximum number of entries reserved in the configuration log is 100. Enter privilege mode and execute the 

following steps to specify the maximum number of entries reserved in the configuration log.   

Command Function 

Ruijie# configure terminal Enter global configuration mode.   

Ruijie(config)# archive Enter archive configuration mode.   

Ruijie(config-archive)# log config Enter archive log configuration mode.   

Ruijie(config-archive-log-config)# logging size entries Specify the maximum number of entries reserved in the 

configuration log (1-1000). The default value is 100.   

To restore to the default setting, execute the no logging size command in log config configuration mode.   

Configuration example:   

# Specify the maximum number of entries reserved in the configuration log to 50.   

Ruijie# configure terminal  

Enter configuration commands, one per line.  End with  CNTL/Z.  

Ruijie(config)# archive  

Ruijie(config - archive)# log config  

Ruijie(config - archive - log - config)# logging size 50  
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Enabling Key Hiding  

By default, keys are displayed in the configuration log. Enter privilege mode and execute the following steps to hide keys 

contained in the configuration log.    

Command Function 

Ruijie# configure terminal Enter global configuration mode.   

Ruijie(config)# archive Enter archive configuration mode.   

Ruijie(config-archive)# log config Enter archive log configuration mode.   

Ruijie(config-archive-log-config)# hidekeys Hide keys contained in the configuration log.   

To restore to the default setting, execute the no hidekeys command in log config configuration mode.   

Configuration example:   

# Hide keys contained in the configuration log.   

Ruijie# configure terminal  

Enter configuration commands, one per line.  End with CNTL/Z.  

Ruijie(config)# archive  

Ruijie(config - archive)# log config  

Ruijie(config - archive - log - config)# hidekeys  

Enabling Configuration Change Notification  

By default, the configuration change notification function is disabled. Enter privilege mode and execute the following steps 

to enable configuration change notification function.    

Command Function 

Ruijie# configure terminal Enter global configuration mode.   

Ruijie(config)# archive Enter archive configuration mode.   

Ruijie(config-archive)# log config Enter archive log configuration mode.   

Ruijie(config-archive-log-config)# notify syslog Enable configuration change notification.   

To restore to the default setting, execute the no notify syslog command in log config configuration mode.   

Configuration example:   

# Enable configuration change notification.   

Ruijie# configure terminal  

Enter configuration commands, one per line.  End with CNTL/Z.  

Rui jie(config)# archive  

Ruijie(config - archive)# log config  

Ruijie(config - archive - log - config)# notify syslog  

Viewing Configuration Change Log Information  

The following commands are provided to display configuration log information and memory usage status.   

Command Function 
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Ruijie# show archive log config { { all | start-num 

[ end-num ] } [ provisioning | contenttype [ plaintext ] ] | 

statistics } 

Display configuration log information and memory usage 

status.   

Typical Example of Configuration File Management  

Networking Requirements  

To timely track the configuration changes, assuming that the network administrator has the following needs:   

Enable configuration change logging;   

Specify the maximum number of entries reserved in the configuration log to 1000;   

Hide keys contained in the configuration log;   

Send configuration change log to the remote log server (IP: 192.168.12.11);   

Network Topology  

 

Fig 1 Configuration change log networking diagram  

Configuration Tips  

N/A  

Configuration Steps  

1) Enable configuration change logging;   

# Enable configuration change logging function to track configuration changes  

Ruijie# configure termin al  

Ruijie(config)# archive  

Ruijie(config - archive)# log config  

Ruijie(config - archive - log - config)# logging enable  

2) Specify the maximum number of entries reserved in the configuration log to 1000;   

# Specify the maximum number of entries reserved in the configuration log  
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Ruijie(config - archive - log - config )# logging size  1000  

3) Hide keys contained in the configuration log  

# Hide keys contained in the configuration log  

Ruijie(config - archive - log - config )# hidekeys  

4) Send configuration change log to the remote log server (IP: 192.168.12.11)   

# Enable the function to send configuration change log to the remote log server  

Ruijie(config - archive - log - config )# notify syslog  

# Configure remote log server  

Ruijie(config - archive - log - config )# exit  

Ruijie(config - archiv e)# exit  

Ruijie(config)# logging server  192.168.12.11  

Verification  

# View configuration log information  

Ruijie(config)# show archive log config all 

i dx   sess      user@line      datetime                logged command  

1     1    unknown@console  Mar 2 1 09:57:22    |  logging enable  

2     1    unknown@console  Mar 2 1 09:5 9: 42   |  logging size 1000  

3     1    unknown@console  Mar 2 1 10: 02: 12   |  hidekeys  

4     1    unknown@console  Mar 2 1 10: 02:2 6   |  notify syslog  

5     1    unknown@console  Mar 2 1 10: 02: 50   |  exit  

6     1    unknown@console  Mar 2 1 10: 03: 01   |  exit  

 

# View configuration log memory usage status  

Ruijie(config)# show archive log config statistic 

Config Log Session Info:  

Number of sessions being tracked: 1 

Memory being held: 1270  bytes  

Total memory allocated for session tracking: 1270  bytes  

Total memory freed from session tracking: 0 bytes  

Config Log log - queue Info:  

Number of entries in the log - queue: 3  

Memory being held in the log - queue: 671 bytes  

Total memory allocated for log entries: 671 bytes  

Total memory freed from log entries: 0 bytes  
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System Management Configuration 

CPU Utilization Display 

Showing CPU Utilization  

Use the show cpu command to show the total CPU utilization and the CPU utilization per process: 

Command Function 

Ruijie# show cpu Show CPU utilization. 

By default, the switch name is Ruijie. 

Below is the result of executing this command: 

Ruijie #show cpu  

=======================================  

     CPU Using Rate Information  

CPU utilization in five seconds: 25%  

CPU utili zation in one minute  : 20%  

CPU utilization in five minutes: 10%  

  NO   5Sec   1Min   5Min   Process  

  0     0%     0%     0%    LISR INT  

  1     7%     2%     1%    HISR INT  

  2     0%     0%     0%    ktimer  

  3     0%     0%     0%    atimer  

  4     0%     0%     0%    printk_task  

  5     0%     0%     0%    waitqueue_process  

  6     0%     0%     0%    tasklet_task  

  7     0%     0%     0%    kevents  

  8     0%     0%     0%    snmpd  

  9     0%     0%     0%    snmp_trapd  

 10     0%     0%     0%    mtdblock  

 11     0%     0%     0%    gc_task  

 12     0%     0%     0%    Context  

 13     0%     0%     0%    kswapd  

 14     0%     0%     0%    bdflush  

 15     0%     0%     0%    kupdate  

 16     0%     3%     1%    ll_mt  

 17     0%     0%     0%    ll main process  

 18     0%     0%     0%    bridge_relay  

 19     0%     0%     0%    d1x_task  

 20     0%     0%     0%    secu_policy_task  

 21     0%     0%     0%    dhcpa_task  

 22     0%     0%     0%    dhcpsnp_task  

 23     0%     0%     0%    igmp_snp  
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 24     0%     0%     0%    mstp_event  

 25     0%     0%     0%    GVRP_EVENT  

 26     0%     0%     0%    rldp_task  

 27     0%     2%     1%    rerp_task  

 28     0%     0%     0%    reup_event_handler  

 29     0%     0%     0%    tpp_ta sk  

 30     0%     0%     0%    ip6timer  

 31     0%     0%     0%    rtadvd  

 32     0%     0%     0%    tnet6  

 33     2%     0%     0%    tnet  

 34     0%     0%     0%    Tarptime  

 35     0%     0%     0%    gra_arp  

 36     0%     0%     0%    Ttcpti mer  

 37     8%     1%     0%    ef_res  

 38     0%     0%     0%    ef_rcv_msg  

 39     0%     0%     0%    ef_inconsistent_daemon  

 40     0%     0%     0%    ip6_tunnel_rcv_pkt  

 41     0%     0%     0%    res6t  

 42     0%     0%     0%    tunrt6  

 43     0%     0%     0%    ef6_rcv_msg  

 44     0%     0%     0%    ef6_inconsistent_daemon  

 45     0%     0%     0%    imid  

 46     0%     0%     0%    nsmd  

 47     0%     0%     0%    ripd  

 48     0%     0%     0%    ripngd  

 49     0%     0%     0%    ospfd  

 50     0%     0%     0%    ospf6d  

 51     0%     0%     0%    bgpd  

 52     0%     0%     0%    pimd  

 53     0%     0%     0%    pim6d  

 54     0%     0%     0%    pdmd  

 55     0%     0%     0%    dvmrpd  

 56     0%     0%     0%    vty_connect  

 57     0%     0%     0%    aaa_task  

 58     0%     0%     0%    Tlogtrap  

 59     0%     0%     0%    dhcp6c  

 60     0%     0%     0%    sntp_recv_task  

 61     0%     0%     0%    ntp_task  

 62     0%     0%     0%    sla_deamon  

 63     0%     3%     1%    track_daemon  

 64     0%     0%     0%    pbr_guard  

 65     0%     0%     0%    vrrpd  

 66     0%     0%     0%    psnpd  

 67     0%     0%     0%    igsnpd  

 68     0%     0%     0%    coa_recv  

 69     0%     0%     0%    co_oper  
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 70     0%     0%     0%    co_mac  

 71     0%     0%     0%    radius_task  

 72     0%     0%     0%    tac+_acct_task  

 73     0%     0%     0%    tac+_task  

 74     0%     0%     0%    dhcpd_task  

 75     0%     0%     0%    dhcps_task  

 76     0%     0%     0%    dhc pping_task  

 77     0%     0%     0%    dhcpc_task  

 78     0%     0%     0%    uart_debug_file_task  

 79     0%     0%     0%    ssp_init_task  

 80     0%     0%     0%    rl_listen  

 81     0%     0%     0%    ikl_msg_operate_thread  

 82     0%     0%     0%    bcmDPC  

 83     0%     0%     0%    bcmL2X.0  

 84     3%     3%     3%    bcmL2X.0  

 85     0%     0%     0%    bcmCNTR.0  

 86     0%     0%     0%    bcmTX  

 87     0%     0%     0%    bcmXGS3AsyncTX  

 88     0%     2%     1%    bcmLINK.0  

 89     0%     0%     0%    bcmRX  

 90     0%     0%     0%    mngpkt_rcv_thread  

 91     0%     0%     0%    mngpkt_recycle_thread  

 92     0%     0%     0%    stack_task  

 93     0%     0%     0%    stack_disc_task  

 94     0%     0%     0%    redun_sync_task  

 95     0%     0%     0%    conf_dispatch_task  

 96     0%     0%     0%    devprob_task  

 97     0%     0%     0%    rdp_snd_thread  

 98     0%     0%     0%    rdp_rcv_thread  

 99     0%     0%     0%    rdp_slot_change_thread  

100     4%     2%     1%    datapkt_rcv_thread  

101     0%     0%     0%    keepalive_link_notify  

102     0%     0%     0%    rerp_msg_recv_thread  

103     0%     0%     0%    ip_scan_guard_task  

104     0%     0%     0%    ssp_ipmc_hit_task  

105     0%     0%     0%    ssp_ipmc_t rap_task  

106     0%     0%     0%    hw_err_snd_task  

107     0%     0%     0%    rerp_packet_send_task  

108     0%     0%     0%    idle_vlan_proc_thread  

109     0%     0%     0%    cmic_pause_detect  

110     1%     1%     1%    stat_get_and_send  

111     0%     1%     0%    rl_con  

112    75%    80%    90%    idle  
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System Memory Display 

Showing the Usage of System Memory 

Use the show memory command to show the usage and status of system memory: 

Command Function 

Ruijie# show memory Show the usage of system memory. 

By default, the switch name is Ruijie. 

Below is the result of executing this command: 

Ruijie #show memory  

System Memory Statistic:  

  Free pages: 13031  

  watermarks : min 378, lower 756, low 1534, high 1912  

  System Total Memory : 1 28MB, Current Free Memory : 54892KB  

  Used Rate : 58%  

The above information includes the following parts: 

1. Free pages: the memory size of one free page is about 4k; 

2. Watermarks (see the following table) 

Parameter Description 

min 

The memory resources are extremely insufficient. It can 

only keep the kernel running. All application modules fail 

to run if the minimum watermark has been reached. 

lower  

The memory resources are severely insufficient. One 

route protocol will auto-exit and release the memory if the 

lower watermark has been reached. For the details, see 

the memory-lack exit-policy command.  

low 

The memory resources are insufficient. The route 

protocol will be in OVERFLOW state if the low watermark 

has been reached. In the overflow state, the routers do 

not learn new routes any more. The commands are not 

allowed to be executed when the memory lacks. 

high 
A plenty of memory resources. Each route protocol 

attempts to restore the state from OVERFLOW to normal. 

3. System total memory, current free memory and used rate. 

Configuring the memory-lack exit-policy 

Use the memory-lack exit-policy command to configure the exit policy of the route protocol if the lower watermark has 

been reached. The route protocol includes BGP, OSPF, RIP, PIM-SM. 
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memory-lack exit-policy [bgp|ospf|pim-sm|rip] 

Command Function 

Ruijie(config)# memory-lack exit-policy [ bgp | ospf | 

pim-sm | rip ] 

Configure the exit policy of the route protocol if the lower 

watermark has been reached. 

Use the no memory-lack exit-policy command to restore the default configuration. By default, if the memory size 

reaches the lower watermark, the protocol that occupies the most memory exits. 

If the system free memory decreases to the lower watermark, the system will disable one route protocol, releasing the 

memory resources to ensure the normal operation of other protocols.  

You shall know what route protocols support the major network service. If the memory resources lack, you can disable the 

most unimportant protocol to ensure the normal operation of the major services.  

For example, in a user network, the routes BGP learned are irrelevant to the major network service; you can use the 

memory-lack exit-policy bgp command.  

Specifying the disabled route protocol as the exit policy cannot help the system obtain enough memory resources. 

Showing the Usage of the protocol memory  

Use the show memory protocol command to display the usage of the memory protocol. 

Command Function 

show memory protocol Show the usage of the memory protocol 

Below is the result of executing this command: 

Ruijie # show memory protocols  

==================== ============  

protocol        | memory(byte)                           

BGP              102000000  

OSPF             24000000  

RIP              10000000  

PIM              50000000  

LDP              20000000  

Total            206000000  

 

 



Configuration Guide  System Memory Display Configuration 

 

System Memory Display Configuration 

Showing the Usage of System Memory 

Use the show memory command to show the usage and status of system memory: 

Command Function 

Ruijie# show memory Show the usage of system memory. 

By default, the switch name is Ruijie. 

Below is the result of executing this command: 

Ruijie #show memory  

System Memory Statistic:  

  Free pages: 13031  

  watermarks : min 378, lower 756, low 1534, high 1912  

  System Total Memory : 128MB, Curre nt Free Memory : 54892KB  

  Used Rate : 58%  

The above information includes the following parts: 

1. Free pages: the memory size of one free page is about 4k; 

2. Watermarks (see the following table) 

Parameter Description 

min 

The memory resources are extremely insufficient. It can 

only keep the kernel running. All application modules fail 

to run if the minimum watermark has been reached. 

lower  

The memory resources are severely insufficient. One 

route protocol will auto-exit and release the memory if the 

lower watermark has been reached. For the details, see 

the memory-lack exit-policy command.  

low 

The memory resources are insufficient. The route 

protocol will be in OVERFLOW state if the low watermark 

has been reached. In the overflow state, the routers do 

not learn new routes any more. The commands are not 

allowed to be executed when the memory lacks. 

high 
A plenty of memory resources. Each route protocol 

attempts to restore the state from OVERFLOW to normal. 

3. System total memory, current free memory and used rate. 

Configuring the memory-lack exit-policy  

Use the memory-lack exit-policy command to configure the exit policy of the route protocol if the lower watermark has 

been reached. The route protocol includes BGP, OSPF, RIP, PIM-SM. 
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memory-lack exit-policy [bgp|ospf|pim-sm|rip] 

Command Function 

Ruijie(config)# memory-lack exit-policy [ bgp | ospf | 

pim-sm | rip ] 

Configure the exit policy of the route protocol if the lower 

watermark has been reached. 

Use the no memory-lack exit-policy command to restore the default configuration. By default, if the memory size 

reaches the lower watermark, the protocol that occupies the most memory exits. 

If the system free memory decreases to the lower watermark, the system will disable one route protocol, releasing the 

memory resources to ensure the normal operation of other protocols.  

You shall know what route protocols support the major network service. If the memory resources lack, you can disable the 

most unimportant protocol to ensure the normal operation of the major services.  

For example, in a user network, the routes BGP learned are irrelevant to the major network service, you can use the 

memory-lack exit-policy bgp command.  

Specifying the disabled route protocol as the exit policy cannot help the system obtain enough memory resources. 

Showing the usage of the protocol memory 

Use the show memory protocol command to display the usage of the memory protocol. 

Command Function 

show memory protocol Show the usage of the memory protocol 

Below is the result of executing this command: 

Ruijie # show memory protocols  

==================== ============  

protocol        | memory(byte)                           

BGP              102000000  

OSPF             24000000  

RIP              10000000  

PIM              50000000  

LDP              20000000  

Total            206000000  
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Terminal Monitor allows log information to be displayed on the current VTY (such as the telnet window). 

Logging Host specifies the address of the syslog server that will receive the log information. Our product allows the 

configuration of at most 5 syslog servers. The log information will be sent to all the syslog servers at the same time. 

 
Caution 

To send the log information to the syslog server, it is required to turn on 

the timestamp switch or sequential number switch of the log information. 

Otherwise, log information will not be sent to the syslog server. 

Logging File Flash: Record log information in FLASH. The filename for log shall not have any extension to indicate the file 

type. The extension of the log file is fixed as txt. Any configuration of extension for the filename will be refused. 

More flash: filename command shows the contents of the log file in the flash. 

 
Caution 

Some devices support extended FLASH. If the device has extended 

FLASH, the log information will be recorded there. If the device has no 

extended FLASH, the log information will be recorded in the serial 

FLASH. 

Enabling the Log Timestamp Switch of Log Information 

To add or delete timestamp in log information, run the following command in the global configuration mode: 

Command Function 

Ruijie(config)# service timestamps 

[ message-type [ uptime | datetime 

[ msec ] [ year ] ] ] 

Enable the timestamp in the log 

information 

Ruijie(config)# no service timestamps 

[message-type] 

Disable the timestamp in the log 

information 

The timestamp are available in two formats: device uptime and device datetime. Select the type of timestamp 

appropriately. 

Message type: log or debug. The "log" type means the log information with severity levels 0-6. The "debug" type means 

that with severity level 7. 

 
Caution 

If the current device has no RTC, the configured time is invalid, and 

the device automatically uses the startup time as the timestamp for 

the log information. 

Enabling Switches in Log System  

By default, the system name is not included in the log information. To add or remove the system name in the log 

information, perform the following commands in the global configuration mode. 

Command Function 

Ruijie(config)# no service sysname 
Cancel the system name in the log 

message. 
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Ruijie(config)# logging rate-limit 

number 
Set log rate limit.  

Ruijie(config)# no logging rate-limit Delete the setting of log rate limit.  

Configuring Log Redirecting Rate Limit  

In the VSU environment, neither the secondary nor standby device generates much log information in general. To prevent 

the secondary or standby device from generating much log information, you need to limit the rate of redirecting log 

information to the primary device, otherwise this will cause much load on the system. By default, the rate for redirecting 

log information to the primary device is no more than 200 logs per second. 

Execute the following commands in the global configuration mode of the primary device to modify the log redirecting rate 

limit: 

Command Function 

Ruijie(config)# logging rd rate-limit number [ except 

[ severity ] ] 
Configure the log redirecting rate limit. 

Ruijie(config)# no logging rate-limit Remove the log redirecting rate limit. 

Configuring the Log Information Displaying Level 

To limit the number of log messages displayed on different devices, it is possible to set the severity level of log information 

that is allowed to be displayed on those devices. 

To configure the log information displaying level, run the following command in the global configuration mode: 

Command Function 

Ruijie(config)# logging console [level] 
Set the level of log information that is 

allowed to be displayed on the console 

Ruijie(config)# logging monitor [level] 

Set the level of log information that is 

allowed to be displayed on the VTY 

window (such as telnet window) 

Ruijie(config)# logging buffered 

[buffer-size] [level] 

Set the level of log information that is 

allowed to be recorded in memory buffer 

Ruijie(config)# logging file 

flash:filename [max-file-size] [level] 

Set the level of log information that is 

allowed to be recorded in extended flash 

Ruijie(config)# logging trap [level] 
Set the level of log information that is 

allowed to be sent to syslog server  

The log information of our products is classified into the following 8 levels: 

Level Keyword Level Description 

Emergencies 0 
Emergency case, system cannot run 

normally 

Alerts 1 Problems that need immediate remedy 
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Level Keyword Level Description 

Critical 2 Critical conditions 

Errors 3 Error message 

Warnings 4 Alarm information 

Notifications 5 
Information that is normal but needs 

attention 

Informational 6 Descriptive information 

Debugging 7 Debugging messages 

Lower value indicates higher level. That is, level 0 indicates the information of the highest level. 

When the level of log information that can be displayed is set for the specified device, the log information that is at or 

below the set level will be displayed. For example, after the command logging console 6 is executed, all log information at 

or below level 6 will be displayed on the console. 

By default, the log information that is allowed to be displayed on the console is at level 7. 

By default, the log information that is allowed to be displayed on the VTY window is at level 7. 

By default, the log information that is allowed to be sent to the syslog server is at level 6. 

By default, the log information that is allowed to be recorded in the memory buffer is at level 7. 

By default, the log information that is allowed to be recorded in the extended flash is at level 6. 

The privileged command show logging can be used to show the level of log information allowed to be displayed on 

different devices. 

Configuring the log information device value 

The device value is one of the parts that form the priority field in the messages sent to the syslog server, indicating the 

type of device that generates the information. 

To configure the log information device value, run the following command in the global configuration mode: 

Command Function 

Ruijie(config)# logging facility 

facility-type 
Configure the log information device value 

Ruijie(config)# no logging facility  
Restore the default of the log information 

device value 

The meanings of various device values are described as below: 

Numerical Code        Facility  

           0             kernel messages  

           1             user - level messages  

           2             mail system  

           3             system daemons 

           4             security/authorization messages  
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           5             messages generated internally by syslogd  

           6             line printer subsystem  

           7             network news subsystem  

           8             UUCP  subsystem  

           9             clock daemon  

          10             security/authorization messages  

          11             FTP daemon  

          12             NTP subsystem  

          13             log audit  

          14             log alert  

          15             clock daemon  

          16             local use 0  (local0)  

          17             local use 1  (local1)  

          18             local use 2  (local2)  

          19             local use 3  (local3)  

          20             local u se 4  (local4)  

          21             local use 5  (local5)  

          22             local use 6  (local6)       

          23             local use 7  (local7)  

The default device value of our products is 23. 

Configuring the Source Address of Log Messages 

By default, the source address of the log messages sent to the syslog server is the address of the port that sends the 

messages. It is possible to fix the source address for all log messages through commands. 

It is possible to directly set the source IP address of the log messages or the remote port of the log messages. 

To configure the source address of the log messages, run the following command in the global configuration mode: 

Command Function 

Ruijie(config)# logging source 

interface interface-type 

interface-number 

Configure the source port of log 

information 

Ruijie(config)# logging source  {ip 

ip-address | ipv6 ipv6-address}  

Configure the source IP address of log 

messages 

Setting and Sending User Log 

By default, no log is output when a user logs in or out and executes configuration commands. To output user login/logoff 

logs or configuration command logs, execute the following commands in the global configuration mode: 

Command Function 

Ruijie(config)# logging userinfo Set user login/logoff log.  
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Command Function 

Ruijie(config)# logging userinfo 

command-log 

Send a log when a configuration command 

is executed 

Log Monitoring 

To monitor log information, run the following commands in the privileged user mode: 

Command Function 

Ruijie# show logging 
View the log messages in memory buffer 

as well as the statistical information of logs 

Ruijie# show logging count 
View the statistical information of logs in 

every modules 

Ruijie# clear logging 
Clear the log messages in the memory 

buffer 

Ruijie# more flash:filename  View the log files in the extended flash  

 

 
Caution 

The format of the timestamp in the output result of show logging count is 

the format in the latest log output. 

Examples of Log Configurations 

Here is a typical example to enable the logging function: 

Ruijie(conf ig)# interface gigabitEthernet 0/1  

Ruijie(config - if)# ip address 192.168.200.42 255.255.255.0  

Ruijie(config - if)# exit  

Ruijie(config)# service sequence - numbers          //Enable sequence number  

Ruijie(config)# service timestamps debug datetime  //Enable deb ug information timestamp, in 

date format  

Ruijie(config)# service timestamps log datetime  //Enable log information timestamp, in 

date format  

Ruijie(config)# logging 192.168.200.2    //Specify the syslog server address  

logging trap debugging            //Th e log information of all levels will be sent to syslog 

server  

Ruijie(config)# end  
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Cluster management function Enabled 

Status of a cluster member No cluster is created, and a device belongs to no cluster.  

Cluster auto-addition function Enabled 

Topology collection range Five hops 

Cluster timer value 60 seconds 

Cluster timer-hello value 30 seconds 

Cluster timer-hold value 90 seconds 

Enabling or Disabling the Cluster Function 

By default, the cluster function is enabled. To disable the cluster function, run the commands listed in the following table.  

Command Function 

Ruijie# configure terminal Enter global configuration mode. 

Ruijie(config)# no cluster enable Disable the cluster management function. 

Ruijie(config)# end Return to privileged EXEC mode. 

Ruijie# show run Verify the configuration. 

If you run the command on the administrator to disable the cluster function, the cluster and its configurations will be 

deleted. If you run the command on a member to disable the cluster function, the cluster function of the member is 

disabled and the member exits the cluster.  

If you run the command on a candidate to disable the cluster function, the cluster function of the candidate is disabled and 

the candidate cannot join any cluster.  

To re-enable the cluster function, run the cluster enable command in the global configuration mode: 

Configuration Example: 

# Disable the cluster management function for the device.  

Ruijie# configure terminal  

Enter configuration commands, one per line.  End with CNTL/Z.  

Ruijie(config)# no cluster enable  

 

Creating or Deleting a Cluster 

A cluster can have only one administrator. When creating a cluster on a device, the device becomes the administrator of 

the cluster at the same time. To create a cluster, run the commands listed in the following table.  

Command Function 

Ruijie# configure terminal Enter the global configuration mode. 

Ruijie(config)# cluster [ name ] Create a cluster on a device, set the device as the administrator, assign the 

cluster SN 1 to the administrator, and enter the cluster configuration mode.  

name: indicates the name of the cluster. The default value is CLUSTER. 

name_1.Ruijie(config-cluster)# exit Return to configuration mode. 

name_1.Ruijie(config)# exit Return to privileged EXEC mode. 

name_1.Ruijie# show cluster Verify the configuration. 
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Specifying a Cluster for Managing a Device 

This section describes how to specify a cluster for managing a member or candidate. To achieve this, run the commands 

listed in the following table.  

Command Function 

Ruijie# configure terminal Enter global configuration mode. 

Ruijie(config)# cluster member { cluster-name  

name | admin-address H.H.H } 

Specify the name or the MAC address of the cluster that 

manages the device. name: indicates the cluster name.  

H.H.H: indicates the MAC address of the administrator. 

Ruijie(config)# end Return to privileged EXEC mode. 

Ruijie# show run Verify the configuration. 

You can run this command to configure the cluster that manages the device.  

You can run the no cluster member command to delete the related information, so that the device can join any cluster. 

After the command is run for a candidate, the candidate can join a specified cluster.  

If the command is run for a member, the member exits the cluster and becomes a candidate if the current cluster is 

different from the specified cluster. 

Configuration Example: 

# Specify "cluster" as the name of the cluster that manages the device. 

Ruijie# configure terminal  

Enter configuration commands, one per line.  End with CNTL/Z.  

Ruijie# cluster member cluster - name cluster   

 

Logging In to a Device 

You can run the cluster login command on the administrator to log in to a member device for configuration, or run the 

command on a member device to log in to the administrator as described in the following table. 

Command Function 

clus_1.Ruijie# cluster login { administrator | member 

{member-id | H.H.H } } 

Run the command on the administrator to log in to a 

member device, or run the command on a member 

device to log in to the administrator.  

member-id: indicates the cluster SN of a member.  

administrator: logs in to the administrator from a 

member.  

H.H.H: indicates the MAC address of the member to be 

logged in to. 

Run the command on the administrator to log in to a member for management.  

To exit the member, run the exit command in the privileged EXEC mode.  

Configuration Example: 

# Run the following command to log in to member 2 from the administrator. 





Configuration Guide  Cluster Management Configuration 

 

clus_1.Ruijie(config)# cluster  Enter cluster configuration mode. 

clus_1.Ruijie(config-cluster)# member black-list H.H.H Add a specified device to the cluster blacklist.  

H.H.H: indicates the MAC address of the device 

to be blacklisted.  

clus_1.Ruijie(config-cluster)#exit Return to configuration mode. 

clus_1.Ruijie (config)# end Return to privileged EXEC mode. 

clus_1.Ruijie # show cluster black-list Verify the configuration. 

Run the command for blacklisting a device only on the administrator. If the specified device is in the cluster topology table, 

the device and its associated devices will exit the cluster and the device is blacklisted after the command is run.  

Use the no form of the command to delete a device from the blacklist. If H.H.H is set, the device specified by H.H.H is 

deleted. If H.H.H is not set, all devices in the blacklist are deleted. After the device is deleted from the blacklist, it can join a 

cluster and become a member. 

Configuration Example: 

# Configure the cluster blacklist on the administrator. Add the device with the MAC address 0010-3500-e001 to the 

blacklist.  

clus_1.Ruijie#configure terminal                 //Run the command on the administrator CLI.  

Enter configuration commands, one per line.  End wit h CNTL/Z.  

clus_1.Ruijie(config)# cluster  

clus_1.Ruijie(config - cluster)#member black - list 0010 - 3500 - e001  

# Release all devices in the current cluster blacklist.  

clus_1.Ruijie#configure terminal                 //Run the command on the administrator CLI.  

Enter configuration commands, one per line.  End with CNTL/Z.  

clus_1.Ruijie(config)# cluster  

clus_1.Ruijie(config - cluster) # no member black - list  

 

Restarting a Member 

Run the command listed in the following table to make a member restart. 

Command Function 

clus_1.Ruijie#cluster reload member 

{ member-id | 

H.H.H } 

Restart a member.  

member-id: indicates the cluster SN of the member to be restarted.  

H.H.H: indicates the MAC address of the member to be restarted. 

Run the command only on the administrator in privileged EXEC mode. 

Configuration Example: 

# Run the following command to make member 2 restart: 

clus_1.Ruijie# cluster reload member 2  
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clus_1.Ruijie (config)# end Return to privileged EXEC mode. 

clus_1.Ruijie # show cluster Verify the configuration. 

Run the command only on the administrator.  

Configuration Example: 

# Run the following command to set 3333 as the cluster management VLAN and 10.10.10.0 255.255.255.128 as the 

cluster management IP address pool: 

clus_1.Ruijie#configure terminal                 //Run the command on the administrator CLI.  

Enter configuration commands, one per line.  End with CNTL/Z.  

clus_1.Ruijie(config)# cluster  

clus_1.Ruijie(config - cluster)# management vl an 3333 ip - pool 10.10.10.0 255.255.255.128  

Configuring the Cluster Authentication Password 

Run the commands listed in the following table to configure the authentication password of privileged EXEC mode for the 

management device or configure the authentication password for a specified device.  

Command Function 

clus_1.Ruijie# configure terminal Enter global configuration mode. 

clus_1.Ruijie(config)# cluster  Enter cluster configuration mode. 

clus_1.Ruijie(config-cluster)# member password 

{ password-id | H.H.H } { password | encryption-type 

encrypted-password } 

Configure the authentication password.  

password-id: indicates the ID of the cluster management 

password. 

H.H.H: indicates the MAC address of a device.  

Password: indicates a plain text password. 

encryption-type: indicates the encryption mode of the 

authentication password. 0: not encrypted;7: encrypted. 

encrypted-password: indicates the authentication password 

after the encryption mode is specified. 

clus_1.Ruijie(config-cluster)#exit Return to configuration mode. 

clus_1.Ruijie (config)# end Return to privileged EXEC mode. 

clus_1.Ruijie # show run Verify the configuration. 

Configuration Example: 

# Configure the plain text password aaa for the device with the MAC address 00d0.f8fe.1007. 

clus_1.Ruiji e#configure terminal                 //Run the command on the administrator CLI.  

Enter configuration commands, one per line.  End with CNTL/Z.  

clus_1.Ruijie(config)# cluster  

clus_1.Ruijie(config - cluster)# member password 00d0.f8fe.1007 aaa  

# Add the plain text password bbb to the cluster authentication password pool and specify the password pool SN to 12: 

clus_1.Ruijie#configure terminal                 //Run the command on the administrator CLI.  

Enter configuration commands, one per line.  End with CNTL/Z .  

clus_1.Ruijie(config)# cluster  

clus_1.Ruijie(config - cluster)# member password 12 bbb  
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Using the TFTP Agent 

A member can use the administrator TFTP agent to download files from the TFTP server or upload files to the TFTP 

server. The administrator uses the proxy tftp-server command to set the TFTP server shared by clusters, and a member 

uses the administrator TFTP agent to implement the TFTP function. To achieve these, run the commands listed in the 

following table.  

Command Function 

clus_1.Ruijie# configure terminal Enter global configuration mode. 

clus_1.Ruijie(config)# cluster  Enter cluster configuration mode. 

clus_1.Ruijie(config-cluster)# proxy tftp-server 

ip-address 

Set the TFTP server shared by clusters.  

ip-address: indicates the address of the TFTP servers shared 

by clusters (IPv4). 

clus_1.Ruijie(config-cluster)# exit Return to configuration mode. 

clus_1.Ruijie (config)# exit Return to privileged EXEC mode. 

clus_1.Ruijie# cluster login member 2  Log in to member 2.  

clus_2.Ruijie# cluster tftp server: source-file flash:  

[ destination-file ] 

Member 2 downloads files from the TFTP server to a local 

host.  

source-file: indicates the source file to be transferred. The 

source file can be located on a remote TFTP server. 

destination-file: indicates the destination file to be transferred 

to. The destination file can be located on the local FLASH. If 

the destination file is not specified, the source file name is 

used the destination file name. 

clus_2.Ruijie# cluster tftp flash:source-file server: 

[ destination-file ] 

Member 2 uploads files from a local host to the TFTP server.  

source-file: indicates the source file to be transferred. The 

source file can be located on the local FLASH. 

destination-file: indicates the destination file to be transferred 

to. The destination file can be located on a remote TFTP 

server. If the destination file is not specified, the source file 

name is used the destination file name. 

Run the command only on the administrator for configuring the TFTP server shared by cluster.  

Configuration Example: 

# Run the command on the administrator to set the TFTP server 172.10.1.1 to be the one shared by clusters. Then, 

access member 2, and use the TFTP server shared by clusters to transfer the config.text file to a local host. 

clus_1.R uijie#configure terminal                 //Run the command on the administrator CLI.  

Enter configuration commands, one per line.  End with CNTL/Z.  

clus_1.Ruijie(config)# cluster  

clus_1.Ruijie(config - cluster)# proxy tftp - server 172.10.1.1  

clus_1.Ruijie(con fig - cluster)#exit  

clus_1.Ruijie(config)#exit  

clus_1.Ruijie# cluster login member 2                    //Access the CLI of member 2.  

clus_2.Ruijie# cluster tftp server://config.text flash:config.text   //Use the cluster TFTP 

agent.  
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Viewing the Cluster Configuration and Status 

Run the commands listed in the following table in privileged EXEC mode to view information about the cluster. 

Command Function 

show cluster Show the basic information about the cluster of the device. 

show cluster members [ member-id | detail ] Show the member information, specifically all member information 

on the administrator, but only the administrator information and its 

own information on a member. 

member-id: indicates the cluster SN of a member.  

show cluster candidates [ detail | H.H.H ] Show candidate information only on the administrator.  

H.H.H: indicates the MAC address of a candidate. 

show cluster topology [ H.H.H | member-id ] Show the topology information about the cluster. 

H.H.H: indicates the MAC address of a cluster device. 

member-id: indicates the cluster SN of a member.  

show cluster black-list Show all the blacklist information. 

Configuration Example: 

# Show the basic information about the cluster of the device. 

clus_1.Ruijie#show cluster  

Cluster:                      CLUSTER <Administrator>  

Member- id:                    1  

Administrator mac address:    00d0.f822.33ac  

Administrator name:           ruijie  

Management vlan:              2056  

Management ip:                192.168.176.1  

Management ip - pool:           192. 168.176.0/24  

Total number of members:      2  

Status:                       0 members are unreachable  

Run time:                     0 days, 1 hours, 5 minutes , 37 seconds  

Timer:                        60 seconds  

Timer hello:                  30 seconds  

Time r hold:                   90 seconds  

Hops- limit:                   5  

Proxy tftp - server:            Not configured!  

# Show information about a member. 

clus_1.Ruijie# show cluster member  

SN         MAC       Name       Hops State   LcPort    UpSN      UpMAC     UpPort  

----  --------------  -----------  ----  -------  ---------  ----  --------------  ---------  

1    00d0.f8fe.1007 switch - 1      0    <Admin>  

2    00d0.f8fe.43d2 switch - 2      1    up      Fa0/2     1    00d0.f8fe.1007 Fa0/3  

3    00d0.f8fe.a861 switch - 3      2    up      Fa0/5     2    00d0.f8fe.43d2 Fa0/12  
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Timer hold:                      90 seconds  

Hops- limit:                      5  

Proxy tftp - server:               Not configured!  

Show information about a candidate before the candidate is added as a member. 

Ruijie# show cluster candidate  

MAC      Hops LcPort    UpSN      UpMAC     UpPort    STATUS  

--------------  ----  ---------  ----  --------------  ---------  ------  

00d0.f800.0ab1 1    Gi1/1     1    00d0.f800.0a10 Gi0/7     READY  

00d0.f800.0ab2 1    Gi1/2     1    00d0.f800.0a10 Gi0/8     READY  

00d0.f800.0ab3 2    Fa0/2     -     00d0.f800.0ab1 Fa0/1     READY  

00d0.f800.0ab4 2    Fa0/3     -     00d0.f800.0ab1 Fa0/4     READY  

00d0.f800.0ab5 2    Fa0/6     -     00d0.f800.0ab2 Fa0/5     READY  

Show information about a member. 

clus_0.Ruijie# show cluster member  

SN       MAC      Name          Hops State    LcPort    UpSN      UpMAC     UpPort  

--  --------------  -------------  ----  --------  ---------  ----  --------------  ---------  

1  00d0.f800.0a10 Ruijie        0    <Admin>  

2  00d0.f800.0ab1 Ruijie - 1      1    up       Gi1/1     1    00d0.f800 .0a10 Gi0/7  

3  00d0.f800.0ab2 Ruijie - 2      1    up       Gi1/2     1    00d0.f800.0a10 Gi0/8  

4  00d0.f800.0ab3 Ruijie - 3      2    up       Fa0/2     2    00d0.f800.0ab1 Fa0/1  

5  00d0.f800.0ab4 Ruijie - 4      2    up       Fa0/3     2    00d0.f800.0ab1 Fa0/ 4 

6  00d0.f800.0ab5 Ruijie - 5      2    up       Fa0/6     3    00d0.f800.0ab2 Fa0/5  

 

clus_1.Ruijie# show cluster member detail  

Device 'Ruijie - 1' with member id  2  (Member)  

        Device type:                 S2628G  

        MAC address:                 00 d0.f800.0ab1  

        Serial Number:               1234942570112  

        Upstream MAC address:        00d0.f800.0a10  

        Local port:                  Gi1/1  

        Upstream port:               Gi0/7  

        Hops from Administrator:     1  

        Last t opo update:            37 seconds ago  

        Last udp update:             7 seconds ago  

        Management ip:               192.168.176.2  

        State:                       up (Active)  

        no receive topo respone:     0 times  

        no receive udp  respone:      0 times  

        add method:                  Manually add  

Device 'Ruijie - 2' with member id  3  (Member)  

        Device type:                 S2628G  

        MAC address:                 00d0.f800.0ab2  

        Serial Number:               1234 942579121  

        Upstream MAC address:        00d0.f800.0a10  
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        Local port:                  Gi1/2  

        Upstream port:               Gi0/8  

        Hops from Administrator:     1  

        Last topo update:            37 seconds ago  

        Last udp  update:             7 seconds ago  

        Management ip:               192.168.176.2  

        State:                       up (Active)  

        no receive topo respone:     0 times  

        no receive udp respone:      0 times  

        add method:                  Manually add  

Device 'Ruijie - 3' with member id  4  (Member)  

        Device type:                 S2628G  

        MAC address:                 00d0.f800.0ab3  

        Serial Number:               1234942579801  

        Upstream MAC address:        00d0.f8 00.0ab1  

        Local port:                  Fa0/2  

        Upstream port:               Fa0/1  

        Hops from Administrator:     2  

        Last topo update:            37 seconds ago  

        Last udp update:             7 seconds ago  

        Management i p:               192.168.176.2  

        State:                       up (Active)  

        no receive topo respone:     0 times  

        no receive udp respone:      0 times  

        add method:                  Manually add  

Device 'Ruijie - 4' with member id  5  (Member)  

        Device type:                 S2628G  

        MAC address:                 00d0.f800.0ab4  

        Serial Number:               1234942570108  

        Upstream MAC address:        00d0.f800.0ab1  

        Local port:                  Fa0/3  

        Upstream port:               Fa0/4  

        Hops from Administrator:     2  

        Last topo update:            37 seconds ago  

        Last udp update:             7 seconds ago  

        Management ip:               192.168.176.2  

        State:                       up (Active)  

        no receive topo respone:     0 times  

        no receive udp respone:      0 times  

        add method:                  Manually add  

Device 'Ruijie - 5' with member id  6  (Member)  

        Device type:                 S2628G  

        MAC address:                 00d0.f800.0ab5  

        Serial Number:               1234942570019  

        Upstream MAC address:        00d0.f800.0ab2 (Cluster member 2)  

        Local port:                  Fa0/6  
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        Upstream port:               Fa 0/5  

        Hops from Administrator:     2  

        Last topo update:            37 seconds ago  

        Last udp update:             7 seconds ago  

        Cluster ip:                  192.168.176.2  

        State:                       up (Active)  

        no receive topo respone:     0 times  

        no receive udp respone:      0 times  

        add method:                  Manually add  
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SRM Configuration  

Introduction to SRM  

Overview  

The System Resource Manager (SRM) feature allows you to monitor the utilization of limited resources in the embedded 

system. Through analysis of monitoring information, the network administrator can have a comprehensive understanding 

of device operation status and more accurate measurement of system performance, through which the administrator can 

take the corresponding measures to improve serviceability.    

SRM mainly provides two functions: statistics and monitoring  

Statistics: By querying the statistical information about resource usage, the user can understand the current resource 

distribution and historic records, providing strong reference for system optimization and troubleshooting.   

Monitoring: Through reasonable configuration, the user can timely understand the changes in system status, and the 

system can also take specified actions according to such changes in order to maintain system stability and reliability.   

The RGOS SRM architecture is shown below: SRM regards all system resources as Resource Owners (RO) and modules 

using these resources as Resource Users (RU). SRM framework is a bridge connecting resource owner, resource user 

and outside users; it is also the core of SRM architecture.    

 

Fig 1 SRM architecture 

Basic concepts  

Resource user  

Resource User (RU) accesses the SRM framework in order to monitor resource usage and receive event notifications 

sent by the SRM framework.   
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RGOS only supports Task-type RU, namely RU and Task are in a one-to-one correspondence.   

Resource owner  

Resource Owner (RO) corresponds to the existing resource management modules in RGOS and accesses the SRM 

framework to provide statistical information about resource allocation. When monitor event incurs, the SRM framework will 

notify RO, which will then execute the corresponding action.    

Currently, RO only includes two resources: CPU and memory.    

SRM framework  

SRM framework is built on basis of specific ROs and is responsible for the maintenance of RU, RO and policy related 

information and monitoring of resource utilization. The purpose of introducing SRM framework is to eliminate the 

difference between resource management modules and offer unified SRM configuration commands for users.   

SRM framework mainly consists of three parts: RU group management, policy management and monitor instance. The 

relationship between SRM framework, RU and RO is shown below:    

 

Fig 2 SRM framework 

RU group  

To allow unified monitoring of similar RUs, the concept of "group" is introduced on the basis of RU, and the user can freely 

include multiple RUs into one RU group. When a monitor event incurs, the SRM framework will send the notification to all 

members in the RU group.    

SRM contains the following three types of RU groups:   

Global group: It the default RU group in the system, representing the monitoring of RO's global occupancy rate. There can 

be only one global group in the system.    

Unit group: The group only contains a single RU. When the user monitors a single RU, SRM will automatically generate a 

unit group with the same name as RU. This unit group will replace RU and become the subject of monitoring.   



Configuration Guide  SRM Configuration 

 

Multi-member group: Such group contains multiple RUs. The user can define this group and add/delete RU members 

according to its own needs.   

One RU can only belong to one RU group instead of multiple RU groups, or else one RU may be using multiple policies, 

which is not allowed in policy association.   

Policy  

Policy is used to specify the subject and behavior of monitoring. One policy consists of one or more RO rules, while each 

RO rule consists of one or more thresholds of different levels.    

One policy can be applied to multiple RU groups. When the policy is applied to RU group, we can say that the policy has 

associated with RU group, and a monitor instance will then be generated to monitor the usage of corresponding resource.    

Policies can be divided into:   

Global policy: The threshold monitoring in global policy will monitor the global occupancy rate of RO. Therefore, the global 

policy can only associate with global group, and the global group can only be applied with global policy.   

User policy: The threshold monitoring in user policy will monitor the total resource occupancy rate of RUs specified by the 

user. The user policy can only associate with the unit group or multi-member group.   

Threshold  

Threshold involves the following attributes:   

Level: threshold level, which is used to indicate the degree of urgency: critical, major and minor. Different levels of 

thresholds will create different event notifications. The user can view historical information of such notification to learn 

about system operation status.   

Rising value: rising threshold value (1-100). When the resource occupancy rate rises from a value lower than rising value 

to a value higher than the rising value, an UP event will incur.    

Falling value: falling threshold value (1-100), which must be less than or equal to the rising value. When the resource 

occupancy rate falls from a value higher than falling value to a value lower than the falling value, a DOWN event will incur.    

Interval: holding time, with unit being second, minimal value being 5s and maximal value being 86400s. When the 

occupancy rate exceeds the threshold and remains stable on one side of the threshold for a time exceeding the interval, a 

monitor event will incur. This will avoid that excessive null event notifications are created while the resource occupancy 

rate is fluctuating around the threshold.    

Working principle  

As shown in Fig 2, the SRM framework monitors RU/RO resource utilization through the monitor instance created upon 

the association of policy and RU group. The monitor instance will periodically monitor RU/RO resource utilization and 

compare with the threshold indicated in the policy. When the resource occupancy rate is found to exceed the threshold 

and remains stable on one side of the threshold for a time exceeding the interval, the corresponding monitor event will be 

triggered.    

When a monitor event incurs, SRM framework will notify RO and RU, and RO will usually generate the corresponding log.   



Configuration Guide  SRM Configuration 

 

Protocol specification  

N/A  

Configure SRM  

Default configurations  

There is no default configuration for SRM.   

Configure monitor policy  

Command Function 

Ruijie>enable Enter privilege mode.   

Ruijie#configure terminal Enter global configuration mode.   

Ruijie(config)#resource manager [[device device-num] 

mboard {M1 | M2} | slot slot-num]] 

Enter SRM configuration mode.   

Enter SRM configuration mode of this board.   

device device-num: Specify the device to be configured 

(only effective for stacked and VSU devices);   

mboard { M1 | M2 }: Specify the management board to 

be configured (M1 or M2, only effective for chassis or 

VSU devices);   

slot slot-num: Specify the line card to be configured (only 

effective for chassis or VSU devices).   

Ruijie(config-srm)#policy policy-name [global] 

or 

Ruijie(config-srm-slave)#policy policy-name [global] 

or 

Ruijie(config-srm-slot-slotnum)#policy policy-name 

[global] 

Configure the policy and enter SRM-policy configuration 

mode.   

policy-name: Name of monitor policy.   

Global: If you add the global parameter, it will become a 

global policy; otherwise, it is a user policy.   

Ruijie(config-srm-policy)#{memory | cpu} Enter owner configuration mode.   

Currently, two ROs are supported: memory and cpu.   

Ruijie(config-owner-memory)#{critical | major | minor} 

rising rising-waterline-value [interval interval-value] 

[falling falling-waterline-value [interval interval-value]] 

Configure threshold.   

The unit of threshold is percent (1-100).   

Note: The rising threshold of major must be greater than 

that of minor, and the rising threshold of critical must be 

greater than that of major.   

 

To delete the policy configuration, execute "no policy policy-name" command in the SRM mode.   

Configuration example:    

# Configure a global policy named rgos_policy and configure the memory option of this policy.   

Ruijie#configure terminal  

Ruijie(config)# resource manager  

Ruijie(config - srm)# policy rgos_policy global  
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Ruijie(config - srm)# user group  rgos_group  

Router(config - res - group) #instance ospf  

Router(config - res - group) #policy rgos_ policy  

 

Display SRM configurations and status   

Command Function 

Ruijie#show resource database [ [device device-num ] 

mboard { M1 | M2 } | slot slot-num ] ] 

View SRM database, including RU information, RO 

information and policy information.    

By default, SRM database information of main board is 

displayed;   

device device-num: Specify the device to view (only 

effective for stacked and VSU devices);   

mboard { M1 | M2 }: Specify the management board to 

view (M1 or M2, only effective for chassis or VSU 

devices);   

slot slot-num: Specify the line card to view (only effective 

for chassis or VSU devices).   

Ruijie# show resource notification owner { all | cpu | 

memory } [ [ device device-num ] mboard { M1 | M2 } | 

slot slot-num ] ] 

Display statistics of event notifications.   

all: Display statistics of all ROs;   

cpu: Display statistics related to CPU;   

memory: Display statistics related to memory;   

By default, event notification statistics of main board will 

be displayed;   

device device-num: Specify the device to view (only 

effective for stacked and VSU devices);   

mboard { M1 | M2 }: Specify the management board to 

view (M1 or M2, only effective for chassis or VSU 

devices);   

slot slot-num: Specify the line card to view (only effective 

for chassis or VSU devices).   

Router#show resource owner { all | cpu | memory } 

[ [ device device-num ] mboard { M1 | M2 } | slot 

slot-num ] ] 

Display RO utilization.   

all: Display all RO resources;   

cpu: CPU resource;   

memory: Memory resource.   

By default, RO utilization of main board is displayed;   

device device-num: Specify the device to view (only 

effective for stacked and VSU devices);   

mboard { M1 | M2 }: Specify the management board to 

view (M1 or M2, only effective for chassis or VSU 

devices);   

slot slot-num: Specify the line card to view (only effective 

for chassis or VSU devices).   
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Router#show resource policy {all | policy-name} [[device 

device-num] mboard { M1 | M2 }| slot slot-num]] 

Display policy information.   

all: Display all policies;   

policy-name: Specific name of policy.   

By default, policy information of main board is displayed;   

device device-num: Specify the device to view (only 

effective for stacked and VSU devices);   

mboard { M1 | M2 }: Specify the management board to 

view (M1 or M2, only effective for chassis or VSU 

devices);   

slot slot-num: Specify the line card to view (only effective 

for chassis or VSU devices).   

Ruijie#show resource relationship [[device device-num] 

mboard { M1 | M2 } | slot slot-num]] 

Display the association between policy and RU group.   

By default, association information of main board is 

displayed;   

device device-num: Specify the device to view (only 

effective for stacked and VSU devices);   

mboard { M1 | M2 }: Specify the management board to 

view (M1 or M2, only effective for chassis or VSU 

devices);   

slot slot-num: Specify the line card to view (only effective 

for chassis or VSU devices).   

Ruijie#show resource user {all | group { all | 

group-name } | resource-user-name }  [ [ device 

device-num ] mboard { M1 | M2 } | slot slot-num ] ] 

Display RU configurations.   

all: All RUs and RU groups;   

group { all | group-name }: RU group; all means all RU 

groups; group-name means the name of RU group;   

resource-user-name: Name of RU.   

By default, RU configurations of main board is displayed;   

device device-num: Specify the device to view (only 

effective for stacked and VSU devices);   

mboard { M1 | M2 }:Specify the management board to 

view (M1 or M2, only effective for chassis or VSU 

devices);   

slot slot-num: Specify the line card to view (only effective 

for chassis or VSU devices).   

 

Typical SRM configuration example  

Networking requirements  

Monitor memory and CPU usage of entire device; monitor memory and CPU usage of a specific service module (such as 

OSPF, 802.1X, etc).   

Network topology  

Unrelated to topology.    
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Configuration tips  

N/A 

Configuration steps  

Configure a global policy to monitor CPU usage; when system memory usage reaches 60% for more than 10 seconds, 

major event is triggered, and SRM will record the relevant log (please view SYSLOG file of SRM.txt).    

# Configure a global policy to monitor memory usage   

Ruijie#configure terminal  

Ruijie(config)# resou rce manager  

Ruijie(config - srm)# policy rgos_ global_ policy global  

Ruijie(config - srm- policy )#memory  

Ruijie(config - owner - memory)# major rising 60 interval 10  

Ruijie(config - owner - memory)# exit  

Ruijie(config - srm- policy )#  exit  

Ruijie(config - srm)# user global  rgos_ global_ policy  

 

# Configure an user policy and apply to ospf.   

Ruijie#configure terminal  

Ruijie(config)# resource manager  

Ruijie(config - srm)# policy rgos_ user_ policy  

Ruijie(config - srm- policy )#memory  

Ruijie(config - owner - memory)# major rising 30 falling 15 int erval 10  

Ruijie(config - owner - memory)# exit  

Ruijie(config - srm- policy )# exit  

Ruijie(config - srm)#user ospf rgos_ user_ policy  

Configure RU group and add specific RU into this group, and then apply the policy to this RU group to monitor resource 

usage of RU.   

# Configure policy and group and associate them.   

Ruijie#configure terminal  

Ruijie(config)# resource manager  

Ruijie(config - srm)# policy rgos_ grp_ policy  

Ruijie(config - srm- policy )#memory  

Ruijie(config - owner - memory)# major rising 30  

Ruijie(config - owner - memory)# exit  

Ruijie(config - srm- policy )# exit  

Ruijie(config - srm)# user group  rgos_group  

Router(config - res - group) #instance d1x_task  

Ruijie( config - res - group )# policy rgos_ grp_ policy  
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Verification   

Display SRM database information   

Router#show resource database  

 Resource  Owners           Id  

--------------------------------------------------------------------  

 memory                    0x1  

 cpu                       0x2  

  

 Resource User Groups      Id  

--------------------------------------------------------------------  

 r u- group1                 0x1000116  

 ru - group2                 0x1000117  

      

Resource User   Id     Priority    Description  

--------------------------------------------------------------------  

aaa      0x1000001   APP_TASK   AAA service  

context    0x1000002   HAPP_TASK_TS  Context service  

dot1x     0x1000003   APP_TASK   DOT1X service  

eim      0x1000004   APP_TASK   EIM service  

ftp      0x100000 5  APP_TASK   FTP clinet  

ntp      0x100000 6  APP_TASK      NTP clinet  

ntps     0x100000 7  APP_TASK      NTP service  

printk     0x100000 8  APP_TASK      to print log  

radius     0x100000 9  APP_TASK      RADIUS service  

web- auth    0x100000 a  APP_TASK      Web auth service  

 

Display statistics of event notifications.   

Router#show resource notification owner all user all  

 

Owner: memory  

gl obal Notif.: critical(0 /0 ), major(0 /0 ), minor(0 /0 )  

  

RU Group    User Notif.(cr (U/D) :ma(U/D) :mi (U/D) )  

---------------------------------------------------------  

ru - group1    0/0 :0 /0 :0 /0  

ru - group2    0/0 :0 /0 :0 /0  

ru - group3    0/0 :0 /0 :0 /0  

 

RU     User Notif.(cr (U/ D) :ma(U/D) :mi (U/D) ) 

---------------------------------------------------------  

aaa    0/0:0/0:0/0  

context       0/0:0/0:0/0  

dot1x     0/0:0/0:0/0  
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eim     0/0:0/0:0/0  

ftp     0/0:0/0:0/0  

ntp        0/0:0/0:0/0  

ntps     0/0:0/0:0/0  

printk    0/0:0/0:0/0  

radius    0/0 :0/0:0/0  

web- auth    0/0:0/0:0/0  

 

Owner: cpu  

 global Notif.: critical(0 /0 ), major(0 /0 ), minor(0 /0 )  

  

RU Group    User Notif.(cr (U/D) :ma(U/D) :mi (U/D) )  

---------------------------------------------------------  

ru - group1    0/0 :0 /0 :0 /0  

ru - group2   0/0 :0 /0 :0 /0  

ru - group3   0/0 :0 /0 :0 /0  

 

RU     User Notif.(cr (U/D) :ma(U/D) :mi (U/D )  

---------------------------------------------------------  

Aaa    0/0:0/0:0/0  

Context    0/0:0/0:0/0  

dot1x    0/0:0/0:0/0  

eim     0/0:0/0:0/0  

ftp     0/0:0/0:0/0  

ntp     0/0:0/0:0/0  

ntps     0/0: 0/0:0/0  

printk    0/0:0/0:0/0  

radius    0/0:0/0:0/0  

web- auth    0/0:0/0:0/0  

Display RO information  

Router#show resource owner all  

Resource Owner: memory  

 Total Size(B): 134217728  

 Used Size(B): 63963136  

 

  RU Group             Allocated Size(B)          number 

---------------------------------------------------------------  

  ru - group1         10344992                           12 

  ru - group2         12344992                           11 

  ru - group3         10344992                           10 

   

  RU                   Allocated Size(B)            number   

----------------------------------------------------------------  

  aaa            916100        12    

  context           894240        11    
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  dot1x           719568        10    

  eim            629100                         15  

  ftp            400488        16   

  ntp            262152        22    

  ntps            262148        25   

  printk           198444        16   

  radius           196620        25   

  web- auth           192008        23    

                                                       

Resource Owner: cpu  

 Total Size(B): 100  

 Used Size(B): 66  

  

 RU Group    Runtime(ms)  uSecs  5Sec 1Min  5Min  

--------------------------------------------------------------------  

 ru - group1   16777216   0       0.00%  0.00%  0.00%  

 ru - group2   16777217   0       0.00%  0.00%  0.00%  

 ru - group3   16777218   0       0.00%  0.00%  0.00%  

  

 RU    Runtime(ms)  uSecs  5Sec 1Min  5Min      

---------------------------------------------------------------     

aaa   16777494       0       0.00%  0.00%   0.00%     

context     16777495       0       0.00%  0.00%  0.00%     

dot1x      16777217       0       0.00%  0.00%  0.00%     

eim    16777218       0       0.00%  0.00%  0.00%     

ftp    16777219       0       0.00%  0.00%  0.00%     

ntp    16777220       0       0.00%  0.00%  0.00%     

ntps    16777221       0       0.00%  0.00%  0.00%  

printk   16777222       0       0.00%  0.00%  0.00%  

radius     16777223       0       0.00%  0.00%  0.00%  

web- auth   16777224       0       0.00%  0.00%  0.00%  

Display policy information  

Router#show resource policy all  

List of all Configured Policies:  

 policy Name: g - policy01  

  Type: global         In Use: Yes  

  RO memory:  

   critical rising 80 interval 10 falling 75 interval 10  

   major rising 70 interval 10 falling 65 inter val 10  

   minor rising 60 interval 10 falling 55 interval 10  

  RO cpu:  

   critical rising 90  

   major rising 60  

   

 policy Name: g - policy02  
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  Type: global         In Use: No  

  RO memory:  

   critical rising 80 interval 10 falling 75 interval 10  

   majo r rising 70 interval 10 falling 65 interval 10  

   minor rising 60 interval 10 falling 55 interval 10  

  RO cpu:  

   critical rising 90  

   major rising 60  

   

 policy Name: u - policy01  

  Type: User           In Use: No  

  RO memory:  

   critical rising 80 in terval 10 falling 75 interval 10  

   major rising 70 interval 10 falling 65 interval 10  

   minor rising 60 interval 10 falling 55 interval 10  

  RO cpu:  

   critical rising 90  

   major rising 60  

    

 policy Name: u - policy02  

  Type: User           In Use: No  

  RO memory:  

   critical rising 80 interval 10 falling 75 interval 10  

   major rising 70 interval 10 falling 65 interval 10  

   minor rising 60 interval 10 falling 55 interval 10  

  RO cpu:  

   critical rising 90  

   major rising 60  

  RU Group /RU :  

  User : Context  

  Group: u - grp01  

  user: snmpd  

Display association information  

Router#show resource relationship       

 policy              RU Group /RU  

 --------------------------------------------  

 g- policy01          aaa  

 u- policy01          u- grp01        

 u- policy01          ftp  

 u- policy01          eim  

Display RU information  

Router#show resource user all  

 

 Resource User Grp: u - grp01  
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  policy: u - policy01  

  User: aaa , dot1x  

  Resource Owner: memory  

  Allocated Size(B): 0 number : 0  

  Resource Owner: cp u 

  Runtime(ms)   5Sec   1Min   5Min  

  16777494       0.00%  0.00%  0.00%             

         

 Resource User Grp: u - grp02  

  policy: u - policy01  

  User:  

  Resource Owner: memory  

  Allocated Size(B): 0 number : 0  

  Resource Owner: cpu  

  Runtime(ms)   5Sec   1Min   5Min  

  0               0.00%  0.00%  0.00%    

 

 Resource User: EDDRI_MAIN  

  policy: u - policy01  

  Resource Owner: memory  

  Allocated Size(B): 123456 number : 3  

  Resource Owner: cpu  

  Runtime(ms)   5Sec   1Min   5Min  

  0               0.00%  0.00 %  0.00%    

   

 Resource User: eim  

  policy: u - policy01  

  Resource Owner: memory  

  Allocated Size(B): 234516 number : 3  

  Resource Owner: cpu  

  Runtime(ms)     5Sec   1Min   5Min  

  0                 0.00%  0.00%  0.00%    
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In the privileged user mode, execute the following commands to forcibly switch over the the master 
management module: 

Command Meaning 

redundancy force-switch  
This command is executed immediately without 

the necessity for global configuration mode. 

For example, the current the master management module is the one in slot M1. When the following 
commands are executed, the the management module will be switched over to the the slave management 
module, and the one in slot M2 becomes the master. 

Ruijie#  redundancy  force - switch  

Configuring the Synchronization Mode 

Run the following commands to configure the configuration files to be synchronized:  

Command Function 

Ruijie(config)# redundancy Enter the redundancy configuration mode 

Ruijie(config-red)# auto-sync 

{standard | running-config | 

startup-config} 

Configure the configuration files to be 

synchronized.  

Ruijie#show running-config Confirm the hot-backup started.  

Ruijie#show redundancy state Show the current redundancy operation mode.  

Configuring the Heart-beat Check Time 

Run the following command to configure the heart-beat check time between the master and the slave 
management modules.  

Command Function 

Ruijie(config)# redundancy Enter the redundancy configuration mode 

Ruijie(config-red)# switchover timeout 

timerout-period 

Control the heart-beat check time between the 

master and slave boards  

Ruijie#show running-config Confirm the hot-backup started.  

Ruijie#show redundancy state Show the current redundancy operation mode.  

Resetting the Management Module 

Run the following command to reset the specified the management module or both the master and salve 
ones.  

Command Function 

Ruijie(config)#redundancy reload 

{peer | shelf} 

peer: reset the slave management module only. 

shelf: reset both of master and slave 

management modules. 
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Hardware Entry Capacity Configuration 

Overview 

Hardware capacity configuration function is provided to flexibly apply hardware entry resources and meet requirements of 

different business scenarios. 

Configuring Hardware Entry Capacity 

Users can configure the maximum route number of the following hardware entry. The maximum IPv4 unicast route 

number will be auto-calculated by the system. 

The maximum number of IPv4 (S, G) multicast routes 

The maximum number of IPv6 unicast routes 

The maximum number of IPv6 (S, G) multicast routes 

The maximum number of policy-based routes 

The maximum number of IPv6 tunnel neighbors 

The maximum number of IPv6 tunnel interfaces 

The maximum number of shared pools 

The above configurations take effect after being saved and reloading the device. 

Configuring the Maximum Number of IPv4 (S, G) Multicast Routes 

Command Function 

Ruijie(config)# initialization route ipv4mc 

max-num 

Sets the maximum number of IPv4 (S, G) multicast 

routes. The default value is 500. 

Ruijie(config)# no initialization route IPv4mc Restores the default value. 

Ruijie(config)# initialization route IPv4mc ? Displays the current permitted maximum value. 

 

Configuring the Maximum Number of IPv6 (S, G) Multicast Routes 

Command Function 

Ruijie(config)# initialization route ipv6mc 

max-num 

Sets the maximum number of IPv6 (S, G) multicast routes. 

The default value is 0. 

Ruijie(config)# no initialization route 

ipv6mc 

Restores the default value. 

Ruijie(config)# initialization route ipv6mc ? Displays the current permitted maximum value. 

 

Configuring the Maximum Number of IPv6 Unicast Routes 

Command Function 
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Ruijie(config)# initialization route ipv6uc max-num 
Sets the maximum number of IPv6 unicast routes. The 

default value is 0. 

Ruijie(config)# no initialization route ipv6uc Restores the default value. 

Ruijie(config)# initialization route ipv6uc ? Displays the current permitted maximum value. 

 

Configuring the Maximum Number of Policy-based Routes 

Command Function 

Ruijie(config)# initialization route pbr max-num 
Sets the maximum number of policy-based routes. The 

default value is 64. 

Ruijie(config)# no initialization route pbr Restores the default value. 

Ruijie(config)# initialization route pbr ? Displays the current permitted maximum value. 

 

Configuring the Maximum Number of IPv6 Tunnel Neighbors 

Command Function 

Ruijie(config)# initialization route tunnel-start max-num 
Sets the maximum number of IPv6 tunnel neighbors. The 

default value is 0. 

Ruijie(config)# no initialization route tunnel-start Restores the default value. 

Ruijie(config)# initialization route tunnel-start ? Displays the current permitted maximum value. 

 

Configuring the Maximum Number of IPv6 Tunnel Interfaces 

Command Function 

Ruijie(config)# initialization route tunnel-termination 

max-num 

Sets the maximum number of IPv6 tunnel interfaces. The 

default value is 32. 

Ruijie(config)# no initialization route tunnel-termination Restores the default value. 

Ruijie(config)# initialization route tunnel-termination ? Displays the current permitted maximum value. 

 

Configuring the Maximum Number of Shared Pools 

Command Function 

Ruijie(config)# initialization route shared-pool max-num 

Configures the maximum number of shared pools. The 

default value is 200. The shared pool provides resources 

for MPLS, vlan-mapping, mac-vlan, subnet-vlan and 

qinq-adv functions. 

Ruijie(config)# no initialization route shared-pool Restores the default value. 

Ruijie(config)# initialization route shared-pool ? Displays the current permitted maximum value. 

 

Displaying the Hardware Entry Capacity 
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routing protocol. On the layer 3 device, a single physical port can be set as a routed port that serves as the gateway 
interface for layer 3 switching. A routed port serves as an access port that is not related to a specific VLAN . A 
routed port provides no L2 switching function. You may change an L2 switch port into a routed port by using the 
no switchport command and then assign an IP address to it for routing purposes. Note that using the no 
switchport command in the interface configuration mode will close and restart this port and delete all the layer 2 
features of this port. 

 
Caution 

However, when a port is a member port of an L2 aggregate port or 

an unauthenticated DOT1x authentication port, the switchport /no 

switchport command will not work. 

Configuring Interfaces 

This section provides the default setting, guidelines, steps, and examples of configuration. 

Interface Numbering Rule 

The number of a switch port consists of a slot number and the port number on the slot. For example, the port 
number is 3 and the slot number is 2, the number of the corresponding interface is 2/3. The slot number ranges 
from 0 to the total number of slots. The rule of numbering slots is that for panels facing the device, slots are 
numbered from front to back, from left to right, and from top down starting from 1 and increased in turn. Ports in 
a slot are numbered from left to right starting from 1 to the number of ports in the slot. For the devices which have 
a choice of optical or electrical interfaces, in either case, they use the same port number. You can view information 
on a slot and ports on it by using the show command in CLI. 
Aggregate ports are numbered from 1 to the number of aggregate ports supported on the device. 
A SVI is numbered by the VID of its corresponding VLAN. 

 
Caution 

The number of the static slot on a device is always 0. However, 

dynamic slots (pluggable modules or line cards) are numbered 

starting from 1. 

Using Interface Configuration Commands 

Execute the interface command to enter interface configuration mode in the global configuration mode. 

Command Function 

Ruijie(config)# interface 

interface ID 

Input interface to enter the interface configuration 

mode in the global configuration mode. You can 

also configure an interface range by using the 

interface range or interface range macro 

command. However, the interfaces in the same 

range must be of the same type and features. 

This example shows how to access Gigabitethernet2/1: 
Ruijie(config)# interface gigabite thernet  2/1  

Ruijie(config - if)#  

You can configure the related attributes of the interface in the interface configuration mode. 
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Command Function 

Ruijie(config-if)# shutdown Disable an interface. 

The following example illustrates how to disable Gigabitethernet 1/2. 
Ruijie# configure terminal  

Ruijie(config)# interface  gigabitethernet  1/2  

Ruijie(config - if)# shutdown  

Ruijie(config - if)# end  

 

Setting Speed, Duplexing, and Flow Control for an Interface 

The section deals with the setting of speed, duplexing, and flow control for interfaces. The flow control falls into 
the non-symmetric and symmetric flow control modes. Generally, after enabling the flow control on the interface, 
the flow control frames received on the interface will be handled, and be sent when the interface jam occurs. The 
symmetric flow control mode refers to the same handling for the receiving and sending the flow control frames. 
However, in some conditions, on one hand, the device expects handling the received flow control frame on the 
interface to avoid the packets being discarded due to the jam; on the other hand, the sending the flow control 
frame will make the speed of overall network decreased. In this case, the non-symmetric flow control shall be 
configured to separate the handling pacings of receiving and sending the flow control frames. As shown in Figure 
2: the port A is the uplink port, and the ports B-D are the downlink ports, wherein the ports B, C correspond to the 
slow network. Suppose that the receiving and sending flow control functions are enabled on the port A, the 
over-large dataflow on the sending port B makes the ports B,C jammed due to the slow network connected, which 
leads to the ingress jam on the port A, and the flow control frame sent on the port A, if the uplink device responds 
to this frame, the dataflow sending to the port A will be decreased and network speed on the port D is slowed 
down indirectly. Then you can disable the sending flow control on the port A to ensure the bandwidth utilization 
rate in overall network. 

 
The following command takes effect only for switch port and routed port. 

Command Function 
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Ruijie(config-if)# speed {10 | 100 | 1000 | 

auto } 

Select a speed or set it to auto. 

Caution: 1000M applies only to gigabit 

interfaces 

 

Ruijie(config-if)# duplex {auto | full | 

half } 
Set duplex mode.  

Ruijie(config-if)# flowcontrol {auto | on | 

off } 

Set flow control mode. 

Note: When speed, duplex, and 

flowcontrol are all set to non-auto, the 

system will disable auto-negotiation on 

the interface. 

Ruijie(config-if)# flowcontrol {receive | 

send} {auto | on | off} 

Support the setting of non-symmetric 

flow control mode on the device. 

Note: if the settings of the receive and 

send modes are the same, the 

corresponding flowcontrol command 

is displayed consistent with it. 

In the interface configuration mode, you can restore the settings of speed, duplexing, and flow control to the 
default values (auto-negotiation) by using the no speed, no duplex, and no flowcontrol commands. The 
following example shows how to set the speed of Gigabitethernet 1/1 to 1000M, its duplex mode to full , and its 
flow control to off. 

Ruijie# configure terminal  

Ruijie(config)# interface  gigabitethernet  1/1  

Ruijie(config - if)# speed  1000  

Ruijie(config - if)# duplex full  

Ruijie(config - if)#  flowcontrol off  

Ruijie(config - if)# end  

 

Configuring Interface MTU 

When a heavy throughput of data interchange occurs on a port, there may be a frame beyond the Ethernet standard 
frame length. This type of frame is called jumbo frame. A user can control the maximum frame length that the port 
is allowed to receive and send by setting the MTU. 
MTU refers to the length of a valid data segment in a frame, excluding the overhead of Ethernet encapsulation. 
The MTU of a port is checked during input, not output. If the frame received by the port is longer than the set 
MTU, it will be discarded. 
The MTU is in the range from 64 to 9216 bytes with the granularity of 4 bytes. Its default value is 1500 bytes. 
This configuration command takes effect only for physical ports. The SVI interface currently does not support the 
MTU setting. 

Command Function 
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Command Function 

Ruijie(config-if)# Mtu num 
Set the MTU for a port. 

Num: <64 to 9216> 

This example shows how to set the MTU for Gigabitethernet 1/1: 
Ruijie# config terminal  

Enter configuration commands, one per line. End with CNTL/Z.  

Ruijie(config)# interface gigabitethernet 1/1  

Ruijie(config - if)# mtu 64  

Ruijie(config - if)# end  

Configuring L2 Interfaces 

The following table shows the default settings of L2 interfaces. For the configurations of VLAN and ports, please 
refer to Configuring VLAN and Configuring Port-based Flow Control. 

Attribute Default Configuration 

Working mode L2 switch mode 

Switch port mode access port 

Allowed VLAN range 1 to 4094 

Default VLAN (for access port) VLAN 1 

Native VLAN (for trunk port) VLAN 1 

Media Type copper 

Interface management status Up 

Interface Description Null 

Speed Auto-negotiation 

Duplex mode Auto-negotiation 

Flow control Auto-negotiation 

Aggregate port None 

Storm suppression Off 

Port protection Off 

Port Security Off 

Configuring Switch Ports 

Configuring Access/Trunk Port 

This section is devoted to the setting of working modes (access/trunk port) of switch port and the setting in each 
mode. 
To set the related attributes of a switch port, use the switchport command or other commands in the interface 
configuration mode: 
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Command Function 

Ruijie(config-if)# switchport mode 

{access | trunk } 
Set the operation mode. 

The following example shows how to set the operation mode of Gigabitethernet 1/2 to access port. 
Ruijie# configure terminal  

Enter configuration commands, one per line. End with CNTL/Z.  

Ruijie(config)# interface gigabitethernet  1/2  

Ruijie(config - if)# switchport mode  access  

Ruijie(config - i f)# end  

 

Command Function 

Ruijie(config-if)# switchport access vlan 

vlan-id 

Set the VLAN to which the access port 

belongs. 

The following example shows how to configure the VLAN  to which the access port gigabitethernet 2/1 to be 100 
Ruijie# configure term inal  

Enter configuration commands, one per line. End with CNTL/Z.  

Ruijie(config)# interface gigabitethernet  2/1  

Ruijie(config - if)# switchport access vlan  100  

Ruijie(config - if)# end  

Set the native VLAN of the trunk port. 

Command Function 

Ruijie(config-if)# switchport trunk native 

vlan vlan-id 
Set the Native VLAN of the trunk port. 

The following example shows how to set the native VLAN  of the trunk port Gigabitethernet 2/1 to be 10. 
Ruijie# configure terminal  

Enter configuration commands, one per line. End with CNTL/Z.  

Ruijie(config)# interface gigabitethernet  2/1  

Ruijie(config - if)# switchport trunk native vlan  10  

Ruijie(config - if)# end  

Set port security. For more information about port security, refer to Port-based Flow Control: 

Command Function 

Ruijie(config-if)# switchport 

port-security 
Set port security. 

The following example shows how to enable port security on Gigabitethernet 2/1. 
Ruijie# configure terminal  

Enter configuration commands, one per line. End with CNTL/Z.  

Ruijie(config)# interface  gigabite thernet  2/1  

Ruijie(config - if)# switchport port - security  

Ruijie(config - if)# end  

For more information on configuring the speed, duplexing, and flow control of an interface, see the section of 
Setting Speed, Duplexing, and Flow Control foran Interface. 
The following example shows how to set Gigabitethernet 2/1 to access port, its VLAN to 100, its speed, duplexing, 
and flow control to self-negotiation and enable port security. 
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Ruijie# configure terminal  

Enter configuration commands, one per line. End with CNTL/ Z.  

Ruijie (config)# interface  gigabitethernet  2/1  

Ruijie (config - if)# switchport access vlan  100  

Ruijie (config - if)# speed auto  

Ruijie (config - if)# duplex auto  

Ruijie (config - if)# flowcontrol auto  

Ruijie (config - if)# switchport  port - security  

Ruijie (config - if)# end  

Configuring Hybrid Port 

You can configure the hybrid port by performing the following steps:  

Command Description 

configure terminal Enter configuration mode 

interface <interface> 
Enter the interface configuration mode. 

Megabit, Gigabit, 10 Gigabit 

switchport mode hybrid Configure the port as a hybrid port. 

no switchport mode Delete the port mode. 

switchport hybrid native vlan id Set the default VLAN for the hybrid port. 

switchport hybrid allowed vlan 

[[add] [tagged | untaged]] |remove ] 

vlist 

Set the output rule for the port. 

 

Ruijie# configure terminal  

Ruijie(config)# interface g 0/1  

Ruijie(config - if)# switchport mode hybrid  

Ruijie(config - if)# switchport hybrid native vlan  3 

Ruijie(config - if)# switchport hybrid allowed vlan untagged  20- 30 

Ruijie(config - if)# end  

Ruijie# show running interface g  0/1  

Configuring L2 Aggregate Ports 

This section describes how to create an L2 aggregate port and some related settings. 
You may create an L2 aggregate port by using the aggregateport command in the interface configuration mode. 
For details, see Configuring Aggregate Port. 

Clearing Statistics and Resetting an Interface 

In the privileged EXEC mode, you may clear the statistics of an interface and then reset it by using the clear 
command. This command is only applicable for switch port, port members of an L2 aggregate port, and routed 
port. The clear command is shown as follows. 

Command Function 

Ruijie# clear counters [interface-id] Clear interface statistics. 
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Command Function 

Ruijie# clear interface interface-id  Reset the interface. 

In the privileged EXEC mode, use the show interfaces command to display interface statistics, or use the clear 
counters command to clear the counters. If no interface is specified, the counters of all layer 2 interfaces will be 
cleared. 
The following example shows how to clear the counter of gigabitethernet 1/1. 

Ruijie# clear counters gigabitethernet  1/1  

Configuring L3 Interfaces 

To configure a layer 3 interface, execute the following steps: 

Command Function 

Ruijie(config-if)# no switchport 

Shut down the interface and change it 

to L3 mode. This command applies to 

switch port and L2 aggregate port only. 

Ruijie(config-if)# ip address ip_address 

subnet_mask {[secondary | tertiary |  

quartus][broadcast]} 

Configure the IP address and subnet 

mask of the interface. 

To delete the IP address of an L3 interface, use the no ip address command in the interface configuration mode. 
The no switchport operation cannot be performed on one member of an L2 aggregate port. 
The following example shows how to set an L2 interface to a routed port and assign an IP address to it. 

Ruijie# configure terminal  

Enter configuration commands, one per line. End with CNTL/Z.  

Ruijie(config)# interface gigabitethernet  2/1  

Ruijie(config - if)# no switchport  

Ruijie(config - if)# ip address  192.20.135.21 255.255.255.0  

Ruijie(config - if)# no shutdown  

Ruijie(config - if)# end  

Configuring SVI 

This section describes how to create a SVI and some related configuration. 
You may create a SVI or modify an existing one by using the interface vlan vlan-id command. 
To configure a SVI, execute the following command: 

Command Function 

Ruijie(config)# interface vlan vlan-id 
Enter the SVI interface configuration 

mode. 

Then, you can configure the attributes related to the SVI. For detailed information, refer to Configuring Single IP 
Address Route. 
The following example shows how to enter the interface configuration mode and assign an IP address to SVI 100. 

Ruijie# configure terminal  

Enter configuration commands, one per line. End with CNTL/Z.  

Ruijie(confi g)# interface vlan  100  
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Ruijie(config - if)# ip address  192.168.1.1 255.255.255.0  

Ruijie(config - if)# end  

Configuring Routed Ports 

This section deals with how to create and configure a routed port. 
You may create a routed port by using the no switchport command in the interface configuration command. 
To create one routed port and assign an IP address to it, execute the following commands: 

Command Function 

Ruijie(config-if)# no switchport 
Shut down the interface and then change 

it to L3 mode. 

Ruijie(config-if)# ip address ip_address 

subnet_mask 

Configure the IP address and subnet 

mask. 

 

 
Caution 

No layer switching can be performed by using switchport/ no 

switchport when an interface is a member of an L2 Aggregate 

Port.  

The following example shows how to set an L2 interface to a routed port and then assign an IP address to it. 
Ruijie# configure terminal  

Enter configuration commands, one per line. End with CNTL/Z.  

Ruijie(config)# interface fastethernet  1/6  

Ruijie(config - if)# no switchport  

Ruijie(config - if)# ip  address  192.168.1.1 255.255.255.0  

Ruijie(config - if)# no shutdown  

Ruijie(config - if)# end  

Showing Interface Configuration and Status 

This section covers interface status display and gives examples. You may view interface status by using the show 
command in the privileged EXEC mode. To show interface status, use the following commands. 

Command Function 

Ruijie# show interfaces [interface-id] 
Show the status and configuration of the 

specified interface. 

Ruijie# show interfaces interface-id 

status  

Show the status of the specified 

interface. 

Ruijie# show interfaces [interface-id] 

switchport 

Show the administrative and operational 

status of a switch interface (non-routing 

interface). 

Ruijie# show interfaces [interface-id] 

description 

Show the description and status of the 

specified interface. 
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Command Function 

Ruijie# show interfaces [interface-id] 

counters 

Show the statistics of the specified port. 

Where, the rate displayed may have an 

error of less than 0.5%. 

The following example shows how to display the status of Gigabitethernet 0/1. 
SwitchA# show interfaces gigabitEthernet  0/1  

Index(dec):1 (hex):1  

GigabitEthernet 0/1 is DOWN  , line protocol is DOWN     

Hardware is Broadcom 5464 GigabitEthernet  

Interface address is: no ip address  

  MTU 1500 bytes, BW 1000000 Kbit  

  Encapsul ation protocol is Bridge, loopback not set  

  Keepalive interval is 10 sec , set  

  Carrier delay is 2 sec  

  RXload is 1 ,Txload is 1  

  Queueing strategy: FIFO  

    Output queue 0/0, 0 drops;  

    Input queue 0/75, 0 drops  

  Switchport attributes:  

    interfac e's description:""  

    medium- type is copper  

    lastchange time:0 Day: 0 Hour: 0 Minute:13 Second  

    Priority is 0  

    admin duplex mode is AUTO, oper duplex is Unknown  

    admin speed is AUTO, oper speed is Unknown  

    flow receive control admin status is OFF ,flow send control admin status is OFF ,flow receive 

control oper status is Unknown ,flow send control oper status is Unknown  

broadcast Storm Control is OFF,multicast Storm Control is OFF,unicast Storm Control is OFF  

 Port - type: trunk  

   Native vlan:1  

Allowed vlan lists:1 - 4094                  

Active vlan lists:1, 3 - 4   

  5 minutes input rate 0 bits/sec, 0 packets/sec  

  5 minutes output rate 0 bits/sec, 0 packets/sec  

    0 packets input, 0 bytes, 0 no buffer, 0 dropped  

    Received 0 broadcasts, 0 runts , 0 giants  

    0 input errors, 0 CRC, 0 frame, 0 overrun, 0 abort  

    0 packets output, 0 bytes, 0 underruns , 0 dropped  

0 output errors, 0 collisions, 0 interface resets  

 

The following example shows the status of aggregate port 3. 
Ruijie # show interfaces aggregateport  3:  

Interface    : AggreatePort 3  

Description  :  

AdminStatus  : up  

OperStatus   : down  

Hardware     : -  

Mtu          : 1500  

LastChange   : 0d:0h:0m:0s  

AdminDuplex  : Auto  

OperDuplex   : Unknown  

AdminSpeed   : Auto  
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OperSpeed    : Unknown  

FlowC ontrolAdminStatus  : Autonego  

FlowControlOperStatus   : Disabled  

Priority     : 0  

This example shows the configuration of GigabitEthernet 1/1: 
Ruijie# show interfaces  gigabitEthernet  1/1  switchport  

Interface  Switchport Mode      Access    Native    Protec ted VLAN lists  

----------  ----------  ---------  ---------  ---------  ---------  ------------  

gigabitethernet 1/1      Enabled  Access      1         1         Enabled   All  

 

This example shows the description of Gigabitethernet 2/1: 
Ruijie# show interfaces gi gabitethernet  1/2  description  

Interface                  Status     Administrative    Description  

---------- -------- --   ---------    ---------- ---- -     ----------------  

gigabitethernet 2/1      down         down              Gi 2/1  

 

This example shows statistics of the interfaces. 
Ruijie# show interfaces gigabitethernet  1/2  counters  

Interface : gigabitethernet 1/2  

5 minute input rate   : 9144 bits/sec, 9 packets/sec  

5 minute output rate  : 1280 bits/sec, 1 packets/sec  

InOctets              : 17310045  

InUcast Pkts           : 37488  

InMulticastPkts       : 28139  

InBroadcastPkts       : 32472  

OutOctets             : 1282535  

OutUcastPkts          : 17284  

OutMulticastPkts      : 249  

OutBroadcastPkts      : 336  

Undersize packets    : 0  

Oversize packets      : 0  

coll isions            : 0  

Fragments             : 0  

Jabbers               : 0  

CRC alignment errors  : 0  

AlignmentErrors       : 0  

FCSErrors             : 0  

dropped packet events (due to lack of resources): 0  

packets received of length (in octets):  

  64:46264, 65- 127: 47427, 128 - 255: 3478,  

  256 - 511: 658, 512 - 1023: 18016, 1024 - 1518: 125  

 

Showing the Optical Module Information 

Use the following commands to show the optical module information in the privileged EXEC 
mode:  

Command          Function 

Ruijie# show interfaces [interface-id] 

transceiver 

Show the basic information for the optical 

module on the specified interface.  
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TX power high Alarm of the high sending power 

of the optical module. 

TX power low Alarm of the low sending power 

of the optical module. 

Temp high Alarm of the high temperature.  

Temp low Alarm of the low temperature.  

Voltage high Alarm of the high voltage.  

Voltage low Alarm of the low voltage.  

Transceiver info checksum error Transceiver information 

checksum error. 

Transceiver info I/O error Transceiver information 

read&write error 

XFP 

RX loss of signal Loss of the receiving signal. 

RX not ready The receiving state is not ready.  

 

RX CDR loss of lock RX CDR loss of lock. 

 

RX power high Alarm of the high receiving power 

of the optical module.  

RX power low Alarm of the low receiving power 

of the optical module.  

TX fault Sending fault. 

TX CDR loss of lock TX CDR loss of lock. 

TX bias high Alarm of the bias high current.  

TX bias low Alarm of the bias low current.  

TX power high Alarm of the high sending power 

of the optical module. 

TX power low Alarm of the low sending power 

of the optical module. 

Module not ready The module is not ready.  

Temp high Alarm of the high temperature.  

Temp low Alarm of the low temperature.  

Voltage high Alarm of the high voltage.  

Voltage low Alarm of the low voltage.  

Transceiver info checksum error Transceiver information 

checksum error. 

Transceiver info I/O error Transceiver information 
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Command          Function 

configure terminal Enter global configuration mode. 

Ruijie(config)#interface interface 
Enter the Interface configuration 

mode. 

Ruijie(config-if)# line-detect Detect lines. 

 

 
Caution 

1. Only electrical ports can support line detection. Optical 

and AP ports cannot support line detection. 

2. Detecting lines on the normally connected interface may 

cause temporary disconnection. Then re-create the 

connection. 

The following gives an example to execute the command to detect line: 

Ruijie(c onfig)# int eface  gi gabitEthernet  0/1  

Ruijie(config - if - gi gabitEthernet  0/1 )# line - detect  

start cable - diagnoses,please wait...  

cable - daignoses end!this is result:  

4 pairs  

pair state      length(meters)  

----  ----------  --------------  

A    Ok         2              

B    Ok         1              

C    Short      1              

D    Short      1              

 
Command description: 

Command Description 

pairs 
The number of the line pairs. For example, the twisted pair is 

composed of four line pairs.  

State 

1.OK; 

2.Short; 

3.Open; 

4. Crosstalk 

In normal state, two pairs (A,B) of 100M twisted pair are OK, 

while other two pairs(C,D) are Short. Four pairs (A,B,C,D) of 

1000M twisted pair are OK.  

Crosstalk indicates the line signal is unstable. 

Length 

The line length, in meter, takes effect only for the pairs in 

non-Ok state. In addition, some inaccuracy is possible because 

the line length is calculated according to the signal transferring 

time. The length of lines in Short or Open states refers to the 

length from the port to the defective line point.  
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same time. The difference from the step one is that UserC cannot receive the packets sent from UserB 

to UserA. 

  

Figure4  Dynamic Address Learn (Step 2) 
Status VLAN  MAC address Interface 

Dynamic 1 00d0.f8a6.5af7 GigabitEthernet 0/2 
Dynamic 1 00d0.f8a4.e9b6 GigabitEthernet 0/3 

Figure5  MAC Address Table 2 

After the communication between UserA and UserB, the switch learns the source MAC addresses for 

UserA and UserB. The mutual packets between UserA and UserB are forwarded in the unicast form and 

UserC cannot receive them again.  

 

 
Caution 

In the stack system, the address tables of each member device 

are asynchronous. For example: 

Suppose the device A and device B stack and the device A is the 

host, send the broadcast packets to the device A, the port 

receiving the frames on the device A will learn the MAC1 address, 

which will be recorded in the address table. Since the packets are 

broadcasted to the device B through the stack port, the stack port 

on the device B will also learn this MAC1 address but not record it 

in the address table. 

Removing the MAC address learned from the frame-receiving port 

on the device A, the MAC1 address in the address table will also 

be removed. However, the stack port of the device B still learn this 

MAC address, the inconsistency of the hardware address table of 

the master and slave devices occurs. Send the packets destined 

to MAC1 address to other ports of the device A, those packets 

cannot be broadcasted to the device B for the reason that the 

MAC1 address has already been learned by the stack port of the 

device B. After this MAC address ages out, the packets are 
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broadcasted to the port of the device B.  

The internal mechanism is simply introduced as follows: 

To improve the efficiency, the hardware address table runs through 
the hush bucket mechanism. The address table is divided into several 
buckets. When learning the MAC addresses, the bucket index value 
is calculated through the Hash algorithm with the combination of 
MAC+VID, and is added to this bucket. It will collide if the bucket 
index values calculated for different combinations of MAC+VID are 
the same. When all the addresses in the bucket are learned, the bucket 
overflows and the corresponding MAC address cannot be added to 
the bucket and will be dropped. To this end, in the actual application 
environment, the possibility of MAC address learning deny is much 
greater. While in this circumstance, it does not influence the normal 
working for the user.  

Address Aging 

The capacity of MAC address is restricted. The switch updates the MAC address list by learning new addresses 
and aging out unused addresses.  
For an address in the MAC address table, if the switch has not received any packet from the MAC address for a 
long time (depending on the aging time), the address will be aged out and removed from the MAC address table. 

Static Address 

A static address is a manually configured MAC address. A static address is the same as a dynamic address in terms 
of function. However, you can only manually add and delete a static address rather than learn and age out a static 
address. A static address is stored in the configuration file and will not be lost even if the device restarts. 
By configuring the static address manually, you can bind the MAC address for the network device with the 
interface in the MAC address table.  

Filtering Address 

A filtering address is a manually configured MAC address When the device receives the packets from a filtering 
address, it will directly discard them. You can only manually add and delete a filtering address rather than age it 
out. A filtering address is stored in the configuration file and will not be lost even if the device restarts. 
If you want the device to filter some invalid users, you can specify their source MAC addresses as filtering 
addresses. Consequently, these invalid users cannot communicate with outside through the device.  

 
Caution 

A filtering address is invalid for the packets sent to the CPU. For 

example, the L2 source MAC address for an ARP packet is a 

filtering address, this ARP packet can still be sent to the CPU, 

but cannot be forwarded.    

MAC Address Change Notification 

The MAC address notification function is an effective way to let you know user changes for the 
devices in a network. 
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Figure-13 MAC address Change Notification  

After the MAC address change notification is enabled, the MAC address change notification information is 
generated and sent in the SNMP Trap message form to the specified NMS when the switch learns a new MAC 
address or ages out a learned MAC address. 
The notification about adding a MAC address lets you know a newcomer (identified by the MAC address) is using 
the device. The notification about deleting a MAC address (in the case of that the user did not communicate with 
the device within the aging time) lets you know that a user does not use the device any more. 
When many users use the device, lots of MAC address changes may occur in a short period of time (for example, 
when the device is powered on), incurring additional network traffic. In order to release network burden, you can 
set the time interval of sending MAC address notifications. All the notification messages within the interval time 
will be bundled in one SNMP Trap message. So one notification message includes multiple MAC address changes, 
reducing network traffic significantly. 
When a MAC address change notification is generated, it will be recorded in the MAC address notification history 
list. Then even though the NMS has not been specified to receive the SNMP Trap message, the administrator can 
view the information about address change by checking the MAC address notification history list. 

 
Caution 

MAC address change notification is effective only for dynamic 

addresses, not for static addresses and filtering addresses. 

IP address and MAC address Binding 

Overview 

IP address and MAC address binding lets you filter packets. After you bind an IP address and a MAC address, the 
switch will only receive the IP packets whose source IP address and MAC address match the binding address ;or it 
will be discarded.  
Taking advantages of IP address and MAC address binding, you can check the legality of the input sources. Note 
that this function takes precedence over 802.1X, port-based security and ACL effectiveness. 

Address Binding Mode 

The address binding mode divides into 3 modes: compatible, loose and strict. By default, the address binding 
mode is strict. The following table lists the corresponding forwarding rules:   
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Mode  IPv4 packet forward rule IPv6 packet forward rule 

Strict  Packets with IPV4+MAC are 

forwarded. 

No IPV6 packet is forwarded.  

Loose  Packets with IPV4+MAC are 

forwarded. 

All IPV6 packets are forwarded. 

Compatible Packets with IPV4+MAC are 

forwarded. 

The IPV6 packets bound with the 

source MAC addresses are 

forwarded.   

Exceptional Ports for the Address Binding 

By default, the IP address and MAC address binding function is effective on all ports. You can configure the 
exceptional ports to make this address binding function ineffective on some ports.  

 
Note 

Because the binding relationship on the uplink port is uncertain, 

generally the uplink port is configured as the exceptional port. It is 

not necessary to check the IP address and MAC address binding 

on the uplink port.   

Related Protocols 

IEEE Std 802.3TM Carrier sense multiple access with collision detection (CSMA/CD) access method and physical 
layer specifications 
IEEE Std 802.1QTM Virtual Bridged Local Area Networks 

Default MAC Address Table Configuration 

Function Default 

Dynamic address aging time 300s 

Dynamic address learning mode  dispersive 

Dynamic address synchronization  disabled 

Limit of VLAN dynamic address  disabled 

MAC address change notification  disabled 

Address-bind mode  compatible 

Bridge Protocol Frame Forwarding Action BPDU: not forward 

802.1x: forward 

GVRP: not forward 
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Setting Dynamic Addresses 

Clearing Dynamic Addresses  

Command  Function  

Ruijie#clear mac-address-table 

dynamic 
Clear all dynamic addresses.   

Ruijie#clear mac-address-table 

dynamic address mac-address 

vlan vlan-id 

Clear the specified MAC address.  
mac-address: the specified MAC address to 
be cleared.  
vlan-id:the specified VLAN to which the 
MAC address to be cleared belongs.  

Ruijie#clear mac-address-table 

dynamic interface interface-id 

[vlan vlan-id] 

Clear all dynamic addresses on the specified 
port or Aggregate Port, or clear all dynamic 
addresses on all interfaces.  
Interface-id: the specified port or Aggregate 
Port; 
vlan-id:the specified VLAN to which the 
dynamic address to be cleared belongs. 

Ruijie#clear mac-address-table 

dynamic vlan vlan-id 

Clear all dynamic addresses in the specified 
VLAN.  
vlan-id:the specified VLAN to which the 
dynamic address to be cleared belongs.  

The following example shows how to clear all dynamic addresses in VLAN 1 on interface GigabitEthernet 0/1: 
Ruijie #clear mac - address - table dynamic interface  GigabitEthernet 0/1 vlan  1 

Viewing Configurations  

Command  Function  

Ruijie# show mac-address-table 

dynamic 

Show all dynamic addresses.  

Ruijie# show mac-address-table 

dynamic address mac-address 

[vlan vlan-id] 

Show the specified dynamic MAC address.  
mac-address: the specified MAC address.  

vlan-id:the specified VLAN to which the 

MAC address belongs.  

Ruijie# show mac-address-table 

dynamic interface interface-id 

[vlan vlan-id] 

Show all dynamic addresses on the 
specified port or Aggregate Port.  
Interface-id: the specified port or Aggregate 
Port; 

vlan-id:the specified VLAN to which the 

dynamic address belongs.  
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Ruijie# show mac-address-table 

dynamic vlan vlan-id 

Show all dynamic addresses in the specified 
VLAN.  

vlan-id:the specified VLAN to which the 

dynamic address belongs.  

Ruijie# show mac-address-table 

count 

Show the statistics in the mac address 

table.  

The following example shows all dynamic MAC addresses in VLAN 1 on interface GigabitEthernet 0/1: 
Ruijie# show mac - address - table dynamic interface  gigabitEthernet 0/1 vlan  1 

Vlan          MAC Address           Type      Interface  

----------   --------------------  --------  -------------------  

 1          0000.5e00.010c        DYNAMIC  GigabitEthernet 0/1  

 1          00d0.f822.33aa        DYNAMIC  GigabitEthernet 0/1  

 1          00d0.f822 .a219        DYNAMIC  GigabitEthernet 0/1  

 1          00d0.f8a6.5af7        DYNAMIC  GigabitEthernet 0/1  

The following example shows the statistics in the MAC address table:  
Ruijie# show mac - address - table count  

Dynamic Address Count  : 30  

Static  Address Count  : 0  

Filtering Address Count: 0  

Total Mac Addresses    : 30  

Total Mac Address Space Available: 8159  

 

Setting the Address Aging Time 

Setting the Aging Time  

The following table shows how to set the aging time of address: 

Command Function 

Ruijie(config)#  mac-address-table 

aging-time [0 |10-1000000]  

Set the time for an address to be stored 

in the dynamic MAC address table after it 

has been learned. It is in the range of 10 

to 1000000 seconds, 300 seconds by 

default. When you set the aging time as 

0, the address aging function is disabled 

and the learned addresses will not be 

aged. 

Ruijie(config)# no mac-address-table 

aging-time 

Restore the aging time to the default 

value. 

The following example shows how to set the address aging time to 180s: 
Ruijie #configure terminal  

Enter configuration commands, one per line.  End with CNTL/Z.  

Ruijie (config)# mac- address - tab sle aging - time  180  
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Viewing Configurations 

Command Function 

Ruijie)#show mac-address-table 

aging-time 
Show the aging time of all addresses.   

The following example shows how to view the address aging time configurations: 
Ruijie #show mac - address - table aging - time  

Aging time    : 180 seconds  

 
Caution 

The actual aging time may be different from the setting value for 

the MAC address table. However, it will not be 2 times than the 

setting value. 

Setting the Management Learning Mode of Dynamic Addresses 

Setting the Dynamic Address Learning Mode  

Command Function 

Ruijie(config)#  mac-manage-learning dispersive 

Set the management learning mode 

of the dynamic address as the 

dispersive mode. 

Ruijie(config)#  mac-manage-learning uniform 

Set the management learning mode 

of the dynamic address as the 

uniform mode. 

The following example shows how to set the dispersive address learning mode: 
Ruijie #configure te rminal  

Enter configuration commands, one per line.  End with CNTL/Z.  

Ruijie (config)# mac- manage- learning dispersive  

Setting the Uniform Address Learning-Sync  

Command Function 

Ruijie(config)#  mac-manage-learning 

uniform learning-synchronization 

In the uniform address learning mode, 

enable dynamic address 

synchronization. 

Ruijie(config)#  no mac-manage-learning 

uniform learning-synchronization 

In the uniform address learning mode, 

disable dynamic address 

synchronization. 

Ruijie(config)#  mac-manage-learning 

uniform 

Set the management learning mode of 

the dynamic address as the uniform 

mode. 
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The following example shows how to enable dynamic address synchronization: 
Ruijie #configure terminal  

Enter configuration commands, one per line.  End with CNTL/Z.  

Ruij ie (config)# mac- manage- learning uniform l earning - synchronization  

Viewing Configurations  

Ruijie  #show mac - address - table mac - manage- learning   

MAC manage- learning  

running mode: dispersive.  

configuration mode: dispersive.  

dynamic address learning - synchronizati on: off.  

Setting the Limit of Dynamic Addresses for a VLAN 

Setting the Limit of Dynamic Addresses for a VLAN   

You can set the limit of dynamic MAC addresses that a VLAN can learn. 
The table below sets the limit of the dynamic addresses for a VLAN . 

Command Function 

Ruijie# configure terminal Enter the global configuration mode. 

Ruijie(config)# vlan [1-4094] Enter the VLAN configuration mode. 

Ruijie(config-vlan)# 

max-dynamic-mac-count [1-32768] 

Set the maximum number of dynamic 

MAC addresses that the VLAN can 

learn. 

To disable the limit of the dynamic addresses for a VLAN, use the no max-dynamic-mac-count command. 
The following example shows how to set the maximum dynamic address number to 160: 

Ruijie #configure terminal  

Enter configuration commands, one p er line.  End with CNTL/Z.  

Ruijie (config)# vlan  1 

Ruijie (config - vlan)# max- dynamic - mac- count  160 

 

 
Caution 

This function will take no effect if non-aforementioned line cards 

are installed in the switch. 

Viewing Configurations  

Show the maximum number of dynamic addresses for a specified VLAN:  

Ruijie #show mac - address - table max - dynamic - mac- count vlan  1 

vlan limit   mac count learning  

----  -------  ---------  --------  

1    160        6         YES      

Show the maximum number of dynamic addresses for all VLANs:  
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Ruijie #show mac - address - table max - dynamic - mac- count   

vlan limit   mac count learning  

----  -------  ---------  --------  

1    160      6         YES  

3    500      124       YES  

Setting the Static MAC Addresses  

Adding and Removing the Static MAC Addresses  

You can add a static address to the MAC address table by specifying the destination MAC address, the VLAN (the 
static address will be added to the address table of this VLAN), and the interface (the packets to the destination 
MAC address are forwarded to this interface). 
To add a static address, execute the following commands: 

Command Function 

Ruijie(config)# mac-address-table 

static mac-address vlan vlan-id 

interface interface-id 

mac-addr: Specify the destination MAC 

address to which the entry corresponds. 

vlan-id: Specify the VLAN to which this 

address belongs. 

interface-id: specify the interface (physical 

port or aggregate port) to which the packet 

is forwarded. 

Upon receiving the packets to the 

destination MAC address in the VLAN, the 

switch will forward them to the interface. 

Ruijie(config)# no mac-address-table 

static mac-address vlan vlan-id 

interface interface-id 

Remove the static MAC address entries.  

The following example shows how to configure the static address 00d0.f800.073c. When a packet to this address 
is received in VLAN 4, it is forwarded to Gigabitethernet 0/3. 

Ruijie #configure terminal  

Enter configuration commands, one per line.  End with CNTL/Z.  

Ruijie (config)#  mac- address - table  static  00d0.f800.073c vlan  4 interface  gigabitethernet 

0/3  

The following example shows how to remove the static address 00d0.f800.073c. 
Ruijie #configure terminal  

Enter configuration commands, one per line.  End with CNTL/Z.  

Ruijie (config)# no mac- address - table  static  00d0.f800.073c vlan  4 interface  gigabitethernet  

0/3  

Viewing Configurations  

Command Function 
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Command Function 

Ruijie# show mac-address-table static  
Show the information of all the static 

MAC addresses.   

The following example shows how to view the information of all the static MAC addresses: 
Vlan          MAC Addres s           Type       Interface  

----------   --------------------  --------  -------------------  

            4        00d0 . f800.073c         STATIC    GigabitEthernet 0/ 3 

Setting the Filtering MAC Addresses  

Adding and Removing the Filtering Addresses  

To add a filtering address, specify the MAC address to be filtered and the VLAN that the MAC address belongs to. 
The device will directly discard the packets from the MAC address in the VLAN. 
To add a filtering address, execute the following command: 

Command Function 

Ruijie(config)# mac-address-table filtering 

mac-addr vlan vlan-id 

mac-addr: Specify the MAC address to 

be filtered by the device. 

vlan-id: Specify the VLAN to which this 

address belongs.  

Ruijie(config)# no mac-address-table 

filtering mac-addr vlan vlan-id 

Remove the filtering MAC address 

entries. 

The following example shows how to configure the filtering address 00d0.f800.073c. When a packet to or from 
this address is received in VLAN 4, it will be discarded. 

Ruijie #configure terminal  

Enter config uration commands, one per line.  End with CNTL/Z.  

Ruijie (config)#  mac- address - table  filtering  00d0.f800.073c vlan  4  

The following example shows how to remove the filtering address 00d0.f800.073c. 
Ruijie #configure terminal  

Enter configuration commands, one  per line.  End with CNTL/Z.  

Ruijie (config)# no mac- address - table  filtering  00d0.f800.073c vlan  4  

Viewing Configurations  

Command Function 

Ruijie# show mac-address-table filtering  
Show the information of all the 

filtering MAC addresses.   

The following example shows how to view the information of all the filtering MAC addresses: 
Vlan          MAC Address           Type       Interface  

----------   --------------------  --------  -------------------  

            4        00d0 . f800.073c         FILTER     Gigabi tEthernet 0/ 3 
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Setting MAC Address Change Notification 

Setting MAC Address Change Notification 

By default, the global switch of MAC addresses is turned off, so the MAC address change notification function is 
disabled on all interfaces. 
To configure the MAC address change notification function, execute the following command:  

Command Function 

Ruijie(config)# snmp-server  host  

host-addr  traps [ version {1 | 2c |3 [auth | 

noauth | priv]}] community-string 

Configure the NMS to receive the 

MAC address change notification. 

host-add: IP address of the receiver. 

version: Specify the version of the 

SNMP Trap message to be sent. 

community-string: Specify the 

authentication name carried with the 

SNMP Trap message. 

Ruijie (config)#snmp-server enable traps 
Allow the switch to send the SNMP 

Trap message. 

Ruijie(config)# mac-address-table 

notification 

Turn on the global switch of the MAC 

address change notification function. 

Ruijie(config)# mac-address-table 

notification {interval value | history-size 

value} 

interval value :Interval of generating 

the MAC address change notification 

(optional), in the range of 1 to 3600 

seconds, 1 second by default. 

history-size value: Maximum number 

of the records in the MAC notification 

history list, in the range of 1 to 200, 50 

by default. 

Ruijie(config-if)# snmp trap 

mac-notification {added | removed} 

Enable the MAC address change 

notification on the interface. 

added: Send a MAC address change 

notification when a MAC address is 

added on this interface. 

Removed: Send a MAC address 

change notification when an address 

is deleted. 

To disable the MAC address change notification function, use the no snmp-server enable traps command in the 
global configuration mode. To turn off the global switch of the MAC address change notification function, use the 
no mac-address-table notification command. To disable the MAC address change notification function on a 
specified interface, use the no snmp trap mac-notification { added | removed} command in the interface 
configuration mode. 
This example shows how to enable the MAC address change notification function, use public as the authentication 
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name to send a MAC address change notification to the NMS whose IP address is 192.168.12.54 at the interval of 
40 seconds, set the size of the MAC address change history list to 100, and enable the MAC address change 
notification function on gigabitethernet 0/1 when a MAC address is added or removed. 

Ruijie(config)# snmp- server host  192.168.12.54  traps public  

Ruijie(config)# snmp- server enable traps  

Ruijie(config)#  mac- address - table notification  

Ruijie(config)# mac- address - table notification interval  40  

Ruijie(config)# mac- address - table notification  history - size  100  

Ruijie(config)# interface gigabitethernet  0/ 1 

Ruijie(config - if)# snmp trap mac - notification added  

Ruijie(config - if)# snmp trap mac - notification removed  

Viewing the MAC Address change Notification Information 

In the privileged EXEC mode, you can view the information on the MAC address table of the device by using the 
commands listed in the following table: 

Command Function 

Ruijie# show mac-address-table 
notification 

Show the global configuration of 

the MAC address change 

notification function. 

Ruijie# show mac-address-table 
notification interface 

Show the configuration of the MAC 

address change notification on the 

interface. 

Ruijie# show mac-address-table 
notification history 

Show the history list of the MAC 

address change notification. 

The following examples show how to view the MAC address change notification. 
View the global configuration of the MAC address change notification: 

Ruijie# show mac - address - table notification  

MAC Notification Feature : Enabled  

Interval(Sec): 2  

Maximum History Size : 154  

Current History Size : 2  

Ruijie# show mac - address - table notification interface  

Interface            MAC Added Trap MAC Removed Trap  

----------------  --------------  ----------------  

Gi 0/1                Disabled       Enabled  

Gi 0/2                Disabled       Disabled  

Gi 0/3                Enabled        Enabled  

Gi 0/4                Disabled       Disabled  

Gi 0/5                Disabled       Disabled  

Gi 0/6                Disabled       Disabled  

Ruijie# show mac - address - table notification history  

History Index:1  

Entry Timestamp: 15091  

MAC Changed Message :  

Operation   VLAN MAC Address    Interface  

----------  - ---  --------------  --------------------  

Added        1    00d0.f808.3cc9 Gi 0/1  

Removed      1    00d0.f808.0c0c Gi 0/1  

History Index:2  
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Entry Timestamp: 21891  

MAC Changed Message :  

Operation   VLAN  MAC Address    Interface  

-----------  ----  -------------  --- -----------------  

Added        1     00d0.f80d.1083 Gi 0/1  

Setting IP Address and MAC Address Binding 

Setting IP Address and MAC address Binding 

In the global mode, to configure IP address and MAC address binding, execute the following commands. 

Command Function 

Ruijie(config)# address-bind ip-address 

mac-address  

Configure IP address and MAC address 

binding. 

Ruijie(config)# address-bind install Enable the address binding function. 

To cancel the IP address and MAC address binding, use the no address-bind ip-address mac-address command in 
the global configuration mode. 
To disable the address binding function, execute the no address-bind install command. 
The following example shows how to bind the IP address and MAC address: 

Ruijie #configure terminal   

Enter configuration commands, one per line.  End with CNTL/Z.  

Ruijie (config)# address - bind  192.168.5.1 00d0.f800.0001  

Ruijie (config)# address - bind install  

 

 
Caution 

Problem: In the stack environment, if one switch learns the MAC 
address when receiving the IP packets not correspond to the 
address binding, this MAC address can only be learned by the chip 
of that switch and cannot be learned by the chips of other switches 
in the stack environment.  
Phenomenon: In the stack environment, if one switch learns the 
MAC address when receiving the IP packets not correspond to the 
address binding, this address entry is displayed using the show 
mac command and the IP packets can still be broadcasted to other 
stack switches. The MAC address learning is normal when 
receiving the non-IP packets or the IP packets correspond to the 
address binding.  
Workaround:  N/A. 
After executing the address-bind install command but the 
IP+MAC binding is not configured, then allow all packets to be 
transmitted on the interface.   

 

Setting the Address Binding Mode  

In the global mode, to configure the address binding mode, execute the following commands. 
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Command Function 

Ruijie(config)# address-bind 

ipv6-mode { compatible| loose | 

strict } 

Configure the address binding 

mode. 

Ruijie(config)# no address-bind 

ipv6-mode 

Restore to the default address 

binding mode.  

The following example shows how to set the address binding mode to strict:  
Ruijie #configure terminal   

Enter configuration commands, one per line.  End with CNTL/Z.  

Ruijie (config)# address - bind ipv6 - mode strict  

 
Caution 

In the IPV6 mode, DHCP Snooping address binding, port security MAC+IP 

address binding functions are enabled at the same time.  

Mode  IPv4 packet 

forward rule 

IPv6 packet forward rule 

Strict  Only packets 

with 

IPV4+MAC 

are 

forwarded. 

Only IPV6 packets with IPv6 security 

address configured are allowed to be 

forwarded.  

Loose  Only packets 

with 

IPV4+MAC 

are 

forwarded. 

All IPV6 packets are allowed to be 

forwarded. 

Compat

ible 

Only packets 

with 

IPV4+MAC 

are 

forwarded.  

Only IPV6 packets bound with the 

source MAC address or the security 

address configured are allowed to be 

forwarded.  

security and DOT1X authentication 

are co-used, all IPv6 packets bound 

with the MAC address can be 

transmitted on the interface.  
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Setting the Exceptional Ports for the IP Address and 
MAC Address Binding 

To make the IP address and MAC address binding not to take effect on some ports, you can set these ports as 
exceptional ports. To configure an exceptional port, execute the following command in the global configuration 
mode. 

Command Function 

Ruijie(config)#address-bind uplink 

interface-id 

Configure the exceptional port for the IP address 

and MAC address binding. 

Interface-id: port or Aggregate port  

Use the no address-bind uplink  interface-id command to cancel the configuration of the specified exceptional 
port. 
The following example shows how to set the interface GigabitEthenet 0/1 to the exceptional port:   

Ruijie #configure terminal   

Enter configuration commands, one per line.  End with CNTL/Z.  

Ruijie (config)#  address - bind uplink  GigabitEthernet 0/1  

Viewing the IP Address and MAC Address Binding Table 

To show the IP address and MAC address binding table, use the show address-bind command in the privileged 
EXEC mode: 

Command Function 

Ruijie(config)#show address-bind 
View the IP address and MAC address 
binding table. 

The following example shows how to view the IP address and MAC address binding table :   
Ruijie #show address - bind   

Total Bind Addresses in System : 1  

 

IP Address         Binding MAC Ad dr  

---------------     ----------------  

    192.168.5.1    00d0.f800.0001  

 

Typical Configuration Examples of MAC Address Table Management 

Configuring Static MAC Addresses 

Topological Diagram 

As Figure-14 shows, the database server connects to the Ethernet switch through the interface GigabitEthernet 
0/11, the web server connects to the Ethernet switch through the interface GigabitEthernet 0/10, and the server 
administrator connects to the switch through the interface GigabitEthernet 0/12. Other users access the web server 
through the interface GigabitEthernet 0/5. All data are forwarded in VLAN 10.  
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Figure 14  Typical Configuration Topology 

Application Requirements 

The static MAC address configuration enables the data exchanged between the web server and the database server, 
the administrator and the server to be forwarded in the unicast form, preventing these data from being forwarded 
in the broadcast form in the user network and ensuring the security of the information exchanged between the web 
server and the database server, the administrator and the server .  

Configuration Tips 

The following three keypoints shall be ensured when configuring the static MAC address entries: 
1. Specify the destination MAC address in the entry. 
2. Specify the Vlan to which this address belongs. 
3. Interface ID. 
Upon receiving the packets to the destination MAC address in the VLAN, the switch will forward them to the 
specified interface. 
The following table shows the corresponding relationship among the MAC address, VLAN ID and interface ID in 
this configuration example.    

Role MAC Address VLAN ID Interface ID 

Web server 00d0.3232.0001 VLAN2 Gi 0/10 

Database server 00d0.3232.0002 VLAN2 Gi 0/11 

Network 

administrator 
00d0.3232.1000 VLAN2 Gi 0/12 

Configuration Steps 

! Enter global configuration mode. 
Ruijie>en  

Ruijie#configure terminal  

Enter configuration commands, one per line.  End with CNTL/Z.  

! Add the static MAC addresses (Specify the VLAN and interface to which this address belongs). 
Ruijie(config)#mac - address - table stat ic 00d0.f8003232.0001 vlan 110 interface 

GigabitEthernetgigabitEthernet 0/10  
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Ruijie(config)#mac - address - table static 00d0.f8003232.000 2 vlan 110 interface 

GigabitEthernetgigabitEthernet 0/21 1 

Ruijie(config)#mac - address - table static 00d0.f800.00033232. 1000  vlan 110 interface 

GigabitEthernetgigabitEthernet 0/31 2 

! Display the device configurations. 

Verifications 

Display the configured static MAC addresses. 
Ruijie#show mac - address - table static  

Vlan        MAC Address          Type     Interface  

----------   -- ------------------  --------  -------------------  

   110        00d0.f8003232.0001       STATIC   GigabitEthernet 0/10    

   110        00d0.f8003232.000 2       STATIC   GigabitEthernet 0/21 1 

   110        00d0.f800.00033232. 1000        STATIC   GigabitEthern et 0/31 2 

 

Configuring Dynamic MAC Addresses Change Notification 

Topological Diagram 

As Figure-15 shows, the users connect to the switch through the interface GigabitEthernet 0/2.  

 
Figure 15  Typical Configuration Topology 

Application Requirements 

In order to facilitate network access management for an administrator, the following requirements are expected 
through the configuration: 
1. Upon receiving a new MAC address or aging a leart MAC address on the interface connected to the user, the 
switch will record the address change information in the MAC address notification history list, so that the 
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administrator could view the information about address change by checking the MAC address notification history 
list. 
2. Meanwhile, the MAC address change notification will be sent in SNMP Trap message form to the specified 
NMS. 
3. When many users use the device, avoid generating lots of MAC address changes in a short period of time to 
reduce network burden.    

Configuration Tips 

1. Enable the MAC address change notification function globally, and configure the MAC address change 
notification on the interface Gi 0/2. 
2. Configure the NMS host address, and enable the switch to actively send the SNMP Trap notification. The route 
from the switch to the NMS (Network Management Station) should be reachable. 
3. Set the interval of sending the MAC address change notification to 300 seconds (the default interval is 1 
second). All the notification messages within the interval time will be bundled in one SNMP Trap message. So 
one notification message includes multiple MAC address changes, reducing network traffic significantly. 

Configuration Steps 

The IP address of the device is shown in above figure. 
Step1: Enable the global MAC address change notification function on the switch. 

Ruijie>enable  

Ruijie#configure terminal  

Enter configuration commands, one per line.  End with CNTL/Z.  

Ruijie(config)#mac - address - table notification  

Step2: Set the interval of sending MAC address change notification to 30 seconds. 
Ruijie(config)#mac - addr ess - table notification ! Display the device configurations.  

Step3: Enable the MAC address change notification function on the interface Gi 0/2. 
Ruijie(config)#mac - address - table notification interval 30  

! Enter Gi 0/2 interface configuration mode. 
Ruijie(con fig)#interface gigabitEthernet 0/2  

! Enable the device to send notification when an address is added on this interface. 
Ruijie(config - if - GigabitEthernet 0/2)# snmp trap  mac- notification  added  

! Enable the device to send notification when an address is deleted on this interface. 
Ruijie(config - if - GigabitEthernet 0/2)# snmp trap  mac- notification  removed  

Ruijie(config - if - GigabitEthernet 0/2)# exit  

Step4: Configure the NMS which receives the MAC address change notification, with IP address being 
192.168.1.10, message format being Version 2c and authentication name being comefrom2. 

Ruijie(config)#snmp - server host 192.168.1.10 traps version 2c comefrom2  

Step5: Enable the device to actively send the Trap message. 
Ruijie(config)# snmp - server  enable traps  

 

Verifications 

Step1: Display the global configuration of MAC address change notification. 
Ruijie#show mac - address - table notification  
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MAC Notification Feature : Enabled  

Interval(Sec): 300                   

Maximum History Size : 50     

Current History Size : 0    

Step2: Display the status of MAC address change notification function on the interface. 
Ruijie#show mac - address - table notification interface gigabitEthernet 0/2  

Interface               MAC Added Trap     MAC Removed Trap  

-----------              --------------      --------------  

GigabitEthernet 0/2    Enabled            Enabled  

 

Step3: Display the MAC address table of the interface. 
Ruijie#show mac - address - table interface gigabitEthernet 0/2  

Vlan        MAC Address          Type     Interface  

----------   --------- -----------  --------  -------------------  

   1        00d0. 3232 . 0001        DYNAMIC  GigabitEthernet 0/2   

   1        00d0. 3232 . 0002        DYNAMIC  GigabitEthernet 0/2   

   1        00d0. 3232 . 0003        DYNAMIC  GigabitEthernet 0/2  

Step4: Verify the configuration. 
Use the clear mac-address-table dynamic address 00d0.3232.0003 command to simulate the address aging. 
! Display the global configuration of MAC address change notification function. 

Ruijie#show mac - address - table notification  

MAC Notification Featur e : Enabled  

Interval (Sec): 30  

Maximum History Size: 50  

Current History Size: 1  

! Display the MAC address change notification history list. 
Ruijie#show mac - address - table notification history  

History Index : 0 

Entry Timestamp: 221683  

MAC Changed Message :  

Operation:DEL Vlan:1 MAC Addr: 00d0. 3232 . 0003 GigabitEthernet 0/2  

Configuring Global IP Address and MAC Binding 

Topological Diagram 

As Figure-16 shows, in order to facilitate management, each host is assigned a fixed IP address  
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Figure 16  Typical Configuration Topology 

Application Requirements 

1. Prevent the employee from embezzling IP addresses. For example, some employ may embezzle the IP address 
of higher perssion to obtain the additional information over his permission.  
2. Mobile officing can be achieved in the department. 

Configuration Tips 

Manually configuring the global IP address and MAC address binding can meet the aforementioned requirements. 
The configuration keypoints are shown below: 
1. Manually configure the global IP address and MAC address binding. (This example lists 3 users.) 

User MAC Address IP Address 

User1 00d0.3232.0001 192.168.1.10 

User2 00d0.3232.0002 192.168.1.20 

User3 00d0.3232.1000 192.168.1.30 

2. Enable the IP address and MAC address binding function globally. 
3. Configure the uplink port of the switch (Gi 0/5) as an exceptional port. 

 
Note 

Because the binding relationship of the IP packets on the uplink port is 

uncertain, the uplink port is generally configured as the exceptional port. It is 

not necessary to check the IP address and MAC address binding on the uplink 

port.  

Configuration Steps 

Step1: Configure the global IP address and MAC address binding. 
Ruijie#configure terminal  

! Configure the IP address and MAC address binding for the User1. 
Ruijie(config)#address - bind  192.168.1.10 00d0.3232.0001  

! Configure the IP address and MAC address binding for the User2. 
Ruijie(config)#address - bind 192.168.1.20 00d0.3232.0002  

! Configure the IP address and MAC address binding for the User3. 
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Ruijie(config)#address - bind 192.168.1.3 0 00d0.3232.0003  

Step2: Enable the global IP address and MAC address binding. 
Ruijie(config)#address - bind install  

Step3: Configure the uplink port Gi 0/5 as an exceptional port. 
Ruijie(config)#address - bind uplink gigabitEthernet 0/5   

 

Verifications 

Step1: Display the configuration of IP address and MAC address binding on the switch. Keypoint: whether the 
binding relationship is correct. 

Ruijie#show address - bind     

IP Address         Binding MAC Addr  

---------------     ----------------  

   192.168.1.10    0 0d0.3232.0001  

   192.168.1.20    00d0.3232.0002  

   192.168.1.30    00d0.3232.0003  

Step2: Display the configuration of the exceptional port. 
Ruijie#show address - bind uplink  

Ports        State    

------------  ------    

Gi0/5        Enabled  

Step3: Verify the configuration. 
The switch (except for the interface Gi 0/5) will only receive the IP packets whose source IP address and MAC 
address match the binding address; or the packets will be discarded. 
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Aggregate Port Configuration 

This chapter explains how to configure an aggregate port on Ruijie devices. 

Overview 

Understanding Aggregate Port 

Multiple physical links can be bound into a logical link, called an aggregate port (hereinafter referred to 
as AP). Ruijie devices provide the AP function that complies with the IEEE802.3ad standard. This 
function can be used to expand link bandwidth and improve reliability. 
AP function supports traffic balancing that evenly allocating the traffic to every member link. AP function 
also supports link backup. When a link member in an AP is disconnected, the system will automatically 
allocate the traffic of the member link to other active member links in the AP, except for the broadcast or 
multicast packets it received. 

Typical AP configurations 

 
Each AP includes up to 8 member ports, and the maximum AP numbers supported is 120. 

Understanding Traffic Balancing 

Traffic can be evenly distributed on the member links of an AP according to the features such as source 
MAC address, destination MAC address, combination of source MAC address and destination MAC 
address, source IP address, destination IP address, and combination of source IP address and destination 
IP address. The aggregateport load-balance command can be used to set the method to distribute 
traffic. 
Source MAC address-based traffic balancing refers to distribute the traffic on the member links of an 
AP according to the source MAC addresses of packets. Those packets with different source MAC 
addresses are evenly distributed on the member links of an AP according to different source MAC 
addresses. Those packets with the same source MAC address are forwarded through the same member 
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link. 
Destination MAC address-based traffic balancing refers to distribute the traffic on the member links of 
an AP according to the destination MAC addresses of packets. Those packets with different destination 
MAC addresses are evenly distributed on the member links of an AP according to different destination 
MAC addresses. Those packets with the same destination MAC address are forwarded through the 
same member link. 
The traffic balancing based on the combination of source MAC address and destination MAC address 
refers to distribute the traffic on the member links of an AP according to the combination of source 
MAC address and destination MAC address of packets. Those packets with different source and 
destination MAC addresses are evenly distributed on the member links of an AP according to different 
source and destination MAC addresses. Those packets with the same source and destination MAC 
address are distributed on the same member link. 
Source IP address- or destination IP address-based traffic balancing refers to distribute the traffic on the 
member links of an AP according to the source IP addresses or destination IP addresses of packets. 
Those packets with different source IP addresses or destination IP addresses are evenly distributed on 
the member links of an AP according to different source or destination IP addresses. Those packets with 
the same source IP address or destination IP address are forwarded through the same member link. This 
mode is specific for Layer 3 packets. If layer2 packets are received under this mode, traffic balancing is 
performed automatically according to the default device setting.  
The traffic balancing based on the combination of source IP address and destination IP address refers to 
distribute the traffic on the member links of an AP according to the combination of source IP address 
and destination IP address of packets. Those packets with different source and destination IP addresses 
are evenly distributed on the member links of an AP according to different source and destination IP 
addresses. Those packets with the same source IP address and destination IP address are forwarded 
through the same member link. This mode is specific for Layer 3 packets. If layer2 packets are received 
under this mode, traffic balancing is performed automatically according to the default device setting. 
All the above mentioned balancing modes are applicable to AP on Layer 2 and Layer 3. 

An appropriate traffic distribution method should be set according to the actual network environments, so that 
the traffic can be evenly distributed on the links for the maximum utilization of network bandwidth. 
In the following diagram, a switch communicates with a router through an AP, and the router serves as the 
gateway for all the devices inside the network (such as 4 PCs on the top of the diagram). The source MAC 
addresses of all the packets that the devices outside the network (such as 2 PCs at the bottom of the diagram) 
send through the router are the MAC address of the gateway. In order to distribute traffic between the router and 
other hosts on other links, traffic balancing should be performed based on the destination MAC address. 
However, traffic balancing should be performed based on the source MAC address on the switch. 
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Command Function 

Ruijie(config-if -range)# port -group 

port-group-number 

Add the interface to an AP (the system will 

create the AP if it does not exist). 

In the interface configuration mode, use the no port-group command to remove a physical port from the AP. 
The example below shows how to configure the layer2 Ethernet interface 1/0 to a member of layer2 AP 5. 

Ruijie# configure terminal 

Ruijie(config)# interface range gigabitEthernet 0/1 

Ruijie(config-if -range)# port -group 5 

Ruijie(config-if -range)# end 

The command interface aggregateport n (n is the AP number) in the global configuration mode can be used to 
directly create an AP (if AP n does not exist). 

 
Caution 

After adding an ordinary port to an AP, when the port exits from the 
AP again, the previous configuration of the port will be restored to the 
default one. Different functions deal with the previous configuration 
of the AP member port differently. Therefore, it is recommended to 
view and confirm the port configuration after exiting from the AP.  

Configuring Traffic Balancing on an Aggregate Port 

In the configuration mode, configure traffic balancing on the AP by performing the following steps: 

Command Function 

Ruijie(config)# aggregateport 

load-balance { dst-mac | src-mac | 

src-dst-mac | dst-ip | src-ip | 

src-dst-ip | src-port  | 

src-dst-ip-l4port  | mpls-label }  

Set the AP traffic balancing and select the algorithm: 

dst-mac: Distribute traffic according to the destination 

MAC addresses of the incoming packets.  

src-mac: Distribute traffic according to the source MAC 

addresses of the incoming packets.  

src-dst-mac: Distribute traffic according to the 

combination of the source MAC addresses and 

destination MAC addresses of the incoming packets.  

src-ip: Distribute traffic according to the source IP 

addresses of the incoming packets.  

dst-ip: Distribute traffic according to the destination IP 

addresses of the incoming packets.  

src-dst-ip:  Distribute traffic according to the 

combination of the source IP addresses and destination 

IP addresses of the incoming packets.  

src-port : Distribute traffic according to the source port 

number of the incoming packets.  

src-dst-ip-l4port : Distribute traffic according to the 

combination of the source IP addresses, destination IP 

addresses, L4 source port number, and L4 destination 

port number. 
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Command Function 

mpls-label: Distribute traffic according to the label of 

each level of MPLS packets.  

To restore the traffic balancing configuration of an AP to the default value, execute the no aggregateport 
loag-balance command in the global configuration mode: 

Showing an Aggregate Port 

In privileged EXEC mode, show the AP configuration by performing the following steps.  

Command Function 

Ruijie# show aggregateport 

[port-number]{ load-balance | 

summary}  

Show the AP settings. 

 

Ruijie# show aggregateport load-balance 

Load-balance : Source MAC address 

Ruijie# show aggregateport 1 summary 

AggregatePort MaxPorts SwitchPort Mode   Ports                             

------------- -------- ---------- ------ 

Ag1               8         Enabled           ACCESS 
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LACP Configuration 

Overview 

LACP(Link Aggregation Control Protocol) is a protocol based on IEEE802.3ad and aims to implement 
the dynamic link aggregation and disaggregation. This protocol interacts with its peer by using the 
LACPDU(Link Aggregation Control Protocol Data Unit). 
With LACP enabled on the port, LACP notifies the following information of the port by sending 
LACPDUs: priority and MAC address of the system, port priority, number and operation key. Upon 
receiving the information, the peer determines the port that can be aggregated by comparing the 
received information with the information of other ports on the peer device. In this way, the two parties 
can reach an agreement in adding/removing the port to/from a dynamic aggregation group.  

Dynamic Link Aggregation Mode 

A LACP port can be in one of the three aggregation modes: Active, Passive and Static. 
The port in the active state will transceive the LACP packets and negotiate with the peer end, the port 
in the passive state will only respond to the received LACP packets, and the port in the static mode will 
not transceive the LACP packets or negotiate with the peer end, see the static AP configuration guide 
AP-SCG.doc for detailed configuration. 

Port mode Neighbor port mode 

Active mode Active or passive mode. 

Passive mode Active mode 

Static mode Static mode. 

 

LACP Port State 

The port member in the aggregation group can be in the following 3 states: 

When the link state of the port is Down, no packet is forwarded on the port. The port state is 

down.  

When the link state of the port is Up, after the LACP negotiation, the port joins in the packet 

forwarding as a port member in the aggregation group. The port state is bndl.  

When the link state of the port is Up, the port fails to join in the packet forwarding because the 

LACP is not enabled on the port, or the attribute of the port and the master port is 

inconsistent. The port state is susp. 
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group based on the port rate, and duplex ratet. Only can the ports with the same attributes with the master 
port be aggregated and join in the packet forwarding in the aggregation group. When the port attributes 
change, LACP re-selects the master port without disaggregation. But when the new master port is not 
aggregated, LACP disaggregates the member ports in the aggregation group and re-aggregates.  

LACP Negotiation Procedure  

Upon receiving the LACP packets from the peer port, the system ID with higher priority is selected. On 
the end of higher system ID, set the ports in the aggregation group are to be aggregated in the 
descending order of port priority(when the number of ports in the aggregation group exceeds the 
maximum port number, the state of the ports exceeding the aggregation capacity is sups.) Upon 
receiving the updated LACP packets on the peer port, the corresponding port is to be aggregated.  

 

                        Figure-1 LACP Negotiation 
As shown in Figure-1, switch A and switch B are interconnected through the 6 ports. Set the system 
priority for the switchA and the switchB to be 61440 and 4096 respectively. Enable the LACP function 
on the 6 ports directly-connected between the switches. Set the aggregation mode for the 3 ports is 
active, and set the default port priority for the other 3 ports as 32768. 
Upon receiving the LACP packets from the switchA, switchB finds its system priority is higher than the 
switchA, the port4-6 on the switchB are to be aggregated according to the sequence of the port priority. 
After receiving the updated LACP packets from the switchB, the switchA finds its system priority is 
lower than the switchB and the port1-3 on the switchA are also aggregated.  

LACP Requirements 

LACP is a protocol that automatically add/remove the port to/from the aggregation group. The 
requirements of the auto-aggregation of those two ports are:  

Only can the ports with the same operation key be aggregated; 

Only can the ports that are with the same attributes such as port rate and duplex as the master 

port be dynamically aggregated.  

The port link state is UP, the peer port running LACP and the port or the peer port must be in 

the Active mode.  
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LACP Configuration 

Configuring LACP 

You can configure the LACP system priority, port priority and administrative key in the 

aggregation group. All dynamic link groups on one switch share one LACP system priority. 

Changing the system priority will affect all aggregation groups. 

Run the following commands to configure the LACP:  

Command Function 

Ruijie# configure Enter the global configuration mode. 

Ruijie(config)# lacp system-priority 

system-priority 

(Optional) Set the LACP system 

priority, in the range of 0-65535. The 

default system priority is 32768. 

Ruijie(config)# interface interface-id Enter the interface configuration 

mode. 

Ruijie(config-if)# lacp port-priority 

port-priority 

(Optional) Set the LACP port priority, 

in the range of 0-65535. The default 

system priority is 32768. 

Ruijie(config-if)# port-group key mode 

active | passive 

Add the port to the aggregation group 

and specify the LACP port mode. If 

the aggregation group does not exist, 

an aggregation group will be created.  

key: the administrative key of the 

aggregation group. 

active: the port is added to the 

dynamic aggregation group in the 

active mode.  

passive: the port is added to the 

aggregation group in the passive 

mode. 

Ruijie(config-if)# end Return to the privileged EXEC mode. 

Viewing the LACP Configuration  

To view the LACP state, run the following command in the privileged EXEC mode: 

Command Function 

Ruijie# show lacp summary Show the LACP state information. 
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LACP Configuration Example 

 

Figure-2  LACP Link Aggregation 
As shown in the figure-2, on the SwitchA, set the LACP system priority as 4096, enable the LACP on 
the interface Gi 0/1,Gi 0/2, Gi 0/3, and set the LACP port priority as 4096: 

SwitchA #configure t erminal  

SwitchA (config)#  lacp system - priority  4096  

SwitchA (config)#  interface range GigabitEthernet  0/1 - 3 

SwitchA( config - if - range)#  lacp port - priority  4096   

SwitchA (config - if - range)#  port - group  3 mode active  

SwitchA (config - if - range)#  end  

 

On the SwitchB, set the LACP system priority as 61440, enable the LACP on the interface Gi 0/1,Gi 
0/2, Gi 0/3, and set the LACP port priority as 61440: 

SwitchB # configure t erminal  

SwitchB (config)#  lacp system - priority  61440  

SwitchB (config)#  interface rang e GigabitEthernet  0/1 - 3 

SwitchB( config - if - range)#  lacp port - priority  61440  

SwitchB (config - if - range)#  port - group  3 mode active  

SwitchB (config - if - range)#  end  

After the configuration, if the LACP negotiation succeeds, it prompts the following log: 
*Feb 25 17: 11:31: %LACP - 5- BUNDLE: Interface Gi0/ 1 joined AggregatePort 3.  

*Feb 25 17:11:32: %LACP - 5- BUNDLE: Interface Gi0/ 2 joined AggregatePort 3.  

*Feb 25 17:11:32: %LACP - 5- BUNDLE: Interface Gi0/ 3 joined AggregatePort 3.  

*Feb 25 17:11:32: %LINEPROTO - 5- UPDOWN: Line p rotocol on Interface AggregatePort 3, changed state 

to up  

 
Then show the member port state in the aggregation group on the SwitchA: 

Ruijie(config)# show LACP summary  

Flags:  S -  Device is requesting  Slow LACPDUs   

 F -  Device is requesting F ast LACPDUs.  

A -  Device is in active mode.        P -  Device is in passive mode.  

 

Aggregate port 3:  
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Dev ID 
Partly show the system MAC information of the 

peer device. 
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VLAN Configuration  

This chapter describes how to configure IEEE802.1q VLAN. 

Overview 

Virtual Local Area Network (VLAN) is a logical network divided on a physical network. VLAN corresponds to 
the L2 network in the ISO model. The division of VLAN is not restricted by the physical locations of network 
ports. A VLAN has the same attributes as a common physical network. Except for no restriction on physical 
location, unicast, broadcast and multicast frames on layer 2 are forwarded and distributed within a VLAN, not 
being allowed to directly go to other VLAN s. Therefore, when a host in a VLAN wants to communicate with 
another host in another VLAN, a layer 3 device must be used, as shown in the following diagram. 
You can define a port as the member of a VLAN. All the terminals connected to the specified port are part of the 
VLAN . A network can support multiple VLANs. In this case, when you add, delete, and modify users in the 
VLANs, you do not need to modify the network configuration physically. 

 

 
Like a physical network, a VLAN is usually connected to an IP subnet. A typical example is that all the hosts in 
the same IP subnet belong to the same VLAN. A layer 3 device must be used for communication between VLANs. 
Ruijie L3 devices can perform IP routing between VLANs through SVI (Switch Virtual Interfaces). For the 
configuration about SVI, refer to Interface Management Configuration and IP Unicast Routing Configuration. 

Supported VLAN 

Complying with IEEE802.1Q Standard, our products support up to 4094 VLANs(VLAN ID 1-4094 ), in which 
VLAN 1 is the default VLAN that cannot be deleted. 

VLAN Member Type 

You can determine the frames that can pass a port and the number of VLANs that the port can belong to by 
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configuring the VLAN member type of the port. For the detailed description about VLAN member type , see the 
following table: 

Member Type Port Feature 

Access 
One access port can belong to only one VLAN, which 

must be specified manually. 

Trunk (802.1Q) 

By default, one Trunk port belongs to all the VLANs of 

the device itself, and it can forward the frames of all the 

VLANs. However, you can impose restriction by setting 

a list of allowed VLANs. 

Configuring a VLAN 

A VLAN is identified by its VLAN ID. You can add, remove, and modify the VLAN s in the range of 2 to 4094 on 
a device. VLAN 1 is created by a device automatically and cannot be removed. 
You can configure the member type of a port in a VLAN, add a port to a VLAN, and remove a port from a VLAN 
in the interface configuration mode. 

Saving the VLAN Configuration 

To save the VLAN configuration in the configuration file, execute the copy running-config startup-config 
command in the privileged EXEC mode. To view VLAN configuration, execute the show vlan command. 

Default VLAN Configuration 

The following table shows the default configuration of a VLAN. 

Parameter Default Value Range 

VLAN ID 1 1 to 4094 

VLAN Name 
VLAN xxxx, where xxxx is the VLAN 

ID 
None 

VLAN State Active 
Two status: active or 

inactive 

Creating/Modifying a VLAN 

In the privileged EXEC mode, you can create or modify a VLAN by executing the following commands. 

Command Function 

Ruijie(config)# vlan vlan-id 

Enter a VLAN ID. If you enter a new VLAN ID, the 

device will create it. If you enter an existing VLAN ID, 

the device modifies the corresponding VLAN. 
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Command Function 

Ruijie(config)# name 

vlan-name 

(Optional) Name the VLAN. If you skip this step, the 

device automatically assigns the VLAN a name of 

VLAN xxxx, where xxxx is a 4-digit VLAN ID starting 

with 0. For example, VLAN 0004 is the default name 

of VLAN 4. 

To restore the name of a VLAN to its default, simply enter the no name command. 
The following example creates VLAN 888, names it test888, and saves its configuration into the configuration 
file: 

Ruijie#  configure terminal  

Ruijie(config)# vlan  888  

Ruijie(config - vlan)# name test888  

Ruijie(config - vlan)# end  

Deleting a VLAN 

You cannot delete the default VLAN (VLAN 1). 
In the privileged EXEC mode, you can delete a VLAN by executing the following command. 

Command Function 

Ruijie(config)# no vlan 

vlan-id 
Enter the VLAN ID that you want to delete. 

Adding Existing Access Ports to Specified VLAN 

If you assign a port to an inexistent VLAN, the switch will automatically create that VLAN. 
In the privileged EXEC mode, you can assign a port to a VLAN by executing the following command. 

Command Function 

Ruijie(config-if)# switchport 

mode access 

Define the member type of the port in a VLAN (L2 

ACCESS port). 

Ruijie(config-if)# switchport 

access vlan vlan-id 
Assign the port to the VLAN. 

The following example adds Ethernet 1/10 to VLAN20 as an access port: 
Ruijie# configure terminal  

Ruiji e(config)# interface  fastethernet  1/10  

Ruijie(config - if)# switchport mode access  

Ruijie(config - if)#  switchport access vlan  20 

Ruijie(config - if)# end  

The following example shows how to verify the configuration: 
Ruijie(config)# show interfaces gigabitEthernet  3/1  

 switchport  

Switchport is enabled  

Mode is access port  

Acsess vlan is 1,Native vlan is 1  

Protected is disabled  

Vlan lists is ALL  
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Caution 

In the R2700 switching card, although the access vlan can also be 

configured on the trunk port, the access port configuration does not take 

effect and the port remains in the trunk port. Only the configuration of 

native vlan and allowed vlan list takes effect.    

Adding Access Ports to the Existing VLAN 

In VLAN configuration mode, add the specified Access port to this VLAN. The effect of this command is the 
same as the command to specify the VLAN to which the interface belongs in interface configuration mode 
(namely switchport access vlan vlan-id).    

Command Function 

Ruijie(config)# vlan vlan-id 

Type in a VLAN ID. If a new VLAN ID is typed in, the 

device will create a VLAN. If an existing VLAN ID is 

typed in, the corresponding VLAN will be modified.   

Ruijie(config-vlan)# add 

interface { interface-id | 

range interface-range } 

Add one or a group of Access ports to the existing 

VLAN.   

By default, all layer-2 Ethernet ports belong to 

VLAN1. 

Ruijie(config-vlan)# [no]add 

interface { interface-id | 

range interface-range } 

Delete one or a group of Access ports form the 

existing VLAN.   

Ruijie(config-vlan)#show 

interface interface-id 

switchport 

Display the information about layer-2 interface. 

 

 

Caution 

This command only applies to Access port. 

In terms of these two commands to add interface to the VLAN, the 

later configured command will override the previously configured 

command. 

The following example adds Access port (GigabitEthernet 0/10) to VLAN20:   
Ruijie# configure terminal  

SwitchA(config)# vlan 20 

SwitchA(config - vlan)# add interface GigabitEthernet  0/10  

The following example how to verify the configurations:   
Rui jie#  show interface GigabitEthernet  0/10  switchport  

Interface         Switchport   Mode  Access Native Protected  VLAN lists  

----------         --------      -----   -----  ------  ----------  --- ----  

GigabitEthernet 0/1 0 enabled  ACCESS  20      1    Disabled   ALL 
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Configuring VLAN Trunks 

Overview 

A trunk is a point-to-point link that connects one or multiple Ethernet switching interfaces to other network 
devices (for instance, router or switch). A trunk can transmit the traffics of multiple VLANs. 
The Trunk encapsulation of Ruijie device is 802.1Q-complied. The following diagram shows a network connected 
with trunks. 
 

 
You can set a common Ethernet port or aggregate port to be a trunk port. For the details of aggregate port, refer to 
Configuring Aggregate Port. 
In order to switch an interface between the access mode and the trunk mode, use the switchport mode command: 

Command Function 

Ruijie(config-if)# switchport 

mode access 
Set an interface to the access mode 

Ruijie(config-if)# switchport 

mode trunk 
Set an interface to the Trunk mode 

A native VLAN must be defined for a trunk port. The untagged packets received and sent through the port are 
deemed as the packets of the native VLAN. Obviously, the default VLAN ID of the port (that is, the PVID in the 
IEEE 802.1Q) is the VLAN ID of the native VLAN. Moreover, you must untag them before sending the packets 
of the native VLAN through the trunk port. The default native VLAN of a trunk port is VLAN 1. 
When you configure a trunk link, be sure that the ports on both ends of the trunk belong to the same native 
VLAN.  

Configuring a Trunk Port 

Basic Trunk Port Configuration 

In the privileged EXEC mode, you can configure a trunk port by executing the following command. 
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command. 

Command Function 

Ruijie(config-if)# switchport 

trunk native vlan vlan-id 
Configure a native VLAN. 

To restore the native VLAN of a trunk port to its default, execute the no switchport trunk native vlan command 
in the interface configuration command. 
If a frame carries the VLAN ID of the native VLAN, it will be automatically untagged when being forwarded 
through the trunk port. 
When you set the native VLAN of a trunk port to an inexistent VLAN, the switch will not automatically create the 
VLAN. In addition, the native VLAN of a trunk port may be out the allowed VLAN list. In this case, the traffic of 
the native VLAN cannot pass the trunk port. 

Showing VLAN Information  

Only in the privileged EXEC mode can you view the VLAN information, including VLAN VID, VLAN status, 
member ports of the VLAN, and VLAN configuration. The related commands are listed as below: 

Command Function 

show vlan [id vlan-id] Show the information about all or the specified VLAN. 

The following example shows the information about a VLAN: 
Ruijie# show vlan  
VLAN  Name       Status                Ports      

----  --------   --------    -------- -----------------------  

   1 VLAN0001   STATIC     Gi0/1, Gi0/5, Gi0/6, Gi0/7  

                              Gi0/8, Gi0/9, Gi0/10, Gi0/11           

                              Gi0/12, Gi0/13, Gi0/14, Gi0/15         

                              Gi0/16, Gi 0/17, Gi0/18, Gi0/19         

                              Gi0/20, Gi0/21, Gi0/22, Gi0/23         

                              Gi0/24                                 

  10 VLAN0010  STATIC    Gi0/2, Gi0/3                           

  20 VLAN0020  STATIC    Gi0/2, Gi0/3, Gi0/4                    

30 VLAN0030  STATIC    Gi0/3, Gi0/4     

 

Ruijie #show vlan id  20  

VLAN  Name                Status    Ports      

----   --------            ------     -----------------------  

20  VLAN0020            STATIC    Gi0/2, Gi0/3,  Gi0/4    
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Protocol VLAN Configuration 

Protocol VLAN Technology 

Every packet received on a port of the device should be classified and added to an unique VLAN. There are three 
possibilities: 
1. If the packet has no VLAN ID (for instance, UNTAG or Priority packet ), and the device only supports 
port-based VLAN classification, the VLAN ID in the tag added to the packet is the PVID of the inbound port. 
2. If the packet has no VLAN ID (for instance, UNTAG or Priority packet), and the device supports protocol 
type-based VLAN classification, one of the VLAN IDs corresponding to the protocol suite configured on the 
inbound port will be selected as the VLAN ID in the tag added to the packet. However, if the protocol type of the 
packet matches none of the protocol suite configured on the inbound port, the VLAN ID will be assigned by 
port-based VLAN classification. 
3. If the packet is tagged, its VLAN is determined by the VLAN ID in the tag. 
As a protocol type-based VLAN classification technology, the protocol VLAN classifies the packets that have no 
VLAN ID and be of the same protocol type to the same VLAN. 
The protocol VLAN configuration takes effect for Trunk port and Hybrid port, not for the Access port. 
Ruijie products support both global IP address-based VLAN classification, and packet type and Ethernet 
type-based VLAN classification on a port. 
Because IP address-based VLAN classification is a global configuration, once configured, it will apply to all trunk 
ports and Hybrid ports. 
1. If the incoming packet has no VLAN ID, and its IP address matches the configured IP address, this packet will 
be classify into the configured VLAN. 
2. If the incoming packet has no VLAN ID, and its packet type and Ethernet type match those you configured on 
the inbound port respectively, this packet will be classified into the configured VLAN. 
IP address-based VLAN classification takes precedence over packet type and Ethernet type-based VLAN 
classification. Hence, if you have configured both IP address-based VLAN classification and packet type and 
Ethernet type-based VLAN classification, and the incoming packet matches them both, IP address-based VLAN 
classification takes effect. 
You should configure a VLAN, trunk port, hybrid port, access port and AP attributes before configuring the 
protocol VLAN. If you have configured protocol VLAN on a trunk port or a hybrid port, the allowed VLAN list 
for the trunk port and hybrid port must include all the VLANs related to the protocol VLAN. 

Configuring a Protocol VLAN  

Default Protocol VLAN 

No Protocol VLAN is configured by default. 

Configuring IP Address-based VLAN Classification 

To configure IP address-based VLAN classification, execute the following commands:  
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Command Description 

Ruijie# configure terminal Enter the global configuration mode. 

Ruijie(config)# protocol-vlan ipv4 

address mask address vlan vid 

Configure IP address, subnet mask and VLAN 

classification. 

Ruijie(config)# no protocol-vlan ipv4 

address mask address 
Remove the IP address configuration. 

Ruijie(config)# no protocol-vlan ipv4 Remove all IP address configuration. 

Ruijie(config)# interface interface-id Enter the interface configuration mode. 

Ruijie(config-if)#protocol vlan ipv4 
Enable the IP address-based VLAN classification on the 

interface. 

Ruijie(config-if)#no protocol vlan ipv4 
Disable the IP address-based VLAN classification on the 

interface. 

Ruijie(config-vlan)# show 

protocol-vlan ipv4 
Show the configured IP address 

 

 
Note 

Specify the IP address and subnet mask in the x.x.x.x format. 

Available VLAN IDs may vary with different product. 

The following command configures the IP address of 192.168.100.3, and the mask of 255.255.255.0 VLAN 100. 
Ruijie# configure terminal  

Ruijie(config)# protocol - vlan ipv4  192.168.100.3  mask 255. 255.255.0  vlan  100  

Ruijie(config - vlan)# end  

Ruijie# show protocol - vlan ipv4  

ip                mask              vlan  

-------------   -------------    - --- -  

                          

192.168.100.3   255.255.255.0   100  

Configuring Packet Type and Ethernet Type Profile 

To configure the packet type and Ethernet type profile, execute the following commands:  

Command Description 

Ruijie# configure terminal Enter the global configuration mode. 

Ruijie(config)# protocol-vlan profile id 

frame-type [type] ether-type [type] 
Configure packet type and Ethernet type profile. 

Ruijie(config)# no protocol-vlan 

profile id 
Delete an profile. 

Ruijie(config)# no protocol-vlan 

profile 
Clear all profiles. 

Ruijie(config-vlan)# show 

protocol-vlan profile [id] 
Exit the VLAN mode 
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Command Description 

Ruijie# configure terminal Show all profiles. 

Ruijie(config)# protocol-vlan profile id 

frame-type [type] ether-type [type] 
Show a profile. 

For example: 
Ruijie# configure terminal  

Ruijie(config)# protocol - vlan  profile 1 frame - type  ETHERII  ether - type EHTER_AARP 

Ruijie(config)# protocol - vlan  profile  2 frame - type   SNAP ether - type  0x809b  

Ruijie(config - vlan)# end  

Ruijie# show protocol - vlan profile  

profile     frame - type    ether - type       Interfaces|vid  

-------       ---------    ----------          -----------  

1             ETHERII      EHTER_AARP        NULL|NULL  

2             SNAP          ETHER_APPLETALK  NULL|NULL  

 

 
Note 

1) The configuration will not become effective until the profile is applied to 

a port. 

2) Before updating a profile, you must delete the profile and then 

reconfigure it. 

 

Applying a Profile 

To apply a profile, execute the following commands: 

Command Description 

Ruijie# configure terminal Enter the global configuration mode. 

Ruijie(config)# interface interface-id Enter the interface configuration mode. 

Ruijie(config-if)# protocol-vlan profile 

id vlan vid 
Apply a profile to this port. 

Ruijie(config-if)# no protocol-vlan 

profile id 
Clear all profiles on this port . 

Ruijie(config-if)# no protocol-vlan 

profile  
Clear a profile on this port  

Ruijie(config-if)# show protocol-vlan 

profile 
Show the profile configuration. 

The following example applies profile 1 and profile 2 to the GE interface 1 of Slot 3. The VLAN categories are 
VLAN 101 and 102: 

Ruijie# configure terminal  

Ruijie(config)# interface gi  3/1  

Ruijie(config - if)# protocol - vlan profile  1 vlan  101  

Ruijie(config - if)#  protocol - vlan profile  2 vlan 102  

Ruijie(config - if)#  end  
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Ruijie# show prot ocol - vlan profile  

profile      frame - type  ether - type       Interfaces|vid  

-------       ---------    ----------         --------------  

1             ETHERII      EHTER_AARP        gi3/1|101  

2             SNAP          ETHER_APPLETALK  gi3/1|102  

 

 
Note 

1. All profiles can be applied to each interface. 

2. Different VIDs can be specified for the same profile on different 

interfaces. 

Showing a Protocol VLAN 

To show a protocol VLAN , execute the following command:  

Command Description 

Ruijie# show protocol-vlan Show a protocol VLAN. 

 

Ruijie# show protocol - vlan  

ip                mask              vlan  

-------------    -------------    ----  

192.168.100.3   255.255.255.0   100  

profile      frame - type   ether - type       Interfaces|vid  

-------       ---------     ----------        --------------  

1             ETHERII      EHTER_AARP        gi3/1|101  

2             SNAP          ETHER_APPLETALK  gi3/1|1    

Typical Protocol VLAN Configuration Examples  

Example of protocol-based VLAN configuration  

Network Topology  
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Step 3: Configure uplink port Gi 0/3 as a Trunk port.   

Ruijie(config)#interface gigabitEthernet 0/3  

Ruijie(config - GigabitEthernet 0/3)#switchport mode trunk  

Step 4: Configure the corresponding Profile 1 and Profile 2 for IP protocol and IPX protocol 

respectively (assuming that Ethernet II encapsulation is used, the Ethernet types of IP and 

IPX are 0X0800 and 0X8137 respectively)  

Ruijie(config)#protocol - vlan profile 1 frame - type eTHERII ether - type 0x0800  

Ruijie(config)#protocol - vlan profile 2 frame - type eTHERII ether - type 0x8137  

Step 5: Apply Profile 1 and Profile 2 to Gi 0/3 in order to classify VLAN 2 and VLAN 3. IP 

packets received on the port will belong to VLAN 2, and IPX packets received on the port 

will belong to VLAN 3.   

Ruijie(config - GigabitEthernet 0/3)#protocol - vlan profile 1 vlan 2 

Ruijie(config - GigabitEthernet 0/3)#protocol - vlan profile 2 vlan 3  

Ruijie(config - GigabitEthernet 0/3)#exit  

Verification  

Step 1: Display configurations of Switch A. Key points: whether profiles have been 

properly configured for the Protocol VLAN, and whether the port applied with profiles has 

been properly configured.   

Ruijie#show running - config  

!  

vlan 2  

!  

vlan 3  

!  

protocol - vlan profile 1 frame - type ETHERII ether - type 0x800  

protocol - vlan profile 2 frame - type ETHERII ether - type 0x8137  

!  

interface GigabitEt hernet 0/1  

 switchport access vlan 2  

!          

interface GigabitEthernet 0/2  

 switchport access vlan 3  

!  

interface GigabitEthernet 0/3  

 switchport mode trunk  

protocol - vlan profile 1 vlan 2  

 protocol - vlan profile 2 vlan 3  

!  

Step 2: Display the type of protocol packets matched by profile and the corresponding port 

number and VLAN ID.   

Ruijie#show protocol - vlan profile  
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user PCs.   

Configuration Steps  

Configure Switch A  

Step 1: Enter global configuration mode and create VLAN 2 and VLAN 3.   

Ruijie#configure terminal  

Enter configuration commands, one per line.  End with CNTL/Z.  

Ruijie(config)#vlan range 2 - 3 

Ruijie(config - vlan - range)#exit  

Step 2: Configure G0/3 as a Trunk port.   

Ruijie(config)#interface gigabitEthernet 0/3  

Ruiji e(config - GigabitEthernet 0/3)#switchport mode trunk  

Ruijie(config - GigabitEthernet 0/3)#exit  

Step 3: Since the server is directly connected with port Gi 0/1, this port can be configured 

to belong to VLAN 2.   

Ruijie(config)#interface gigabitEthernet 0/1  

Ruijie(config - GigabitEthernet 0/1)#switchport access vlan 2  

Ruijie(config - GigabitEthernet 0/1)#exit  

Step 4: Configure port Gi 0/2 to belong to VLAN 3.   

Ruijie(config)#interface gigabitEthernet 0/2  

Ruijie(config - GigabitEthernet 0/2)#switchport access vlan 3  

Ruijie(config - GigabitEthernet 0/2)#exit  

Step 5: Associate IP network segment of 192.168.1.1/24 with VLAN 3 and IP network 

segment of 192.168.2.1/24 with VLAN 2.   

Ruijie(config)#protocol - vlan ipv4 192.168.1.1 mask 255.255.255.0 vlan 3  

Ruijie(config)#proto col - vlan ipv4 192.168.2.1 mask 255.255.255.0 vlan 2  

Step 6: On port Gi 0/3, enable IP address based VLAN classification.   

Ruijie(config)#interface gigabitEthernet 0/3  

Ruijie(config - GigabitEthernet 0/3)# protocol - vlan  ipv4  

Verification  

Step 1: Display configurations of Switch A. Key points: whether IP address based VLAN 

classification has been properly configured, and whether the uplink port has been 

configured as a Trunk port.   

Ruijie#show running - config  

!  

vlan 1  

!  

vlan 2  

!  
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vlan 3  

!  

protocol - vlan ipv4 19 2.168.1.1 mask 255.255.255.0 vlan 3  

protocol - vlan ipv4 192.168.2.1 mask 255.255.255.0 vlan 2  

!  

interface GigabitEthernet 0/1  

 switchport access vlan 2  

!  

interface GigabitEthernet 0/2  

 switchport access vlan 3  

!  

interface GigabitEthernet 0/3  

 switchport mo de trunk  

!  

Step 2: Display the policy configured for matching IP network segment and VLAN ID.   

Ruijie#show protocol - vlan ipv4  

ip                  mask            vlan  

---------------  ---------------  ----  

192.168.1.1     255.255.255.0     3    

192.168.2.1      255.255.255.0     2   
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In a private VLAN, an SVI interface can be created for the primary VLAN rather than the secondary VLANs. 
A port in the private VLAN can be a SPAN source port instead of a mirrored destination port. 

Configuring a Private VLAN 

Default Private VLAN Configuration 

No Private VLAN is configured by default. 

Configuring a VLAN as a Private VLAN 

To configure a VLAN as a private VLAN, execute the following commands:  

Command Description 

configure terminal Enter the global configuration mode. 

vlan vid Enter the VLAN configuration mode. 

private-vlan{community | isolated| primary} Configure a private VLAN. 

no private-vlan{community | isolated | 

primary} 

Remove the configured private 

VLAN. 

end Exit the VLAN configuration mode. 

show vlan private-vlan [type] Show a private VLAN 

 

 
Note 

The member port in the 802.1Q VLAN cannot be declared as a 

private VLAN. VLAN 1 cannot be declared as a private VLAN as 

well. If there is a trunk or uplink port in the 802.1Q VLAN, first 

delete this VLAN from the allowed VLAN list. The following 

conditions must be met in order to make a private VLAN become 

active: 

1. The primary VLAN is available. 

2. The secondary VLANs are available. 

3. The secondary VLANs are associated with the primary VLAN. 

The following example configures 802.1Q VLAN as a private VLAN: 
Ruijie# configure terminal  

Ruijie(config)# vlan  303  

Ruijie(config - vlan)# private - vlan community  

Ruijie(config - vlan)# end  

Ruijie#  show vlan private - vlan community  

VLAN Type  Status    Routed   Interf ace   Associated VLANs  

---  ----    --------   ------    ---------    ------------------  

303 comm   inactive  Disabled               no association  

Ruijie#configure terminal  

Ruijie(config)#vlan 404  

Ruijie(config - vlan)# private - vlan isolated  

Ruijie(config - vlan)#  end  
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Ruijie# show vlan private - vlan  

VLAN Type  Status    Routed   Interface   Associated VLANs  

---  ----    --------   ------    ---------    ------------------  

303 comm  inactive  Disabled               no association  

404 isol  inactive  Disabled               no association  

Associating the Secondary VLANs with the Primary VLAN 

To associate the secondary VLANs with the primary VLAN, execute the following commands:  

Command Description 

configure terminal Enter the global configuration mode. 

vlan p_vid Enter the primary VLAN configuration mode. 

private-vlan association 

{svlist | add svlist | remove svlist} 
Associate with the secondary VLANs. 

no private-vlan association 
Remove the association with all the secondary 

VLANs. 

end Exit the VLAN mode. 

show vlan private-vlan [type] Show the private VLAN 

For example: 
Ruijie# configure terminal  

Ruijie(config)# vlan  202  

Ruijie(config - vlan)# private - vlan association  303- 307,309,440  

Ruijie(config - vlan)# end  

Ruijie# show vlan private - vlan  

VLAN Type  Status    Routed   Int erface   Associated VLANs  

---  ----    --------   ------    ---------    ------------------  

202 prim  inactive   Disabled               303 - 307,309,440  

303 comm  inactive   Disabled               202  

304 comm  inactive   Disabled               202  

305 comm  ina ctive   Disabled               202  

306 comm  inactive   Disabled               202  

307 comm  inactive   Disabled               202  

309 comm  inactive   Disabled               202  

440 comm  inactive   Disabled               202  

 

 
Note 

This operation is performed in the configuration mode of the 

VLAN declared as the primary VLAN. 

 

Mapping Secondary VLANs to the Layer 3 Interface of the Primary VLAN 

To map the secondary VLANs to the layer 3 interface of the primary VLAN, execute the following commands: 

Command Description 

configure terminal Enter the global configuration mode. 
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Command Description 

interface vlan p_vid 
Enter the interface configuration mode of the 

primary VLAN. 

private-vlan mapping 

{svlist | add svlist | remove svlist} 

Map the secondary VLANs to the layer 3 SVI 

of the primary VLAN.  

end Exit the interface configuration mode. 

The following example configures Secondary VLAN routing: 
Ruijie# configure terminal  

Ruijie(config)# interface vlan 202  

Ruijie(config - if)# private - vlan mapping add 303- 307,309,440  

Ruijie(co nfig - if)# end  

Ruijie#  

 

 
Note 

The primary VLAN and the secondary VLANs in this process are 

associated. 

Configuring a Layer 2 Interface as the Host Port of a Private VLAN 

To configure a layer 2 interface as the Host Port of a private VLAN, execute the following commands:  

Command Description 

configure terminal Enter the global configuration mode. 

interface <interface> 

Enter the interface configuration mode. 

Three kinds of interfaces are available: 

fastethernet, GE and 10GE. 

switchport mode private-vlan 

host 

Configure the interface as the host interface of 

the private VLAN. 

no switchport mode Remove the configuration. 

End Exit the interface mode. 

switchport private-vlan 

host-association p_vid s_vid 

Associate the layer 2 interface with the private 

VLAN. 

no switchport private-vlan 

host-association 
Remove the association. 

For example: 
Ruijie# configure terminal  

Ruijie(config)# interface gigabitEthernet  0/2  

Ruijie(config - if)# switchport mode private - vlan host  

Ruijie(config - if)# switchport private - vlan host - association  

202 203  

Ruijie(config - if)#  end  
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Note 

The primary VLAN and the secondary VLANs in this process are 

associated. 

Configuring a Layer 2 Interface as the Isolated 
PVLAN Trunk Port 

To configure a layer 2 interface as the isolated trunk port in the PVLAN, execute the following commands:  

Command Description 

Ruijie# configure terminal Enter the global configuration mode. 

Ruijie(config-if)# interface 

<interface> 

Enter the interface configuration mode. 

Three kinds of interfaces are available: 

Megabit, Gigabit, 10 Gigabit. 

Ruijie(config-if)# switchport mode 

trunk  
Configure the trunk mode. 

Ruijie(config-if)# switchport 

private-vlan association trunk 

p_vid s_vid 

OR: 

Ruijie(config-if)# no switchport 

private-vlan association trunk 

p_vid s_vid 

Associate the Layer2 port and the private 

VLAN. 

p_vid: primary vlan id; s_vid: secondary vlan 

id.  

 

Remove the configuration. 

Ruijie(config-if)# switchport  trunk 

allowed vlan {all | [add | remove | 

except] } vlan-list 

(Optional) Configure the allowed VLAN list on 

the Trunk port. 

all: all supported VLANs in the allowed VLAN 

list; 

add: add the specified VLAN list to the 

allowed VLAN list; 

remove: remove the specified VLAN from the 

allowed VLAN list; 

except: add all VLANs beyond the VLAN list 

to the allowed VLAN list. 

vlan-list:can be a VLAN, or a series of VLAN, 

for example, 10-20. 

Ruijie(config-if)# switchport  trunk 

native vlan vlan-id 

Configure the Native VLAN 

Use the no switchport trunk native 

command in the interface configuration mode 

to restore the Trunk Native VLAN list to the 

default VLAN1. 

For example: 
Ruijie#  configure terminal  

Ruijie(config)#  interface  gigabitEthernet 0/2  
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Ruijie(config - if)#  switchport mode trunk  

Ruijie(config - if)#  switchport private - vlan association  trunk  202 203   

Ruijie(config - if)#  swit chport trunk  allowed vlan 100   

Ruijie(config - if)#  switchport trunk  native vlan 100  

Ruijie(config - if)#  end  

Ruijie#  

 

Configuring a Layer 2 Interface as the 
Promiscuous Trunk Port 

To configure a layer 2 interface as the promiscuous trunk port in the PVLAN, execute the following commands:  

Command Description 

Ruijie# configure terminal Enter the global configuration mode. 

Ruijie(config-if)# interface 

<interface> 

Enter the interface configuration mode. 

Three kinds of interfaces are available: 

Megabit, Gigabit, 10 Gigabit. 

Ruijie(config-if)# switchport mode 

trunk  
Configure the trunk mode. 

Ruijie(config-if)# switchport 

private-vlan promiscuous trunk 

p_vid s_vid 

Associate the Layer2 port with the private 

VLAN. Multiple pairs can be configured. 

p_vid: primary vlan id; s_vid: secondary vlan 

id.  

Ruijie(config-if)# no switchport 

private-vlan promiscuous trunk 

p_vid s_vid 

Remove the configuration. 

Ruijie(config-if)# switchport  trunk 

allowed vlan {all | [add | remove | 

except] } vlan-list 

(Optional) Configure the allowed VLAN list on 

the Trunk port. 

all: all supported VLANs in the allowed VLAN 

list; 

add: add the specified VLAN list to the 

allowed VLAN list; 

remove: remove the specified VLAN from the 

allowed VLAN list; 

except: add all VLANs beyond the VLAN list 

to the allowed VLAN list. 

vlan-list:can be a VLAN, or a series of VLAN, 

for example, 10-20. 
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Command Description 

Ruijie(config-if)# switchport  trunk 

native vlan vlan-id 

Configure the Native VLAN 

Use the no switchport trunk native vlan 

command in the interface configuration mode 

to restore the Trunk Native VLAN list to the 

default VLAN1. 

For example: 
Ruijie#  configure terminal  

Ruijie(config)#  interface  gigabitEthernet 0/2  

Ruijie(config - if)#  switchport mode trunk  

Ruijie(config - if)#  switchport private - vlan promiscuous  trunk  202 203   

Ruijie(config - if)#  switchport trunk  allowed vlan 100   

Ruijie(config - if)#  switchport trunk  native vlan 100  

Ruijie(config - if)#  end  

Ruijie#  

 

 
Note 

The primary VLAN and the secondary VLANs in this process are 

associated. 

Configuring a Layer 2 Interface as the Promiscuous 
Port of a Private VLAN 

To configure a layer 2 interface as the promiscuous port of a private VLAN, execute the following commands:  

Command Description 

configure terminal Enter the global configuration mode. 

interface <interface> 

Enter the interface configuration mode. 

Three kinds of interfaces are available: 

Megabit, Gigabit, 10 Gigabit. 

switchport mode private-vlan 

promiscuous 

Configure the interface as the promiscuous 

port of the private VLAN. 

no switchport mode Remove the configuration. 

switchport private-vlan mapping 

p_vid{svlist | add svlist | remove 

svlist} 

Map the secondary VLANs to the 

promiscuous port. 

no switchport private-vlan 

mapping 
Remove the mapping. 

For example: 
Ruijie# configure terminal  

Ruijie(config)# interface giga bitEthernet  0/2  

Ruijie(config - if)# switchport mode private - vlan promiscuous  

Ruijie(config - if)# switchport private - vlan mapping  202  add  203  

Ruijie(config - if)# end  
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Note 

The primary VLAN and the secondary VLANs in this process are 

associated. 

 

Showing a Private VLAN  

Showing a Private VLAN 

To show a private VLAN, execute the following command:  

Command Description 

show vlan private-vlan [type] Show the private VLAN. 

 

Ruijie# show vlan private - vlan  

VLAN Type  Status    Routed   Interface   Associated VLAN s 

---  ----    --------   ------    ---------    ------------------  

202 prim   active   Enabled    Gi0/1       303 - 307,309,440  

303 comm   active   Disabled   Gi0/2       202  

304 comm   active   Disabled   Gi0/3       202  

305 comm   active   Disabled   Gi0/4       202  

306 comm   active   Disabled                202  

307 comm   active   Disabled                202  

309 comm   active   Disabled                202  

440 comm   active   Enabled    Gi0/5       202  
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1. To run PVLAN across device, you need to configure the interconnected ports to Trunk Ports.   
2. The gateway-connecting port shall be configured as Promiscuous Port; the peer port (interface of gateway 
device) can be configured as Trunk Port or Hybrid Port, and the Native VLAN shall be the Primary VLAN of 
PVLAN.   

Configuration Steps 

Step 1: Create Primary VLAN and Secondary VLAN on the device.   
! Configure Primary VLAN 99, Community VLAN 100 and Isolated VLAN 101 on Switch A.   

SwitchA#configure terminal  

Enter configuration commands, one per line.  E nd with CNTL/Z.  

SwitchA(config)#vlan 99  

SwitchA(config - vlan)#private - vlan primary  

SwitchA(config - vlan)#exit  

SwitchA(config)#vlan 100  

SwitchA(config - vlan)#private - vlan community  

SwitchA(config - vlan)#exit  

SwitchA(config)#vlan 101  

SwitchA(config - vlan)#priva te - vlan isolated  

SwitchA(config - vlan)#exit  

! Configurations of Switch B are the same as above.   
Step 2: Associate Secondary VLAN and Primary VLAN on the device.   
! Associate Community VLAN 100, Isolated VLAN 101 and Primary VLAN 99 on Switch A.   

Switch A(config)#vlan 99  

SwitchA(config - vlan)#private - vlan association 100 - 101  

SwitchA(config - vlan)#exit  

! Configurations of Switch B are the same as above.   
Step 3: Configure the uplink port for connecting gateway device.   
! Configure port Gi 0/1 of Switch A as Promiscuous Port  

SwitchA(config)#interface gigabitEthernet 0/1  

SwitchA(config - if - GigabitEthernet 0/1)#switchport mode private - vlan promiscuous  

SwitchA(config - if - GigabitEthernet 0/1)#switchport private - vlan mapping 99 100 - 101  

SwitchA(config - if - GigabitE thernet 0/1)# exit  

Step 4: Associate the user access ports of respective companies to the corresponding Secondary VLANs (as shown 
in the above figure).   
! On Switch A, associate port Gi 0/2 and Gi 0/3 to Community VLAN 100 and associate port Gi 0/4 to Isolated 
VLAN 101.    

SwitchA(config)#interface range gigabitEthernet 0/2 - 3 

SwitchA(config - if - range)#switchport mode private - vlan host  

SwitchA(config - if - range)#switchport private - vlan host - association 99 100  

SwitchA(config - if - range)#exit  

SwitchA(config)#inter face gigabitEthernet 0/4  

SwitchA(config - if - GigabitEthernet 0/4)#switchport mode private - vlan host  

SwitchA(config - if - GigabitEthernet 0/4)#switchport private - vlan host - association 99 101  

! On Switch B, associate port Gi 0/2 to Isolated VLAN 101 and associate port Gi 0/3 to Community VLAN 100.   



Configuration Guide Private VLAN Configuration 

 

SwitchB(config)#interface gigabitEthernet 0/2  

SwitchB(config - if - GigabitEthernet 0/2)#switchport mode private - vlan host  

SwitchB(config - if - GigabitEthernet 0/2)# switchport private - vlan host - association 99 101  

SwitchB(c onfig - if - GigabitEthernet 0/2)#exit  

SwitchB(config)#interface gigabitEthernet 0/3  

SwitchB(config - if - GigabitEthernet 0/3)#switchport mode private - vlan host  

SwitchB(config - if - GigabitEthernet 0/3)# switchport private - vlan host - association 99 100                      

SwitchB(config - if - GigabitEthernet 0/3)#exit  

Step 5: Configure the connection ports for running PVLAN across device.   
! Configure port Gi 0/5 of Switch A as Trunk Port  

SwitchA(config)#interface gigabitEthernet 0/5  

SwitchA(config - if - GigabitEtherne t 0/5)#switchport mode trunk  

SwitchA(config - if - GigabitEthernet 0/5)#exit  

! Configure port Gi 0/1 of Switch B as Trunk Port.   
SwitchB(config)#interface gigabitEthernet 0/1  

SwitchB(config - if - GigabitEthernet 0/1)#switchport mode trunk  

SwitchB(config - if - Gig abitEthernet 0/1)#exit  

Verify Configurations 

Step 1: Display configurations of respective devices.   
! Configurations of Switch A  

SwitchA#show running - config  

!  

vlan 99  

 private - vlan primary  

 private - vlan association add 100 - 101  

!  

vlan 100  

 private - vlan c ommunity  

!  

vlan 101  

 private - vlan isolated  

!  

interface GigabitEthernet 0/1  

 switchport mode private - vlan promiscuous  

 switchport private - vlan mapping 99 add 100 - 101  

!  

interface GigabitEthernet 0/2  

 switchport mode private - vlan host  

 switchport private - vlan  host - association 99 100  

!  

interface GigabitEthernet 0/3  

 switchport mode private - vlan host  

 switchport private - vlan host - association 99 100  
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!  

interface GigabitEthernet 0/4  

 switchport mode private - vlan host  

 switchport private - vlan host - association 99 101  

!  

interface GigabitEthernet 0/5  

 switchport mode trunk  

!  

! Configurations of Switch B  

SwitchB#show running - config  

!  

vlan 99  

 private - vlan primary  

 private - vlan association add 100 - 101  

!  

vlan 100  

 private - vlan community  

!  

vlan 101  

 private - vlan isolated  

!  

interface GigabitEthernet 0/1  

 switchport mode trunk  

!  

interface GigabitEthernet 0/2  

 switchport mode private - vlan host  

 switchport private - vlan host - association 99 101  

!  

interface GigabitEthernet 0/3  

 switchport mode private - vlan host  

 switchport privat e- vlan host - association 99 100  

!  

Step 2: Display PVLAN-related configurations on respective devices.   
SwitchA#show vlan private - vlan  

VLAN  Type       Status   Routed   Ports           Associated VLANs  

------------------------------  ------------------  

99    primary    active   Disabled Gi0/1, Gi0/5            100 - 101  

100   community  active   Disabled Gi0/2, Gi0/3, Gi0/5         99 

101   isolated   active   Disabled Gi0/4, Gi0/5                  99 
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SwitchA(config)#vlan 2  

SwitchA(config - vlan)#private - vlan primary  

SwitchA(config - vlan)#exit  

SwitchA(config)#vlan 10  

Swit chA(config - vlan)#private - vlan community  

SwitchA(config - vlan)#exit  

SwitchA(config)#vlan 20  

SwitchA(config - vlan)#private - vlan community  

SwitchA(config - vlan)#exit  

SwitchA(config)#vlan 30  

SwitchA(config - vlan)#private - vlan isolated  

SwitchA(config - vlan)#exit  

Step 2: Associate Secondary VLAN and Primary VLAN on the device.   
! Associate Community VLAN 10, Community VLAN 20, Isolated VLAN 30 and Primary VLAN 2 on Switch A.   

SwitchA(config)#vlan 2  

SwitchA(config - vlan)#private - vlan association 10,20,30  

SwitchA(con fig - vlan)#exit  

Step 3: Associate the user access ports of respective companies to the corresponding Secondary VLANs (as shown 
in the above figure).   
! On Switch A, associate ports Gi 0/1 and Gi 0/2 to Community VLAN 10, associate ports Gi 0/3 and Gi 0/4 to 
community VLAN 20, and associate ports Gi 0/5 and Gi 0/6 to Isolated VLAN 30.   

SwitchA(config)#interface range gigabitEthernet 0/1 - 2 

SwitchA(config - if - range)#switchport mode private - vlan host  

SwitchA(config - if - range)#switchport private - vlan host - associ ation 2 10  

SwitchA(config - if - range)#exit  

SwitchA(config)#interface range gigabitEthernet 0/3 - 4 

SwitchA(config - if - range)#switchport mode private - vlan host  

SwitchA(config - if - range)#switchport private - vlan host - association 2 20  

SwitchA(config - if - range)#exit  

SwitchA(config)#interface range gigabitEthernet 0/5 - 6 

SwitchA(config - if - range)#switchport mode private - vlan host  

SwitchA(config - if - range)#switchport private - vlan host - association 2 30  

SwitchA(config - if - range)#exit  

Step 4: Configure the server-connecting port.   
! Configure port Gi 0/7 of Switch A as Promiscuous Port  

SwitchA(config)#interface gigabitEthernet 0/7  

SwitchA(config - if - GigabitEthernet 0/7)#switchport mode private - vlan promiscuous  

SwitchA(config - if - GigabitEthernet 0/7)#switchport private - vlan ma ping 2 10,20,30  

SwitchA(config - if - GigabitEthernet 0/7)#exit  

Step 5: Configure the gateway address of PVLAN on layer-3 device.   
! On Switch A, configure the SVI of Primary VLAN 2 as 192.168.1.1/24, and configure Community VLAN 10, 
Community VLAN 20 and Isolated VLAN 30 mapping.   

SwitchA(config)#interface vlan 2  

SwitchA(config - if - VLAN 2)#ip address 192.168.1.1 255.255.255.0  

SwitchA(config - if - VLAN 2)#private - vlan mapping 10,20,30  
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SwitchA(config - if - VLAN 2)#exit  

Verify Configurations 

Step 1: Display the configurations of Switch A.   
SwitchA#show running - config  

!  

vlan 2  

 private - vlan primary  

 private - vlan association add 10,20,30  

!  

vlan 10  

 private - vlan community  

!  

vlan 20  

 private - vlan community  

!  

vlan 30  

 private - vlan isolated  

!  

interface GigabitEthernet 0/1  

 switchport mode private - vlan host  

 switchport private - vlan host - association 2 10  

!  

interface GigabitEthernet 0/2  

 switchport mode private - vlan host  

 switchport private - vlan host - association 2 10  

!  

interface GigabitEthernet 0/3  

 switchport mode private - vl an host  

 switchport private - vlan host - association 2 20  

!  

interface GigabitEthernet 0/4  

 switchport mode private - vlan host  

 switchport private - vlan host - association 2 20  

!  

interface GigabitEthernet 0/5  

 switchport mode private - vlan host  

 switchport private - vlan host - association 2 30  

!  

interface GigabitEthernet 0/6  

 switchport mode private - vlan host  

 switchport private - vlan host - association 2 30  

!  

interface GigabitEthernet 0/7  
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 switchport mode private - vlan promiscuous  

 switchport private - vlan mapping 2 add 10 ,20,30  

!  

interface VLAN 2  

 no ip proxy - arp  

 ip address 192.168.1.1 255.255.255.0  

 private - vlan mapping add 10,20,30  

!  

Step 2: Display PVLAN-related configurations.   
SwitchA#show vlan private - vlan  

VLAN  Type   Status   Routed   Ports  Associated VLANs  

--- ---------------------------  ------------------  

2     primary    active   Enabled  Gi0/7         10,20,30  

10    community  active   Enabled  Gi0/1, Gi0/2    2 

20    community  active   Enabled  Gi0/3, Gi0/4    2 

30    isolated   active   Enabled  Gi0/5, Gi 0/6    2  
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Ruijie(config)# end  

Showing the Share VLAN 

Do the following steps to show the Share VLAN: 

Command Function 

Ruijie(config-vlan)#show mac-address-table 

Share 

Show the status of MAC address. 

Ruijie# show vlan Show the Share VLAN. 

For example: 

Show the Share VLAN: 

Ruijie#sh ow vlan  

VLAN  Name       Status     Ports    

----   --------   -------   ---  --------------------------------  

   1   VLAN0001  STATIC    Gi0/1, Gi0/2, Gi0/3, Gi0/4      

                              Gi0/5, Gi0/6, Gi0/7, Gi0/8      

                              Gi0/9, Gi0/10, Gi0/11, Gi0/12   

                              Gi0/13, Gi0/14, Gi0/15, Gi0/16  

                              Gi0/17, Gi0/18, Gi0/19, Gi0/20  

                              Gi0/21, Gi0/22, Gi0/23, Gi0/24                                                   

   2   VLAN0002  STATIC    Gi0/ 1                            

   4   VLAN0004  STATIC    Gi0/ 2 

10   VLAN0010  Share      Gi0/ 1 

Show the status of the MAC address: 

Ruijie#  show mac - address - table Share  

Vlan  MAC Addre ss     Type     Interface               Status  

----   --------------  ------ -  -------------------  --------- -  

   2   0040.4650.1e1e DYNAMIC GigabitEthernet  0/ 1 original  

  10   0040.4650.1e1e DYNAMIC GigabitEthernet  0/ 1 duplicated  

Typical SHARE VLAN Configuration Example  

SHARE VLAN video-on-demand application  

Networking Requirements  

On an office network, SwitchA is connected with a video-on-demand PC user (PC1) belonging 

to VLAN 2. It is requested that the access users in VLAN 3 won't be affected while the users in 

VLAN 2 is access the video server (belonging to VLAN 10), making sure the network resources 

won't be wasted (namely users in VLAN 3 cannot receive the reply packets sent by video 

server).   
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Network Topology   

 

SHARE VLAN video-on-demand application  

Configuration Tips  

To meet the needs, we must configure VLAN 10 as a SHARE VLAN on SwitchA.   

After PC1 has requested the video program, the video server will reply to the request. When 

packets reach SwitchA, the switch will insert VLAN 10 Tag according to the PVID value.   

On SwitchA, configure VLAN10 as the SHARE VLAN; the addresses learned by the switch will 

be:   

Vlan MAC Address  Type Interface 

2 PC1-MAC DYNAMIC G0/2 

10 PC1-MAC DYNAMIC G0/2 

Packets will be directly sent to PC1 through G0/2, and other users won't be able to receive 

these reply packets.   

Configuration Steps  

1. On SwitchA, configure G0/2 as a hybrid port (default VLAN is 2, and the allowed UNTAG 

VLANs include VLAN 2 and VLAN 10); configure G0/3 as a hybrid port (default VLAN is 3, and 

the allowed UNTAG VLANs include VLAN 3 and VLAN 10); configure G0/1 as a hybrid port 

(default VLAN is 2, and the allowed UNTAG VLANs include all vlans).   

Ruijie(config)#interface gigabitEthernet 0/2  

Ruijie(config - GigabitEthernet 0/2)#switchport mode hybrid  

Ruijie(config - GigabitEthernet 0/2)#switchport hybrid native vlan 2  

Ruijie(config - GigabitEthernet 0/2)#switchport hybrid allowed vlan untagged 2,10  

Ruijie(config)#interface gigabitEthernet 0/ 3 
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Ruijie(config - GigabitEthernet 0/ 3)#switchport mode hybrid  

Ruijie(config - GigabitEthernet 0/ 3)#switchport hybrid native vlan 3 

Ruijie(config - GigabitEthernet 0/2)#switchport hybrid allowed vlan untagged 3,10  

Ruijie(config - GigabitEthernet 0/1)#switchport mode hybrid  

Ruijie(config - GigabitEthernet 0/ 1)#switchport hybr id native vlan 10 

Ruijie(config - GigabitEthernet 0/ 1)#switchport hybrid allowed vlan untagged 1- 4094  

2. On SwitchA, configure VLAN 10 as the SHARE VLAN;   

Ruijie(config )# vlan  10  

Ruijie(config - vlan)# share  

Verification  

Step 1: PC1 (assuming that its IP address is 192.168.12.4) shall be able to ping the server 

(assuming that its IP address is 192.168.12.6);   

Step 2: View the information about SHARE VLAN on SwitchA;   

Ruijie(config - vlan)# sh ow vlan  

VLAN  Name       Status     Ports  

----   --------   -------   ---  --------------------------------  

   1   VLAN0001  STATIC    Gi0/1, Gi0/2, Gi0/3, Gi0/4     

                              Gi0/5, Gi0/6, Gi0/7, Gi0/8     

                              Gi0/9, Gi0/10, Gi0/11, Gi0/12  

                              Gi0/13, Gi0/1 4, Gi0/15, Gi0/16  

                              Gi0/17, Gi0/18, Gi0/19, Gi0/20  

                              Gi0/21, Gi0/22, Gi0/23, Gi0/24                                                   

   2   VLAN0002  STATIC    Gi0/1, Gi0/2, Gi0/3  

   3   VLAN0003  STATIC    Gi0/1, Gi0/2, Gi0/3  

10  VLAN0010  SHARE     Gi0/1, Gi0/2, Gi0/3  

Step 3: View MAC address status on SwitchA (only display the information of port 2; other 

ports are omitted):   

Ruijie(config)# show mac - address - table share  

Vlan  MAC Address     Typ e     Interface               Status  

----   --------------  ------ -  -------------------  --------- -  

   2   00d0.f864.6909  DYNAMIC GigabitEthernet  0/ 2 original  

  10   00d0.f864.6909  DYNAMIC GigabitEthernet  0/ 2 duplicated  
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Voice VLAN Configuration 

Introduction to Voice VLAN 

Overview 

With the continual development of technology, IP phone is being used more and more widely. It 

converts analog signals into digital signals which are transmitted over the IP network to the receiver. 

Then, upon the receipt of data packets, the receiver converts digital signals back to the analog 

signals. Combined other voice devices, IP phone offers high capacity and low cost voice 

communications solution for users. 

Voice VLAN is specially designed for voice streams. By creating a voice VLAN and adding the ports 

connecting voice devices to the voice VLAN, users can centrally transmit voice streams in the voice 

VLAN, and configure QoS specific for voice streams to improve the priority of voice stream 

transmission and ensure voice quality. 

Following figure illustrates the basic networking of Voice VLAN: 

 

Figure 1 Basic Voice VLAN network topology 

 

There are usually two types of connection (see Fig.1 above) between IP phones and Voice VLAN: 

1. IP phones separately access to Voice VLAN with only voice streams transmitted. This type of 

connection is usually applied to IP phones arrangement in meeting rooms or occasions where PC is 

not necessary for data processing. 

2. PC and IP phones form a daisy chain to access the network with voice and data streams 

transmitted. In this case, voice streams and data streams are transmitted in voice VLAN and data 
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Uplink interface Yes; native VLAN of 

the access port must 

exist and must not be 

Voice VLAN. 

Meanwhile, the port 

allows native VLAN 

message passing. 

Untagged voice 

stream 

Access Port No 

Private VLAN host-port 

interface 

No 

Private VLAN 

hybrid-port interface 

No 

Trunk Port No 

Hybrid Port No 

Uplink interface No 

Manual mode Tagged voice 

stream 

Access Port No 

Private VLAN host-port 

interface 

No 

Private VLAN 

hybrid-port interface 

No 

Trunk Port Yes, Native VLAN of 

the access port must 

exist and must not be 

Voice VLAN. 

Meanwhile, the 

access port allows 

native VLAN and 

Voice VLAN 

messages passing. 
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Hybrid Port Yes; Native VLAN of 

the access port must 

exist and must not be 

Voice VLAN. 

Meanwhile, the port 

allows native VLAN 

passing, and the 

Voice VLAN should 

be in the list of tagged 

VLANs whose 

passing is allowed by 

the port. 

Uplink interface Yes; Native VLAN of 

the access port must 

exist and must not be 

Voice VLAN. 

Meanwhile, the 

access port allows 

native VLAN and 

Voice VLAN 

messages passing. 

Untagged voice 

stream 

Access Port Yes; Voice VLAN 

must be consistent 

with the VLAN which 

the access port 

belongs to. 

Private VLAN host-port 

interface 

Yes; Voice VLAN 

must be configured to 

be Isolated VLAN or 

Community VLAN 

corresponding to the 

port. 

Private VLAN 

hybrid-port interface 

Yes; Voice VLAN 

must be configured to 

be Primary VLAN.  

Trunk Port Yes; Native VLAN of 

the access port must 

be Voice VLAN and 

the access port allows 

the VLAN passing. 
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Hybrid Port Yes; Native VLAN of 

the access port must 

be Voice VLAN and 

be in the list of 

untagged VLANs 

whose passing is 

allowed by the access 

port. 

Uplink interface No 

 

  
Caution 

 

1) When cooperating with 802.1x and Web Authentication for 

access control, Voice VLAN needs to be configured with 

security channel and permits OUI address of Voice VLAN for 

authentication-free VoIP communication. 

2) If subscribers' IP phones send tagged voice stream and 

802.1x authentication and Guest VLAN are enabled on the input 

port, you need to allocate different VLAN IDs for the voice 

VLAN, the default VLAN of the input port and the Guest VLAN of 

802.1x in order to ensure the normal use of various functions. 

3) Since Protocol VLAN takes effect only for untagged packets 

from Trunk Port /Hybrid Port and only tagged voice streams are 

processed on the Trunk / Hybrid Port under Voice VLAN auto 

mode, do not set a VLAN as Protocol VLAN and voice VLAN 

simultaneity.  

4) Under auto mode, do not configure OUI address as static 

one; otherwise, auto mode will be affected. 

Voice VLAN safe mode 

Safe mode is available for separate transmission of voice streams and data streams. When safe 

mode is enabled, Voice VLAN only permits voice stream transmission. Only the streams whose 

source MAC address matches the OUI address of voice VLAN are allowed to transmit in voice 

VLAN, others are dropped. When safe mode is disabled, the source MAC address of streams will 

not be checked, and all streams will be permitted to transmit within Voice VLAN. 

 
Note 

 

Under safe mode, only the source MAC address of untagged packets and 

the packets of voice VLAN tag is checked. Packets are forwarded or 

dropped by VLAN rules without any influence from Voice VLAN 

safe/general mode. 

 

 
Caution 

 
It is not recommended to simultaneously transmit voice and data services. 

If necessary, make sure that safe mode is disabled.  
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Configuring Basic Voice VLAN Features 

Enabling Voice VLAN 

Voice VLAN is disabled by default. To enable voice VLAN, run the following commands. 

Command Function 

Ruijie# configure terminal Enter the global configuration mode. 

Ruijie(config)# vlan vlan-id Create a Voice VLAN.  

Ruijie(config-vlan)# exit Exit VLAN configuration mode.  

Ruijie(config)# voice vlan vlan-id Enable Voice VLAN and set one VLAN as 

Voice VLAN.  

To disable voice VLAN, run the no form of this command. 

For example: 

# Enable Voice VLAN globally and set VLAN 2 as Voice VLAN. 

Ruijie#  configure terminal  

Enter configuration commands, one per line. End with CNTL/Z.  

Ruijie(config)#  vlan 2 

Ruijie(config - vlan )#  exit  

Ruijie(config)#  voice vlan 2 

 
Note 

 

When 802.1 x and Voice VLAN are enabled simultaneously on a port, 

IP phones matching the OUI setting of voice VLAN can enable 

authentication-free voice VLAN communication. For example, PCs 

and IP phones access to the same port. When 802.1x authentication 

is enabled on the port, 802.1x authentication is necessary for PCs, 

not IP phones. 

 

 
Caution 

 

1) It is necessary to create corresponding VLAN before configuring 

Voice VLAN.  

2) VLAN 1 is default VLAN and does not need creating. However, 

VLAN 1 must not be set as Voice VLAN.  

3) A VLAN is not allowed to set as both Voice VLAN and Super 

VLAN.  

4) If 802.1x VLAN automatic skip function is enabled on the access 

port, please do not set the issued VID as Voice VLAN ID in order to 

ensure normal use of functions. 

5) Do not configure a VLAN as the Remote VLAN of RSPAN and 

Voice VLAN simultaneously or otherwise remote port mirroring and 

voice VLAN may be affected. 
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Enabling Voice VLAN on a Port 

By default, voice VLAN is disabled on a port. To enable voice VLAN on a port, run the following 

commands in privileged EXEC mode. 

Command Function 

Ruijie# configure terminal Enter global configuration mode.  

Ruijie(config)# interface interface-name 
Enter the interface configuration mode, which must 
be physical interface. 

Ruijie(config-if)# voice vlan enable Enable voice VLAN on the interface. 

To disable voice VLAN on the port, run the no form of this command. 

For example: 

# Enable Voice VLAN on FastEthernet 0/1. 

Ruijie#  configure terminal  

Enter configuration commands, one per line.  End with CNTL/Z.  

Ruijie(config)#  interface  fastEthern et 0/1  

Ruijie(config - if) # voice vlan enable  

 

 
Note 

 
You can enable voice VLAN on a port when voice VLAN is disabled 

globally, but the configuration does not take effect. 

 

 
Caution 

 

1) Voice VLAN only supports layer 2 physical ports (Access Port / Trunk 

Port / Hybrid Port / Uplink Port / Private VLAN port), not AP port or Routed 

Port.  

2) After voice VLAN is enabled on a port, do not switch over the Layer2 

mode of the port (Access Port / Trunk Port / Hybrid Port) for normal 

operation. To switch over Layer 2 mode, disable voice VLAN on the port in 

advance.. 

Configuring Voice VLAN Working Mode on a Port 

There are two kinds of Voice VLAN working modes-auto mode and manual mode on the basis of 

port configuration. For details, refer to Section Auto mode and manual mode of Voice VLAN. 

By default, voice VLAN works in auto mode on a port. To set working mode, run the following 

commands. 

Command Function 

Ruijie# configure terminal Enter global configuration mode.  

Ruijie(config)# interface interface-name Enter the interface configuration mode.  
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Ruijie(config-if)# voice vlan mode auto Eanble auto mode.  

The working mode of voice VLAN is 

independent on each interface. 

To set the working mode as manual mode, run the no form of this command. 

For example: 

# Enable auto mode on FastEthernet 0 / 1. 

Ruijie#  configure terminal  

Enter configuration commands, one per line.  End with CNTL/Z.  

Ruijie(config)#  interface  fastEthernet 0/1  

Ruijie(config - vlan )#  voice vlan mode auto  

 

 
Note 

 

Once voice VLAN is enabled, do not switch over auto mode and manual 

mode on the port. If necessary, disable voice VLAN on the port first. 

Under auto mode, adding or deleting a port to or from voice VLAN with 

manual configuration mode is prohibited. 

In auto mode, when the default VLAN on the port is different from the 

Voice VLAN, set the port as a hybrid port and add it to the Voice VLAN in 

untag mode. And enable the MAC VLAN to add the untag voice flow into 

the Voice VLAN. 

 

 
Caution 

 

1) When voice VLAN is enabled and works in manual mode on a port, it is 

necessary to manually add the port to voice VLAN to ensure the 

effectiveness of voice VLAN. 

2) In auto mode, do not set the native VLAN of a port as Voice VLAN for 

normal operation.  

3) For Ruijie products, all VLAN packets can be transmitted on Trunk Port / 

Hybrid Port by default. Remove voice VLAN from the allowable VLAN list 

of the port and then enable voice VLAN, ensuring that the port not 

connecting voice device will not join Voice VLAN or the port unused for a 

long time always locates in Voice VLAN.  

Configuring Voice VLAN Aging Time 

Subscribers may set Voice VLAN aging time on the equipment. When no voice message is received 

from the input port within the aging time, the equipment will delete the port from Voice VLAN. Only 

under auto mode does aging time take effect. 

To configure the aging time, run the following commands: 

Command Function 

Ruijie# configure terminal Enter global configuration mode.  
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Ruijie(config)# voice vlan aging minutes 
Configure the aging time in the range 5-10000 
minutes, 1440 minutes by default. 

To restore the setting to the default value, run the no form of this command. 

For example: 

# Set Voice VLAN Aging time to 10 minutes 

Ruijie#  configure terminal  

Enter configuration commands, one per line.  End with CNTL/Z.  

Ruijie(config)#  voice vlan aging 10 

Configuring the OUI Address of Voice VLAN 

The voice VLAN-supported equipment determines whether the data stream is the voice data stream 

specific for voice equipment by matching the source MAC address of the data stream with the OUI 

of voice VLAN. For details on the OUI of voice VLAN, refer to Section Voice VLAN Overview. 

To configure the OUI address of voice VLAN, run the following commands. 

Command Function 

Ruijie# configure terminal Enter global configuration mode.  

Ruijie(config)# voice vlan mac-address 
mac-addr mask oui-mask [description text] 

Configure the OUI address of voice VLAN.  

Ruijie(config)# show voice vlan oui Show the OUI address of voice VLAN. 

To delete the OUI address, run the no form of this command. 

For example: 

# Set 0012.3400.0000 as the legal OUI address of voice VLAN. 

Ruijie#  configure terminal  

Enter configuration commands, one per line.  End with CNTL/Z.  

Ruijie(config)#  voice vlan mac - address 0012.3400.0000  mask ffff.ff00.0000  description Company 

A 

Ruijie(config)#  show voice vlan oui  

Oui Address     Mask              Description  

0012.34 00. 0000  ffff . ff00 . 0000  Company A  

 

If the LLDP protocol is supported by both the switch and the voice device, the MAC address of the 

voice device is identified automatically by the LLDP instead of configuring the Voice VLAN OUI 

address. Use the show voice vlan mac-address command to display the MAC address of voice 

device which is automatically identified. 

For example: 

# Suppose that the device has identified one IP phone on the port FastEthernet 0/1 through the 

LLDP protocol, with the MAC address being 0011.2233.4455 

Ruijie(config)# show voice vlan mac - address  

MAC Address        Interface            Descriptoin  
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4) The access port is Trunk-type port Fa 0 / 1, and native VLAN of the port is VLAN 5. 

# set Fa0/1 as Trunk Port. 

Ruijie(config)#  interface  fastEthernet 0/1  

Ruijie(config - if )#  switchport mode trunk  

# set VLAN 5 of Fa0/1 as native VLAN. 

Ruijie(config - if )#  switchport hybrid native vlan 5 

# Remove Voice VLAN from the allowable VLAN list of Fa0/1 

Ruijie(config - if )#  switchport trunk allowed vlan re move 2 

# Enable Voice VLAN on Fa0/1 

Ruijie(config)#  interface  fastEthernet 0/1  

Ruijie(config - if) # voice vlan enable  

5) Enable 802.1x function on the port simultaneously. 

# Configure expert ACL and permit the streams matching OUI address. 

Ruijie(config)#  ex pert access - list extended safe_channel  

Ruijie(config - exp - nacl )#  permit ip any 0012.3400.0000 ffff.ff00.0000 any any  

# configure security tunnel. 

Ruijie(config)#  security global access - group safe_channel  

# Set Fa0/1 with 802.1 x enabled as controlled port. 

Ruijie(config)#  interface  fastEthernet 0/1  

Ruijie(config - if )#  dot1x port - control auto  

# For methods of configuring other 802.1x functions, refer to Section 802.1x Configuration 

Showing configuration 

# Show current Voice VLAN status. 

Ruijie(config)# show vo ice vlan  

Voice Vlan status: ENABLE             // Enabling global Voice VLAN  

Voice Vlan ID        : 2                // Voice VLAN ID  is 2 

Voice Vlan security mode: Security  // Enable global safe mode  

Voice Vlan aging time: 1440minutes  

Voice Vlan cos       : 6  

Voice Vlan dscp      : 46  

Current voice vlan enabled port mode:  

PORT                 MODE       

--------------------  ----------  

Fa0/1                AUTO             // Fa 0/1 enables Voice VLAN as auto mode   

# Viewing Voice VLAN OUI address of the equipment  

Ruijie(config)# show voice vlan oui  

Oui Address     Mask              Description  

0012.3400.0000  ffff.ff00.0000   
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2. PC is connected to IP phone and sends untagged data streams. IP phone is connected to the 

switch and sends untagged voice streams, with MAC address being 0012.3456.7890. The 

access port is the Hybrid port of Fa0/1. 

3. Fa0/1 operates in manual mode. 

4. The switch will forward voice packets with OUI address being 0012.3400.0000 and mask being 

ffff.ff00.0000 through Voice VLAN, and will forward packets with other addresses through Data 

VLAN.   

Networking topology 

 

Figure 4 Networking topology of Voice VLAN and data stream isolation 

Configuration tips 

According to networking requirements, the configuration of Voice VLAN on the switch shall pay 

attention to: Since untagged voice streams are sent on Fa0/1, we need to configure the mode of 

Voice VLAN as manual mode. To realize the isolation of data streams and voice steams, MAC 

VLAN must be enabled on Fa0/1, so that voice streams can be directed to VLAN 2. The native 

VLAN of Fa0/1 must be data VLAN, and to ensure that the incoming data streams and voice steams 

are both untagged. Data VLAN and Voice VLAN must be included in the list of untagged VLANs 

permitted on the port. Meanwhile, to ensure that data streams can be forwarded, the security mode 

must be disabled on the interface. 

Configuring procedure 

1) Create Voice VLAN and data VLAN  

# Create data VLAN  

Ruijie#  configure ter minal  
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Enter configuration commands, one per line.  End with CNTL/Z.  

Ruijie(config)# vlan  3 

Ruijie(config - vlan)# exit  

# Create VLAN2 and enable Voice VLAN in VLAN 2  

Ruijie(config)# vlan  2 

Ruijie(config - vlan )#  exit  

Ruijie(config)#  voice vlan 2 

2) Configure to forward voice packets with OUI address being 0012.3400.0000 and mask being 

ffff.ff00.0000 through Voice VLAN.   

# Configure the OUI address of Voice VLAN  

Ruijie(config)#  voice vlan mac - address 0012.3400.0000  mask ffff.ff00.0000 description  Company 

A 

3) The access port should be the hybrid port of Fa0/1, and the native VLAN is VLAN 3.   

# Configure Fa0/1 as a Hybrid Port  

Ruijie(config)#  interface  fastEthernet 0/1  

Ruijie(config - if )#  switchport mode hybrid  

# Configure Voice VLAN as the native VLAN of Fa0/1  

Ruijie(config - if )#  switchport hybrid native vlan 3 

# Include Voice the VLAN (namely VLAN2) into the untagged list of Fa0/1  

Ruijie(config - if )#  switchport hybrid allowed vlan add untagged 2 - 3 

# Enable the Voice VLAN and MAC VLAN on Fa0/1 and disable the security mode  

Ruijie(config)#  interface  fastEthernet 0/1  

Ruijie(config - if) # voice vlan enable  

Ruijie(config - if) # no voice vlan security enable  

Ruijie(config - if) # mac- vlan enable  

 

Verification 

# Display the current status of Voice VLAN  

Ruijie(config)#  sh ow voice vlan  

Voice Vlan status: ENABLE              // Voice VLAN is enabled globally  

Voice Vlan ID        : 2                // Voice VLAN ID is 2  

Voice Vlan security mode: Normal     // Disable security mode  

Voice Vlan aging time: 1440minutes  

Voice Vla n cos       : 6 

Voice Vlan dscp      : 46 

Current voice vlan enabled port mode:  

PORT                 MODE       

--------------------  ----------  

Fa0/1                MANUAL             // Enable Voice VLAN on Fa0/1 (manual mode)  
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# Display the MAC addresses of voice device discovered by the switch  

Ruijie(config)#  show voice vlan mac - address  

MAC Address        Interface            Description   

0012. 3456 . 7890    fastEthernet 0/1     Company A  

# View MAC VLAN entries  

Ruijie#  show mac - vlan all  

The following MAC  VLAN address exist:  

S: Static   D: Dynamic   

MAC ADDR           MASK             VLAN ID   PRIO    STATE 

------------------------------------------------ -------  

0012. 3456 . 7890    ffff.ffff.ffff   2          0       D  

 

Automatic Voice Device Detection 

Networking requirements 

1. Create VLAN 2 as the Voice VLAN and VLAN 3 as the data VLAN. 

2. PC is connected to IP phone and sends untagged data streams. IP phone is connected to the 

switch, supports the LLDP protocol and sends untagged voice streams, with MAC address 

being 0012.3456.7890. The access port is the Hybrid port of Fa0/1. 

3. Fa0/1 operates in manual mode. 

4. The user expects the switch to automatically detect voice device and direct voice streams and 

data streams to Voice VLAN and Data VLAN respectively.   

Networking topology 

 

Figure 4 Networking topology of automatic detection of voice device 
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Configuration tips 

According to networking requirements, it is required to use LLDP to discover voice device, while 

LLDP is enabled by default. Firstly, we need to confirm that LLDP is not disabled on the switch. The 

configuration of Voice VLAN on the switch shall pay attention to: Since untagged voice streams are 

sent on Fa0/1, we need to configure the mode of Voice VLAN as manual mode. To realize the 

isolation of data streams and voice steams, MAC VLAN must be enabled on Fa0/1, so that voice 

streams can be directed to VLAN 2. The native VLAN of Fa0/1 must be data VLAN, and to ensure 

that the incoming data streams and voice steams are both untagged. Data VLAN and Voice VLAN 

must be included in the list of untagged VLANs permitted on the port. Meanwhile, to ensure that 

data streams can be forwarded, the security mode must be disabled on the interface. 

Configuring procedure 

1) Create the Voice VLAN and data VLAN  

# Create data VLAN  

Ruijie#  configure terminal  

Enter configuration commands, one per line.  End with CNTL/Z.  

Ruijie(config)# vlan  3 

Ruijie(config - vlan)# exit  

# Create VLAN2 and enable the Voice VLAN in VLAN 2  

Ruijie(config)# vlan  2 

Ruijie(config - vlan )#  exit  

Ruijie(confi g)#  voice vlan 2 

2) The access port should be the hybrid port of Fa0/1, and the native VLAN is VLAN 3.   

# Configure Fa0/1 as a Hybrid Port  

Ruijie(config)#  interface  fastEthernet 0/1  

Ruijie(config - if )#  switchport mode hybrid  

# Configure the Voice VLAN as the native VLAN of Fa0/1  

Ruijie(config - if )#  switchport hybrid native vlan 3 

# Include Voice VLAN (namely VLAN2) into the untagged list of Fa0/1  

Ruijie(config - if )#  switchport hybrid allowed vlan add untagged 2 - 3 

# Enable Voice VLAN and MAC VLAN on Fa0/1 and disable security mode  

Ruijie(config)#  interface  fastEthernet 0/1  

Ruijie(config - if) # voice vlan enable  

Ruijie(config - if) # no voice vlan security enable  

Ruijie(config - if) # mac- vlan enable  

Verification 

# Display the current status of Voice VLAN  

Ruijie(co nfig)#  show voice vlan  
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Voice Vlan status: ENABLE              // Voice VLAN is enabled globally  

Voice Vlan ID        : 2                // Voice VLAN ID is 2  

Voice Vlan security mode: Normal     // Disable security mode  

Voice Vlan aging time: 1440minutes  

Voice Vlan cos       : 6 

Voice Vlan dscp      : 46 

Current voice vlan enabled port mode:  

PORT                 MODE       

--------------------  ----------  

Fa0/1                MANUAL             // Enable Voice VLAN on Fa0/1 (manual mode)  

# Display the MAC addresses of voice device discovered by the switch  

Ruijie(config)#  show voice vlan mac - address  

MAC Address        Interface            Description   

0012. 3456 . 7890    fastEthernet 0/1     Company A  
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Figure-5 

 
If the active path between Switch A and Switch B fails, the backup path will work. Consequently, the network 
topology is generated as shown in Figure 6. 

Figure-6 

 
If the path between Switch B and Switch C fails, Switch C will automatically switch the alternate port to the root 
port. Consequently, the network topology is generated as shown in Figure 7. 

Figure-7 
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Figure-9 

 

Figure-10 

 
In addition, the following figure is a point-to-point connection and should be differentiated by users carefully. 

Figure-11 

 

Compatibility of RSTP and STP 

The RSTP protocol is completely compatible with the STP protocol. It will judge whether the connected bridge 
supports the STP protocol or the RSTP protocol by the version number of the received BPDU message 
automatically. Only the forwarding process of the STP protocol is executed in the case of that the bridge supports 
the STP protocol. This cannot maximize the performance of the RSTP protocol. 
Furthermore, using the RSTP protocol and the STP protocol will cause a problem. As shown in Figure 17-12, 
Switch A supports the RSTP protocol, while Switch B supports the STP protocol. Both switches are connected 
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with each other. Switch A will send the STP BPDU message to Switch B for compatibility. However, if Switch A 
is connected with the RSTP-enabled Switch C, Switch A still sends the STP BPDU message, and thus causing that 
Switch C considers Switch A an STP-enabled bridge. As a result, two RSTP-supported switches run the STP 
protocol, reducing their efficiency greatly. 
For this reason, the RSTP protocol provides the protocol-migration function to send the RSTP BPDU message 
forcibly in case that the peer bridge must support RSTP. In this way, Switch C will detect the bridge connected 
with it supports the RSTP protocol, so both two devices can run the RSTP protocol as shown in Figure 13. 

Figure-12 Protocol Migration 

 

Figure-13 

 

MSTP Overview 

Ruijie series supports the MSTP protocol, a new spanning-tree protocol derived from the traditional STP and 
RSTP protocols that includes the rapid forwarding mechanism of the RSTP protocol itself. 
Since traditional spanning tree protocols are not related to a VLAN, the following problems may occur in a 
specific network topology. 
As shown in Figure 14, Switches A and B are located in Vlan1, and switches C and D in Vlan2. They form a loop. 

Figure-14 

 
If the cost of the path from Switch A through Switch C, Switch D to Switch B is smaller than that of the direct 
path from Switch A to Switch B, the latter path will be torn down, as shown in Figure 15. Packets in Vlan1 cannot 
be forwarded because Switches C and D do not contain Vlan1. In this way, Vlan1 of Switch A cannot 
communicate with Vlan1 of Switch B. 
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allocate 1 to 4094 VLANs for different instances (0 to 64) as needed, and the unallocated 

VLANs belong to instance 0 by default. In this way, each MSTI (MST instance) is a VLAN 

group and executes the spanning tree algorithm within the MSTI according to the MSTI 

information of the BPDU without the effect of the CIST and other MSTIs. 

You can use the spanning-tree mst configuration command in the global configuration mode to enter the MST 
configuration mode and configure above information. 
The MSTP BPDU carries above information. If a device has received the same MST configuration information of 
the BPDU as that of itself, it considers that the device connecting to this port belong to the same MST region as 
itself.  
You are recommended to configure the instance-vlan table while the STP protocol is disable, and then enable the 
MSTP protocol to ensure the stability and convergence of the network topology. 

Spanning Tree within a MSTP region (IST) 

After MSTP regions are partitioned, a root bridge is elected for every instance within a region and the port role is 
determined for every port on a switch. A port is forwarded or discarded within an instance depends on its role.  
In this way, the IST (Internal Spanning Tree) is formed by exchanging the MSTP BPDU message, and various 
instances have their own spanning trees (MSTI). The spanning tree corresponding to the instance 0 is referred to 
as the CIST (Common Instance Spanning Tree) in conjunction with CST. That is to say, each instance provides 
each VLAN  group with a single network topology without loop. 
As shown in the following figure, Switches A, B and C form a loop within the region 1. 
Switch A with the highest priority is selected as the region root in the CIST (instance 0). Then, the path between 
Switches A and C is discarded according to other parameters. Hence, for the VLAN  group of instance 0, only the 
path from switch A to B and switch B to switch C are available, which break the loop of the VLAN  group. 

Figure-17 

 
As shown in Figure 18, switch C with the highest priority is selected as the region root in the MSTI 1 

(instance 1). Then, the path between switch A and B is discarded according to other parameters. Hence, 

for the VLAN group of instance 1, only the path from switch A to switch B and switch A to switch C are 

available, which break the loop of the VLAN group. 
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Figure-18 

 
As shown in Figure 19, switch B with the highest priority is selected as the region root in the MSTI 2 

(instance 2). Then, the path between switch B and switch C is discarded according to other parameters. 

Hence, for the VLAN group of instance 2, only the path from switch A to switch B and switch B to switch 

C are available, which break the loop of the VLAN group. 

Figure-19 

 
It should note that the MSTP protocol is not concerned on which VLAN a port belongs to, so users should 
configure corresponding path costs and priorities for ports according to actual VLAN  configuration to prevent the 
MSTP protocol from breaking the loop unnecessarily. 

Spanning Tree between MSTP regions (CST) 

For CST, each MSTP region is equivalent to a large-sized device, and different MSTP regions also form a 
large-sized network topology tree, referred to as CST (common spanning tree). As shown in Figure 20, for CST, 
switch A with the smallest bridge ID is selected as the root of the entire CST (CST Root) and the CIST Regional 
Root in this region. In Region 2, since the root path cost from switch B to the CST root is the lowest one, switch B 
is selected as the CIST Regional Root in this region. Similarly, switch C is selected as the CIST Regional Root in 
Region 3. 
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Figure-20 

 
The CIST Regional Root is not necessarily the device with the smallest bridge ID in that region. It is the device in 
the region that has the lowest root path cost to the CST root. 
At the same time, the root port of the CIST regional root takes a new port role for the MSTI, namely the Master 
port, as the outlet of all instances, which is forwarded to all instances. In order to make the topology more stable, 
it is recommended to configure the outlet of the regions to the CST root on one device of this region as much as 
possible! 

Hop Count 

The IST and MSTI will not take the message age and Max age to calculate whether the BPDU message is timeout. 
Instead, they use the mechanism similar to the TTL of IP packets, namely hop count. 
You can set it by using the spanning-tree max-hops command in the global configuration mode. The hop count is 
reduced by 1 when the BPDU message passes through a device in a region starting from the region root bridge 
until it is 0, which means the BPDU message is timeout. A device will discard the BPDU message whose hop 
count is 0. 
In order to be compatible with the STP protocol and the RSTP protocol out a region, the MSTP protocol still 
remains the Message age and Max age mechanisms. 

Compatibility of MSTP with RSTP and STP 

For the STP protocol, the MSTP protocol will send the STP BPDU to be compatible with it like the RSTP protocol. 
For detailed information, refer to the Compatibility of RSTP and STP section. 
For the RSTP protocol, it will process the CIST part of the MSTP BPDU, so it is not necessary for the MSTP to 
send the RSTP BPDU to be compatible with it. 
Each device that runs the STP or RSTP protocol is an independent region, and does not form the same region with 
any other device. 
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Understanding Tc-protection 

TC-BPDU messages are BPDU messages carrying with TC flag. When the L2 switch receives these messages, the 
network topology will change and the MAC address table will be deleted. And for L3 switch, the route table will 
be deleted and the port state in the ARP entry will change. To prevent the switch from processing abovementioned 
operations when pseudo TC-BPDU messages attack maliciously, too-heavy burden and network turbulence, the 
TC-protection function comes into being.   
Tc-protection can only be enabled or disabled globally. It is enabled by default. 
Once Tc-protection is enabled, the switch will delete the message within a certain period of time (usually 4 
seconds) after receiving the TC-BPDU message while monitoring the TC-BPDU message. If it receives the 
TC-BPDU message during this period, it will perform the delete operation again after this period expires. This 
eliminates the need of frequently deleting MAC address entries and ARP entries. 

Understanding TC Guard 

The Tc-Protection function can reduce the removal of MAC address entries and ARP entries when a lot number of 
TC messages are generated in a network. However, you need to do more delete operations in case of TC message 
attack. Furthermore, the TC message is propagated and will have an effect on the whole network. The TC Guard 
function allows you to disable the propagation of the TC message globally or on ports. When TC Guard function 
is configured globally or on a port, the port will shield the TC messages received or produced to prevent from 
propagating them to other ports. In this way, this function can manage TC message attack in the network and 
maintain the network stability. Moreover, this function can prevent from interrupting core routes due to the 
oscillation of the devices on the access layer. 

 
Caution 

Network communication will be broken off if you use tc-guard function 

incorrectly. 

You are recommended to enable this function when you ensure that there 

is illegal tc message attack in the network. 

If you enable global tc-guard, then all the ports will not spread tc 

message. It is applicable for those devices that are accessed on the desk 

to enable this function. 

If you enable interface tc-guard, then the topology change and tc message 
received on this port will not be spreaded to other ports. It is applicable for 
up-link ports especially aggregated ports to enable this function. 

 

Understanding TC Filtering 

With the TC Guard function enabled, the port will not propagate TC message to other ports participating in the 
spanning tree calculation on the local device. The TC message here includes the TC message received on the port, 
and the TC message produced by the port itself. The latter one refers to the TC message generated when the 
forwarding state of the port changes (For example, port state change from block to forwarding), which indicates 
the topology may be changed. 
As TC message propagation is prevented by TC Guard, the device will not clear the MAC addresses of the 
coppresponding ports when the topology changes, resulting in data forwarding failure.  
TC filtering is introduced to solve the above problems. TC filtering will process the TC message in the condition 
of normal topology change instead of the TC message received on the port, so that address clearing and core route 
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interruption caused by frequent UP/DOWN on the port without Portfast configured can be solved, and the core 
routing entries can be updated in time when the topology changes. 

 
Caution 

By default, the TC filtering function is enabled. 

Understanding BPDU Source MAC Check 

The gobal of the BPDU source MAC check function is to prevent malicious attack on the switch by sending the 
BPDU message manually and thus cause the MSTP protocol work abnormally. When the peer switch connected to 
a port in the point-to-point mode is determined, enabling the BPDU source MAC check function can receive only 
the BPDU message from the remote switch and discard all other BPDU messages to protect against malicious 
attacks. You can configure the corresponding MAC addresses for the BPDU source MAC check function on a 
specific port in the interface mode. Only one MAC address is configured for one port. BPDU source MAC check 
can be disabled by using the no bpdu src-mac-check command. In this case, any BPDU message is received on 
the port. 

Understanding Invalid Length Filtering for BPDU 

When the Ethernet length field of the BPDU message exceeds 1500 bits, this BPDU message is discarded in order 
to avoid receiving invalid BPDU messages. 

Understanding ROOT Guard 

In network design, root bridge and backup root bridge are always divided in the same region. Due 
to error configuration of ascendant and malicious attack in the network, it is possible that root 
bridge receives configuration message of higher priority and loses the current root bridge position, 
leading to error turbulence of network topology, which Root Guard function can prevent from 
occurring. 

When enabling Root Guard, it enforces the port role of all the instances as specified port. Once 
the port receives configuration message of higher priority, Root Guard will set the interface as 
root-inconsistent (blocked). If there is no configuration message of higher priority during the time 
long enough, the port will be restored to be the original normal status. 

You shall disable ROOT Guard function if this function results in the blocked status for interfaces 
and it needs manual configuration to restore to the normal status. You can use the command 
spanning-tree guard none in the interface configuration mode to disable Root Guard function.  
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Caution 

1. Incorrectly using ROOT Guard leads to network link breakdown.  

2. If you enable ROOT Guard on non-designated port, the non-designated 

port will be enforced as designated port and show BKN status(blocking 

status). 

3. If MST0 enters BKN status because it receives configuration message 

of higher priority on a port, ROOT Guard will enforce the port in all the 

other instances to enter BKN status. 

4. ROOT Guard or LOOP Guard takes effect at the same time. That is , 

they cannot both take effect at the same time . 

5. The AutoEdge function is disabled when enabling the ROOT 

Guard-enabled port. 

 

Understanding LOOP Guard 

Due to breakdown of one-way link, root port or backup port becomes designated port, being ready 
to forward because they cannot receive BPDU, causing the loop in the network, which Loop 
Guard function can prevent. 

For the ports configured loop guard, if they cannot receive BPDU, the port roles will be migrated. 
However, the port state is always set as discarding till the port receive BPDU again and 
recalculate spanning tree. 

 
Caution 

You can enable LOOP Guard based on global or interface. 

ROOT Guard or LOOP Guard takes effect at the same time. That is , they 

cannot both take effect at the same time . 

The AutoEdge function on all interfaces is ineffective when enabling 

LOOP Guard function globally. 

The AutoEdge function on the interface is ineffective when enabling 

LOOP Guard function in the interface configuration mode. 

 

Configuring MSTP 

Default Spanning Tree Configuration 

The following table lists the default configuration of the Spanning Tree protocol. 

Item Default value 

Enable State Disable 

STP MODE MSTP 

STP Priority 32768 

STP port Priority 128 

STP port cost Automatically determine according to port rate. 
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Item Default value 

Hello Time 2 seconds 

Forward-delay Time 15 seconds 

Max-age Time 20 seconds 

Default calculation method of the Path 

Cost 
Long 

Tx-Hold-Count 3 

Link-type Automatically determine by the duplex status of the port. 

Maximum hop count 20 

Corresponding relationship between 

vlan and instance 

All VLANs belong to instance 0 

Only instance 0 exists 

You can restore the STP parameters to its default configuration (except for disabling STP) by using the 
spanning-tree reset command. 

Enabling and Disabling the Spanning Tree Protocol 

The spanning tree protocol is disabled on the device by default. 
To enable the spanning tree protocol, execute the following command in the privileged EXEC mode: 

Command Function 

Ruijie# configure terminal Enter the global configuration mode. 

Ruijie(config)# spanning-tree Enable the spanning tree protocol. 

Ruijie(config)# end Return to the privileged EXEC mode. 

Ruijie# show spanning-tree Verify the configuration. 

Ruijie# copy running-config 

startup-config 
Save the configuration. 

To disable the spanning tree protocol, use the no spanning-tree command in the global configuration mode. 

Configuring the Spanning Tree Mode 

According to the 802.1-related protocols, it is not necessary for administrators to set much for three versions of 
the spanning tree protocols such as the STP, RSTP and MSTP. These versions are compatible with one another 
naturally. However, given that some manufacturers will not develop the spanning tree protocol by standards, it 
may cause some compatibility problem. Hence, we provide a command to facilitate administrators to switch to the 
lower version of the spanning tree protocol for compatibility when they detect that this device is not compatible 
with that of other manufacturers. 
Note: When you switch to the RSTP or STP version from the MSTP version, all information about MSTP Region 
will be cleared. 
The default mode of the device is MSTP. 
To enable the spanning tree protocol, execute the following command in the privileged EXEC mode: 

Command Function 

Ruijie# configure terminal Enter the global configuration mode. 
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Command Function 

Ruijie(config)# spanning-tree 

mode mstp/rstp/stp 
Switch the spanning tree version. 

Ruijie(config)# end Return to the privileged EXEC mode. 

Ruijie# show spanning-tree Verify the configuration. 

Ruijie# copy running-config 

startup-config 
Save the configuration. 

To restore the spanning tree mode to the default value, use the no spanning-tree mode command in the global 
configuration mode. 

Configuring Switch Priority 

Switch priority allows you to select the root and draw the topology of a network. It is recommended that 
administrators set the core device with higher priority (or smaller value) to facilitate the stabilization of the whole 
network. You can assign different switch priorities for various instances so that various instances can run separate 
spanning tree protocol. Only the priority of CIST (Instance 0) is related to the devices between different regions. 
As mentioned in Bridge ID, there are 16 values for the priority, and all of them are multiples of 4096, which are 0, 
4096, 8192, 12288, 16384, 20480, 24576, 28672, 32768, 36864, 40960, 45056, 49152, 53248, 57344, and 61440. 
The default value is 32768. 
To configure switch priority, execute the following command in the global configuration mode: 

Command Function 

Ruijie# configure terminal Enter the global configuration mode. 

Ruijie(config)# spanning-tree 

[mst instance-id] priority priority 

Configure different switch priorities for different 

instances. This command configures the switch priority 

for instance 0 without the instance-id parameter. 

instance-id: ID of the instance in the range from 0 to 64. 

priority: switch priority in the range from 0 to 61440 and is 

increased by the integral multiple of 4096, 32768 by 

default. 

Ruijie(config)# end Return to the privileged EXEC mode. 

Ruijie# show running-config Verify the configuration. 

Ruijie# copy running-config 

startup-config 
Save the configuration. 

To restore the switch priority to the default value, use the no spanning-tree mst instance-id priority command in 
the global configuration mode. 

Configuring Port Priority 

When two ports are connected to the shared media, the device will set the one of the higher priority (or smaller 
value) to be the forwarding status and the one of the lower priority (or larger value) to be the discarding status. If 
the two ports are of the same priority, the device will set the one with the smaller port number to the forwarding 
status. You can assign different port priorities to various instances on one port, by which various instances can run 
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the separated spanning tree protocols. 
Same as device priority, it has 16 values, all a multiple of 16. They are 0, 16, 32, 48, 64, 80, 96, 112, 128, 144, 160, 
176, 192, 208, 224, and 240 respectively. The default value is 128. 
To configure a port priority, execute the following commands in the privileged EXEC mode: 

Command Function 

Ruijie# configure terminal Enter the global configuration mode. 

Ruijie(config)# interface interface-id 
Enter the interface configuration mode. A legal interface 

contains a physical port and an aggregate Link. 

Ruijie(config-if)# spanning-tree [mst 

instance-id] port-priority priority 

Configure different priorities for different instances. The 

command without the instance-id parameter will 

configure a port priority for instance 0. 

instance-id: Interface ID in the range of 0 to 64. 

priority: Port priority of an instance in the range 0 to 240. 

Furthermore, it is increased by the integral multiple of 

16, 128 by default. 

Ruijie(config-if)# end Return to the privileged EXEC mode. 

Ruijie# show spanning-tree [mst 

instance-id] interface interface-id 
Verify the configuration. 

Ruijie# copy running-config 

startup-config 
Save the configuration. 

To restore the port priority to the default value, execute the no spanning-tree mst instance-id port -priority 
command in the interface configuration mode. 

Configuring Path Cost of a Port 

The switch determines a root port upon the total of the path costs along the path from a port to the boot bridge. 
The port the total of paths costs from the port to the root bridge is the smallest is elected the root port. Its default 
value is calculated by the media speed of the port automatically. The higher the media speed, the smaller the cost 
is. It is not necessary for administrators to change it for the path cost calculated in this way is most scientific. You 
can assign different cost paths for various instances on one port, by which various instances can run the separated 
spanning tree protocols. 
To configure the path cost of a port, execute the following commands in the privileged EXEC mode: 

Command Function 

Ruijie# configure terminal Enter the global configuration mode. 

Ruijie(config)# interface interface-id 
Enter the interface configuration mode. A legal interface 

contains a physical port and an aggregate Link. 
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Command Function 

Ruijie(config-if)# spanning-tree [mst 

instance-id] cost cost 

Configure different priorities for different instances. The 

command without the instance-id parameter will 

configure a port priority for instance 0. 

instance-id: Interface ID in the range of 0 to 64. 

cost: Path cost of the port in the range of 1 to 

200,000,000. The default value is calculated by the 

media rate of the port automatically. 

Ruijie(config-if)# end Return to the privileged EXEC mode. 

Ruijie# show spanning-tree [mst 

instance-id] interface interface-id 
Verify the configuration. 

Ruijie# copy running-config 

startup-config 
Save the configuration. 

To restore the path cost of a port to the default value, execute the no spanning-tree mst cost command in the 
interface configuration mode. 

Configuring the Default Calculation Method of Path Cost (path cost method) 

If the path cost of a port is the default value, the device will calculate the path cost of this port by port rate. 
However, IEEE 802.1d-1998 and IEEE 802.1t specify different path cost values for a port rate respectively. The 
value range of the 802.1d-1998 is short (1 to 65535), while the value range of the 802.1t is long (1 to 
200,000,000). 
There are two modes for the Cost value of AP: 1) our private mode fixes it to: the Cost value of the physical port * 
95%; 2) the standard value is 20,000,000,000/ the actual link bandwidth of AP (The actual link bandwidth is: the 
bandwidth of member port * the number of UP member ports). Administrators should unify the path cost standard 
of the whole network. The default mode is long (IEEE 802.1t Mode). 
The following table lists the path costs set for different port rates in two standards. 

Port Rate Interface IEEE 802.1d (short) IEEE 802.1t (long) 
IEEE 802.1t (long 

standard) 

10M 

Common Port 100 2000000 2000000 

Aggregate Link 95 1900000 
 

100M 

Common Port 19 200000 200000 

Aggregate Link 18 190000 
 

1000M 

Common Port 4 20000 20000 

Aggregate Link 3 19000 
 

10000M 

Common Port 2 2000 2000 

Aggregate Link 1 1900 
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Note 

1. The default path cost mode is long. After changing the path cost to the 

standard mode, the cost of AP will vary with the number of UP member ports. 

The change of port cost value may result in network topology change. 

2. For the static AP, the linkupcnt in the table is the number of UP member 

ports; for the LACP AP, the linkupcnt refers to the number of member ports 

participating in AP data forwarding. If there is no linkup on the member port, 

the linkupcnt is 1. For detailed configurations about AP and LACP, refer to 

AP-SCG and LACP-SCG. 

 
To configure the default calculation method of path cost, execute the following commands in the privileged EXEC 
mode: 

Command Function 

Ruijie# configure terminal Enter the global configuration mode. 

Ruijie(config)# spanning-tree pathcost 

method {{long [standard]} | short} 

Configure the default calculation method of the port path 

cost as long, standard long or short, with long by default. 

Ruijie(config)# end Return to the privileged EXEC mode. 

Ruijie# show running-config Verify the configuration. 

Ruijie# copy running-config 

startup-config 
Save the configuration. 

To restore the setting to the default value, execute the no spanning-tree pathcost method command in the global 
configuration mode. 

Configuring Hello Time 

Configure the interval of sending the BPDU message. The default value is 2s. 
To configure the Hello Time, execute the following commands in the privileged EXEC mode: 

Command Function 

Ruijie# configure terminal Enter the global configuration mode. 

Ruijie(config)# spanning-tree 

hello-time seconds 

Configure the hello time ranging from 1 to 10s, 2s by 

default. 

Ruijie(config)# end Return to the privileged EXEC mode. 

Ruijie# show running-config Verify the configuration. 

Ruijie# copy running-config 

startup-config 
Save the configuration. 

To restore the hello time to the default value, execute the no spanning-tree hello-time command in the global 
configuration mode. 

Configuring Forward-Delay Time 

Configure the interval for changing port status. The default value is 15s. 
To configure the forward-delay time, execute the following commands in the global configuration mode: 
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Command Function 

Ruijie# show running-config Verify the configuration. 

Ruijie# copy running-config 

startup-config 
Save the configuration. 

To restore the Tx-Hold-Count to the default value, execute the no spanning-tree tx-hold-count command in the 
global configuration mode. 

Configuring Link-type 

Configure the link-type of a port. This is crucial for rapid RSTP convergence. For details, refer to Rapid RSTP 
Convergence. Without configuration, the device will set the link type of a port according to its duplex status 
automatically, with point-to-point for the full duplex port and shared for the half duplex port.  
To configure the link type of a port, execute the following commands in the interface configuration mode: 

Command Function 

Ruijie# configure terminal Enter the global configuration mode. 

Ruijie(config)# interface interface-id Enter the interface configuration mode. 

Ruijie(config-if)# spanning-tree 

link-type point-to-point/shared 

Configure the link type of the interface, with point-to-point 

for the full duplex port and shared for the half duplex 

port. Point-to-point indicates the rapid forwarding is 

enabled on the port. 

Ruijie(config-if)# end Return to the privileged EXEC mode. 

Ruijie# show running-config Verify the configuration. 

Ruijie# copy running-config 

startup-config 
Save the configuration. 

To restore the link type of a port to the default value, execute the no spanning-tree link-type command in the 
interface configuration mode. 

Configuring Protocol Migration Processing 

This command is to check the version globally or on individual port. For related information, refer to 
Compatibility of RSTP and STP. 

Command Function 

Ruijie# clear spanning-tree 

detected-protocols 
Forcibly check the version on all ports. 

Ruijie# clear spanning-tree 

detected-protocols interface 

interface-id 

Check the version forcibly on the port. 

Configuring an MSTP Region 

To deploy several devices in the same MSTP Region, you have to configure these devices with the same name, the 
same revision number, and the same Instance-VLAN  table. 



Configuration Guide MSTP Configuration 

 

You can assign a VLAN to instances 0 to 64 respectively as required. The remaining VLANs will be automatically 
assigned to instance 0. One vlan can only be of an instance. 
It is recommended to configure the Instance-VLAN table when the MSTP protocol is disabled. After configuration, 
you should enable the MSTP protocol again to ensure the stability and convergence of the network topology. 
To configure an MSTP region, execute the following commands in the global configuration mode: 

Command Function 

Ruijie# configure terminal Enter the global configuration mode. 

Ruijie(config)# spanning-tree 

mst configuration 
Enter the MST configuration mode. 

Ruijie(config-mst)# instance 

instance-id vlan vlan-range 

Add a VLAN group to a MST instance. 

instance-id: Instance ID ranging from 0 to 64. 

vlan-range: VLAN range in the range 1 to 4094. 

For instance: 

The instance 1 vlan 2-200 command is to add VLAN 2-200 

to instance 1. 

The instance 1 vlan 2,20,200 command is to add VLAN 2, 

VLAN 20 and VLAN 200 to instance 1. 

You can use the no option of this command to delete a 

VLAN from an instance, and the deleted VLAN will be added 

to instance 0 automatically. 

Ruijie(config-mst)# name name 
Specify the MST configuration name, a string of up to 32 

bytes. 

Ruijie(config-mst)# revision version 
Specify the MST revision number in the range 0 to 65535. 

The default value is 0. 

Ruijie(config-mst)# show 

spanning-tree mst configuration 
Verify the configuration. 

Ruijie(config-mst)# end Return to the privileged EXEC mode. 

Ruijie# copy running-config 

startup-config 
Save the configuration. 

To restore the MST region configuration to the default value, execute the no spanning-tree mst configuration 
command in the global configuration mode. You can use the no instance instance-id command to delete an 
instance. Similarly, the no name and no revision commands can be used to restore the MST name and MST 
revision number settings to the default value, respectively. 
The following is the example of configuration: 

Ruijie(config)# spanning - tree mst configuration  

Ruijie(config - mst)# instance  1 vlan  10- 20  

Ruijie(config - mst)# name region1  

Ruijie(config - mst)# revision  1 

Ruijie(config - mst)# show spanning - tree mst configu ration  

Multi spanning tree protocol : Enable Name [region1]  

Revision 1  

Instance Vlans Mapped  

--------  ---------------------  
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0 1 - 9,21 - 4094  

1 10 - 20 

-------------------------------  

Ruijie(config - mst)# exit  

Ruijie(config)#  

 

 
Caution 

Before configuring vlan and instance mapping relationship, please ensure 

that all configured VLANs have been created. Otherwise, the association of 

vlan and instance on part of the products may be failed.  

 

Configuring Maximum-Hop Count 

Maximum-Hop Count means how many devices the BPDU message will pass through in a MSTP region before 
being discarded. This parameter takes effect for all instances. 
To configure the Maximum-Hop Count, execute the following commands in the global configuration mode: 

Command Function 

Ruijie# configure terminal Enter the global configuration mode. 

Ruijie(config)# spanning-tree 

max-hops hop-count  

Configure the Maximum-Hop Count ranging from 1 to 40, 

20 by default. 

Ruijie(config)# end Return to the privileged EXEC mode. 

Ruijie# show running-config Verify the configuration. 

Ruijie# copy running-config 

startup-config 
Save the configuration. 

To restore the Maxium-Hop Count to the default value, execute the no spanning-tree max-hops command in the 
global configuration mode. 

Configuring Interface Compatibility Mode 

In interface compatibility mode, when a port sends BPDU, it will carry different MSTI 
information according to the current port attribute to realize interconnection with other vendors.  

To configure the interface compatibility mode, execute the following commands in the privileged 
EXEC mode: 

Command Function 

Ruijie# configure terminal Enter the global configuration mode.  

Ruijie(config)#interface interface-id Enter the Interface configuration mode. 

Ruijie(config-if)# spanning-tree 

compatible enable 
Enable interface compatibility mode. 

Ruijie(config-if)# end Return to the privileged EXEC mode. 

Ruijie# show running-config Check configuration items.  

Ruijie# copy running-config 

startup-config 
Save the configuration. 
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To remove the settings, you can execute command no spanning-tree compatible enable. 

Configuring Optional MSTP Features 

Default Setting of Optional Spanning Tree Features 

All the optional features are disabled by default, except for AutoEdge and TC filtering functions. 

Enabling Port Fast 

Enabling Port Fast lets a port directly forward the BPDU message. When Port Fast is disabled due to the receipt of 
the BPDU message, the port will participate in the STP algorithm and forward the BPDU message normally. 
To enable Port Fast, execute the following commands in the global configuration mode: 

Command Function 

Ruijie# configure terminal Enter the global configuration mode. 

Ruijie(config)# interface 

interface-id 

Enter the interface configuration mode. A legal interface 

contains a physical port and an Aggregate Link. 

Ruijie(config-if)# spanning-tree 

Portfast 
Enable Port Fast on the interface. 

Ruijie(config-if)# end Return to the privileged EXEC mode. 

Ruijie# show spanning-tree 

interface interface-id portfast 
Verify the configuration. 

Ruijie# copy running-config 

startup-config 
Save the configuration. 

To disable Port Fast, execute the spanning-tree portfast disable command in the interface configuration mode. 
You can use the spanning-tree portfast default command in the global configuration mode to enable Port Fast on 
all ports. 

Disabling AutoEdge 

If the designated port does not receive any BPDU messages within 3 seconds, it is identified as the edge port 
automatically. However, Port Fast Operational State is disabled if the AutoEdge port receives BPDU messages. 
AutoEdge is enabled by default.  
To disable AutoEdge, execute the following commands in the global configuration mode: 

Command Function 

Ruijie# configure terminal Enter the global configuration mode. 

Ruijie(config)# interface 

interface-id 

Enter the interface configuration mode. A legal interface 

contains a physical port and an Aggregate Link. 

Ruijie(config-if)# spanning-tree 

autoedge 
Enable AutoEdge on the interface. 

Ruijie(config-if)# end Return to the privileged EXEC mode. 
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Command Function 

Ruijie# show spanning-tree 

interface interface-id portfast 
Verify the configuration. 

Ruijie# copy running-config 

startup-config 
Save the configuration. 

To disable AutoEdge, execute the spanning-tree autoedge disable command in the interface configuration mode. 

Enabling BPDU Guard 

After BPDU Guard is enabled, a port will in the error-disabled status after receiving the BPDU packet. 
To configure the BPDU guard, execute the following commands in the global configuration mode: 

Command Function 

Ruijie# configure terminal Enter the global configuration mode. 

Ruijie(config)# spanning-tree portfast 

Bpduguard default 
Enable the BPDU Guard globally. 

Ruijie(config)# interface interface-id 
Enter the interface configuration mode. A legal interface 

contains a physical port and an aggregate link. 

Ruijie(config-if)# spanning-tree 

portfast 

Enable Port Fast on the interface before the bpduguard 

configuration takes effect globally. 

Ruijie(config-if)# end Return to the privileged EXEC mode. 

Ruijie# show running-config Verify the configuration. 

Ruijie# copy running-config 

startup-config 
Save the configuration. 

To disable BPDU Guard, execute the no spanning-tree portfast bpduguard default command in the global 
configuration command. 
To enable or disable BPDU Guard on an interface, execute the spanning-tree bpduguard enable command or the 
spanning-tree bpduguard disable command on the interface respectively. 

Enabling BPDU Filter 

A port neither transmit nor receive the BPDU message after the BPDU filter is enabled. 
To configure the BPDU Filter, execute the following commands in the global configuration mode:  

Command Function 

Ruijie# configure terminal Enter the global configuration mode. 

Ruijie(config)# spanning-tree 

portfast bpdufilter default 
Enable BPDU filter globally. 

Ruijie(config)# interface 

Interface-id 

Enter the interface configuration mode. A legal interface 

contains a physical port and an aggregate link. 

Ruijie(config-if)# spanning-tree 

Portfast 

Enable portfast on this interface before the bpduguard 

configuration takes effect globally. 
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Command Function 

Ruijie(config-if)# end Return to the privileged EXEC mode. 

Ruijie# show running-config Verify the configuration. 

Ruijie# copy running-config 

startup-config 
Save the configuration. 

To disable BPDU Filter, execute the no spanning-tree portfast bpdufilter default  command in the global 
configuration mode. 
To enable or disable BPDU Filter on an interface, execute the spanning-tree bpdufilter enable command or the 
spanning-tree bpdufilter disable command in the interface configuration mode. 

Enabling Tc_Protection 

To configure Tc_Protection, execute the following commands in the global configuration mode: 

Command Function 

Ruijie# configure terminal Enter the global configuration mode. 

Ruijie(config)# spanning-tree 

tc-protection 
Enable Tc-Protection 

Ruijie(config)# end Return to the privileged EXEC mode. 

Ruijie# show running-config Verify the configuration. 

Ruijie# copy running-config 

startup-config 
Save the configuration. 

To disable Tc_Protection, execute the no spanning-tree tc-protection command in the global configuration 
mode. 

Enabling TC Guard 

To enable TC Guard globally, execute the following commands in the global configuration mode: 

Command Function 

Ruijie# configure terminal Enter the global configuration mode. 

Ruijie(config)# spanning-tree 

tc-protection tc-guard 
Enable TC Guard globally. 

Ruijie(config)# end Return to the privileged EXEC mode. 

Ruijie# show running-config Verify the configuration. 

Ruijie# copy running-config 

startup-config 
Save the configuration. 

To configure TC Guard on an interface, execute the following commands in the interface configuration mode: 

Command Function 

Ruijie# configure terminal Enter the global configuration mode. 
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Command Function 

Ruijie(config)# interface 

Interface-id 

Enter the interface configuration mode. A legal 

interface includes a physical port and an aggregate 

link. 

Ruijie(config-if)# spanning-tree 

tc-guard 
Enable TC Guard on this interface. 

Ruijie(config-if)# end Return to the privileged EXEC mode. 

Ruijie# show running-config Verify the configuration. 

Ruijie# copy running-config 

startup-config 
Save the configuration. 

Enabling TC Filtering 

To enable TC filtering, execute the following commands: 

Command Function 

Ruijie# configure terminal Enter the global configuration mode. 

Ruijie(config)# interface interface-id 
Enter interface configuration mode. The valid 

interface includes physical port and Aggregate Link. 

Ruijie(config)# spanning-tree ignore tc Enable TC filtering for this interface. 

Ruijie(config)# end Return to the privileged EXEC mode. 

Ruijie# show running-config Verify the configuration. 

Ruijie# copy running-config 

startup-config 
Save the configuration. 

By default, the TC filtering function is enabled. To disable TC filtering, use the no spanning-tree ignore tc 
command in interface configuration mode. 

Enabling BPDU Source MAC check 

After the BPDU source MAC check is enabled, the switch accepts only the BPDU message from 
the specified MAC address. 
To configure the BPDU source MAC check, execute the following commands in the interface 
configuration mode: 

Command Function 

Ruijie# configure terminal Enter the global configuration mode. 

Ruijie(config)# interface 

interface-id 

Enter the interface configuration mode. A legal 

interface includes a physical port and an aggregate 

link. 

Ruijie(config-if)#bpdu src-mac-check  

H.H.H 
Enable BPDU source MAC check. 

Ruijie(config-if)# end Return to the privileged EXEC mode. 
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Command Function 

Ruijie# show running-config Verify the configuration. 

Ruijie# copy running-config 

startup-config 
Save the configuration. 

To disable BPDU source MAC check, execute the no bpdu src-mac-check command in the interface mode. 

Enabing Root Guard 

To configure interface ROOT Guard, execute the following commands in the privileged  mode: 

Command Function 

Ruijie# configure terminal Enter the global configuration mode. 

Ruijie(config)# interface 

interface-id 

Enter the interface configuration mode. Valid 

interface includes physical port and Aggregate Link. 

Ruijie(config-if)# spanning-tree guard root Enable interface ROOT Guard. 

Ruijie(config-if)# end Return to the privileged EXEC mode. 

Ruijie# show running-config Verify the configuration. 

Ruijie# copy running-config 

startup-config 
Save the configuration. 

 

Enabling Loop Guard 

To configure global LOOP Guard, execute the following commands in the privileged EXEC 
mode: 

Command Function 

Ruijie# configure terminal Enter the global configuration mode. 

Ruijie(config)# spanning-tree 

loopguard default 
Enable global LOOP Guard. 

Ruijie(config)# end Return to the privileged EXEC mode. 

Ruijie# show running-config Verify the configuration. 

Ruijie# copy running-config 

startup-config 
Save the configuration. 

To configure interface LOOP Guard, execute the following commands in the privileged EXEC 
mode: 

Command Function 

Ruijie# configure terminal Enter the global configuration mode. 

Ruijie(config)# interface 

interface-id 

Enter the interface configuration mode. Valid 

interface includes physical port and Aggregate Link. 
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Command Function 

Ruijie(config-if)# spanning-tree guard loop Enable interface Loop Guard. 

Ruijie(config-if)# end Return to the privileged EXEC mode. 

Ruijie# show running-config Verify the configuration. 

Ruijie# copy running-config 

startup-config 
Save the configuration. 

 

Disabling Interface Guard 

To disable interface ROOT or LOOP Guard, execute the following commands in the privileged 
EXEC mode: 

Command Function 

Ruijie# configure terminal Enter the global configuration mode. 

Ruijie(config)# interface 

interface-id 

Enter the interface configuration mode. Valid 

interface includes physical port and Aggregate Link. 

Ruijie(config-if)# spanning-tree 

guard none 
Disable interface Loop Guard. 

Ruijie(config-if)# end Return to the privileged EXEC mode. 

Ruijie# show running-config Verify the configuration. 

Ruijie# copy running-config 

startup-config 
Save the configuration. 

 

Showing MSTP Configuration and Status 

You can use the following show commands to view the configuration of MSTP:  

Command Meaning 

Ruijie# show spanning-tree 
Show the information on the parameters and topology of 

MSTP. 

Ruijie# show spanning-tree summary 
Show the information on various instances and port 

forwarding status of MSTP. 

Ruijie# show spanning-tree 

inconsistentports 
Show the block port due to root guard or loop guard.  

Ruijie# show spanning-tree mst 

Configuration 
Show the configuration information of the MST region. 

Ruijie# show spanning-tree mst 

instance-id 
Show the MSTP information of an instance. 
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Command Meaning 

Ruijie# show spanning-tree mst 

instance-id interface interface-id 

Show the MSTP information of the specified instance of 

the interface. 

Ruijie# show spanning-tree interface 

interface-id 

Show the MSTP information of all the instances of the 

interface. 

Ruijie# show spanning-tree 

forward-time 
Show forward-time. 

Ruijie# show spanning-tree Hello 

Time 
Show Hello time. 

Ruijie# show spanning-tree 

max-hops 
Show max-hops. 

Ruijie# show spanning-tree 

tx-hold-count 
Show tx-hold-count. 

Ruijie# show spanning-tree pathcost 

Method 
Show pathcost method. 
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MSTP Configuration Example 

Configuration Purpose  

1. Interconnect three switches to construct a triangle ring network and MSTP configuration mode.  

2. Set the corresponding VLAN-INSTANCE mapping, MST configuration name, MST Revision 
Number and the instance priority on the switches. 

3. View the MSTP configurations. 

4. Enable BPDU Guard function globally and set PortFast function on the port connecting to the PC 
directly.  

Topology 

 

Configuration Steps 

1) Configuring Switch A 

# Set interface Gi0/1 and Gi 0/2 as Trunk port and create VLAN 2 and VLAN 3 

Ruijie # configure terminal  

Enter configuration commands, one per line.  End with CNTL/Z.  

Ruijie (config)# interface  gigabitEthernet 0/1  

Ruijie (config - if)# switchport mode trunk  

Ruijie (config - if)# exit  

Ruijie (config)# interface  gigabitEthernet 0/2  

Ruijie (config - if)# switchport mode trunk  

Ruijie (config - if)# exit  

Ruijie (config)# vlan  2 

Ruijie (config - vlan)# exit  

Ruijie (config)# vlan  3 

Ruijie (config - vlan)# exit  
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# Set the spanning tree to MSTP mode, VLAN 2-Instance 1 and VLAN 3-Instance 2 mapping, and set 
the MST configuration name to Ruijie, MST Revision Number to 1. View the MST configurations and 
enable the spanning tree protocol.  

Ruijie (config)# spanning - tree mode mstp  

Ruijie (config)# spanning - tree mst configuration  

Ruijie (config - mst)# instance  1 vlan  2 

%Warning:you must create vlans before configuring instance - vlan relationship  

Ruijie (config - mst)# instance  2 vlan  3 

%Warning:you must create vlans before configuring instance - vlan relationship  

Ruijie (config - mst)# name Ruijie  

Ruijie (config - mst)# revision  1 

Ruijie (config - mst)# show  

Multi spanning tree protocol : Ena ble  

Name     : Ruijie  

Revision : 1  

Instance  Vlans Mapped  

--------  --------------------------------------------  

0        : 1, 4 - 4094  

1        : 2  

2        : 3  

-----------------------------------------------------  

Ruijie (config - mst)# exit  

Ruijie (config)# sp anning - tree  

Enable spanning - tree.  

# Set the priority for Instance 0 to 4096 

Ruijie (config)# spanning - tree mst  0 priority  4096  

2) Configuring Switch B 

# Set interface Gi0/1 and Gi 0/2 as Trunk port and create VLAN 2 and VLAN 3 

Ruijie (config)# interface  gigabi tEthernet 0/1  

Ruijie (config - if)# switchport mode trunk  

Ruijie (config - if)# exit  

Ruijie (config)# interface  gigabitEthernet 0/2  

Ruijie (config - if)# switchport mode trunk  

Ruijie (config - if)#  exit  

Ruijie (config)# vlan  2 

Ruijie (config - vlan)# exit  

Ruijie (config)#  vlan  3 

Ruijie (config - vlan)# exit  

# Set the spanning tree to MSTP mode, VLAN 2-Instance 1 and VLAN 3-Instance 2 mapping, and set 
the MST configuration name to Ruijie, MST Revision Number to 1. View the MST configurations and 
enable the spanning tree protocol.  
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Ruijie (config)# spanning - tree mode mstp  

Ruijie (config)# spanning - tree mst configuration  

Ruijie (config - mst)# instance  1 vlan  2 

%Warning:you must create vlans before configuring instance - vlan relationship  

Ruijie (config - mst)# instance  2 vlan  3 

%Warning :you must create vlans before configuring instance - vlan relationship  

Ruijie (config - mst)# name Ruijie  

Ruijie (config - mst)# revision  1 

Ruijie (config - mst)# exit  

Ruijie (config)# spanning - tree  

Enable spanning - tree.  

# Set the priority for Instance 0 to 4096 

Ruij ie (config)# spanning - tree  mst  1 priority  4096  

3) Configuring Switch C 

# Set interface Gi0/1 and Gi 0/2 as Trunk port and create VLAN 2 and VLAN 3 

Ruijie (config)# interface  fastEthernet 0/1  

Ruijie (config - if)#  switchport mode trunk  

Ruijie (config - if)# exit  

Ruij ie (config)# interface  fastEthernet 0/2  

Ruijie (config - if)# switchport mode trunk  

Ruijie (config - if)# exit  

Ruijie (config)# vlan  2 

Ruijie (config - vlan)# exit  

Ruijie (config)# vlan  3 

Ruijie (config - vlan)# exit  

# Set the spanning tree to MSTP mode, VLAN 2-Instance 1 and VLAN 3-Instance 2 mapping, and set 
the MST configuration name to Ruijie, MST Revision Number to 1. View the MST configurations and 
enable the spanning tree protocol.  

Ruijie (config)# spanning - tree mode mstp  

Ruijie (config)# spanning - tree mst configu ration  

Ruijie (config - mst)# instance 1 vlan  2 

%Warning:you must create vlans before configuring instance - vlan relationship  

Ruijie (config - mst)# instance  2 vlan  3 

%Warning:you must create vlans before configuring instance - vlan relationship  

Ruijie (config - mst) # name Ruijie  

Ruijie (config - mst)# revision  1 

Ruijie (config - mst)# exit  

Ruijie (config)# spanning - tree  

Enable spanning - tree.  

# Set the highest priority for Instance 2 

Ruijie (config)# s panning - tree mst  2 priority  4096  
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# Enable BPDU Guard function globally and set the interface Fa 0/3 to Port Fast-enabled port.  

Ruijie (config)# spanning - tree portfast bpduguard default  

Ruijie (config)# interface  fastEthernet 0/3  

Ruijie (config - if)# spanning - tree portfast  

%Warning: portfast should only be enabled on ports connecte d to a single host. Connecting hubs, 

Ruijie es, bridges to this interface when portfast is enabled,can cause temporary loops.  

Ruijie (config - if)# end  

# View the spanning tree configurations  

Ruijie # show spanning - tree  

StpVersion : MSTP  

SysStpStatus : ENABLE D 

MaxAge : 20  

HelloTime : 2  

ForwardDelay : 15  

BridgeMaxAge : 20  

BridgeHelloTime : 2  

BridgeForwardDelay : 15  

MaxHops: 20  

TxHoldCount : 3  

PathCostMethod : Long  

BPDUGuard : enabled  

BPDUFilter : Disabled  

LoopGuardDef  : Disabled  

###### mst 0 vlans map : 1, 4 - 4094  

BridgeAddr : 00d0.f82a.aa8e  

Priority: 32768  

TimeSinceTopologyChange : 0d:0h:19m:44s  

TopologyChanges : 1  

DesignatedRoot : 1000.00d0.f822.33aa  

RootCost : 0  

RootPort : 1  

CistRegionRoot : 1000.00d0.f822.33aa  

CistPathCost : 200000  

###### mst 1 vlans map : 2  

BridgeAddr : 00d0.f82a.aa8e  

Priority: 32768  

TimeSinceTopologyChange : 0d:0h:1m:46s  

TopologyChanges : 7  

DesignatedRoot : 1001.00d0.f834.56f0  

RootCost : 200000  

RootPort : 2  

###### mst 2 vlans map : 3  

BridgeAddr : 00d0.f82a.aa8e  

Priority: 4096  
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TimeSinceTopol ogyChange : 0d:0h:1m:44s  

TopologyChanges : 5  

DesignatedRoot : 1002.00d0.f82a.aa8e  

RootCost : 0  

RootPort : 0  

# View the spanning tree configurations on the interface Fa 0/1 

Ruijie # show spanning - tree interface  fastEthernet 0/1  

PortAdminPortFast : Disabled  

PortOperPortFast : Disabled  

PortAdminAutoEdge : Enabled  

PortOperAutoEdge : Disabled  

PortAdminLinkType : auto  

PortOperLinkType : point - to - point  

PortBPDUGuard : Disabled  

PortBPDUFilter : Disabled  

PortGuardmode  : None  

###### MST 0 vlans mapped :1, 4 - 4094  

Port State : forwarding  

PortPriority : 128  

PortDesignatedRoot : 1000.00d0.f822.33aa  

PortDesignatedCost : 0  

PortDesignatedBridge :1000.00d0.f822.33aa  

PortDesignatedPort : 8002  

PortForwardTransitions : 1  

PortAdminPathCost : 200000  

PortOperPathCost : 200000  

Incons istent states : normal  

PortRole : rootPort  

###### MST 1 vlans mapped :2  

PortState : discarding  

PortPriority : 128  

PortDesignatedRoot : 1001.00d0.f834.56f0  

PortDesignatedCost : 0  

PortDesignatedBridge :8001.00d0.f822.33aa  

PortDesignatedPort : 8002  

PortForwar dTransitions : 5  

PortAdminPathCost : 200000  

PortOperPathCost : 200000  

Inconsistent states : normal  

PortRole : alternatePort  

###### MST 2 vlans mapped :3  

PortState : forwarding  

PortPriority : 128  

PortDesignatedRoot : 1002.00d0.f82a.aa8e  
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PortDesignatedCost :  0 

PortDesignatedBridge :1002.00d0.f82a.aa8e  

PortDesignatedPort : 8001  

PortForwardTransitions : 1  

PortAdminPathCost : 200000  

PortOperPathCost : 200000  

Inconsistent states : normal  

PortRole : designatedPort  
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Configuration Example 

Configuration Example 

Networking topology  

Figure 1-1. Simple configuration of transparent transmission of PVST frames 

 

Configuration requirements 

In this network topology, Ruijie switch is working with Cisco devices. Enable Cisco PVST on the Cisco switches and the 

multicast function on the Ruijie switch. Make sure that Cisco PVST works properly.  

Configuration procedure 

1) Configure transparent transmission of PVST frames on the Ruijie switch.  

Switc hA# configure terminal  

SwitchA (config)# bridge - frame forwarding protocol  cisco - pvst  

SwitchA (config )# end  
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Caution 

When configuring the timer, make sure Leave Value is greater than or 

equal to three times the Join Value (Leave >= Join *3). Meanwhile, 

Leaveall must be greater than Leave (Leaveall > Leave). If the 

aforementioned conditions cannot be met, the timer configuration may 

fail. For example, after setting Leave Timer to 600ms, the system may 

prompt an error if you configure Join Timer to 320ms. To achieve 

successful configuration, when Join Timer is set to 350ms, the Leave 

Timer must be greater than 1050ms.   

The effective size for timer configuration is 10ms.   

Make sure all interconnected GVRP devices use the same GVRP Timer configurations, or else the 

GVRP may not function well.   

Adjust the value of GVRP Timer:   

Command  Function  

Ruijie(config)# [no] gvrp timer {join | leave | 

leaveall} timer-value  
Set the timer value of port  

Example of setting GVRP Join Timer:   

Ruijie#  configure  

Enter configuration commands, one per line. End with CNTL/Z.  

Ruijie(config)# gvrp timer join 1000  

Ruijie(config)# end  

Display the GVRP Configurations  

Display GVRP Statistics  

GVRP statistics are calculated by port. For details about how to use the command to display 

statistics and the meaning of each statistical value, please refer to the command of "show gvrp 
statistics".   

Display the GVRP statistics for the port:    

Command  Function  

Ruijie# show gvrp statistics {interface-id | 

all} 
Display statistics for the port  

Example of displaying GVRP statistics:   

Ruijie# show gvrp statistics gigabitethernet  1/1  

Interface  GigabitEthernet 3/1  

RecValidGvrpPdu    0  

RecInvalidGvrpPdu   0  
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RecJoinEmpty    0  

RecJoinIn       0  

RecEmpty        0  

RecLeaveEmpty   0  

RecLeaveIn      0  

RecLeaveAll     0  

SentGvrpPdu     0  

SentJoinEmpty   0  

SentJoinIn      0  

SentEmpty       0  

SentLeaveEmpty  0  

SentLeaveIn     0  

SentLeaveAll    0  

JoinIndicated   0  

LeaveIndicated  0  

JoinPropagated  0  

LeavePropagated  0  

To clear all GVRP statistics so that it will restart calculation:   

Command  Function  

Ruijie# clear gvrp statistics {interface-id | all} Clear all statistics for the port  

Example of clearing GVRP statistics for port 1:   

Ruijie# clear gvrp statistics gigabitethernet 1/1  

Display GVRP status  

Execute "show gvrp status" command to display the current GVRP status. This command can be 

used to display the dynamic ports of dynamically created VLANs and static VLANs.    

Command  Function  

Ruijie# show gvrp status Display current GVRP status  

Configuration example:   

Ruijie# show gvrp status  

VLAN 1  

Dynamic Ports:  

DVLAN 5 

Dynamic Ports:  

Port:GigabitEthernet 3/1  

Display Current GVRP Configurations  

Execute "show gvrp configuration" command to display the current GVRP status. This command 

can be used to display the dynamic ports of dynamically created VLANs and static VLANs.   
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Command  Function  

Ruijie# show gvrp configuration Display current GVRP configurations  

Configuration example:   

Ruijie# show gvrp configuration  

Global GVRP Configuration:  

GVRP Feature:enabled  

GVRP dynamic VLAN creation:enabled  

Join Timers(ms):200  

Join Timers(ms):600  

Join Timers(ms):10000  

Port based GVRP Configuration:  

Port:GigabitEthernet 3/1 app mode:normal reg mode:normal  

Port:GigabitEthernet 3/2 app mode:normal reg mode:normal  

Port:GigabitEthernet 3/3 app mode:normal reg mode:normal  

Port:GigabitEthernet 3/4 app mode:normal reg mode:normal  

Port:Gig abitEthernet 3/5 app mode:normal reg mode:normal  

Port:GigabitEthernet 3/6 app mode:normal reg mode:normal  

Port:GigabitEthernet 3/7 app mode:normal reg mode:normal  

Port:GigabitEthernet 3/8 app mode:normal reg mode:normal  

Port:GigabitEthernet 3/9 app mode:no rmal reg mode:normal  

Port:GigabitEthernet 3/10 app mode:normal reg mode:normal  

Port:GigabitEthernet 3/11 app mode:normal reg mode:normal  

Port:GigabitEthernet 3/12 app mode:normal reg mode:normal  
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LLDP Configuration  

Introduction to LLDP  

LLDP Overview  

Drafted by IEEE 802.1AB, LLDP (Link Layer Discovery Protocol) can detect network topology change and 
identify what the change is. With LLDP, a device sends local device information as TLV (Type, Length and Value) 
triplets in LLDP Data Units (LLDPDUs) to the neighbor devices, and at the same time, stores the device 
information received in LLDPDUs sent from the LLDP neighbors in a standard management information base 
(MIB) to be accessed by the network management system.   
Through LLDP, the network management system can learn about the state of topological connections, such as 
which ports of the device are connected to other devices, the rate of ports on both sides of link, and whether the 
duplex mode is matched. The network administrator can quickly locate and eliminate faults according to such 
information.   

Basic Concepts  

LLDPDU 

LLDPDU refers to the data units encapsulated in LLDP packets, and comprises multiple TLV sequences, 
including three fixed TLVs, a number of optional TLVs and an End of TLV. The detailed format of LLDPDU is 
shown in Fig 1:   

      

Fig 1 LLDPDU format  

 * M refers to fixed TLV.   
In LLDPDU, Chassis ID TLV, Port ID TLV, Time To Live TLV and End Of LLDPDU TLV are fixed TLVs, while 
other TLVs are optional.   

LLDPDU Encapsulation Format  

LLDP packet supports two encapsulation formats: Ethernet II and SNAP (Subnetwork Access Protocols).   
Ethernet II encapsulated LLDPDU format is shown in Fig 2:    
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sending port  

Time To Live TLV Life of local information on 

the neighbor device. 

When TLV with 0 TTL is 

received, the 

corresponding neighbor 

information must be 

deleted.   

Fixed  

Port Description TLV Port description of 

LLDPDU sending port  
Optional  

System Name TLV Name of the sending 

device  
Optional  

System Description 

TLV 

Description of the sending 

device, including 

hardware/software 

version, operating system 

and etc.   

Optional  

System Capabilities 

TLV 

Identifies the primary 

functions of the sending 

device, such as bridging, 

routing and relaying.   

Optional  

Management Address 

TLV 

Management address, 

including interface 

number and OID (object 

Identifier).  

Optional 

Table 3 Basic management TLV   

 

 
Note 

Basic management TLVs are supported by the LLDP 

protocol used by Ruijie switch products.   

 
2. Organizationally specific TLVs  
Different organizations (such as IEEE 802.1, IEEE 802.3, IETF or device suppliers) may define specific TLVs to 
advertise specific information about the device, and OUI (Organizationally Unique Identifier) is used to identify 
different organizations.   
Organizationally specific TLVs are optional TLVs advertised in LLDPDU according to user's actual needs. 
Currently, commonly found organizationally specific TLVs include:   
1) IEEE 802.1 organizationally specific TLVs  
IEEE 802.1 organizationally specific TLVs are shown in Table 2:   
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Type  Description  

Port VLAN ID TLV VLAN identifier of the sending port  

Port And Protocol VLAN ID 

TLV 

Protocol VLAN identifier of the sending port  

VLAN Name TLV Name of VLAN with which the device is 

configured  

Protocol Identity TLV Protocols supported by the port  

Table 4 IEEE 802.1 organizationally specific TLVs   

 

 
Note 

LLDP protocol used by Ruijie switch products doesn't 

support the sending of Protocol Identity TLV, but allows the 

reception of such TLV.   

 
2) IEEE 802.3 organizationally specific TLVs  
IEEE 802.3 organizationally specific TLVs are shown in Table 3:   

Type  Description  

MAC/PHY Configuration/Status TLV The bit-rate and duplex 

capabilities of the sending port 

and support for auto negotiation.   

Power Via MDI TLV Power supply capability of the 

port  

Link Aggregation TLV Indicate the link aggregation 

capability of the port and the 

aggregation status. 

Maximum Frame Size TLV The maximum frame size 

supported by the port.  

        Table 5 IEEE 802.3 organizationally specific TLVs  

 

 
Note 

IEEE 802.3 organizationally specific TLVs are supported by 

the LLDP protocol used by Ruijie switch products.   

 
3) LLDP-MED TLVs 
LLDP-MED is the extension of IEEE 802.1AB LLDP protocol, so that the user can conveniently deploy VoIP 
(Voice Over IP) network and fault detection. It provides multiple applications such as network policy 
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Protocol Specifications  

The protocols and standards related to LLDP include:   
1. IEEE 802.1AB 2005: Station and Media Access Control Connectivity Discovery 
2. ANSI/TIA-1057: Link Layer Discovery Protocol for Media Endpoint Devices 

Default Configurations  

The following table describes the default configurations of LLDP.    

Function  Default setting  

Globally enable LLDP  Enabled  

Enable LLDP on the port  Enabled  

Operating mode of LLDP  TxRx 

Port re-initialization delay  2 seconds 

LLDPDU transmit interval  30 seconds 

LLDPDU transmit delay  2 seconds  

Neighbor information aging timer  120 seconds  

LLDPDU encapsulation format  Ethernet II 

Enable LLDP Trap  Disabled  

LLDP error detection  Enabled  

Configuring LLDP Basic Functions  

Enabling LLDP  

By default, LLDP is enabled globally and on each port. To make LLDP take effect on certain ports, you must 
enable LLDP both globally and on these ports.   
Execute the following steps to disable LLDP globally and on each port.   

Command  Function  

Ruijie(config)#no lldp enable Disable LLDP globally.  

Ruijie(config)# interface 

interface-name 
Enter interface configuration mode. LLDP 

runs on the actual physical interface (for 

AP port, it runs on AP's member port). 

LLDP is not supported on stacking port or 

VSL port.   

Ruijie(config-if)#no lldp enable Disable LLDP on the interface. 

Ruijie(config-if)#show lldp 

status 
Display LLDP state.   

To enable LLDP globally or on the port, execute "lldp enable" command.   
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Caution 

Disabling the LLDP globally will disable LLDP on the device. 

Meanwhile, the device will send Shutdown LLDPDUs to 

neighbor devices in order to delete the corresponding LLDP 

information.   

 

 
Note 

The port can learn up to 5 neighbors. 

If a neighbor device does not support the LLDP, but its 

downlink device does, the information of non-directly 

connected devices may be learnt on the port as the neighbor 

device may forward the LLDP packets. 

 
Configuration example:   
# Globally disable LLDP and display LLDP state.   

Ruijie(config)# no lldp enable  

Ruijie(config)# show lldp status  

Global status of LLDP:  Disable  

Configuring LLDP Operating Mode  

By default, LLDP is enabled on the interface and operates in TxRx mode. The user can change the operating mode 
to Tx mode or Rx mode as needed. Execute the following steps to configure LLDP operating mode.    

Command  Function  

Ruijie(config)# interface 

interface-name 
Enter interface configuration mode. LLDP 

runs on the actual physical interface (for 

AP port, it runs on AP's member port). 

LLDP is not supported on stacking port or 

VSL port.   

Ruijie(config-if)#lldp mode { tx | 

rx | txrx } 
Configure LLDP operating mode. The 

configurable operating modes include Tx, 

Rx and TxRx.   

Ruijie(config-if)#show lldp 

status interface interface-name 
Display LLDP state on the interface.   

      Configuration example:    
# Configure LLDP operating mode as Tx on the interface and display LLDP state on the interface  

Ruijie(config)# inter face gigabitethernet 0/1  

Ruijie(config - if - GigabitEthernet 0/1)# lldp mode tx  

Ruijie(config - if  GigabitEthernet 0/1)# show lldp status interface  gigabitethernet 0/1  

Port [GigabitEthernet 0/1]  

Port status of LLDP             :  Enable  

Port state                      :  UP 
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Port encapsulation              :  Ethernet II  

Operational mode                :  TxOnly  

Notification enable             :  NO 

Error detect enable             :  YES 

Number of neighbors             :  0 

Number of MED neighbors         :  0 

Configuring the Advertisable TLVs  

By default, all TLVs other than Location Identification TLV can be advertised on the interface. Execute the 
following steps to configure advertisable TLVs on the interface.    

Command  Function  

Ruijie(config)# interface 

interface-name 
Enter interface configuration mode. LLDP 

runs on the actual physical interface (for 

AP port, it runs on AP's member port). 

LLDP is not supported on stacking port or 

VSL port.   

Ruijie(config-if)# lldp tlv-enable { 

 basic-tlv { all | port-description | 

system-capability | 

system-description | 

system-name } | 

 dot1-tlv { all | port-vlan-id | 

protocol-vlan-id [ vlan-id ] | 

vlan-name [ vlan-id ] } | 

 dot3-tlv { all | link-aggregation | 

mac-physic | max-frame-size | 

power }  | 

 med-tlv { all | capability | 

inventory | location 

{  civic-location | elin } 

identifier id | network-policy  

profile [ profile-num ] | 

power-over-ethernet } } 

By default, all TLVs other than Location 

Identification TLV can be advertised on 

the interface.   

Ruijie(config-if)# show lldp 

tlv-config interface 

interface-name 

Display the attributes of advertisable 

TLVs. 

 

 





Configuration Guide LLDP Configuration 

 

System Description TLV            YES    YES      

System Capabilities TLV           YES    YES      

Management Address TLV            YES    YES      

 

IEEE 802.1 extend TLV:  

Port VLAN ID TLV                   YES    YES      

Port And Protocol VLAN ID TLV    NO     YES      

VLAN Name TLV                       YES    YES      

 

IEEE 802.3 extend TLV:  

MAC- Physic TLV                      YES    YES      

Power via MDI TLV                  YES    YES      

Link Aggregation TLV               YES    YES      

Maximum Frame Size TLV             YES    YES      

 

LLDP- MED extend TLV:  

Capabilities TLV                    YES    YES      

Network Policy TLV                  YES    YES      

Location Identification TLV       NO     NO       

Extended Power via MDI TLV        YES    YES      

Inventory TLV                        YES    YES      

Configuring the Management address Advertised in LLDPDU  

The management address of a device is used by the network management system to identify and manage the 
device. By default, the management address is advertised in LLDPDU, and is the IPv4 address of the lowest-ID 
VLAN carried on the port.   
Execute the following steps to configure the management address to be advertised in LLDPDU:    

Command  Function  

Ruijie(config)# interface 

interface-name 
Enter interface configuration mode. LLDP 

runs on the actual physical interface (for 

AP port, it runs on AP's member port). 

LLDP is not supported on stacking port or 

VSL port.   

Ruijie(config-if)#lldp 

management-address-tlv 

[ip-address] 

Configure the management address 

advertised in LLDPDU  
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      PPVID Enabled                 :  NO 

  VLAN name of VLAN 1               :  VLAN0001 

  Protocol Identity                 :   

         

  802.3 organizationally information  

  Auto - negotiation supported        :  YES 

  Auto - negotiation enabled          :  YES 

  PMD auto - negotiatio n advertised   :  1000BASE- T full duplex mode, 100BASE - TX full duplex 

mode, 100BASE - TX half duplex mode, 10BASE - T full duplex mode, 10BASE - T half duplex mode  

  Operational MAU type              :  dot3MauType100BaseTXFD:  2 pair category 5 UTP, full 

duplex mo de 

  PoE support                       :  NO 

 Link aggregation supported        :  YES 

  Link aggregation enabled          :  NO 

  Aggregation port ID               :  0 

  Maximum frame Size                :  1500  

 

  LLDP- MED organizationally information  

  Power - via - MDI device type         :  PD 

  Power - via - MDI power source        :  Local  

  Power - via - MDI power priority      :   

  Power - via - MDI power value         :   

  Model name                        :  Model name  

Configuring the Number of Fast Sent LLDPDUs   

When a new neighbor is detected or when LLDP operating mode changes from shutdown or Rx to TxRx or Tx, to 
allow the neighbor device to quickly study the information about this device, the fast sending mechanism will be 
initiated. The fast sending mechanism shortens the LLDPDU sending interval to 1 second and continuously 
transmits a certain number of LLDPDUs before restoring to the normal transmit interval.   

Command  Function  

Ruijie(config)#lldp fast-count 

count 
Configure the number of fast sent 

LLDPDUs. Default: 3; configurable range: 

1-10.    

Ruijie(config-if)#show lldp 

status 
Display LLDP state.   

Configuration example:   
# Configure the number of fast sent LLDPDUs to 5.   
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Ruijie(config)# lldp fast - count 5  

Ruijie(config)# show lldp status  

Global status of LLDP                  :  Enable  

Neighbor information last changed time :   

Transmit interval                      :  30s  

Hold multiplier                        :  4 

Reinit delay                           :  2s  

Transmit delay                         :  2s  

Notific ation interval                  :  5s  

Fast start counts                      :  5 

Configuring TTL Multiplier and LLDPDU Transmit interval   

The value of Time To Live TLV in LLDPDU = TTL multiplier × LLDPDU transmit interval + 1. Therefore, the 
TTL of local device information on the neighbor device can be controlled by adjusting TTL multiplier.   
The LLDPDU transmit interval can be adjusted. Execute the following steps to configure TTL multiplier and 
LLDPDU transmit interval.    

Command  Function  

Ruijie(config)#lldp 

hold-multiplier value 
Configure TTL multiplier. Default: 4; 

configurable range: 2-10.   

Ruijie(config)#lldp timer 

tx-interval seconds 
Configure LLDPDU transmit interval. 

Default: 30 seconds; configurable range: 

5-32768 seconds.   

Ruijie(config-if)#show lldp 

status 
Display LLDP state.   

Configuration example:   
# Configure TTL multiplier to 3 and LLDPDU transmit interval to 20 seconds. By this time, the TTL of local 
device information on the neighbor device is 61 seconds.   

Ruijie(config)# lldp ho ld - multiplier  3 

Ruijie(config)# lldp timer tx - interval 20 

Ruijie(config)#show lldp status  

Global status of LLDP                  :  Enable  

Neighbor information last changed time :   

Transmit interval                      :  20s  

Hold multiplier                        :  3 

Reinit delay                           :  2s  

Transmit delay                         :  2s  

Notification interval                  :  5s  
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Fast start counts                      :  3 

Configuring LLDPDU Transmit Delay  

An LLDP-enabled port will send LLDPDUs when the local device information changes. To avoid frequent 
LLDPDU sending during times of frequent local device information change, we can configure LLDPDU transmit 
delay to control the frequent transmission of LLDPDUs. The default transmit delay is 2 seconds. Execute the 
following steps to configure the LLDPDU transmit delay.   

Command  Function  

Ruijie(config)#lldp timer 

tx-delay seconds 
Configure LLDPDU transmit delay  

Ruijie(config)#show lldp status Display LLDP state.   

Configuration example:   
# Configure LLDPDU transmit delay to 3 seconds and display LLDP state.   

Ruijie(config)# lldp timer tx - delay  3 

Ruijie(config)# show lldp status  

Global status of LLDP                  :  Enable  

Neighbor information last changed time :   

Transmit interval                      :  30s  

Hold multiplier                        :  4 

Reinit delay                           :  2s  

Transmit delay                         :  3s  

Notification interval                  :  5s  

Fast start counts                      :  3 

Configuring Port Re-initialization Delay  

When the LLDP operating mode of a port changes, the port will initialize the protocol state machine. To prevent 
LLDP from being initialized too frequently during times of frequent operating mode change, you can configure 
port re-initialization delay. Execute the following steps to configure port re-initialization delay:   

Command  Function  

Ruijie(config)#lldp timer 

reinit-delay seconds 
Configure port re-initialization delay.  

Ruijie(config)#show lldp status Display LLDP state.   

 

Configuration example:   
# Configure the port re-initialization delay to 3 seconds and display LLDP state.   

Ruijie(config)# lldp timer reinit - delay  3 

Ruijie(config)# show lldp status  
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Global status of LLDP                  :  Enable  

Neighbor information l ast changed time :   

Transmit interval                      :  30s  

Hold multiplier                        :  4 

Reinit delay                           :  3s  

Transmit delay                         :  2s  

Notification interval                  :  5s  

Fast start count s                      :  3 

Configuring LLDP Trap  

By configuring LLDP Trap, the LLDP information of local device (such as information about the detection of new 
neighbor or the fault on the communication link) can be sent to the network management server. The administrator 
can monitor the network operation status according to such information.   
To prevent excessive LLDP traps from being sent, you can set an interval for sending LLDP Traps. If LLDP 
information change is detected during this interval, traps will be sent to the network management server.    
By default, LLDP Trap is disabled.   
Execute the following steps to configure LLDP Trap:   

Command  Function  

Ruijie(config)#lldp timer 

notification-interval seconds 
Configure the interval for sending LLDP 

Traps. Default: 5 seconds; configurable 

range: 5-3600 seconds.   

Ruijie(config)# interface 

interface-name 
Enter interface configuration mode. LLDP 

runs on the actual physical interface (for 

AP port, it runs on AP's member port). 

LLDP is not supported on stacking port or 

VSL port.   

Ruijie(config-if)#lldp 

notification remote-change 

enable 

Enable LLDP Trap. LLDP Trap is 

disabled by default.   

Ruijie(config-if)#show lldp 

status 
Display LLDP state.   

 

Configuration example:   
# Enable LLDP Trap and configure the interval for sending LLDP Traps to 10 seconds.   

Ruijie(config)# lldp timer notification - interval  10 

Ruijie(config)# interface gigabitethernet  0/1  

Ruijie(config - if - GigabitEthernet 0/1)#lldp notification remote - change enable  

Ruijie(config - if - GigabitEth ernet 0/1)#show lldp status  

Global status of LLDP                  :  Enable  
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Neighbor information last changed time :   

Transmit interval                      :  30s  

Hold multiplier                        :  4 

Reinit delay                           :  2s  

Transm it delay                         :  2s  

Notification interval                  :  10s  

Fast start counts                      :  3 

------------------------------------------------------------  

Port [GigabitEthernet 0/1]  

------------------------------------------ ------------------  

Port status of LLDP             :  Enable  

Port state                      :  UP 

Port encapsulation              :  Ethernet II  

Operational mode                :  RxAndTx 

Notification enable             :  YES 

Error detect enable             :  YES 

Number of neighbors             :  0 

Number of MED neighbors         :  0 

Configuring LLDP Error Detection   

Configure LLDP error detection, including the detection of VLAN configurations on both sides of the link, port 
state detection, port aggregation configuration detection, MTU configuration detection and loop detection. If any 
error is detected by LLDP, LOG information will be printed to notify the administrator.   
Execute the following steps to configure LLDP error detection:    

Command  Function  

Ruijie(config)# interface 

interface-name 
Enter interface configuration mode. LLDP 

runs on the actual physical interface (for 

AP port, it runs on AP's member port). 

LLDP is not supported on stacking port or 

VSL port.   

Ruijie(config-if)#lldp 

error-detect 
Configure LLDP error detection. LLDP 

error detection is enabled by default.   

Ruijie(config-if)#show lldp 

status interface interface-name 
Display LLDP state on the interface.   

 

 

Configuration example:   
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# Configure LLDP error detection.   

Ruijie(config) #interface gigabitethernet 0/1  

Ruijie(config - if - GigabitEthernet 0/1)# lldp error - detect  

Ruijie(config - if - GigabitEthernet 0/1)#show lldp status interface gigabitethernet 0/1  

Port [GigabitEthernet 0/1]  

Port status of LLDP             :  Enable  

Port state                      :  UP 

Port encapsulation              :  Ethernet II  

Operational mode                :  RxAndTx 

Notification enable             :  NO 

Error detect enable             :  YES 

Number of neighbors             :  0 

Number of MED neighbors         :  0 

Configuring LLDPDU Encapsulation Format  

By default, LLDPDUs are encapsulated in Ethernet II frames. The configurable encapsulation formats include 
Ethernet II and SNAP.   
When configured to Ethernet II format, the device can only send and receive Ethernet II -encapsulated LLDP 
packets.   
When configured to SNAP format, the device can only send and receive SNAP-encapsulated LLDP packets.   
Execute the following steps to configure LLDPDU encapsulation format:   

Command  Function  

Ruijie(config)# interface 

interface-name 
Enter interface configuration mode. LLDP 

runs on the actual physical interface (for 

AP port, it runs on AP's member port). 

LLDP is not supported on stacking port or 

VSL port.   

Ruijie(config-if)#lldp 

encapsulation snap 
Configure LLDPDU encapsulation format 

to SNAP.   

Ruijie(config-if)#show lldp 

status interface interface-name 
Display LLDP state on the interface.   

 

 

 
Caution 

To guarantee normal communication between local device 

and neighbor device, the same LLDPDU encapsulation 

format must be used.   

Configuration example:   
# Configure LLDPDU encapsulation format to SNAP and display the corresponding configuration.   
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show lldp local-information 

[global | interface 

interface-name] 

Display the device information to be 

sent to neighbor device.  

show lldp location 

{  civic-location | elin }  

{  identifier id | interface 

interface-name | static ] 

Display information about the civic address 

or the emergency phone number of the local 

device. 

show lldp neighbors [interface 

interface-name] [detail] 

Display information about the neighbor 

connected by this port. 

show lldp network-policy profile 

[profile-num] 

Display the configuration of LLDP network 

policy. 

show lldp statistics [global | 

interface interface-name] 

Display LLDP statistics. 

show lldp status [interface 

interface-name] 
Display LLDP state.  

show lldp tlv-config [interface 

interface-name] 
Display the advertisable optional TLVs.  

clear lldp statistics [interface 

interface-name] 
Clear LLDP statistics.  

clear lldp table [interface 

interface-name ] 

Clear information about neighbors of LLDP. 

 
 
Configuration example:   
# Display the information about the neighbor device connected to the port:   

Ruijie# show lldp neighbors detail  

Lldp neighbor - information of port [GigabitEthernet 0/1]  

  Neighbor index                    :  1 

  Device type                       :  LLDP Device  

  Update time                       :  12minute 40seconds   

Aging time                          :  5seconds  

  Chassis ID type                   :  MAC address  

  Chassis id                        :  00d0.f822.33cd  

  System name                       :  System name  

  System description              :  System description  

  System capabilities supported     :  Repeater, Bridge, Router  

  System capabilities enabled       :  Repeater, Bridge, Router  

 

  Management address subtype        :  802 mac address  
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  Management address                :  00d0.f822.33cd  

  Interface numbering subtype       :   

  Interface number                  :  0 

  Object identifier                 :   

 

 

  LLDP- MED capabilities             :   

  Device class                      :   

  HardwareRev                       :   

  FirmwareRev                       :   

  SoftwareRev                       :   

  SerialNum                         :   

  Manufacturer name                 :   

  Asset tracking identifier         :   

 

  Port ID type                      :  Interface name 

  Port id                           :  GigabitEthernet 0/2  

  Port description                  :   

 

  802.1 organizationally information  

  Port VLAN ID                      :  1 

  Port and protocol VLAN ID(PPVID)  :  1 

      PPVID Supported               :  YES 

      PPVID Enabled                 :  NO 

  VLAN name of VLAN 1               :  VLAN0001 

  Protocol Identity                 :   

 

 

  802.3 organizationally information  

  Auto - negotiation supported        :  YES 

  Auto - negotiation enabled          :  YES 

  PMD auto - negotiation advertised   :  1000BASE- T full duplex mode, 100BASE - TX full duplex 

mode, 100BASE - TX half duplex mode, 10BASE - T full duplex mode, 10BASE - T half duplex mode  

  Operational MAU type              :  speed(100)/duplex (Full) 

  PoE support                       :  NO 
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Fig 4 Basic topological diagram of LLDP  

Configuration Tips  

1. LLDP operating mode on the port is TxRx.   
2. LLDPDU transmit times will use default values, namely LLDPDU transmit interval is 30 

seconds and LLDPDU transmit delay is 2 seconds.   

Configuration Steps  

By default, LLDP is enabled, and no further configuration is needed.   

Verification  

1. Display the information about the neighbor device connecting with Switch A.   
# Display the information about the neighbor device on Switch A.   
Ruijie# show lldp neighbors gigabitethernet 0/2  

Capability codes:  

    (R) Router, (B) Bridge, (T) Telephone, (C) DOCSIS Cable Device  

    (W) WLAN Ac cess Point, (P) Repeater, (S) Station, (O) Other  

 

Local Intf  Port ID  Capability   Aging - time  

Gi 0/2       Gi 0/1   B,R           120  

 

Total entries displayed:  1 

 
The above messages show that the port of neighbor device connected to port 2 of switch A is Gi 0/1. The neighbor 
device allows bridging and routing.    
 
# Display the detailed information about the neighbor device connected to port Gi 0/2 of Switch A.   

Ruijie# show lldp neighbors interface gigabitethernet 0/2 detail  

Lldp neighbor - information of port [GigabitEthernet 0/2]  
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  Neighbor index                    :  1 

  Device type                       :  LLDP Device  

  Update time                       :  5minutes 39seconds   

Aging time                            :   5seconds   

  Chassis ID type                   :  MAC address  

  Chassis id                        :  00d0.f822.33cd  

  System name                       :  System name  

  System description                :  System description   

  System capabilities supported     :  Repeater, Bridge, Router  

  System cap abilities enabled       :  Repeater, Bridge, Router  

 

  Management address subtype        :  802 mac address  

  Management address                :  00d0.f822.33cd  

  Interface numbering subtype       :   

  Interface number                  :  0 

  Object identifie r                 :   

 

 

  LLDP- MED capabilities             :   

  Device class                      :   

  HardwareRev                       :   

  FirmwareRev                       :   

  SoftwareRev                       :   

  SerialNum                         :   

  Manufacturer name                 :   

  Asset tracking identifier         :   

 

  Port ID type                      :  Interface name  

  Port id                           :  GigabitEthernet 0/1  

  Port description                  :   

 

  802.1 organizationally information  

  Port VLAN ID                      :  1 

  Port and protocol VLAN ID(PPVID)  :  1 
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Fig 5 Basic topological diagram of LLDP  

Configuration Tips  

1. LLDP operating mode on the port is TxRx.   
2. LLDPDU transmit times will use default values, namely LLDPDU transmit interval is 30 

seconds and LLDPDU transmit delay is 2 seconds.   
3. LLDP error detection is enabled by default. No further configuration is needed.   

Configuration Steps  

1. Configure the bit-rate of port Gi 0/1 of Switch A to 100M.   

Ruijie#config  

Ruijie(config)#interface gigabitethernet 0/1  

Ruijie(config - if - Gigabi tEthernet 0/1)#speed 100  

%Warning:  the speed/duplex of port GigabitEthernet 0/1 may not match with it's neighbor.  

The above messages show that bit-rate and duplex capabilities of port 1 may not match with that of port on 
neighbor device.   

Verification  

While the administrator is carrying out VLAN configuration, port bit-rate and duplex configuration, aggregation 
port configuration and port MTU configuration, if the information doesn't match with the configurations of 
neighbor device the corresponding error messages will be prompted.   
 











Configuration Guide QinQ Configuration 

 

Priority mapping refers to setting the priority of outer tag (ISP tag) by inner tag (user tag) when adding outer tag. 

MAC address duplication 

For flow-based flexible QinQ, the switch learns VID of native VLAN. Hence, in case of flow-based VLAN 
translation, when the peer sends back packets, flooding may occur for the MAC address cannot be obtained. 

 

Figure 3 Learn MAC address of flexible QinQ packet 
As shown in the above figure, the switch connects to user network through dot1q-tunnel port, on which VLAN 4 
is set to be native VLAN. The packets of VLAN 3 are encapsulated with VLAN 5 tag as outer tag. When the 
switch receives a packet from VLAN 3, it adds VLAN 5 tag as outer tag to the packet. Meanwhile, VLAN 4 learns 
MAC-A for the native VLAN of the receiving port is VLAN 4. However, VLAN 5 has not learned MAC-A and 
the packet is flooded. 
To solve the problem on flooding the packets back from the public network, duplicate the MAC address of native 
VLAN to the VLAN whether outer tag locates. Similarly, you can execute reverse MAC address duplication to 
solve the problem on flooding the packets to the public network.  

Layer 2 protocol transparent transmission 

Layer 2 packet transparent transmission enables transmitting Layer 2 packets between networks without 
influencing ISP networks. When Layer 2 protocol packets arrive at the edge device on one side, the destination 
MAC address is changed as private address for forwarding in ISP networks. Then when the packets arrive the 
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Command Function 

configure terminal Enter the global configuration mode. 

interface <interface> Enter the interface configuration mode. 

switchport mode dot1q-tunnel Set the port as a dot1q-tunnel port. 

switchport dot1q-tunnel allowed vlan 

[add]  { tagged | untagged }  v_list  

Add the allowed VLAN for dot1q-tunnel 

port and specify that whether the VLAN is 

tagged or not when outputting the packets 

of allowed VLAN.  

switchport dot1q-tunnel allowed vlan 

remove v_list 

Delete the allowed VLAN on the 

dot1q-tunnel port. 

switchport dot1q-tunnel native vlan 

VID 

Set the default VLAN for the dot1q-tunnel 

port. 

End Exit the interface mode. 

show running-config Show the configuration. 

 

 
Note 

It is not recommended to set the native VLAN of trunk port in the 

ISP network as the default VLAN of tunnel port, because the tag 

with native VID will be stripped off on trunk port.  

The following example demonstrates how to configure a QinQ port: 

Ruijie (config)# interface fastEthernet  0/1  

Ruijie (config - if)# switchport mode dot1q - tunnel  

Ruijie (config - if)# switchport dot1q - tunnel  nativ vlan 20  

Ruijie (config - if)# switchport dot1q - tunnel  allowed vlan tagged 100 - 200  

Ruijie (config)# end  

Configuring Flexible QinQ 

Configure VID add policy table 
For an incoming packet on dot1q-tunnel port, in some case, it is necessary to specify the VID of outer tag for the 
packet during forwarding according to the VID of the tags of the packet. Run the dot1q outer-vid command to 
specify the outer VID when adding outer tag to inner VID list. With this command, you can specify an internal 
VLAN and add the same outer VID as the inner VID, and add the egress to the untagged port set of the VLAN. In 
addition, the packets with original inner tag can be outputted via egress. 

Command Function 

configure terminal Enter the global configuration mode. 

interface intf-id Enter the interface configuration mode. 

switchport mode dot1q-tunnel Set the port as a dot1q-tunnel port. 

dot1q outer-vid VID register inner-vid 

v_list 

Configure the protocol-based policy to add 

the VID of outer tag. 
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Command Function 

no dot1q outer-vid VID register 

inner-vid v_list 
Remove the configuration 

end Exit the interface mode. 

show running-config Show the configuration. 

 

The following example adds the VID 3 of outer tag when the VID of the tag of incoming packet is 4-22: 

Ruijie# configure  

Ruijie(config)# interface gigabi tEthernet  0/1  

Ruijie(config - if)# switchport mode dot1q - tunnel  

Ruijie(config - if)# switchport dot1q - tunnel allowed vlan add tagged  3 

Ruijie(config - if)# dot1q outer - vid 3 register inner - vid 4 - 22 

Ruijie(config - if)# end  

Configure outer tag-based VID change policy table 
For the packets incoming from Access port, Trunk port, Hybrid port and Uplink port, sometimes you need to 
change the VIDs of outer tags according to the VIDs of outer tags of incoming packets. Run the dot1q relay-vid 
VID translate local-vid v_list command to change the local VID (VID of outer tag before change) list. 

Command Function 

configure terminal Enter the global configuration mode. 

interface intf-id Enter the interface configuration mode. 

switchport mode port-type 
Set the port as Access port, Trunk port, 

Uplink port or Hybrid port. 

dot1q relay-vid VID translate 

local-vid v_list 

Configure the policy to change the VID of 

outer tag according to original VID of outer 

tag. 

no dot1q relay-vid VID translate 

local-vid v_list 
Remove the configuration 

end Exit the interface mode. 

show running-config Show the configuration. 

The following example changes the VID of outer tag as 100 when the VID of outer tag of incoming packets is 
10-20. 

Ruijie(config)# interface gigabitEthernet  0/1  

Ruijie(config - i f)# switchport mode trunk  

Ruijie(config - if)# dot1q relay - vid  100 translate local - vid  10- 20 

Ruijie(config - if)# end  

Configure inner tag-based VID change policy table 
For the packets incoming from Access port, Trunk port, Hybrid port and Uplink port, sometimes you need to 
change the VIDs of outer tags according to the VIDs of inner tags of incoming packets. Run the dot1q relay-vid 
VID translate inner-vid v_list command to change the local VID (VID of outer tag before change) list. 

Command Function 
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Command Function 

configure terminal Enter the global configuration mode. 

interface intf-id Enter the interface configuration mode. 

switchport mode port-type 
Set the port as Access port, Trunk port, 

Uplink port or Hybrid port. 

dot1q relay-vid VID translate 

inner-vid v_list 

Configure the policy to change the VID of 

outer tag according to the inner tag. 

no dot1q relay-vid VID translate 

inner-vid v_list 
Remove the configuration 

end Exit the interface mode. 

show running-config Show the configuration. 

The following example changes the VID of outer tag as 100 when the VID of inner tag of incoming packets is 
10-20. 

Ruijie(config)# interface gigabitEthernet  0/1  

Ruijie(config - if)# switchport mode trunk  

Ruijie(config - if)# dot1q relay - vid  100 translate inner - vid  10- 20 

Ruijie(config - if)# end  
 

Configure inner tag+outer tag based VID change policy table 
For ingress packets on Access, Trunk, Hybrid and Uplink ports, sometimes we need to change the VID of outer 
Tag to different values. Use "dot1q new-outer-vlan VID translate old-outer-vlan vid inner-vlan v_list" 
command to specify the new outer VID, old outer VID and inner Tag list, and use "no dot1q new-outer-vlan VID 
translate old-outer-vlan vid inner-vlan v_list" command to remove the configuration. Please refer to command 
reference for detailed commands.    

The configuration steps are shown below:   

Command Function 

configure terminal Enter the global configuration mode. 

interface intf-id Enter the interface configuration mode. 

switchport mode port-type 
Configure to Access, Trunk, Uplink or 

Hybrid port. 

dot1q new-outer-vlan VID translate 

old-outer-vlan vid inner-vlan v_list 

Configure outer Tag + inner Tag based 

outer Tag VID mapping rule. 

no dot1q new-outer-vlan VID 

translate old-outer-vlan vid inner-vlan 

v_list 

Remove the outer Tag + inner Tag based 

outer Tag VID mapping rule. 

end Exit the interface mode. 

show translation-table Show the configuration. 
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The following example shows how to map the vid to 3888 when inner Tag VID and outer Tag VID of ingress 
packets are 2001-3000 and 1888 respectively.   

Ruijie(config)# vlan  1888 , 3888  

Ruijie(config)# interface  gigabitEthernet  0/1  

Ruijie(config - if)# switchport mode trunk  

Ruijie(config - if)# dot1q new- outer - vlan  3888  translate old - outer - vlan  1888  inner - vlan  

2001 - 3000  

Ruijie(config - if)# end  
 

Configure flow-based VID change policy table 

Configure VID add policy table 
For an incoming packet on dot1q-tunnel port, in some case, it is necessary to specify the VID of outer tag for the 
packet according to its content. Run the traffic -redirect access-group acl nested-vlan VID in command to 
specify the VID of outer tag when the packet incoming from the dot1q-tunnel port matches ACL.  

Command Function 

configure terminal Enter the global configuration mode. 

interface intf-id Enter the interface configuration mode. 

switchport mode dot1q-tunnel Set the port as a dot1q-tunnel port. 

traffic-redirect access-group acl 

nested-vlan VID in 

Configure the flow-based policy to add the 

VID of outer tag. 

no traffic-redirect access-group acl 

nested-vlan VID in 
Remove the configuration 

end Exit the interface mode. 

show running-config Show the configuration. 
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Command Function 

vlan-mapping-in vlan cvlan remark  svlan 

Configure one-to-one VLAN mapping in 

ingress direction. It will map Customer 

VLAN ID of ingress packets to the specified 

Server VLAN ID.   

no vlan-mapping-in vlan cvlan remark 

svlan  

Disable one-to-one VLAN mapping in the 

ingress direction.   

vlan-mapping-out vlan svlan remark 

cvlan 

Configure one-to-one VLAN mapping in 

egress direction. It will restore the Server 

VLAN ID of egress packets to the original 

Customer VLAN ID.   

no vlan-mapping-out vlan svlan 

remark cvlan 

Disable one-to-one VLAN mapping in the 

egress direction.   

end Exit the interface configuration mode. 

show interface[ intf-id ] 
vlan-mapping 

Show the configuration. 

 

The following example changes the VID in the Tag of ingress packets from 3 to 4 before forwarding  

Ruijie# configure  

Ruijie#  vlan range 3 - 4 

Ruijie(config)# interface gigabitEthernet  0/1  

Ruijie(co nfig - if)# switchport mode trunk  

Ruijie(config - if)# vlan - mapping - in  vlan  3 remark  4 

Ruijie(config - if)# vlan - mapping - out  vlan  4 remark  3 

Ruijie(config - if)# end  

Configuring many-to-one VLAN mapping 

On the access, trunk, hybrid or uplink port, execute the following steps to configure 

many-to-one VLAN mapping. Please refer to command reference for details about relevant 

commands.    

The configuration steps are shown below:   

Command Function 

configure terminal Enter the global configuration mode. 

interface intf-id Enter the interface configuration mode. 

switchport mode port-type 
Set the port as Access port, Trunk port, 

Uplink port or Hybrid port. 

vlan-mapping-in vlan cvlan-list remark  

svlan 

Configure many-to-one VLAN mapping in 

ingress direction. It will map multiple 

Customer VLAN ID of ingress packets to 

the same Server VLAN ID specified.   
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Ruijie(config - if)# mac- address - mapping destination - vlan 5 source - vlan  
1- 3 
Ruijie(config)# end  
Ruijie#  show interface mac - address - mapping  
Ports     destination - VID     Source - VID - list  
------------ ----------------------------------  
Gi0/1          5                   1 - 3 

Configuring Transparent Transmission of L2 Protocol Packets 

Configuring Transparent Transmission of STP Protocol Packets 

In the privileged EXEC mode, you can configure transparent transmission of STP protocol packets by 
the following steps: 

  Command Description  

configure terminal Enter the global configuration mode. 

l2protocol-tunnel stp 
Configure to enable transparent transmission of STP 

protocol packets globally. 

interface interface-id Enter the interface configuration mode. 

l2protocol-tunnel stp enable 
Enable transparent transmission of STP protocol 

packets on the interface.  

show l2protocol-tunnel stp View the configuration. 

An example below shows how to enable transparent transmission of STP protocol packets: 

Ruijie # configure  

Ruijie (config)# l2protocol - tunnel st p 

Ruijie (config)# in terface fa  0/1  

Ruijie (config - if )# l2protocol - tunnel st p enable  

Configuring Transparent Transmission of GVRP Protocol Packets 

In the privileged EXEC mode, you can configure transparent transmission of GRVP protocol packets by 
the following steps: 

Command Description  

configure terminal Enter the global configuration mode.  

l2protocol-tunnel gvrp 
Configure to enable transparent transmission of 

GRVP protocol packets globally.  

interface interface-id Enter the interface configuration mode.  

l2protocol-tunnel gvrp enable 
Enable transparent transmission of GRVP 

protocol packets on the interface.  

show l2protocol-tunnel gvrp View the configuration.  
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Ruijie# show dot1q-tunnel Show the enablement state of dot1q-tunnel port. 

Ruijie#show 
interface[ intf-id ]dot1q-tunnel 

Show the configuration of dot1q-tunnel port. 

Ruijie# show registration-table 
[ interface intf-id ] 

Show the protocol-based VID change policy table on 

the dot1q-tunnle port. 

Ruijie# show translation-table 
[ interface intf-id ] 

Show the protocol-based VID change policy table on 

the Access, Trunk and Hybird ports. 

Ruijie# show traffic-redirect 
[ interface intf-id ] 

Show the flow-based VID change policy table. 

Ruijie# show frame-tag tpid 
interface [ intf-id ] 

Show the TPID value on the interface. 

Ruijie# show inner-priority -trust  Show the priority duplication configuration. 

Ruijie# show interface intf-name 
remark  

Show the priority mapping configuration. 

Ruijie# show mac-address-mapping Show the address duplication configuration. 

Ruijie# show l2protocol-tunnel 
{  gvrp | stp }  

Show the transparent transmission configuration of 

Layer 2 protocols. 

Typical QinQ configuration example  

Using basic QinQ to realize layer-2 VPN service  

Topological diagram  

Company A and B have their respective offices, and each office has its respective network. As shown below, 
Customer A1, Customer A2, Customer B1 and Customer B2 are all edge devices of Company A and Company B. 
Customer A1 and Customer B1 access the public network through the provider edge device of Provider A, while 
Customer A2 and Customer B2 access the public network through the provider edge device of Provider B.    
The VLAN range of the office network used by Customer A1-A2 is VLAN1-100, and that used by Customer 
B1-B2 is VLAN1-200.   
Provider A and Provider B are devices of another manufacturer, with TPID being 0x9100.   
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Figure 8 Topology for using basic QinQ to realize layer-2 VPN service  

Application requirements  

The service provider provides VPN service for Company A and Company B, and the specific 

requirements are shown below:   

1. The data of both companies can preserve the original VLAN information when being sent to the peer 

side.   

2. Data with same VLAN ID won't cause conflict during transmission over ISP network.   

Configuration tips  

1. You don't need to distinguish the traffic of downlink users. Enabling basic QinQ on the provider edge 

devices (Provider A and Provider B) will meet the needs.   

2. The TPID of Ruijie switches is different from the TPID used by other manufacturers. You need to 

configure on the Uplink interface of provider edge devices (Provider A and Provider B) and set TPID to 

the same value with third-party devices.   

 
Note 

1. In QinQ configuration model, when the 

service-network-connecting uplink port of edge device or the 

interconnecting ports of service provider devices are Trunk 

ports or Hybrid ports, please don't set the native vlan of 

trunk ports or hybrid ports to the default vlan of tunnel port, 

because packets leaving the trunk port or hybrid port will be 

stripped off the Tag with VID being its native vlan.   

2. QinQ-enabled device will encapsulate the outer Tag of other 

VLAN for user packets and won't forward packets as per the 

original VLAN in the packets. Therefore, there is no need to 

create user's VLAN on the device.   

Configuration Steps  

1) Configure Provider A  

Step 1: Create provider VLAN 10 and VLAN 20 to distinguish the traffic of two users  

Ruijie#configure terminal  

Enter confi guration commands, one per line.  End with CNTL/Z.  

Ruijie(config)#vlan 10 

Ruijie(config - vlan)#exit  

Ruijie(config)#vlan 20 

Ruijie(config - vlan)#exit  

 

Step 2: Enable basic QinQ on the interface connecting to the network of Company A, and use VLAN 10 

to transmit the traffic of Company A through tunnel.   

Ruijie(config)#interface gigabitEthernet 0/1  
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Ruijie(config - if - GigabitEthernet 0/1)#switchport mode dot1q - tunnel  

Ruijie(config - if - GigabitEthernet 0/1)#switchport dot1q - tunnel native vlan 10 

Ruijie(config - if - Giga bitEthernet 0/1)#switchport dot1q - tunnel allowed vlan add untagged 

10 

 

Step 3: Enable basic QinQ on the interface connecting to the network of Company B, and use VLAN 20 

to transmit the traffic of Company B through tunnel.   

Ruijie(config)#interface gigabi tEthernet 0/ 2 

Ruijie(config - if - GigabitEthernet 0/ 2)#switchport mode dot1q - tunnel  

Ruijie(config - if - GigabitEthernet 0/ 2)#switchport dot1q - tunnel native vlan 20 

Ruijie(config - if - GigabitEthernet 0/ 2)#switchport dot1q - tunnel allowed vlan add untagged 

20 

 

Step 4: Configure Uplink port  

Ruijie(config)# interface gigabitEthernet 0/5  

Ruijie(config - if - GigabitEthernet 0/5)#switchport mode uplink  

 

Step 5: On the Uplink port, set the TPID value of egress packets to 0x9100, which can be recognized by 

third-party devices.   

Ruijie(config - if - GigabitEthernet 0/ 5)#frame - tag tpid 9100  

 
2) Configure Provider B  

Configurations on Provider B are the same as those on Provider A. Please refer to the configurations on 

Provider A given above.   

Verification  

Step 1: Verify whether the tunnel ports have been properly configured. Key points: whether port type is 

dot1q-tunnel, whether the outer Tag VLAN is Native VLAN and is included in the allowed VLAN list of the 

port, and whether the uplink port on provider edge device is Uplink, Trunk or Hybrid port.   

 

Ruijie#show running-config  

interface GigabitEthernet 0/1  

 switchport mode dot1q - tunnel  

 switchport dot1q - tunnel allowed vlan add untagged 10  

 switchport dot1q - tunnel native vlan 10  

 spanning - tree bpdufilter enable  

!  

interface GigabitE thernet 0/2  

 switchport mode dot1q - tunnel  

 switchport dot1q - tunnel allowed vlan add untagged 20  

 switchport dot1q - tunnel native vlan 20   

 spanning - tree bpdufilter enable  
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!  

interface GigabitEthernet 0/5  

 switchport mode uplink  

 frame - tag tpid 0x9100  

 

Step 2: Verify the QinQ configuration of respective ports again. Key points are the same as Step 1.   

Ruijie#show interfaces dot1q - tunnel  

 

========Interface Gi 0/ 1======== 

Native vlan: 10  

Allowed vlan list:1,10,  

Tagged vlan list:  

 

========Interface Gi 0/ 2======== 

Native vlan: 20  

Allowed vlan list:1,20,  

Tagged vlan list:  

 

Step 3: Verify the TPID configuration. Key point: whether the interface is Uplink port, TPID value.   

Ruijie#show frame - tag tpid  

Ports         Tpid       

-------  -------------  

Gi 0/ 5        0x9100  

 

Steps to verify configurations on Provider B are the same as those on Provider A. Please refer to the 

verification steps on Provider A given above.   

C-Tag based flexible QinQ to distinguish traffic  

Topological diagram  

The following figure shows the networking diagram of metropolitan area network for C-Tag based 

flexible QinQ to classify the traffic. Broadband Internet and IPTV are all important services carried on the 

metropolitan area network. As shown below, client devices converge at the corridor switch, and 

broadband Internet and IPTV traffic will be classified by assigning different VLANs. Broadband Internet 

users fall within VLAN 101-200, while IPTV users fall within VLAN 201-300.   
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Ruijie#configure terminal  

Enter configuration commands, one per line.  End with CNTL/Z.  

Ruijie(config)#vlan 101 

Ruijie(config - vlan)#exit  

Ruijie(config)#vlan 201  

Ruijie(config - vlan)#exit  

 

Step 2: On the downlink port of access switch, configure flexible QinQ for adding outer VLAN Tag on the 

basis of C-Tag  

Ruijie(config)#interface range gigabitEthernet 0/1 - 2 

Ruijie(config - if - range)# switchport mode dot1q - tunnel  

! Configure Gi 0/1 and Gi 0/2 as Tunnel ports  

Ruijie(config - if - range)# switchport dot1q - tunnel allowed vlan  add untagged 101,201   

! Add provider VLAN 101 and VLAN 201 into the allowed VLAN list of Tunnel port, and configure to strip 

the provider Tag when the peer packets return to the Tunnel port.  

Ruijie(config - if - range)# dot1q outer - vid 101 register  inner - vid 1 01- 200  

! Configure to add the tag of vlan 101 (S-tag) to vlan 101-200 (C-tag) data frames entering Tunnel port 

for transmission over the provider network  

Ruijie(config - if - range)# do t1q outer - vid 201  register  inner - vid 201- 300  

! Configure to add the tag of vlan 201 (S-tag) to vlan 201-300 (C-tag) data frames entering Tunnel port 

for transmission over the provider network. 

  

Step 3: Configure Uplink port  

Ruijie(config)# interface gig abitEthernet 0/ 3 

Ruijie(config - if - GigabitEthernet 0/ 3)#switchport mode uplink  

 
Note 

Outer Tag VLAN (including Native VLAN) shall be allowed on 

Tunnel port, and packets of such VLAN shall be allowed to 

pass the Internet-accessing interface. In this example, the 

Native VLAN of Tunnel port is the default VLAN1, which is 

allowed by default.   

Verification  

Step 1: Verify whether the configurations are correct. Key points: whether the type of downlink interface 

is dot1q-tunnel, whether the outer Tag VLAN is included in the allowed VLAN list of the interface, 

whether the mapping policy on the interface is correct, and whether the uplink port has been properly 

configured.   

Ruijie#show running - config interface gigabitEthernet 0/1  

 

interface GigabitEthernet 0/1  

 switchport mode dot1q - tunnel  
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 switchport dot1q - tunnel allowed vlan add untagged 101,201  

 dot1q outer - vid 101 register inner - vid 101 - 200  

 dot1q outer - vid 201 register inner - vid 201 - 300  

 spanning - tree bpdufilter enable  

  ! 

interface GigabitEthernet 0/ 2 

 switc hport mode dot1q - tunnel  

 switchport dot1q - tunnel allowed vlan add untagged 101,201  

 dot1q outer - vid 101 register inner - vid 101 - 200  

 dot1q outer - vid 201 register inner - vid 201 - 300  

 spanning - tree bpdufilter enable  

!  

interface GigabitEthernet 0/ 3 

 switchport mode uplink  

 

Step 2: Verify the QinQ configuration of respective ports again. Key points are the same as Step 1.   

Ruijie#show interfaces dot1q - tunnel  

 

========Interface Gi 0/ 1======== 

Native vlan: 1  

Allowed vlan list:1,101, 201  

Tagged vlan list:  

 

========I nterface Gi 0/ 2======== 

Native vlan: 1 

Allowed vlan list:1, 101, 201  

Tagged vlan list:  

 

Step 3: Verify the mapping rule for adding Tag on the basis of C-Tag. Key points: whether the mapping 

between inner VLAN tag and outer VLAN tag is correct.   

Ruijie#show registration - table  

 

Ports          Outer - VID    Inner - VID- list     

------          ----------   --------------  

Gi 0/1          101          101- 200 

Gi 0/1          201          201 - 300  

Gi 0/ 2          101          101- 200 

Gi 0/ 2          201          201 - 300  
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ACL-based flexible QinQ to distinguish traffic  

Topological diagram  

The following figure shows the networking diagram for ACL-based flexible QinQ deployed on the 

metropolitan area network. The service provider provides broadband access and IPTV services to users. 

There are many out-of-date and low-end network access devices on user's network, making it 

impossible to effectively distinguish traffic according to VLAN ID. All types of services are carried in the 

same VLAN.   

 

Figure 10 ACL-based flexible QinQ to realize Internet access service  

Application requirements  

Broadband Internet and IPTV traffic of downstream users shall be identified by protocol, so as to apply 

different QoS service policies to different traffic.   

Configuration tips  

Configure the ACL based flexible QinQ on MAN access layer switch's two interfaces (G0/1 and G0/2 of 

Switch A) connecting with the corridor convergence switches, so as to distinguish user traffic and meet 

the application requirements.   

Generally, PPPOE dialing is used in broadband Internet service, with protocol number being 

0x8863/0x8864 typically; IPoE is used in IPTV service, with protocol number being 0x0800 typically.   

Flexible QinQ VLAN label planning for adding S-Tag on the basis of ACL traffic 
classification   

Device Service 
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Ruijie(config - if - ran ge)#traffic - redirect access - group acl1   nested - vlan 101 in   

! Configure to add the tag of vlan 101 (S-tag) to data frames matching ACL1 and entering 

Tunnel port for transmission over the provider network  

Ruijie(config - if - range)#traffic - redirect access - gro up acl2 nested - vlan 201 in   

! Configure to add the tag of vlan 201 (S-tag) to data frames matching ACL2 and entering 

Tunnel port for transmission over the provider network  

Step 4: Configure GigabitEthernet 0/3 as an Uplink port  

Ruijie(config)# interface gigabitEthernet 0/ 3 

Ruijie(config - if - GigabitEthernet 0/ 3)#switchport mode uplink  

 
Note 

Outer Tag VLAN (including Native VLAN) shall be allowed on 
Tunnel port, and packets of such VLAN shall be allowed to pass the 
Internet-accessing interface. In this example, the Native VLAN of 
Tunnel port is the default VLAN1, which is allowed by default.   

Verification  

Step 1: Verify whether the configurations of Tunnel port are correct. Key points: whether the 
interface type is dot1q-tunnel, whether the outer Tag VLAN is included in the allowed VLAN list 
of the interface, and whether the policy on the interface has been properly configured.   

# View the configurations on GigabitEthernet 0/1  
Ruijie#show running - config interface gigabitEthernet 0/1  

 

interface GigabitEth ernet 0/1  

 switchport mode dot1q - tunnel  

 switchport dot1q - tunnel allowed vlan add untagged 101,201  

 traffic - redirect access - group acl1 nested - vlan 101 in  

 traffic - redirect access - group acl2 nested - vlan 201 in  

 spanning - tree bpdufilter enable  

!  

interface Gi gabitEthernet 0/ 2 

 switchport mode dot1q - tunnel  

switchport dot1q - tunnel allowed vlan add untagged 101,201  

 traffic - redirect access - group acl1 nested - vlan 101 in  

 traffic - redirect access - group acl2 nested - vlan 201 in  

 spanning - tree bpdufilter enable  

!  

inter face GigabitEthernet 0/ 3 

 switchport mode uplink  

 

 

Step 2: Verify the QinQ configuration of respective ports again. Key points are the same as Step 1.   
Ruijie#show interfaces dot1q - tunnel  

 



Configuration Guide QinQ Configuration 

 

========Interface Gi 0/ 1======== 

Native vlan: 1  

Allowed vlan list: 1,101, 201  

Tagged vlan list:  

 

========Interface Gi 0/ 2======== 

Native vlan: 1 

Allowed vlan list:1,101, 201  

Tagged vlan list:  

 

Step 3: Verify whether ACL configurations are correct. Key point: whether ACL entries are correct.   

Ruijie#show access - lists  

 

exper t access - list extended acl1  

 10 permit 0x8863 any any  

 20 permit 0x8864 any any  

! Match broadband service traffic  

expert access - list extended acl2  

 10 permit 0x800 any any      

! Match IPTV service traffic  

 

Step 4: Verify the mapping rule for adding Tag based on traffic. Key point: whether the mapping between 

inner VLAN tag and outer VLAN tag is correct.   

Ruijie#show traffic - redirect  

Ports       Type           VID     Match - filter  

-------     ----------     -----    ------ ------  

Gi 0/1       Nested - vid   101        acl1         

Gi 0/1       Nested - vid   201        acl2        

Gi 0/ 2       Nested - vid   101        acl1         

Gi 0/ 2       Nested - vid   201        acl2       
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Typical BPDU Tunnel configuration example  

Topological diagram  

 

Figure 11 Topological diagram for BPDU Tunnel application  

As shown above, the upper part is the provider network, and the lower part is the user network. The 

provider network includes edge devices of Provider S1 and Provider S2. Customer Network A1 and 

Customer Network A2 are two sites of the same user at different geographical locations. Customer S1 

and Customer S2 are the access devices connecting user network with provider network, and access 

the provider network through Provider S1 and Provider S2 respectively.   

Application requirements  

1. Packets from user network are transmitted over provider network in VLAN200.   

2. Customer Network A1 and Customer Network A2 at different geographical locations can participate in 

unified spanning tree calculation across the provider network without affecting the provider network.   

Configuration tips  

1. Enabling basic QinQ on the provider edge devices (Provider S1 and Provider S2) will meet the first 

need.   

2. Enabling STP transparent transmission on provider edge devices (Provider S1 and Provider S2) will 

allow the provider network to transmit STP packets from user network through BPDU tunnel.   
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Verification  

Step 1: Verify the configurations of STP protocol transparent transmission. Key point: whether STP 

protocol transparent transmission has been enabled.   

Ruijie#show l2protocol - tunnel stp  

 

L2protocol - tunnel: Stp Enable  

GigabitEthernet 0/1 l2protocol - tunnel stp enable  

 

Step 2: Verify whether the tunnel ports have been properly configured. Key points: whether port type is 

dot1q-tunnel, whether the outer Tag VLAN is Native VLAN and is included in the allowed VLAN list of the 

port, and whether the uplink port on provider edge device is Uplink port.   

 
Ruijie#show running - config  

interface GigabitEthernet 0/1  

 switchport mode dot1q - tunnel  

 switchport dot1q - tunnel allowed vlan add untagged 200  

 switchport dot1q - tunnel native vlan 200  

 l2protocol - tunnel stp enable  

 spanning - tree bpdufilter enable  

!  

interface GigabitEthernet 0/5  

 switchport mode uplink  

Steps to verify configurations on Provider S2 are the same as those on Provider S1. Please refer to the 

verification steps on Provider S1 given above.   
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first-executed configuration will prevail.   

 
Note 

1. MAC VLAN can only be configured on HYBRID port.   

2. During static configuration or dynamic generation of MAC 

VLAN entry, the specified VLAN must exist already.   

3. Super VLAN (including Sub VLAN), Remote VLAN and 

Private VLAN cannot use the same VLAN as MAC VLAN.   

4. If the VLAN specified already exists in MAC VLAN entry, this 

VLAN cannot be deleted. Before deleting this VLAN, you 

must first delete all statically configured MAC VLAN entries 

associated with this VLAN. Meanwhile, the sessions of all 

802.1x users associated with VLAN must be terminated 

(delete all dynamic MAC VLAN entries).   

5. The MAC address must be a unicast address.   

6. MAC VLAN entry applies to all HYBRID ports on which MAC 

VLAN function is enabled.   

Protocol specification  

NA  

Configure MAC VLAN  

The following section describes how to configure the basic characteristics of MAC VLAN:   

Default configurations of MAC VLAN  

The following table describes the default configurations of MAC VLAN.   

Function  Default Setting 

Port-based MAC VLAN  Disabled  
Globally add/delete static MAC 
VLAN entry  

None  

Enable/disable port-based MAC VLAN  

By default, the port-based MAC VLAN function is disabled. All MAC VLAN entries won't take effect on the port.   
Enter port configuration mode and execute the following steps to enable MAC VLAN on the port.    

Command  Function  

Ruijie# configure terminal Enter global configuration mode.   
Ruijie(config)# interface 
interface-name 

Enter port configuration mode; first configure 
the port to hybrid port.   

Ruijie(config-if)# mac-vlan 
enable 

Enable MAC VLAN on the port.   

Ruijie(config-if)# end Return to privilege mode.   
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Command  Function  

Ruijie# show mac-vlan 
interface 

Display the list of ports on which MAC 
VLAN  is enabled.   

Configuration example:   
Ruijie#  configure  terminal  

Enter configuration commands, one per line. End with CNTL/Z.  

Ruijie(config)#  interface fastethernet  0/10  

Ruijie(config - if )#  mac- vlan enable  

Ruijie(config - if )#  end  

Ruijie#  show mac - vlan in terface   

  MAC VLAN is enabled on following interface :  

  ---------------------------------------   

  fastethernet 0/10  

Globally add/Delete static MAC VLAN Entry   

The user needs to configure MAC-to-VLAN mapping in the global configuration mode. Optional configuration 
includes 802.1p priority, with default value being 0.   
Configure MAC VLAN in the global configuration mode as per the following steps:    

Command  Function  

Ruijie(config)# mac-vlan 

mac-address mac-address 

[mask mac-mask] vlan vlan-id 

{priority pri_val} 

Configure MAC-to-VLAN mapping. You can 

also specify the MAC address mask and 

priority.   

Ruijie(config)# no mac-vlan all Delete all static MAC VLAN entries.   

Ruijie(config)# no mac-vlan 

mac-address mac-address 

[mask mac-mask] 

Delete static MAC VLAN entry with the 

specified MAC.   

Ruijie(config)# no mac-vlan 

vlan vlan-id 

Delete static MAC VLAN entry with the 

specified VLAN.   

Configuration example:    
Ruijie# configure  terminal  

Enter configuration commands, one per line. End with CNTL/Z.  

Rui jie(config)# mac- vlan mac - address  0000.0000.0001 vlan  2 priority 3 

Ruijie(config)#  no mac - vlan mac - address  0000.0000.0001  

Ruijie(config)#  no mac - vlan vlan  2 

Ruijie(config)#  no mac - vlan all  

Ruijie(config)# end  

 
Caution 

For the port on which MAC VLAN is enabled, if the packets 

received can simultaneously match MAC VLAN entries with mask 

being all-Fs and mask being not all-Fs, the MAC VLAN entry with 

mask being not all-Fs will prevail.    
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View MAC VLAN configurations  

The following section describes how to configure the basic configurations of MAC VLAN:   

View MAC VLAN entries  

To view statically configured and dynamically generated MAC VLAN entries, execute the following steps in the 
privilege mode:   

Command  Function  

Ruijie# show mac-vlan all  Display all MAC VLAN entries, including 

static and dynamic entries.   

Ruijie# show mac-vlan 

dynamic 

Display dynamically generated MAC VLAN 

entries  

Ruijie# show mac-vlan static Display statically configured MAC VLAN 

entries  

Ruijie# show mac-vlan vlan 

vlan-id 

Display MAC VLAN entry with the specified 

VLAN.  

Ruijie# show mac-vlan 

mac-address mac-address 

[mask mac-mask] 

Display MAC VLAN entry with the specified 

MAC address.   

Configuration example: View all MAC VLAN entries  
Ruijie#  show mac - vlan all  

The following  MAC VLAN address exist:  

S: Static   D: Dynamic   

MAC ADDR           MASK             VLAN ID   PRIO    STATE 

------------------------------------------------ -------  

0000.0000.0001   ffff.ffff.ffff   2         0       D  

0000.0000.0002   ffff.ffff.ffff   3         3       S 

0000.0000.000 3   ffff.ffff.ffff   3         3        S&D 

Total MAC VLAN address count: 3 

View MAC VLAN enable/disable status on all ports   

To view ports on which MAC VLAN is enabled, execute the following steps in the privilege mode:    

Command  Function  

Ruijie# show mac-vlan 

interface 

Display MAC VLAN enable/disable status on 

all ports.  

Configuration example: Display MAC VLAN enable/disable status on all ports.   
Ruijie#  show mac - vlan interface  

  MAC VLAN is enabled on following interf ace :  

  ---------------------------------------   

  fastethernet 0/3  

  fastethernet 0/10  



Configuration Guide MAC VLAN Configuration 

 

Typical MAC VLAN configurations    

As shown in Fig 1: PC-A1 and PC-A2 belong to Department A and are assigned to VLAN 100; PC-B1 and PC-B2 
belong to Department B and are assigned to VLAN 200.  Due to personnel flow, the company has provided a 
interim officing space in the meeting room, but the accessing PC must be assigned to the VLAN of the its own 
department. For example, PC-A1 can only be assigned to VLAN 100 after accessing, and PC-B1 can only be 
assigned to VLAN 200 after accessing.    

 

Fig 1 Typical application diagram of MAC VLAN 

Since the port in the meeting room for PC to access network may change from time to time, we can use the 
function of MAC VLAN to map the MAC address of employee's PC to the VLAN of his/her department. No 
matter which port is used to access network, the employee's PC can always be assigned to the VLAN of his/her 
department.    

Static MAC VLAN configuration  

If authentication of PC is not required, we can statically configure MAC VLAN entry to meet the aforementioned 
needs.   
Configurations on Switch C:   
Step 1:  Configure the port connected with Router 1 to TRUNK port:   

Ruijie(config)# interface  interface_name  

Ruijie(config - if)# switchport mode trunk  

Step 2: Configure all PC-connecting ports to HYBRID ports, enable MAC VLAN and change the default UNTAG 
VLAN list.   

Ruijie(config)# interface  interface_name  

Ruijie(config - if)# switchport mode hybrid  

Ruijie(config - if)# switchport hybrid allowed vlan add untagged  100,200  

Ruijie(config - if)#  mac- vlan enab le  

Step 3: Configure MAC VLAN entry.   



Configuration Guide MAC VLAN Configuration 

 

Ruijie(config)# mac- vlan mac - address  PC- A1- mac vlan  100  

Ruijie(config)# mac- vlan mac - address PC- B1- mac vlan 200  

Configure the corresponding MAC VLAN entries as per step 3 for all PCs accessing network via Switch C.   

MAC VLAN + 802.1x VLAN assignment configuration  

If PCs are subject to 802.1x authentication, together with the function of 802.1x VLAN assignment, the MAC 
VLAN entries can be generated dynamically and the aforementioned access requirements can be met then.   
Configurations on Switch C:    
Step 1 and 2 are the same as those described in static MAC VLAN configuration.    
Step 3: Enable 802.1x on the port and allow VLAN assignment.   

Ruijie(config - if)# dot1x port - control auto  

Ruijie(config - if)# dot1x dynamic - vlan enable  

The aforementioned needs can be met through the above configurations.   
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ERPS Configuration  

Introduction to ERPS  

Overview  

ERPS (Ethernet Ring Protection Switching) is a ring net protection protocol developed by ITU (also 

called G.8032). It is a link layer protocol applied on Ethernet ring network. When the Ethernet ring 

network is intact, ERPS can avoid the broadcast storm caused by the data ring; when one node on the 

ring is disconnected, it can promptly recover the communication between respective nodes on the ring 

network.   

Metropolitan area network and enterprise network are mostly constructed into ring network to provide 

high reliability. Any node failure on the ring will compromise network service. RPR and Ethernet ring are 

the common technologies applied in ring network. PRP needs special hardware and high costs, while 

Ethernet ring network is increasingly developed with lower costs. Therefore, Ethernet ring is widely 

applied in the metropolitan area network and enterprise network.   

Currently, STP is also an alternative technology to address the problems of layer-2 ring network. STP is 

a proven technology with longer convergence time (second level). ERPS is a link layer protocol specially 

applied on Ethernet ring network featuring faster convergence rate than STP.   

Basic Concepts   

 

Fig 2 ERPS networking diagram  

Ethernet ring   

Ethernet ring can be divided into Ethernet major-ring and Ethernet sub-ring:   

Ethernet major-ring: Ring-connected Ethernet network topology.   
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Ethernet sub-ring: The Ethernet sub-ring doesn't constitute a closed ring. It is connected to other rings or 

network at interconnection nodes, and belongs to other rings together with the interconnection node or 

forms a closed-ring topology together with the network channel.   

Each Ethernet ring (no matter the major-ring or the sub-ring) is featured by the following two states:   

Idle state: When the physical links of ring network are connected;   

Protection state: When a certain physical link on the ring network is disconnected.   

 

Caution 

According to the descriptions in G.8032 (ITU-T G.8032/Y.1344 Amendment 
1), for intersecting rings, two interconnection nodes must be linked directly 
without any other device.   

Node  

Every device on the Ethernet ring is called a node.   

For a certain Ethernet ring, the nodes can be divided into the following roles:   

RPL owner node: This node is adjacent to the RPL link and is responsible for blocking RPL link to avoid 

the formation of loop on the network. Each Ethernet ring (no matter the major-ring or the sub-ring) only 

has one RPL owner node. As shown in Figure 1, Node1 is the RPL owner node of Ethernet ring ERP1, 

while Node5 is the RPL owner node of Ethernet sub-ring ERP2.   

Non-RPL owner node: Nodes other than the RPL owner node. As shown in Figure 1, nodes other than 

Node1 and Node5 are all called the non-RPL owner nodes of respective rings.   

Globally speaking (not against a specific Ethernet ring), the nodes can be divided into the following roles:   

Interconnection nodes:  The ring nodes which are common to both intersecting rings. As shown in 

Figure 1, Node3 and Node4 are called interconnection nodes.   

Non-interconnection nodes: The ring nodes that only belong to a specific Ethernet ring. As shown in 

Figure 1, nodes other than Node3 and Node4 are called non-interconnection nodes.   

Link and channel  

RPL (Ring Protection Link): Each Ethernet ring (no matter the major-ring or the sub-ring) only has one 

RPL. When the Ethernet ring is in idle state, RPL link will be in blocking state and will not forward data 

packets in order to avoid the formation of loop. As shown in Figure 1, the link between Node1 and Node4 

is the RPL link of Ethernet ring ERP1; Node1 blocks RPL port (the port that the RPL link is on). The link 

between Node4 and Node5 is the RPL link of Ethernet ring ERP2; Node5 blocks RPL port.   

Sub-ring link: The link that belongs to and controlled by the sub-ring. As shown in Figure 1, assuming 

that ERP1 is the major-ring and ERP2 is the sub-ring, then the link between Node4 and Node5 and the 

link between Node3 and Node5 shall be the link of sub-ring ERP2, while other links shall belong to 

major-ring ERP1.  (Please note: The link between Node3 and Node4 belongs to major-ring ERP1 

instead of sub-ring ERP2. It is not controlled by ERP2.)  

R-APS (Ring Auto Protection Switch) virtual channel: The channel used to transmitted sub-ring protocol 

packets between interconnection nodes but doesn't belong to the sub-ring. As shown in Figure 1, since 

Node1 blocks the RPL link and the protocol packets of sub-ring ERP2 are transmitted on Ethernet ring 
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The adjacent nodes will block the failed link and send out R-APS (SF) messages to inform other nodes 

on the ring about such fault. As shown in Figure 2, assuming that the link between Node3 and Node4 

fails, then Node3 and Node4 will send R-APS (SF) messages to each node on the ring after having 

blocked the failed link.    

R-APS (SF) messages trigger RPL owner node and unblock the RPL port. R-APS (SF) messages will 

also trigger all nodes to upgrade their MAC entries and ARP/ND entries, and the nodes will go into 

protection state.   

Link recovery  

When the fault recovers, the adjacent nodes will maintain the blocking state and send out R-APS (NR) 

messages indicating that there is no local fault.    

When RPL owner node has received the first R-APS (NR) message, it will start the WTR timer.   

When WTR timer runs out, RPL owner node will block RPL and send out R-APS (NR, RB) messages.   

When other nodes receive such messages, they will upgrade their MAC entries and ARP/ND entries. 

The node sending R-APS (NR) messages will stop sending messages periodically and unblock the 

blocked port.    

The link node returns to idle state.   

Load balancing  

On the same ring network, there may be data traffic of multiple VLANs. ERPS can realize the load 
sharing of traffic, namely the traffic of different VLANs will be forwarded along different paths.   

 

          Fig 4 Single ring load sharing  

By configuring multiple Ethernet rings on the same physical ring, different Ethernet rings will forward 
the traffic of different VLANs (VLAN protection), allowing load sharing.   

As shown in Figure 3, a physical link carries two Ethernet rings, which protect different VLANs. Node1 
is the RPL owner of ERP1, and Node3 is the RPL owner of ERP2. Through configuration, different 
VLANs can block different links, allowing load sharing on the single ring.   
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Note 

Given the concepts of major-ring and sub-ring, the aforementioned 

working principle of single ring can directly apply to the intersecting 

rings. The intersecting rings operate independently as the single ring.    

Typical Network topologies  

The normal operation of ERPS relies on the correct configurations by the user. Typical network 
topologies are introduced below:   

Single ring  

As shown in Figure 2, there is only one ring in the network topology. There are only one RPL owner 
node and one RPL link, and all nodes have the same R-APS VLAN.   

Tangent rings  

As shown in Figure 4, two rings in the network topology shares the same device; each ring has only one 
RPL owner node and only one RPL link. Different rings shall have different R-APS VLANs.   

 

Fig 5 Topology diagram of tangent rings  

Intersecting rings  

Apart from the tangent rings topology as shown in Figure 1, the topology structure of intersecting rings 
as shown in Figure 5 is also supported. Two or more rings share the same link (intersecting nodes must 
be connected directly with any other node); each ring has only one RPL owner node and only one RPL 
link. Different rings shall have different R-APS VLANs.    
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Fig 6 Topology diagram of multiple intersecting rings  

 

 
Note 

This protocol also supports more flexible topology. For example: one ring 

being tangent to multiple rings; each link on one ring carrying multiple 

sub-rings; one ring being tangent to multiple rings while also intersecting 

with multiple rings. These instances will not be shown one by one here.   

Protocol Apecification  

Protocol specifications related to ERPS include:   

ITU-T G.8032/Y.1344 

ITU-T G.8032/Y.1344 Amendment 1 

Default Configurations   

The following table describes the default configurations of ERPS.   

Function  Default setting  

R-APS VLAN No R-APS VLAN is configured  

ERP ring No ERP ring is configured  

RPL  No RPL is configured  
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Enable ERPS globally and on the 

specific ring 

ERPS is not enabled globally or on the 

specific ring 

Associate sub-ring with other Ethernet 

rings  

Sub-ring is not associated with other 

Ethernet rings  

Sub-ring topology change propagation   Sub-ring topology change propagation is 

not enabled  

Timers Holdoff time: 0 

Guard time: 500 milliseconds 

WTR time: 2 minutes 

Load balancing  Load balancing is not configured  

Link state monitoring method   Monitor physical link state (up or down), not 

by OAM  

Configure the Basic Characteristics of ERPS   

The following section describes how to configure the basic characteristics of ERPS:   

As shown below:   

(Required) Configure R-APS VLAN  

(Required) Configure ERP ring   

(Required) Configure RPL  

(Optional) Enable ERPS  

(Optional) Associate sub-ring with other Ethernet rings  

(Optional) Enable sub-ring topology change propagation  

(Optional) Configure timers  

(Optional) Configure load balancing  

(Optional) Configure link state monitoring method  

Display ERPS configurations  

Configure R-APS VLAN  

R-APS VLAN is used to transmit ERPS protocol packets. By default, no R-APS VLAN is configured. 

Enter privilege mode and execute the following steps to configure R-APS VLAN.    

Command  Function  

Ruijie# configure terminal Enter global configuration mode  

Ruijie(config)# erps raps-vlan vlan-id 
Create R-APS VLAN and enter ERPS 
configuration mode. The vlan-id must be the 
used VLAN on the device.   

To delete R-APS VLAN, execute "no erps raps-vlan vlan-id" command in the global configuration mode.    
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Configuration example:   

# Enter privilege mode.    

Ruijie#  configure terminal  

Enter  configuration commands, one per line.  End with CNTL/Z.  

# Configure global R-APS VLAN.    

Ruijie(config)#  erps  raps - vlan  4093  

 
Note 

1) R-APS VLAN must be the unused VLAN on the device. VLAN 1 

cannot be configured as R-APS VLAN.    

2) Different devices on the same Ethernet ring must be configured with 

the same R-APS VLAN.    

 

Configure ERP Ring   

ERP ring configuration involves the configurations of Ethernet major-ring and Ethernet sub-ring, which 

will be detailed below:   

By default, no Ethernet major-ring is configured. Enter privilege mode and execute the following steps to 

configure Ethernet major-ring.   

Command  Function  

Ruijie# configure terminal Enter global configuration mode  

Ruijie(config)# interface interface-name1 
Ruijie(config-if )# switchport mode trunk 
Ruijie(config-if )# exit 
Ruijie(config)# interface interface-name2 
Ruijie(config-if )# switchport mode trunk 
Ruijie(config-if )# exit 
Ruijie(config)# erps raps-vlan vlan-id 
Ruijie(config-erps)# ring-port  west 
interface-name1 east interface-name2 

Configure Ethernet major-ring:   
1) Configure the link mode and default 

VLAN of the port  
2) Enter ERPS configuration mode  
3) Specify the port of ERP ring in ERPS 

mode  

To delete Ethernet major-ring, execute "no ring-port" command in the erps mode.   

Configuration example:   

# Enter privilege mode.   

Ruijie#  configure terminal  

Enter configuration commands, one per line.  End with CNTL/Z.  

# Configure the link mode and default VLAN of the Ethernet ring port.   

Ruijie(config)#  interface  fastEthernet 0/1  

Ruijie(config - if ) # switchport mode trunk  

Ruijie(config - if) # exit  
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# Enter erps configuration mode.   

Ruijie(config)#  erps  raps - vlan  100  

# Configure the port to join Ethernet ring and participate in ERPS protocol computation.   

Ruijie(config - erps100 )#   ring - port  west fastEthernet 0/ 3 east virtual - channel  

 

Caution 

1) When the port joins the ERP ring, the trunk attribute of the port can no 

longer be changed.   

2) After enabling the ERPS protocol of a particular ring, the ERP 

ring-port can no longer be changed.   

3) If the ring-port is configured to virtual-channel, then this ring is 

considered as a sub-ring.   

4) The port running ERPS won't participate in STP computation; ERPS 

will not share the same port with RERP and REUP.   

 

Configure RPL   

By default, no RPL is configured. Enter privilege mode and execute the following steps to configure RPL.    

Command  Function  

Ruijie# configure terminal Enter global configuration mode  

Ruijie(config)# erps raps-vlan vlan-id Enter ERPS configuration mode  

Ruijie(config-erps)#  rpl-port {west | 

east}  [rpl-owner] 
Configure RPL  

To delete RPL, execute "no rpl-port" global configuration command in the erps mode.   

Configuration example:   

# Enter privilege mode.    

Ruijie#  configure ter minal  

Enter configuration commands, one per line.  End with CNTL/Z.  

# Configure the link mode and default VLAN of the Ethernet ring port.   

Ruijie(config)#  interface  fastEthernet 0/1  

Ruijie(config - if) # switchport mode trunk  

Ruijie(config - if) # exit  

Ruijie( config)#  interface  fastEthernet 0/ 2 

Ruijie(config - if) # switchport mode trunk  

Ruijie(config - if) # exit  

# Enter erps configuration mode.   

Ruijie(config)#  erps  raps - vlan  4093  
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# Configure the port to join Ethernet ring and participate in ERPS protocol computation.   

Ruijie(config - erps4093 )#   ring - port  west fastEthernet 0/1  east fastEthernet 0/ 2 

# Specify the connected port and the RPL owner of RPL link   

Ruijie(config - erps4093 )#   rpl - port west rpl - owner  

 

Caution 

1) Each ring needs and can only have one RPL link and one RPL owner 

node.   

2) Before specifying RPL, the ERP ring must have been configured; after 

deleting ERP ring, RPL configurations will be deleted automatically.   

3) After enabling ERPS protocol on the specific ring, the RPL 

configurations can no longer be changed.   

 

Enable ERPS   

By default, ERPS is disabled globally and on the specific ring. Enter privilege mode and execute the 

following steps to enable ERPS globally and on the specific ring.   

Command  Function  

Ruijie# configure terminal Enter global configuration mode  

Ruijie(config)# erps enable Enable ERPS globally  

Ruijie(config)# erps raps-vlan vlan-id Enter ERPS configuration mode  

Ruijie(config-erps)#  state enable Enable ERPS on the specific ring  

To disable ERPS, execute "no erps enable" command in the global configuration mode or execute "no 

state enable" command in the erps configuration mode.   

Configuration example:   

# Enter privilege mode.   

Ruijie#  configure terminal  

Enter configuration commands, one per line.  End with CNTL/Z.  

# Configure the link mode and default VLAN of the Ethernet ring port.   

Ruijie(config)#  interface  fastEthernet 0/1  

Ruijie(config - if) # switchport mode trunk  

Ruijie(config - if) # exit  

Ruijie(config)#  interface  fastEthernet 0/ 2 

Ruijie(config - if) # switchport mode tr unk  

Ruijie(config - if) # exit  

# Enter erps configuration mode.   

Ruijie(config)#  erps  raps - vlan  4093  
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# Configure the port to join Ethernet ring and participate in ERPS protocol computation.   

Ruijie(config - erps4093 )#   ring - port  west fastEthernet 0/1  east fas tEthernet 0/ 2 

# Enable ERPS on the specific ring  

Ruijie(config - erps4093 )#   state enable  

# Enable ERPS globally.   

Ruijie(config - erps4093 )#  exit  

Ruijie(config)#  erps  enable  

 

Caution 

1) Only after enabling ERPS protocol globally and on the specific ring, 

the ERPS protocol can then truly run on the specific ring.   

2) A non-RPL owner node does not need to be configured with a RPL 

port. Please perform the configuration on the port connected with 

the RPL link if you want to configure a RPL port.  

  

 

Associate Ethernet Ring with its Sub-rings   

By default, the Ethernet ring is not associated with its sub-rings. Enter privilege mode and execute the 

following steps to associate Ethernet ring with its sub-rings.   

Command  Function  

Ruijie# configure terminal Enter global configuration mode  

Ruijie(config)# erps raps-vlan vlan-id 
Enter ERPS configuration mode of the 
Ethernet ring  

Ruijie(config-erps)#  associate 
sub-ring raps-vlan vlan-list 

Configure to associate Ethernet ring with its 
sub-rings  

To delete the association between sub-ring and other Ethernet rings, execute "no associate sub-ring 
raps-vlan vlan-list" command in erps configuration mode.   

Configuration example:   

# Enter privilege mode.   

Ruijie#  configure terminal  

Enter configuration commands, one per line.  End with CNTL/Z.  

# Configure Ethernet major-ring.   

Ruijie(config)#  interface  fastEthernet 0/1  

Ruijie(config - if) # switchport mode trunk  

Ruijie(config - if) # exit  

Ruijie(config)#  interface  fastEthernet 0/ 2 

Ruijie(config - if) # switchport mode trunk  
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Ruiji e(config - if) # exit  

Ruijie(config)#  erps  raps - vlan  4093  

Ruijie(config - erps4093 )#   ring - port  west fastEthernet 0/1  east fastEthernet 0/ 2 

# Configure Ethernet sub-ring.   

Ruijie(config)#  erps  raps - vlan  100  

Ruijie(config)#  interface  fastEthernet 0/ 3 

Ruijie(con fig - if) # switchport mode trunk  

Ruijie(config - if) # exit  

Ruijie(config)#  erps  raps - vlan  100  

Ruijie(config - erps100 )#   ring - port  west fastEthernet 0/ 3 east virtual - channel  

# Associate sub-ring with other Ethernet rings.   

Ruijie(config)#  erps  raps - vlan  4093  

Ruijie(config - erps4093) #  associate  sub_ring raps - vlan  100  

 

Caution 

1) This command shall be configured at all nodes on the Ethernet 

ring, so that the ERPS protocol packets of the sub-ring can be 

transmitted on the Ethernet ring.    

2) Association is aimed to transmit sub-ring protocol packets in other 

Ethernet rings; the user can accomplish this goal via other means 

(such as configuring the permit VLAN of the port). However, the 

user must guarantee that only the two ERPS ring ports can pass 

sub-ring protocol packets, which are discarded on other ports, or 

else packets of other VLANs may penetrate the R-APS VLAN of 

sub-ring and cause impacts to the ERPS ring.    

 

Enable Sub-ring Topology Change Propagation   

After sub-ring topology change propagation is enabled at the interconnection node of intersecting rings, 

if sub-ring topology is changed and the link between interconnection nodes is failed or blocked, the 

interconnection nodes will send packets to node on other associated Ethernet rings to renew the 

topology.   

By default, the sub-ring topology change propagation is not enabled. Enter privilege mode and execute 

the following steps to configure sub-ring topology change propagation.    

Command  Function  

Ruijie# configure terminal Enter global configuration mode  

Ruijie(config)# erps raps-vlan vlan-id 
Enter ERPS configuration mode of the 
sub-ring  
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Ruijie(config-erps)# sub-ring 

tc-propagation enable 
Enable sub-ring topology change propagation  

To disable sub-ring topology change propagation, execute "no sub-ring tc propagation" command in 

the erps configuration mode.   

Configuration example:   

# Enter privilege mode.   

Ruijie#  configure terminal  

Enter configuration commands, one per line.  End with CNTL/Z.  

# Configure Ethernet major-ring.   

Ruijie(config)#  inte rface  fastEthernet 0/1  

Ruijie(config - if) # switchport mode trunk  

Ruijie(config - if) # exit  

Ruijie(config)#  interface  fastEthernet 0/ 2 

Ruijie(config - if) # switchport mode trunk  

Ruijie(config - if) # exit  

Ruijie(config)#  erps  raps - vlan  4093  

Ruijie(config - erps4093 )#   ring - port  west fastEthernet 0/1  east fastEthernet 0/ 2 

# Configure Ethernet sub-ring.   

Ruijie(config)#  interface  fastEthernet 0/ 3 

Ruijie(config - if) # switchport mode trunk  

Ruijie(config - if) # exit  

Ruijie(config)#  erps  raps - vlan  100  

Ruijie(config - erps100 )#   ring - port  west fastEthernet 0/ 3 east virtual - channel  

# Associate sub-ring with other Ethernet rings.   

Ruijie(config - erps100) #  sub - ring associate  raps - vlan  4093  

# Enable sub-ring topology change propagation.   

Ruijie(config - erps100) #  sub - ring tc - propaga tion  enable  

 

Caution 

You only need to configure this command at the interconnection node of 

intersecting rings. When the sub-ring is deleted, these configurations will 

be deleted automatically.   
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Configure Timers   

The user can configure ERPS protocol timers on the device. Enter privilege mode and execute the 

following steps to configure protocol timers:   

Command  Function  

Ruijie# configure terminal Enter global configuration mode  

Ruijie(config)# erps raps-vlan vlan-id Enter ERPS configuration mode  

Ruijie(config-erps)#  timer 
{ holdoff-time interval1 | guard-time 

interval2 | wtr-time interval3 } 

Configure protocol timers:   
Holdoff timer: unit: 100ms; default: 0; scope: 
0-100;   
Guard timer: unit: 10ms; default: 50; scope: 
1-200;   
WTR  timer: unit: minute; default: 5; scope: 
5-12.   

To restore to default values, execute "no raps-vlan vlan-id timer { holdoff-time | guard-time | 
wtr-time }" command in erps configuration mode.    

Configuration example:   

# Enter privilege mode.   

Ruijie#  configure ter minal  

Enter configuration commands, one per line.  End with CNTL/Z.  

# Enter erps configuration mode.   

Ruijie(config)#  erps  raps - vlan  4093  

# Configure ERPS protocol timers.    

Ruijie(config - erps4093 )#  timer holdoff - time  10  

Ruijie(config - erps4093 )#  timer  guard - time  10  

Ruijie(config - erps4093 )#  timer wtr - time  10  

 

Caution 

After configuring holdoff timer, when link fault is detected, ERPS will not 

switch topology immediately. Instead, it will wait until the timer runs out and 

then implement topology switching after verifying that the link fault remains. 

Therefore, this timer will affect the topology convergence time during link 

failure.   

 

Configure Load Balancing   

By default, the load balancing feature is not configured. Enter privilege mode and execute the following 

steps to configure load balancing:   

Command  Function  

Ruijie# configure terminal Enter global configuration mode  
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Ruijie(config - mst)# exit  

Ruijie(config)#  erps  raps - vlan  4093  

Ruijie(config - erps4093 )#   protected - instance  2 

 Please add all VLANs to the VLANs protected by ERPS when configuring load balancing. Otherwise, the 

unprotected VLANs may cause network loops. 

Configure Link State Monitoring Method   

In respect of link state configuration, we can directly monitor the physical state (up or down) of the link or 

monitor the logic state (unidirectional fault, bidirectional fault or normal) of the link via OAM (Operation, 

Administration and Maintenance; please refer to OAM configuration manual for details). By default, the 

physical state of the link will be monitored directly. Enter privilege mode and execute the following steps 

to switch the link state monitoring method:    

Command  Function  

Ruijie# configure terminal Enter global configuration mode  

Ruijie(config)# erps monitor link-state 

by oam 
Configure link state monitoring method  

To restore to the default setting, execute "no erps monitor link-state by oam" command in the global 

configuration mode.   

Configuration example:    

# Enter privilege mode.    

Ruiji e# configure terminal  

Enter configuration commands, one per line.  End with CNTL/Z.  

# Configure link state monitoring method.    

Ruijie(config)#  erps  monitor  link - state by oam  

 

Caution 

1) The aforementioned configuration command will only enable ERPS to 
implement topology switching according to the result of OAM 
monitoring. To implement link state monitoring by OAM, OAM must be 
enabled as well. Please refer to OAM configuration manual for details.   

2) When monitoring link state by OAM, since OAM is inefficient in link 
state monitoring, the convergence time may be longer in case of 
topology changes.    

 

Display ERPS Configurations  

Execute the following command in privilege mode to display ERPS configuration and status:   
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Command  Function  

Ruijie# show erps Display ERPS configurations and status.   

Execute "show erps" command to display ERPS configuration and status of the device:    

Ruijie # show erps  

ERPS Information  

Global Status         : Enabled  

Link monitored by    : Not Oam  

------------------------------ --------------  

R- APS VLAN              : 4093  

Ring Status             : Enabled  

West Port               : Gi 0/5 (Blocking)  

East Port               : Gi 0/7 (Forwarding)  

RPL Port                : West Port  

Protected VLANs         : ALL  

RPL Owner               : Enabled  

Holdoff Time           : 0 milliseconds  

Guard Time              : 500 milliseconds  

WTR Time                : 2 minute s  

Current Ring State    : Idle  

--------------------------------------------  

R- APS VLAN              : 100  

Ring Status             : Enabled  

West Port               : Virtual Channel  

East Port               : Gi 0/10 (Forwarding)  

RPL Port                : None  

Protected VLANs         : ALL  

RPL Owner               : Disabled  

Holdoff Time           : 0 milliseconds  

Guard Time              : 500 milliseconds  

WTR Time                : 2 minute s 

Current Ring State    : Idle  

--------------------------------------------  

R- APS VLAN              : 200  

Ring Status             : Enabled  

West Port               : Virtual Channel  

East Port               : 12 (Forwarding)  

RPL Port                : None  

Protected VLANs         : ALL  

RPL Owner               : Disabled  

Holdoff Time           : 0 milliseconds  

Guard Time              : 500 milliseconds  

WTR Time                : 2 minute s 

Current Ring State    : Idle  
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Configuration tips  

You must and can configure only one RPL owner node and only one RPL, while all nodes must have the 

same R-APS VLAN.   

Configuration steps  

Configure Node1  

# Enter privilege mode.   

Ruijie#  configure terminal  

Enter configuration commands, one per line.  End with CNTL/Z.  

# Configure R-APS VLAN  

Ruijie(config)#  erps  raps - vlan  4093  

Ruijie(config - erps4093 )#  exit  

# Configure the link mode of the Ethernet ring port.   

Ruijie(config)#  interface  fastEthernet 0/1  

Ruijie(config - if) # switchport mode trunk  

Ruijie(config - if) # exit  

Ruijie(config)#  interface  fastEthernet 0/ 2 

Ruijie(conf ig - if) # switchport mode trunk  

Ruijie(config - if) # exit  

# Enter erps configuration mode.   

Ruijie(config)#  erps  raps - vlan  4093  

# Configure the port to join Ethernet ring and participate in ERPS protocol computation.   

Ruijie(config - erps4093 )#   ring - port  west  fastEthernet 0/1  east fastEthernet 0/ 2 

# Enable ERPS on the specific ring.  

Ruijie(config - erps4093 )#   state enable  

# Enable ERPS globally.   

Ruijie(config - erps4093) # exit  

Ruijie(config)#  erps  enable  

 

Configure Node2  

# The configurations of Node2 are the same as that of Node1.   

 

Configure Node3  

# Apart from the commands used in Node1 configuration (excluding the command to enable ERPS on 

the specific ring), Node3 must be further configured with the following commands:   
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# Enter privilege mode.   

Ruijie#  configure terminal  

Enter configuration commands, one per line.  End with CNTL/Z.  

# Enter erps configuration mode.   

Ruijie(config)#  erps  raps - vlan  4093  

# Specify the port that the RPL link is on.   

Ruijie(config - erps4093 )#   rpl - port east  

# Enable ERPS on the specific ring  

Ruijie(config - erps4093 )#   state enable  

 

Configure Node4  

# Apart from the commands used in Node1 configuration (excluding the command to enable ERPS on 

the specific ring), Node4 must be further configured with the following commands:   

# Enter privilege mode.    

Ruijie#  configure terminal  

Enter configuration commands, one per line.  End with CNTL/Z.  

# Enter erps configuration mode.   

Ruijie(config)#  erps  raps - vlan  4093  

# Specify the connected port and RPL owner of RPL link.   

Ruijie(conf ig - erps4093 )#   rpl - port east rpl - owner  

# Enable ERPS on the specific ring  

Ruijie(config - erps4093 )#   state enable  

Verification  

# Execute "show erps" command at respective nodes to verify the configuration. Taking Node4 as an 

example:    
Ruijie # show erps  

ERPS Information  

Global Status         : Enabled  

Link monitored by    : Not Oam  

--------------------------------------------  

R- APS VLAN              : 4093  

Ring Status             : Enabled  

West Port               : Fa  0/1 (Forwardin)  

East Port               : Fa  0/2 (Blocking)  

RPL Port                : East Port  

Protected VLANs         : ALL  

RPL Owner               : Enabled  
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# Configure R-APS VLAN   

Ruijie(config)#  erps  raps - vlan  4093  

Ruijie(config - erps4093 )#  exit  

# Configure the link mode of the Ethernet ring port.    

Ruijie(config)#  interface  fastEthernet 0/1  

Ruiji e(config - if) # switchport mode trunk  

Ruijie(config - if) # exit  

Ruijie(config)#  interface  fastEthernet 0/ 2 

Ruijie(config - if) # switchport mode trunk  

Ruijie(config - if) # exit  

# Enter erps configuration mode.    

Ruijie(config)#  erps  raps - vlan  4093  

# Configure the port to join Ethernet ring and participate in ERPS protocol computation.    

Ruijie(config - erps4093 )#   ring - port  west fastEthernet 0/1  east fastEthernet 0/ 2 

# Enable ERPS on the specific ring   

Ruijie(config - erps4093 )#   state enable  

# Enable ERPS globally.   

Ruijie(config - erps4093) # exit  

Ruijie(config)#  erps  enable  

 

Configure Node2  

# The configurations of Node2 are the same as that of Node1.   

 

Configure Node3  

# Apart from the commands used in Node1 configuration (excluding the command to enable ERPS on 

the specific ring), Node3 must be further configured with the following commands:   

# Enter privilege mode.   

Ruijie#  configure terminal  

Enter configuration commands, one per line.  End with CNTL/Z.  

# Enter erps configuration mode.   

Ruijie(config)#  erps  ra ps - vlan  4093  

# Specify the port that the RPL link is on.   

Ruijie(config - erps4093 )#   rpl - port east  

# Enable ERPS on the specific ring.  

Ruijie(config - erps4093 )#   state enable  
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# Configure R-APS VLAN for ERP2.   

Ruijie(config - erps4093 )#   exit  

Ruijie(config) # erps  raps - vlan  100  

Ruijie(config - erps100 )#  exit  

# Configure the link mode of ERP2 ring port.   

Ruijie(config)#  interface  fastEthernet 0/ 3 

Ruijie(config - if) # switchport mode trunk  

Ruijie(config - if) # exit  

Ruijie(config)#  interface  fastEthernet 0/ 4 

Ruijie(c onfig - if) # switchport mode trunk  

Ruijie(config - if) # exit  

# Enter erps configuration mode.   

Ruijie(config)#  erps  raps - vlan  100  

# Configure the port to join Ethernet ring and participate in ERPS protocol computation.   

Ruijie(config - erps100 )#   ring - port  west fastEthernet 0/ 3 east fastEthernet 0/ 4 

# Enable ERPS on ERP2.   

Ruijie(config - erps100 )#   state enable  

 

Configure Node4 

# Apart from the commands used in Node1 configuration (excluding the command to enable ERPS on 

the specific ring), Node4 must be further configured with the following commands:   

# Enter privilege mode.   

Ruijie#  configure terminal  

Enter configuration commands, one per line.  End with CNTL/Z.  

# Enter erps configuration mode.   

Ruijie(config)#  erps  raps - vlan  4093  

# Specify the connected port and RPL owner of RPL link.   

Ruijie(config - erps4093 )#   rpl - port east rpl - owner  

# Enable ERPS on the specific ring.  

Ruijie(config - erps4093 )#   state enable  

 

Configure Node5  

# Enter privilege mode.   

Ruijie#  configure terminal  



Configuration Guide ERPS Configuration 

 

Enter configuration comma nds, one per line.  End with CNTL/Z.  

# Configure R-APS VLAN  

Ruijie(config)#  erps  raps - vlan  100  

Ruijie(config - erps100 )#  exit  

# Configure the link mode of the Ethernet ring port.   

Ruijie(config)#  interface  fastEthernet 0/1  

Ruijie(config - if) # switchport mod e trunk  

Ruijie(config - if) # exit  

Ruijie(config)#  interface  fastEthernet 0/ 2 

Ruijie(config - if) # switchport mode trunk  

Ruijie(config - if) # exit  

# Enter erps configuration mode.    

Ruijie(config)#  erps  raps - vlan  100  

# Configure the port to join Ethernet ring and participate in ERPS protocol computation.    

Ruijie(config - erps100 )#   ring - port  west fastEthernet 0/1  east fastEthernet 0/ 2 

# Specify the port that the RPL link is on.    

Ruijie(config - erps100 )#   rpl - port east  

# Enable ERPS on the specific ring.    

Ruiji e(config - erps100 )#   state enable  

# Enable ERPS globally.    

Ruijie(config - erps100) # exit  

Ruijie(config)#  erps  enable  

 

Configure Node6   

# The configurations of Node6 are basically the same as that of Node5. You only need to change 

"rpl-port east" command into "rpl-port east rpl-owner".   

Verification   

# Execute "show erps" command at respective nodes to verify the configuration. Taking Node3 as an 

example:   
Ruijie # show erps  

ERPS Information  

Global Status         : Enabled  

Link monitored by    : Not Oam  

-- ------------------------------------------  

R- APS VLAN              : 100  

Ring Status             : Enabled  
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Network topology   

 

Fig 9 Intersecting rings configuration example  

Configuration tips   

You must and can configure only one RPL owner node and one RPL for each ERP ring; all nodes of 

ERP1 must have the same R-APS VLAN; all nodes of ERP2 must have the same R-APS VLAN; all 

nodes of ERP3 must have the same R-APS VLAN; all nodes of ERP4 must have the same R-APS 

VLAN.   

Configuration steps   

Configure Node1   

# Enter privilege mode.   

Ruijie#  configure terminal  

Enter configuration commands, one per line.  End with  CNTL/Z.  

# Configure R-APS VLAN to 4093   

Ruijie(config)#  erps  raps - vlan  4093  

Ruijie(config - erps4093 )#  exit  

# Configure the link mode of the Ethernet ring port.   

Ruijie(config)#  interface  fastEthernet 0/1  

Ruijie(config - if) # switchport mode trunk  
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Ruijie(co nfig - if) # exit  

Ruijie(config)#  interface  fastEthernet 0/ 2 

Ruijie(config - if) # switchport mode trunk  

Ruijie(config - if) # exit  

# Enter erps configuration mode.   

Ruijie(config)#  erps  raps - vlan  4093  

# Configure the port to join Ethernet ring and participate in ERPS protocol computation.   

Ruijie(config - erps4093 )#   ring - port  west fastEthernet 0/1  east fastEthernet 0/ 2 

# Specify the connected port and RPL owner of RPL link.   

Ruijie(config - erps4093 )#   rpl - port east rpl - owner  

# Enable ERPS on the specific ring.   

Ruijie(config - erps4093 )#   state enable  

# Enable ERPS globally.   

Ruijie(config - erps4093) # exit  

Ruijie(config)#  erps  enable  

# Configure R-APS VLAN for sub-ring ERP4.   

Ruijie(config)#  erps  raps - vlan  300  

Ruijie(config - erps300 )#  exit  

# Configure the link mode of ERP4 ring port.   

Ruijie(config)#  interface  fastEthernet 0/ 5 

Ruijie(config - if) # switchport mode trunk  

Ruijie(config - if) # exit  

# Enter erps configuration mode.   

Ruijie(config)#  erps  raps - vlan  300  

# Configure the port to join Ethernet ring and participate in ERPS protocol computation.   

Ruijie(config - erps300 )#   ring - port  west fastEthernet 0/ 5 east virtual - channel  

# Enable ERPS on ERP4.   

Ruijie(config - erps300 )#   state enable  

# Associate ERP1 with ERP4.   

Ruijie(config - erps300 )#   exit  

Ruijie(config)#  erps  raps - vlan  4093  

Ruijie(config - erps4093 )#  associate sub - ring  raps - vlan  300  

 

Configure Node2  
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# Enter privilege mode.   

Ruijie#  configure terminal  

Enter configuration commands, one per line.  End with CNTL/Z.  

# Configure R-APS VLAN to 4093  

Ruijie(config)#  erps  raps - vlan  4093  

Ruijie(config - erps4093 )#  exit  

# Configure the link mode of the Ethernet ring port.   

Ruijie(config)#  interface  fastEthernet 0/1  

Ruijie(config - if) # switchport mode trunk  

Ruijie(config - if) # exit  

Ruijie(config)#  interface  fastEthernet 0/ 2 

Ruijie(config - if) # switchport mode trunk  

Ruijie(config - if) # exit  

# Enter erps configuration mode.   

Ruijie(config)#  erps  raps - vlan  4093  

# Configure the port to join Ethernet ring and participate in ERPS protocol computation.   

Ruijie(config - erps4093 )#   ring - port  west fastEthernet 0/1  east fastEthernet 0/ 2 

# Enable ERPS on the specific ring.   

Ruijie(config - erps4093 )#   state enable  

# Enable ERPS globally.   

Ruijie(config - erps4093) # exit  

Ruijie(config)#  erps  enable  

 

Configure Node3  

# Apart from the commands used in Node2 configuration, Node3 must be further configured with the 

following commands:   

# Enter privilege mode.   

Ruijie#  configure terminal  

Enter configuration commands, one per line.  End with CNTL/Z.  

# Configure R-APS VLAN for sub-ring ERP2.   

Ruij ie(config)#  erps  raps - vlan  100  

Ruijie(config - erps100 )#  exit  

# Configure the link mode of ERP2 ring port.   

Ruijie(config)#  interface  fastEthernet 0/ 3 

Ruijie(config - if) # switchport mode trunk  
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Ruijie(config - if) # exit  

# Enter erps configuration mode.   

Ruijie (config)#  erps  raps - vlan  100  

# Configure the port to join Ethernet ring and participate in ERPS protocol computation.   

Ruijie(config - erps100 )#   ring - port  west virtual - channel east fastEthernet 0/ 3 

# Enable ERPS on ERP2.   

Ruijie(config - erps100 )#   state en able  

# Configure R-APS VLAN for sub-ring ERP3.   

Ruijie(config)#  erps  raps - vlan  200 

Ruijie(config - erps200 )#  exit  

# Configure the link mode of ERP2 ring port.   

Ruijie(config)#  interface  fastEthernet 0/ 3 

Ruijie(config - if) # switchport mode trunk  

Ruijie(confi g- if) # exit  

# Enter erps configuration mode.   

Ruijie(config)#  erps  raps - vlan  200 

# Configure the port to join Ethernet ring and participate in ERPS protocol computation.   

Ruijie(config - erps200 )#   ring - port  west virtual - channel east fastEthernet 0/ 3 

# Enable ERPS on ERP2.   

Ruijie(config - erps200 )#   state enable  

# Associate major-ring ERP1 with sub-ring ERP2 and ERP3.   

Ruijie(config - erps300 )#   exit  

Ruijie(config)#  erps  raps - vlan  4093  

Ruijie(config - erps4093 )#  associate sub - ring  raps - vlan  100,200  

 

Configure Node4  

# Apart from the commands used in Node2 configuration (excluding the command to enable ERPS on 

the specific ring), Node4 must be further configured with the following commands:    

# Enter privilege mode.   

Ruijie#  configure terminal  

Enter configura tion commands, one per line.  End with CNTL/Z.  

# Enter erps configuration mode.   

Ruijie(config)#  erps  raps - vlan  4093  

# Specify the connected port and RPL owner of RPL link.   

Ruijie(config - erps4093 )#   rpl - port west  
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# Enable ERPS on the specific ring.   

Ruijie(config - erps4093 )#   state enable  

# Configure R-APS VLAN for sub-ring ERP2.   

Ruijie(config)#  erps  raps - vlan  100  

Ruijie(config - erps100 )#  exit  

# Configure the link mode of ERP2 ring port.   

Ruijie(config)#  interface  fastEthernet 0/ 3 

Ruijie(config - if) # switchport mode trunk  

Ruijie(config - if) # exit  

# Enter erps configuration mode.   

Ruijie(config)#  erps  raps - vlan  100  

# Configure the port to join Ethernet ring and participate in ERPS protocol computation.   

Ruijie(config - erps100 )#   ring - port  west virtual - cha nnel east fastEthernet 0/ 3 

# Enable ERPS on ERP2.   

Ruijie(config - erps100 )#   state enable  

# Configure R-APS VLAN for sub-ring ERP3.   

Ruijie(config)#  erps  raps - vlan  200 

Ruijie(config - erps200 )#  exit  

# Configure the link mode of ERP2 ring port.   

Ruijie(conf ig)#  interface  fastEthernet 0/ 3 

Ruijie(config - if) # switchport mode trunk  

Ruijie(config - if) # exit  

# Enter erps configuration mode.   

Ruijie(config)#  erps  raps - vlan  200 

# Configure the port to join Ethernet ring and participate in ERPS protocol computation.   

Ruijie(config - erps200 )#   ring - port  west virtual - channel east fastEthernet 0/ 3 

# Enable ERPS on ERP2.   

Ruijie(config - erps200 )#   state enable  

# Configure R-APS VLAN for sub-ring ERP4.   

Ruijie(config)#  erps  raps - vlan  300 

Ruijie(config - erps300 )#  exit  

# Configure the link mode of ERP2 ring port.   

Ruijie(config)#  interface  fastEthernet 0/ 3 

Ruijie(config - if) # switchport mode trunk  
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Ruijie(config - if) # exit  

# Enter erps configuration mode.   

Ruijie(config)#  erps  raps - vlan  300 

# Configure the port to join Ethernet ring and participate in ERPS protocol computation.   

Ruijie(config - erps300 )#   ring - port  west virtual - channel east fastEthernet 0/ 5 

# Enable ERPS on ERP2.   

Ruijie(config - erps300 )#   state enable  

# Associate major-ring ERP1 with sub-ring ERP2 and ERP3.   

Ruijie(config - erps300 )#   exit  

Ruijie(config)#  erps  raps - vlan  4093  

Ruijie(config - erps4093 )#  associate sub - ring  raps - vlan  100,200,300  

 

Configure Node5  

# Enter privilege mode.   

Ruijie#  configure terminal  

Enter configuration commands, one per line.  End with  CNTL/Z.  

# Configure R-APS VLAN  

Ruijie(config)#  erps  raps - vlan  100  

Ruijie(config - erps100 )#  end  

# Configure the link mode of the Ethernet ring port.   

Ruijie(config)#  interface  fastEthernet 0/1  

Ruijie(config - if) # switchport mode trunk  

Ruijie(config - if) # ex it  

Ruijie(config)#  interface  fastEthernet 0/ 2 

Ruijie(config - if) # switchport mode trunk  

Ruijie(config - if) # exit  

# Enter erps configuration mode.   

Ruijie(config)#  erps  raps - vlan  100  

# Configure the port to join Ethernet ring and participate in ERPS protocol computation.   

Ruijie(config - erps100 )#   ring - port  west fastEthernet 0/1  east fastEthernet 0/ 2 

# Specify the connected port and RPL owner of RPL link.   

Ruijie(config - erps100 )#   rpl - port east rpl - owner  

# Enable ERPS on the specific ring.   

Ruijie(config - er ps100 )#   state enable  
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# Enable ERPS globally.   

Ruijie(config - erps100) # exit  

Ruijie(config)#  erps  enable  

 

Configure Node6  

# The configurations of Node6 are basically the same as that of Node5. You only need to change 

"R-APS VLAN" into "VLAN 200".   

 

Configure Node7  

# The configurations of Node7 are basically the same as that of Node5. You only need to change 

"R-APS VLAN" into "VLAN 300".   

Verification  

# Execute "show erps" command at respective nodes to verify the configuration. Taking Node3 as an 

example:    
Ruijie # show erps  

ERPS Information  

Global Status         : Enabled  

Link monitored by    : Not Oam  

--------------------------------------------  

R- APS VLAN              : 100  

Ring Status             : Enabled  

West Port               : Virtual Channel  

East Port               : Fa  0/3 (Forwarding)  

RPL Port                : None  

Protected VLANs         : ALL  

RPL Owner               : Disabled  

Holdoff Time           : 0 milliseconds  

Guard Time              : 500 milliseconds  

WTR Time                : 2 minu te s  

Current Ring State    : Idle  

--------------------------------------------  

R- APS VLAN              : 200  

Ring Status             : Enabled  

West Port               : Virtual Channel  

East Port               : Fa  0/4 (Forwarding)  

RPL Port                : None  

Protected VLANs         : ALL  

RPL Owner               : Disabled  

Holdoff Time           : 0 milliseconds  

Guard Time              : 500 milliseconds  

WTR Time                : 2 minute s  
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Configuration steps  

Configure Node1  

# Enter privilege mode.   

Ruijie#  configure terminal  

Enter configuration commands, one per line.  End with CNTL/Z.  

# Configure Ethernet ring ERP1:   

# Configure the link mode of ERP1 ring port.   

Ruijie(config)#  interface  fastEthernet 0/1  

Ruijie(config - if) # switchpor t mode trunk  

Ruijie(config - if) # exit  

Ruijie(config)#  interface  fastEthernet 0/ 2 

Ruijie(config - if) # switchport mode trunk  

Ruijie(config - if) # exit  

# Configure the port and RPL of ERP1.   

Ruijie(config)#  erps  raps - vlan  100  

Ruijie(config - erps100 )#   ring - port  west fastEthernet 0/1  east fastEthernet 0/ 2 

Ruijie(config - erps100 )#   rpl - port west rpl - owner  

# Configure the protected VLANs on ERP1.   

Ruijie(config - erps100 )#  exit  

Ruijie(config)# spanning - tree  mst configuration  

Ruijie(config - mst)# instance  1 vlan 1- 2000  

Ruijie(config - mst)# exit  

Ruijie(config)#  erps  raps - vlan  100  

Ruijie(config - erps100 )#   protected - instance  1 

# Configure ERP2:   

# Configure the port to join ERP1 and participate in ERPS protocol computation.    

Ruijie(config)#  erps  raps - vlan  4093  

Ruijie(confi g- erps4093 )#   ring - port  west fastEthernet 0/1  east fastEthernet 0/ 2 

# Configure the protected VLANs on ERP1.   

Ruijie(config - erps4093 )#  exit  

Ruijie(config)# spanning - tree  mst configuration  

Ruijie(config - mst)# instance  2 vlan 2001 - 4094  

Ruijie(config - mst)# exit  

Ruijie(config)#  erps  raps - vlan  4093  
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Ruijie(config - erps4093 )#   protected - instance  2 

# Enable ERPS on the specific ring and enable ERPS globally.   

Ruijie(config - erps4093 )#   state enable  

Ruijie(config - erps4093) # exit  

Ruijie(config)#  erps  enable  

 

Configure Node2  

# Except for RPL configuration command, other configurations of Node2 are the same as that of Node1.   

# Configure the RPL of ERP1 at Node2:   

Ruijie(config)#  erps  raps - vlan  100  

Ruijie(config - erps100 )#   rpl - port west  

Configure Node3  

# Except for RPL configuration command, other configurations of Node3 are the same as that of Node1.   

# At Node3, we don't configure the RPL of ERP1; instead, we configure the RPL of ERP2.   

Ruijie(config)#  erps  raps - vlan  4093  

Ruijie(config - erps4093 )#   rpl - port east r pl - owner  

 

Configure Node4  

# Except for RPL configuration command, other configurations of Node4 are the same as that of Node3.   

# Configure the RPL of ERP2 at Node4:   

Ruijie(config)#  erps  raps - vlan  100  

Ruijie(config - erps100 )#   rpl - port east  

Verification  

# Execute "show erps" command at respective nodes to verify the configuration. Taking Node1 as an 

example:    
Ruijie # show erps  

ERPS Information  

Global Status         : Enabled  

Link monitored by    : Not Oam  

--------------------------------------------  

R- APS VLAN              : 200  

Ring Status             : Enabled  

West Port               : Gi 0/1 (Blocking)  

East Port               : Gi 0/2 (Forwarding)  

RPL Port                : West Port  

Protected VLANs         : 1 - 2000  

RPL Owner               : Enabled  
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East Port               : Fa  0/3 (Blocking)  

RPL Port                : East Port  

Protected VLANs        : ALL  

RPL Owner               : Enabled  

Holdoff Time           : 0 milliseconds  

Guard Time              : 500 milliseconds  

WTR Time                : 10 minute s  

Current Ring State    : Idle  
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IP Address and Service Configuration 

IP Address Configuration 

IP Address Overview 

IP address is made up of 32 binary bits and expressed in the dotted decimal format for the convenience of writing and 

description. In the dotted decimal format, the 32 binary bits are broken into four octets (1 octet equals to 8 bits). Each octet 

is separated by a period (dot) in the range from 0 to 255. For example, 192.168.1.1 is an IP address in the dotted decimal 

format. 

An IP address is an address that IP protocols use to connect one another. A 32-bit IP address consists of two parts: 

network address and local address. According to the first several bits of the network address of an IP address, an IP 

address is divided into four categories. 

Class A: Total of 128 class-A IP addresses. The highest bit is 0 followed by seven bits identifying Network ID, and the 

remaining 24 bits identify Host ID. 

Figure 1 

  8 16 24 32 

Class A IP address 0 Network ID Host ID 

Class B: Total of 16,384 class B IP addresses. The highest two bits are 10 followed by 14 bits identifying Network ID, and 

the remaining 16 bits identify Host ID. 

Figure 1 

   8 16 24 32 

Class B IP address 1 0 Network ID Host ID 

Class C: Totaol of 2,097,152 class C IP addresses. The highest three bits are 110 followed by 21 bits identifying Network 

ID, and the remaining eight addresses identify Host ID. 

Figure 1 

    8 16 24 32 

Class C IP address 1 1 0 Network ID Host ID 

Class D: The highest four bits are 1110 and other bits are multicast IP address.. 

Figure 1 

     8 16 24 32 

Class D IP address 1 1 1 0 Multicast address 

 

 An IP address whose highest four bits are 1111 is prohibited. This type of IP address, also called Class E IP 

address, is reserved. 
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 Before configuring a secondary IP addresses, you need to confirm that the primary IP address has been 

configured. If a secondary IP address is configured on one device of the network, you need to configure the 

secondary IP addresses for other devices of the network. If IP addresses are not assigned to other devices 

at first, configure the secondary IP address as the main IP address for other devices. All the devices in a 

network should have the same secondary IP address. If you assign a secondary IP address to a device but 

do not assign IP addresses for other devices, you can set it to the primary IP address for them. 

To assign a secondary IP address to an interface, execute the following command in the interface configuration mode: 

Command Function 

Ruijie(config-if)# ip address ip-address mask 

secondary 
Assign a secondary IP address to the interface. 

Ruijie(config-if)# no ip address ip-address 

mask secondary 

Remove the secondary IP address configuration 

for the interface. 

Configuring management IP and gateway  

The Ruijie layer-2 switches allow you to configure management IP and gateway in the same command. Generally, the 

layer-2 switches provide "ip default-gateway" command to configure a default gateway. Sometimes, the layer-2 switch is 

subject to remote management via telnet, and the management IP and default gateway of the layer-2 switch must be 

modified. In such a case, configuring either IP address or IP default-gateway will prevent you from configuring another 

command (as the configuration has changed and this device can no longer be accessed via network). Therefore, we can 

use the gateway keyword of IP address command to modify the management IP and default gateway.  To configure 

management IP and gateway at the same time, execute the following commands in interface configuration mode:   

Command  Function  

Ruijie(config-if)# ip address ip-address mask 

gateway ip-address 
Configure management IP and gateway.  

Ruijie(config-if)# no ip address ip-address 

mask gateway 
Remove management IP and gateway configuration.  

Configuring Address Resolution Protocol (ARP) 

Every device in a LAN has two addresses: local address and network address. Local address is contained in the header of 

the frames on the data link layer. Disputably, the correct term is data link layer address. Since this local address is 

handled in the MAC sub-layer of the data link layer, it is normally called MAC address representing an IP network device 

in a network. Network address represents a device in the Internet and indicates the network to which the device belongs. 

For inter-communication, a device in a LAN must know the 48-bit MAC address of another device. The ARP can resolve 

the MAC address upon an IP address and the reversed ARP (RARP) can resolve the IP address upon a MAC address. 

You can resolve the MAC address in two ways: ARP and Proxy ARP. For the information on ARP, Proxy ARP and RARP, 

refer to RFC 826, RFC 1027, and RFC 903. 

ARP binds the IP and MAC Address. It can resolve the MAC address upon an IP address. Then, the relationship between 

the IP address and the MAC address is stored in the ARP cache. With the MAC address, a device can encapsulate the 

frames of the data link layer and send them to the LAN in the Ethernet II-type by default. However the frames can also be 

encapsulated into other types of Ethernet frame (for example, SNAP). 
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The principle of RARP is similar to ARP. RARP resolves the IPaddress upon a MAC address. RARP is configured on 

non-disk workstation in general. 

Normally, a device can work without any special address resolution configuration. Ruijie product can manage address 

resolution by. 

Configuring ARP Statically 

The ARP offers dynamic IP address to MAC address mapping. It is not necessary to configure ARP statically in most 

cases. By configuring ARP Sstatically, Ruijie product can respond to the ARP request from other IP addresses. 

To configure static ARP, execute the following command in the global configuration mode: 

Command Function 

Ruijie(config)# arp ip-address mac-address arp-type 
Define static ARP. Only arpa type is supported for 

arp-type. 

Ruijie(config)# no arp ip-address  Remove static ARP 

Setting ARP Encapsulations 

So far Ruijie products only support Ethernet II type ARP encapsulations, also known as ARPA keyword. 

ARP Timeout Setting 

ARP timeout takes effect for only the dynamically learned IP address to MAC address mapping. The shorter the timeout, 

the truer the mapping table saved in the ARP cache is , but the more network bandwidth the ARP occupies. Hence the 

advantages and disadvantages should be weighted. Generally it is not necessary to configure the ARP timeout time 

unless there is a special requirement. 

To configure ARP timeout time, execute the following command in the interface configuration mode: 

Command Function 

Ruijie(config-if)# arp timeout seconds 
Configure the ARP timeout time in the range from 0 to 

2147483, with 0 not being aged. 

Ruijie(config-if)# no arp timeout Remove the configuration. 

By default, timeout time is 3600 seconds, that is, 1 hour. 

Disabling IP Routing 

IP routing feature is enabled by default. Do not execute this command unless you sure that IP routing is not needed. 

Disabling IP routing will make the equipment lose all the routes and the route forwarding function. 

To disable IP routing, execute the following commands in the global configuration mode: 

Command Function 

Ruijie(config)# no ip routing Disable IP routing. 

Ruijie(config)# ip routing Enable IP routing 

Handling Broadcast Packets  

A broadcast packet is destined for all hosts in a physical network. Ruijie product supports two kinds of broadcast packets: 

directed broadcast and flooding. A directed broadcast packet is sent to all the hosts in a specific network that the host IDs 

of their IP addresses are all set to 1. While a flooding broadcast packet is sent to all the hosts whose IP addresses are all 
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set to 1. Broadcast packets are heavily used by some protocols, including the Internet protocol. Therefore, it is the basic 

responsibility for a network administrator to manage and control broadcast packets. 

Forwarding flooding broadcast packets may make the network overburden and thus influencing network operation. This is 

known as broadcast storm. There are some ways to supress and restrict broadcast storm in the local network. However, 

layer 2 network devices like bridges and switches will forward and propagate broadcast storm. 

The best solution to solve the broadcast storm problem is to specify a broadcast address for each network, that is, 

directed broadcast. This requires the IP protocol to use directed broadcast instead of flooding broadcast if possible. 

For detailed description about broadcast, refer to RFC 919 and RFC 922. 

Establishing an IP Broadcast Address 

Currently, the most popular way is the destination address consisting of all 1s (255.255.255.255). Ruijie product can be 

configured to generate any form of IP broadcast address and receive any form of IP broadcast packets. 

To set a broadcast IP address other than 255.255.255.255, execute the following command in the interface configuration 

mode: 

Command Function 

Ruijie(config-if)# ip broadcast-address ip-address Create a broadcast address. 

Ruijie(config-if)# no ip broadcast-address Remove the configuration. 

Enabling Directed Broadcast-to-Physical Broadcast Translation 

A directed broadcast IP packet is the one destined to the broadcast address of an IP subnet. For instance, the packet 

destined to 172.16.16.255 is a directed broadcast packet. However, the node that generates this packet is not a member 

of the destination subnet. 

Upon the receipt of directed broadcast IP packets, the device indirectly connecting the destination subnet will forward the 

packets in the same way as forwarding unicast packets. After the directed broadcast IP packets arrive the device directly 

connecting the subnet, the device transforms them into flooding broadcast IP packets (whose destination address is all 1s 

in general), and then send them to all the hosts within the subnet by means of broadcast on the link layer. 

Enabling directed broadcast to physical broadcast translation on an interface allows the itnerface to forward the directed 

broadcast IP packets to the directly connected network. This command will only affect the transmission of the directed 

broadcast IP packets to the final destination subnet, not other directed broadcasts. 

You can forward directed broadcast IP packets as required an interface by defining ACLs. Only those IP packets matching 

the ACLs are translated from directed broadcasts to physical broadcasts. 

To configure the directed broadcast-to-physical broadcast translation, execute the following command in the interface 

configuration mode: 

Command Function 

Ruijie(config-if)# ip directed-broadcast 

[access-list-number] 

Enable directed broadcast to physical broadcast 

translation on the interface. 

Ruijie(config-if)# no ip directed-broadcast Disable the translation. 
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Command Function 

unreachable messages. 

To view the configured default gateway, execute the following command: 

Command Function 

show ip redirects Display the default gateway. 

Managing IP Connections 

The IP protocol stack offers a number of services to control and manage IP connections. Internet Control Message 

Protocol (ICMP) provides many of these services. Once a network problem occurs, a router or access server will send an 

ICMP message to the host or other rotuers. For detailed information on ICMP, see RFC 792. 

Enabling the ICMP Protocol Unreachable Message 

When a router receives a non-broadcast packet destined to it, and this packet uses an IP protocol that it cannot handle, it 

will return an ICMP protocol unreachable message to the source address. Similarly, if the router is unable to forward the 

packet because it knows of no route to the destination address, it sends an ICMP host unreachable message. This feature 

is enabled by default. 

To enable this service, execute the following command in the interface configuration mode: 

Command Function 

Ruijie(config-if)# ip unreachables 
Enable the ICMP protocol unreachable and host 

unreachable messages. 

Ruijie(config-if)# no ip unreachables 
Disable the ICMP protocol unreachable and host 

unreachable messages. 

Enabling the ICMP Redirect Message 

Routes are sometimes less than optimal. For example, it is possible for the device to be forced to resend a packet through 

the same interface on which it was received. If the device resends a packet through the same interface on which it was 

received, it sends an ICMP redirect message to the originator of the packet telling the originator that the gateway to this 

destination address is another device in the same subnet. Therefore the originator will transmit the packets based on the 

optimized path afterwards. This feature is enabled by default. 

To enable the ICMP redirect message, execute the following command in the interface configuration mode: 

Command Function 

Ruijie(config-if)# ip redirects Enable the ICMP redirect message. It is enabled by default. 

Ruijie(config-if)# no ip redirects Disable the ICMP redirect message. 
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Enabling the ICMP Mask Reply Message 

Occasionally, a network device needs to know the mask of a subnetwork in the Internet. To obtain this information, the 

device can send the ICMP mask request message. The receiving device will send the ICMP mask reply message. Ruijie 

product can respond the ICMP mask request message. This function is enabled by default. 

To enable the ICMP mask reply message, execute the following command in the interface configuration mode: 

Command Function 

Ruijie(config-if)# ip mask-reply Enable the ICMP mask reply message. 

Ruijie(config-if)# no ip mask-reply Disable the ICMP mask reply message. 

Setting the IP MTU 

All interfaces have a default MTU (Maximum Transmission Unit) value. All the packets which are larger than the MTU 

have to be fragmented before sending. Otherwise it is unable to be forwarded on the interface. 

Ruijie product allows you to adjust the MTU on an interface. Changing the MTU value can affect the IP MTU value, and 

the IP MTU value will be modified automatically to match the new MTU. However, changing the IP MTU value has no 

effect on the value of MTU. 

The interfaces of a device in a physical network should have the same MTU for a protocol. 

To set the IP MTU, execute the following command in the interface configuration mode: 

Command Function 

Ruijie(config-if)# ip mtu bytes Set the MTU in the range 68 to 1500 bytes. 

Ruijie(config-if)# no ip mtu Restore the setting to the default. 

 

Configuring IP Source Routing 

Ruijie product supports IP source routing. Upon receiving an IP packet, the device will check its IP header like strict 

source route, loose source route and recorded route, which are defined in RFC 791. If one of these options is enabled, the 

device performs appropriate action. Otherwise, it sends an ICMP error message to the source and then discards the 

packet. Our product supports IP source routing by default. 

To enable IP source routing, execute the following command in the interface configuration mode: 

Command Function 

Ruijie(config)# ip source-route Enable IP source routing. 

Ruijie(config)# no ip source-route Disable IP source routing. 
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Figure 3 

               

One class of the global unicast address is the IPv6 address embedded with IPv4 address, which is used to interconnect 

the IPv4 nodes and the IPv6 nodes and divided into IPv4-compatible IPv6 address and the IPv4-mapped IPv6 address.  

The format of IPv4-compatible IPv6 address:  

Figure 4 

              

The format of IPv4-mapped IPv6 address:  

Figure 5 

             

The IPv4-compatible IPv6 address is mainly used to the automatic tunneling, which supports both the IPv4 and IPv6. 

The IPv4-compatible IPv6 address will transmit the IPv6 packet via the IPv4 router in the tunneling way. Now the 

IPv4-compatible IPv6 address has been repealled. The IPv6 address of an IPv4 mapping is used to access the nodes 

that only support IPv4 by IPv6 nodes. For example, when one IPv6 application of the IPv4/IPv6 host requests the 

resolution of a host name (the host only supports IPv4), the name server will internally generate the IPv6 addresses of 

the IPv4 mapping dynamically and return them to the IPv6 application. 

Multicast Addresses 

The format of the IPv6 multicast address is shown as follows: 

|   8    |  4 |  4 |                  112 bits                 | 

+----------+----+----+-----------------------------------------------------------------+ 

|11111111|flgs|scop|                  group ID                 | 

+----------+----+----+-----------------------------------------------------------------+ 

The first byte of the address format is full 1, which denote a multicast address. 
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Use the no ipv6 redirects command to disable the redirection function. The following is an example to configure the 

redirection function: 

Ruijie(config)# interface GigabitEthernet  0/ 1  

Ruijie (config - if)# ipv6 redirects  

Ruijie (config - if)# end  

Ruijie # show ipv6 interface GigabitEthernet  0/ 1 

Interface GigabitEthernet  0/ 1 is Up, ifindex: 1  

address(es):  

Mac Address: 00:d0:f8:00: 00:01  

INET6: fe80::2d0:f8ff:fe00:1 , subnet is fe80::/64  

INET6: fec0:0:0:1::1 , subnet is fec0:0:0:1::/64  

Joined group address(es):  

ff01:1::1  

ff02:1::1  

ff02:1::2  

ff02:1::1:ff00:1  

MTU is 1500 bytes  

ICMP error messages limited to one every 10 milliseconds  

IC MP redirects are enabled  

ND DAD is enabled, number of DAD attempts: 1  

ND reachable time is 30000 milliseconds  

ND advertised reachable time is 0 milliseconds  

ND retransmit interval is 1000 milliseconds  

ND advertised retransmit interval is 0 milliseconds  

ND router advertisements are sent every 200 seconds< 160-- 240> 

ND router advertisements live for 1800 seconds  

Configuring Static Neighbor 

This section will describe how to configure a static neighbor. By default, the static neighbor is not configured. In general, 

a neighbor learns and maintains its status by the Neighbor Discovery Protocol (NDP) dynamically. Moreover, you can 

configure the static neighbor manually. 

To configure the static neighbor, execute the following commands in the global configuration mode. 

Command Meaning 

Ruijie#configure terminal Enter the global configuration mode. 

Ruijie(config)#ipv6 neighbor ipv6-address 

interface-id hardware-address 
Configure a static neighbor on the interface. 

Ruijie(config)#end Return to the privileged EXEC mode. 

Ruijie#show ipv6 neighbors View the neighbor list. 

Ruijie#copy running-config startup-config Save the configuration. 

Use the no ipv6 neighbor ipv6-address interface-id command to delete the specified neighbor. The following is an 

example to configure a static neighbor on GigabitEthernet 0/1: 
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Ruijie#show ipv6 interface vlan 1 View the IPv6 information on the interface. 

Ruijie#copy running-config 

startup-config 
Save the configuration. 

Use the no ipv6 nd dad attempts command to restore the default value. The following is an example to configure the 

times of the neighbor solicitation (NS) message sent for the address conflict detection on the SVI1: 

Ruijie(config)# interface GigabitEthernet  0/ 1  

Ruijie(config - if)# ipv6 nd dad attempts  3 

Ruijie(config - if)# end  

Ruijie#  show ipv6 interface GigabitEthernet  0/ 1 

Ruijie(config)# interface vlan 1  

Ruijie(config - if)# ipv6 nd dad attempts 3  

Ruijie(config - if) # end  

Ruijie# show ipv6 interface vlan 1  

Interface GigabitEthernet 0/ 1 is Up, ifindex: 1  

address(es):  

Mac Address: 00:d0:f8:00:00:01  

INET6: fe80::2d0:f8ff:fe00:1 , subnet is fe80::/64  

INET6: fec0:0:0:1::1 , subnet is fec0:0:0:1::/64  

Joined group address(es ):  

ff01:1::1  

ff02:1::1  

ff02:1::2  

ff02:1::1:ff00:1  

MTU is 1500 bytes  

ICMP error messages limited to one every 10 milliseconds  

ICMP redirects are enabled  

ND DAD is enabled, number of DAD attempts: 3  

ND reachable time is 30000 milliseconds  

ND advertised reach able time is 0 milliseconds  

ND retransmit interval is 1000 milliseconds  

ND advertised retransmit interval is 0 milliseconds  

ND router advertisements are sent every 200 seconds<160 -- 240>  

ND router advertisements live for 1800 seconds  

Configuring the IPv6 MTU of the Interface 

Every interface of the device has a default MTU value. If one IPv6 packet exceeds the IPv6 MTU, the RGOS software 

will disassemble the packet. For the interconnection interfaces of devices on the same physical network segment, the 

IPv6 MTU values are consistent.  

For device interfaces on the same physical network segment, the MTU values of the same protocol must be consistent.  

To set the IPv6 MTU value, run the following commands in the interface configuration mode. 

Command Function 
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DHCP Configuration 

Introduction to DHCP 

The DHCP (Dynamic Host Configuration Protocol), specified in RFC 2131, provides configuration parameters for hosts 

over the Internet. The DHCP works in the client/server mode. The DHCP server assigns IP addresses for the hosts 

dynamically and provides configuration parameters. 

The DHCP assigns IP address in three ways: 

1) Assign IP addresses automatically. The DHCP server assigns permanent IP addresses to the clients; 

2) Assign IP addresses dynamically. The DHCP server assigns IP addresses that will expire after a period of time to 

the clients (or the clients can release the addresses by themselves); 

3) Configure IP addresses manually. Network administrators specify IP addresses and send the specified IP 

addresses to the clients through the DHCP. 

Among the above mentioned three methods, only dynamic assignment allows reuse of the IP address that the client 

does not need any more. 

The format of DHCP message is based on that of BOOTP (Bootstrap Protocol) message. Hence, it is necessary for the 

device to be able to act as the BOOTP relay agent and interact with the BOOTP client and the DHCP server. The 

function of BOOTP relay agent eliminates the need of deploying a DHCP server in every physical network. The DHCP 

is detailed in RFC 2131 and RFC 2132. 

DHCP Working Principles 

The DHCP protocol is widely used to dynamically assign reusable network resources, for example, IP addresses. A 

DHCP client sends DISCOVER broadcast packets to a DHCP server. After receiving the DISCOVER packets, the 

DHCP server will assign resources, e.g. IP addresses, by a certain policy in OFFER packets sent to the client. Once 

receiving the OFFER packets, the DHCP client verifies the availability of the resource. If the resource is available, it will 

send a REQUEST packet; otherwise, it will re-send the DISCOVER packet. Once the server receives the REQUEST 

packet, it will verify whether the IP address or other limited resource can be assigned. If so, the server will send an ACK 

packet; otherwise, it will send a NAK packet. Once the DHCP client receives the ACK packet, it will start using the 

resource assigned by the server; if the NAK packet is received, the client may re-send the DISCOVER packet. 

Introduction to the DHCP Server 

As specified in RFC2131, the DHCP server of Ruijie is implemented to assign and manage IP addresses for the DHCP 

clients. The DHCP operation process is shown in the following figure. 

Fig 1-1 DHCP process 
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Command Function 

Ruijie(dhcp-config)# netbios-node-type type Configure the NetBIOS node type. 

Configuring DHCP Address Pool to Allocate Address as per Option82 

Generally, the DHCP relay agent will insert an option of "Option 82" to carry relevant information about the client during 

the process of packet forwarding (such as the VLAN to which the client belongs, slot number, port number or user's 1X 

class). Upon receipt of such packets, the DHCP server will allocate addresses according to the specific information 

about clients by analyzing Option 82 information. For example, Option 82 can be utilized to allocate a certain range of 

IP addresses to clients belonging to a certain VLAN or user class. This feature can be used when it is needed to 

allocate a specific range of IP addresses according to user's network allocation information (such as VLAN, slot number 

or port number) or user's priority.   

Each DHCP address pool can allocate addresses using Option 82 information. Option 82 information will be matched 

and classified, and we can specify the allocable address range for the corresponding class. One DHCP address pool 

can be associated with multiple classes, and different address ranges can be specified for each class.   

During the process of address allocation, we can first determine the allocable address pool according to the network 

segment to which the client belongs, and then further determine its CLASS according to Option 82 information, so as to 

allocate IP address from the address range corresponding to the CLASS. When a request packet matches multiple 

classes in the address pool, address will be allocated from the address ranges corresponding to these classes in the 

order that the classes are configured in the address pool. If the class has not allocable address, the address range for 

next matching class will be used, and the like. Each class corresponds to one address range, and the addresses must 

be allocated from low to high. Multiple classes can be configured with the same address range. If the CLASS 

associated with the address pool is specified, but the segment range of the CLASS is not configured, the DHCP clients 

of this CLASS cannot be assigned addresses.. 

To configure the CLASS associated with address pool and the address range corresponding to the class, execute the 

following commands in address pool configuration mode:    

Command Function 

Ruijie(dhcp-config)# class class-name Configure the name of associated class, and enter class 

configuration mode of address pool.  

Ruijie(config-dhcp-pool-class)# address range 

low-ip-address high-ip-address 

Configure the corresponding address range.  

 

 When the class configured cannot be found in global class, a global class will be created automatically; 

The associated class configured in the address pool may conflict with the static manual binding, and 

therefore must not be configured at the same time. Up to 5 classes can be configured for each address 

pool 

Configuring the alarm threshold of the address pool utilization 

You can configure the generation of the SYSLOG alarm information when the highest IP address utilization reaches the 

threshold on the DHCP server. The IP utilization is the ratio of the number of assigned addresses to the total addresses 

in the current address pool that can be assigned. If the number of assigned addresses keeps above the alarm threshold, 
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Configuring Remark Information for CLASS 

To configure remark information to describe the meaning of CLASS, execute the following commands in global 

configuration mode:  

Command Function 

Ruijie(config)# ip dhcp class class-name Configure CLASS name and enter CLASS configuration 

mode.  

Ruijie(config-dhcp-class)#remark used in #1 building Configure remark information.  

Configuring whether or not to use CLASS Allocation 

To configure address allocation using CLASS, execute the following commands in global configuration mode:    

Command Function 

Ruijie(config)# ip dhcp use class Configure address allocation using CLASS.  

 

 This command is enabled by default. Execute NO command to disable address allocation using CLASS. 

Configuring Binding Database 
Storage 

Configuring to periodically Save Binding Database into FLASH  

To avoid the loss of binding database (lease information) on DHCP server due to power failure or reboot of device, you 

can configure the delay time to write the database into FLASH. The time is 0 by default, namely the database will be 

written into FLASH at variable intervals.    

To periodically write the binding database into the FLASH, execute the following command in global configuration 

mode: 

Command Function 

Ruijie(config)# [no] ip dhcp database write-delay 

[time] 

Configure DHCP delay time to write into FLASH.   

Time:600s--86400s (default: 0) 

 

 Since frequent FLASH reading and writing will shorten the service life of FLASH, we shall pay attention to 

the delay time configured. Short delay time will enable efficient storage of device information, while long 

delay time can reduce the frequency of FLASH reading and writing, thus providing a longer service life. 

Configuring to manually Save Binding Database into FLASH 

To avoid the loss of DHCP binding database (lease information) due to power failure or reboot of device, you can also 

manually write the existing binding database information into the FLASH as needed besides configuring the delay time 

for FLASH writing.   
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Command Function 

Ruijie(config)# ip dhcp ping packets number 

Configure the number of Ping packets before the DHCP 

server assigns an address. If it is set to 0, the Ping operation 

is not performed. The default value is 2.  

Configuring Ping Packet Timeout 

By default, the DHCP server considers the IP address inexistent if it has not received a response within 500 

milliseconds after pinging an IP address. You can adjust the Ping packet timeout. 

To configure the Ping packet timeout, execute the following commands in global configuration mode: 

Command Function 

Ruijie(config)# ip dhcp ping 

timeout milliseconds 

Configure the Ping packet timeout for the DHCP server. The 

default value is 500ms.  

Configuring the forcible NAK sending 

Whenever the device starts up, the DHCP client checks the IP address used previously and sends the 

DHCPREQUEST packet for renewal, expecting to use the IP address again. As per the RFC2131 protocol, if the IP 

address has timed out or is unavailable (e.g. the client segment has changed or the IP address has been configured as 

an excluded address), the DHCP server shall respond with an NAK to make the DHCP client send a DHCPDISCOVER 

packet, applying for a new IP address. 

Execute the following commands in global configuration mode to configure the forcible NAK sending: 

Command Function 

Ruijie(config)# ip dhcp force-send-nak Enable the forcible NAK packet sending  

Ruijie(config)# no ip dhcp force-send-nak Disable the forcible NAK packet sending 

 

 The function of forcible NAK sending is mainly applied in the wireless deployment scenario. As the 

movement of users often causes segment switch in such scenario, the function will accelerate the 

application for a new segment IP address. 

 When there are more than one DHCP servers in the network, this function must be used cautiously. When 

four packet interactions for DHCP to obtain an address is at the DHCPREQUEST stage, if another DHCP 

server that is not selected in DHCPOFFER receives a broadcast REQUEST, sending NAK forcibly will 

disturb the normal address acquirement of the DHCP client and lead to failure of the address assignment. 

Configuring the VRRP status monitoring 

In the scenario of VRRP (Virtual Router Redundancy Protocol) application, DHCP provides configuration commands to 

determine whether to monitor the VRRP status of the current interface. For an interface configured with a VRRP 
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Configuring the DHCP option dotlx 

According to the description of the DHCP Relay Agent Information, when IPs of different privileges are assigned to 

users based on their different privileges, the function of option doxt1x of the DHCP relay can be enabled with the 

command ip dhcp relay information option dot1x.When a device forwards the DHCP request packet as a DHCP 

relay, it adds the option information in the DHCP request packet with the support of 802.1x.This function is performed in 

combination of the function of dot1x. 

Perform the following steps in global configuration mode to configure the DHCP option dot1x: 

Command Function 

Ruijie(config)# ip dhcp relay information option dot1x Enable the function of DHCP option dot1x  

Ruijie(config)# no ip dhcp relay information option 

dot1x 
Disable the function of DHCP option dot1x 

Configuring DHCP option dotlx access-group 

In the application of the option dot1x, the device needs to limit the privilege of unauthenticated or low-privilege IPs to 

access some specific IP addresses, and restrict the mutual access between low-privilege users. This can be achieved 

through the command ip dhcp relay information option dot1x access-group acl-name. The ACL defined by 

acl-name must be pre-configured to filter some contents, mainly, to orohibit the mutual access between unauthenticated 

users. In addition, the ACL associated is applied to all the ports, and the ACL has no default ACE and does not conflict 

with the ACLs associated with other interfaces. For example: 

Assign a category of IP addresses to all unauthenticated users, which is 192.168.3.2-192.168.3.254, 

192.168.4.2-192.168.4.254, 192.168.5.2-192.168.5.254; and 192.168.3.1, 192.168.4.1 and 192.168.5.1 are used as 

gateway addresses and not assigned to users. Then users use 192.168.3.x-5.x to access the web portal to download 

the client software. Therefore, the configuration on the device is required as follows: 

Ruijie#  configure terminal  

Ruijie(config)#  ip  access - list extended DenyAccessEachOtherOfUnauthrize  

Ruijie(config - ext - nacl)#  permit ip any host 192.168.3.1  

// permit the packets sent to the gateway 

Ruijie(config - ext - nacl)#  permit ip any host 192.168.4.1  

Ruijie(config - ext - nacl)#  permit ip any host 192.168.5.1  

Ruijie(config - ext - nacl)#  permit ip host 192.168.3.1 any   

// permit the packets sent from the gateway 

Ruijie(config - ext - nacl)#  permit ip host 192.168.4.1 any  

Ruijie(config - ext - nacl)#  permit ip host 192.168.5.1 any  

Ruijie(config - ext - nacl)#  deny ip 192.168.3.0 0.0.0.255  192.168.3.0 0.0.0.255  

// prohibit mutual access between unauthenticated users 

Ruijie(config - ext - nacl)#  deny ip 192.168 .3.0  0.0.0.255  192.168.4.0   0.0.0.255  

Ruijie(config - ext - nacl)#  deny ip 192.168.3.0 0.0.0.255  192.168.5.0  0.0.0.255  

Ruijie(config - ext - nacl)#  deny ip 192.168.4.0 0.0.0.255  192.168.4.0  0.0.0.255  
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Ruijie(config - ext - nacl)#  deny ip 192.168.4.0  0.0.0.255 192.16 8.5.0   0.0.0.255  

Ruijie(config - ext - nacl)#  deny ip 192.168.5.0 0.0.0.255  192.168.5.0  0.0.0.255   

Ruijie(config - ext - nacl)#  deny ip 192.168.5.0 0.0.0.255 192.168.3.0  0.0.0.255   

Ruijie(config - ext - nacl)#  deny ip 192.168.5.0 0.0.0.255 192.168.4.0  0.0.0.255   

Ruijie(config - ext - nacl)#  exit  

Apply the command ip dhcp relay information option dot1x access-group DenyAccessEachOtherOfUnauthrize to 

the global interface. Perform the following steps in global configuration mode to configure the DHCP option dot1x 

access-group: 

Command Function 

Ruijie(config)# ip dhcp relay information option dot1x 

access-group acl-name 
Apply the DHCP option dot1x acl  

Ruijie(config)# no ip dhcp relay information option 

dot1x access-group acl-name 
Undo the application of the DHCP option dot1x acl 

Configuring the DHCP option 82 

When configuring the command ip dhcp relay information option82, the device serves as a DHCP relay to add the 

option information in the DHCP request packet when forwarding such packet. 

Perform the following steps in global configuration mode to configure the DHCP option82: 

Command Function 

Ruijie(config)# ip dhcp relay information option82 Enable the function of DHCP option 82  

Ruijie(config)# no ip dhcp relay information option82 Disable the function of DHCP option 82 

Configuring the DHCP relay check server-id 

After the command ip dhcp relay check server-id is configured, the DHCP relay will only forward the DHCP request 

packets to the server specified in option server-id. If the command is not configured, the DHCP relay will forward the 

DHCP request packets to all configured DHCP servers. 

Perform the following steps in global configuration mode to configure the DHCP relay check server-id: 

Command Function 

Ruijie(config)# ip dhcp relay check server-id Enable the function of DHCP relay check server-id  

Ruijie(config)# no ip dhcp relay check server-id Disable the function of DHCP relay check server-id 

Configuring the DHCP relay suppression 

After the command ip dhcp relay suppression is configured on a specified interface, the DHCP request packets 

received on the interface will be blocked; and the DHCP request packets received on other interfaces will be forwarded. 

Perform the following steps in global configuration mode to configure the ip dhcp relay suppression: 

Command Function 

Ruijie(config-if)# ip dhcp relay suppression Enable the function of DHCP relay suppression  

Ruijie(config-if)# no ip dhcp relay suppression Disable the function of DHCP relay suppression 
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DHCP configuration examples 

The following commands enable the function of DHCP relay and add two sets of server addresses: 

Ruijie#  configure  terminal                          

Ruijie(config)# service dhcp               // enable the DHCP relay  

Ruijie(config)# ip dhcp relay information option82 // enable the DHCP option82  

Ruijie(config)#  ip helper - address 192.18.100.1   // add a global server address  

Ruijie(config)# ip helper - address192.18.100.2     

Ruijie(config)# interface GigabitEthernet 0/ 3  

Ruijie(config)# ip helper - address 192.18.100.1   // add an interface server address  

Ruijie(con fig - if)# ip helper - address  192.18.200.2  

Ruijie(config - if)#  end  

Monitoring and Maintenance 
Information 

Displaying the DHCP configuration 

Use the command show running-config in the privileged mode to display the DHCP configuration. 

Ruijie# show running - confi g 

Building configuration...  

Current configuration : 1464 bytes  

version RGOS 10.1.00(1), Release(11758)(Fri Mar 30 12:53:11 CST 2007 - nprd  

hostname Ruijie  

vlan 1  

ip helper - address 192.18.100.1  

ip helper - address 192.18.100.2  

ip dhcp relay information option dot1x  

interface GigabitEthernet 0/1  

interface GigabitEthernet 0/2  

interface GigabitEthernet 0/3  

no switchport  

ip helper - address 192.168.200.1  

ip helper - address 192.168.200.2  

interface VLAN 1  

ip address 192.168.193.91 255.255.255.0  

line con 0  

exec - timeout 0  0 

line vty 0  

exec - timeout 0 0  

login  

password 7 0137  

line vty 1 2  
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login  

password 7 0137  

line vty 3 4  

login  

end  

Monitoring and Maintaining the DHCP Server 

Three types of commands are available for monitoring and maintaining the DHCP server: 

1. Clear commands, used to clear such information as DHCP address binding,   address conflict and server statistics; 

2. Debug commands, used to output necessary debugging information. Such commands are mainly used to diagnose 

and fix faults; 

3. Show commands, used to show information about DHCP. 

Ruijie products provide three clear commands. To clear information, execute the following commands in the command 

execution mode:  

Command Function 

Ruijie# clear ip dhcp binding { address | *} Clear the DHCP address binding information. 

Ruijie# clear ip dhcp conflict { address | *} Clear the DHCP address conflict information. 

Ruijie# clear ip dhcp server statistics  Clear the DHCP server statistics. 

To debug the DHCP server, execute the following command in the command execution mode:  

Command Function 

Ruijie# debug ip dhcp server [events | packet] Debug the DHCP server. 

To show the working status of the DHCP server, execute the following commands in the command execution mode:  

Command Function 

Ruijie# show ip dhcp binding [address] Show the DHCP address binding information. 

Ruijie# show ip dhcp conflict   Show the DHCP address conflict information. 

Ruijie# show ip dhcp server statistics Show the DHCP server statistics. 

Monitoring and Maintaining the DHCP Client 

There are two types of commands for monitoring and maintaining the DHCP client. The following operations can be 

performed on the DHCP client: 

1. Debug commands, used to output necessary debugging information. Such commands are mainly used to diagnose 

and clear faults. 

2. Show commands, used to show information about DHCP. 

To debug the DHCP client, execute the following command in the command execution mode:  

Command Function 

Ruijie# debug ip dhcp client  Debug the DHCP client. 
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To show information about the lease that the DHCP client obtains, execute the following command in the command 

execution mode:  

Command Function 

show dhcp lease Show the information about DHCP lease. 

DHCP Configuration Examples 

Example of Configuring Address Pool to Support Option82 

In the following example, an address pool of "net82" is defined; the address pool is in the network segment of 

172.16.1.0/24, and the associated classes include class1, class2, class3 and class4. Class1 will allocate addresses 

from the range of 172.16.1.1-172.16.1.8; class2 will allocate addresses from the range of 172.16.1.9-172.16.1.18; 

class3 will allocate addresses from the range of 172.16.1.19-172.16.1.28; class4 has no defined address range, and 

will allocate addresses from the range of entire network segment. Configure class1 to match Option 82 information of 

0100002120, class2 to match 0106020145, class3 to match 06020506*, and class4 to match any information.    

!  

ip dhcp class class1  

 relay agent information  

    relay - information hex 0100002120  

!  

ip dhcp c lass class2  

 relay agent information  

    relay - information hex 0106020145  

!  

ip dhcp class class3  

 relay agent information  

    relay - information hex 06020506*  

!  

ip dhcp class class4  

!  

ip dhcp pool net82  

network 172.16.1.0 255.255.255.0  

class class1  

addres s range 172.16.1.1 172.16.1.8  

class class2  

address range 172.16.1.9 172.16.1.18  

class class3  

address range 172.16.1.19 172.16.1.28  

class class4  
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Step 5: Create another address pool and manually bind the IP address.   

! Configure the name of address pool as "static" and enter DHCP configuration mode.   

AC(config)#  ip dhcp pool static  

! Manually bind the IP address of 172.16.1.101/24 to the MAC address of 00d0.df34.32a3, with client name being 

"admin". Note: The identifier for identifying the client shall indicate the network media type ("01" for Ethernet), namely 

the identifier of the client corresponding to the manually bound MAC address shall be 0100.d0df.3432.a3.   

AC(dhcp - config)#  host 172.16.1.101  255.255.255.0  

AC(dhcp - config)#  client - identifier 0100. d0df . 3432 . a3 

AC(dhcp - config)#  client - name admin  

Step 6: Specify the gateway address corresponding to the "static" address pool.   

! Configure gateway address as 172.16.1.254.   

AC(dhcp - config)#  default - router 172.16.1. 254  

Step 7: Specify the DNS Server of "static" address pool and configure the domain name of client.   

! Assuming that the IP address of DNS Server is 172.16.1.253,configure Domain Name Server in the address pool and 

configure the domain name of client as ruijie.com.    

AC(dhcp - config)#  dns - server 172.16 .1. 253   

AC(dhcp - config)#  domain - name ruijie.com  

Step 8: Specify the WINS Server of "static" address pool and configure the NetBIOS node type of client.   

! Assuming that the IP address of WIN Server is 172.16.1.252, configure NetBIOS WINS server in the address pool and 

configure the NetBIOS node type as Hybrid.   

AC(dhcp - config)#  netbios - name- server 172.16.1. 252   

AC(dhcp - config)#  netbios - node - type h - node  

AC(dhcp - config)#  exit  

Step 9: Enable DHCP Server on AC.   

AC(dhcp - config)#  exit  

AC(config)#  service dhcp   

Verification 

Step 1: View the configuration information on the AC. 

AC# show running - config  

!  

service dhcp  

!  

ip dhcp excluded - address 172.16.1.252 172.16.1.254  

ip dhcp excluded - address 172.16.1.2 172.16.1.100  

!  

!  
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ip dhcp pool dynamic  

 netbios - node - type H- node  

 netbios - name- server 172.16.1.252  

 domain - name ruijie.com  

 lease 2 0 0  

 network 172.16.1.0 255.255.255.0  

 dns - server 172.16.1.253  

 default - router 172.16.1.254  

!  

ip dhcp pool static  

 client - name admin  

 client - identifier 0100. d0df . 3432 . a3 

 host 172 .16.1.101 255.255.255.0  

 netbios - node - type h- node  

 netbios - name- server 172.16.1.252  

 domain - name ruijie.com  

 dns - server 172.16.1.253  

 default - router 172.16.1.254  

!  

Step 2: View the configuration information on the AP. 

Ruijie # show running - config  

!  

int erface GigabitEthernet 0/ 1  

ip address dhcp  

Step 3: Connect a PC with the MAC address of 0013.2049.9014, and view the IP address information assigned by the 

DHCP server on the AC. 

Ruijie#show ip dhcp binding  

IP address    Client - Identifier/     Lease expira tion         Type  

                Hardware address  

172.16.1.101  0100. d0.df34.32a3 47.  000 days 23 hours 45 mins  Manual  

                6967.6162.6974.4574.  

                6865.726e.6574.302f.  

                31 

 

172.16.1. 102  0100. 1320 . 4990 . 14 000 days 23  hours 48 mins Automatic  

Step 4: Associate the STA with the MAC address of 0100.e04c.70b7.e2 with the AP, dynamically assign addresses 

from the DHCP server on the AC, and view the IP address information assigned by the DHCP server on the AC. 

Ruijie#show ip  dhcp binding  

IP address    Client - Identifier/     Lease expiration         Type  

                Hardware address  

172.16.1.101  0100. d0.df34.32a3 47.  000 days 23 hours 45 mins  Manual  

                6967.6162.6974.4574.  
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Ruijie(config)# ip dhcp pool linwei  

# Configure the default client gateway 

Ruijie(dhcp - config)# default - router 10.2.1.1  

# Configure the network number and mask of the DHCP address pool  

Ruijie(dhcp - config)# network 10.2.0.0  255.255.0.0  

# Configure the static route to another segment (10.2.0.0/16) 

Ruijie(config)# ip route 10.2.0.0  255.255.0.0  10.1.0.1  
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Figure 1-5 Typical DHCPv6 address allocation  

 

A typical DHCPv6 address allocation process is shown in the following figure: 

1) DHCPv6 Client sends a multicast Solicit packet with the destination address of FF02::1:2 and destination UDP 

port of 547 on the local link. All the DHCPv6 Servers and Relays on the local link will receive the packet.  

2) After DHCPv6 Servers receive the packet, they will send unicast Advertise packets in reply;  

3) After DHCPv6 Client chooses a Server, it will send a multicast Request packet with the destination address of 

FF02::1:2 and destination UDP port of 547 on the local link.  

4) After the DHCPv6 Server receives the Request packet, it will send an unicast Reply packet in reply and the 

configuration process completes.  

The DHCPv6 communication process involves four packets and is similar with the DHCPv4 communication process, 

which also involves four packets (Discover, Offer, Request and Ack). The special option Rapid Commit can be used to 

shorten the communication process to involve only two packets (Solicit and Reply). The Client can add this option into 

the Solicit packet. The Server will send the Reply packet after receiving the packet. The shortened process is shown as 

follows: 

Figure 1-6 Shortened 2-packet communication 

 

A Relay can be added between Server and Client to perform the address allocation between Client and Server on 

different network segments. The request packet sent by Client will be encapsulated as an option in the Relay-forward 

packet and sent to Server. After the request is obtained by Server from the request message, the reply message will be 

encapsulated in the Relay message option of the Relay-reply packet and the Relay-reply packet will be sent to Relay. 

The reply message will be forwarded to Client after being obtained. The process is shown as follows: 
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The DHCPv6 client gets relevant parameters based on interface, such as Domain Name Server, SNTP server. 

Relevant parameters configurations depend on the validity of interface.  

Introduction to the DHCPv6 Relay 

The DHCPv6 relay forwards DHCPv6 messages between the DHCPv6 server and the DHCP client. When the DHCP 

server and the DHCP client are not in the same physical network, the DHCP relay is responsible for forwarding the 

DHCP solicit and reply messages. The forwarding process is different from routing forwarding, which features 

transparent transmission. Generally, the router will not modify the contents of IP packets. Upon receiving the DHCP 

message, the DHCP relay will regenerate and forward another one.   

The DHCP relay is just like a DHCP server for the DHCP clients and a DHCP client for the DHCP server.   

Functions of DHCPv6 Relay Agent 

With the help of DHCPv6 Relay Agent, the DHCPv6 server can provide services for DHCPv6 clients in other network 

segments; without DHCPv6 Relay Agent, the DHCPv6 server can only provide services for DHCPv6 clients in the same 

network segment.  

Figure 1-10 Functions of DHCPv6 Relay Agent 

 

Functions of DHCPv6 Relay Agent are described as follows (corresponding to the numbers in the figure): 

1) It enables the DHCPv6 relay, the gateway that has enabled DHCPv6 Relay Agent, to receive packets sent by the 

DHCPv6 client to the DHCPv6 server.  

2) It enables the DHCPv6 relay to encapsulate packets received (sent by the DHCPv6 client to DHCPv6 server) in the 

Relay-Forward packet and send it in the unicast manner to the specified DHCPv6 server.  

3) It enables the DHCPv6 server to encapsulate the reply in the Relay-Reply packet after it receives the Relay-Forward 

packet and send it to the DHCPv6 relay in the unicast manner.  

4) It enables the DHCPv6 relay to restore the packet (sent by the DHCPv6 server to the DHCPv6 client) after it receives 

the Relay-Reply packet and send it to the DHCPv6 client in the unicast manner. 

 In the address lease renewal, rebinding and release processes on a DHCPv6 client and the configuration 

refreshing process on a server, the DHCPv6 Relay Agent plays a similar role.  
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# Configure a configuration information pool named pool 1 and configure the domain name, DNS Server, IA_NA, IA_PD 

and etc. Enable the DHCPv6 Server function on the FastEthernet 0/1 interface.  

Ruijie# configure terminal  

Ruijie(config)# ipv6 local pool client - prefix - pool 2008:10::/64 78  

Ruijie(config)# ipv6 dhcp pool pool1  

Ruijie(config - dhcp)# domain - name example.com  

Ruijie(config - dhcp)# dns - server 2008:1::1  

Ruijie(config - dhcp)# prefix - delegation 2008:2::/64  

0003000100d0f82233ac  

Ruijie(config - dhcp)# prefix - delegation pool client - prefix - pool lifetime 2000 1000  

Ruijie(config - dhcp)# iana - address prefix 2008:50::/64  

Ruijie(config - dhcp)# exit  

Ruijie(confi g)# interface fastethernet 0/1  

Ruijie(config - if)# ipv6 dhcp server pool1  

 

 DHCPv6 Server does not support allocation of gateway addresses for clients. To do this, the RA 

notification function Ruijie(config-if)# no ipv6 nd suppress-ra must be enabled on the device.  

 The flag bit "managed address configuration" in the Router Announcement (RA) packet should also be set 

to decide whether the host that receives the RA should use the stateful automatic configuration to obtain 

the addresses. By default, the flag bit in the RA packet is not set:  

Ruijie(config-if)# ipv6 nd managed-config-flag 

 The flag bit "other stateful configuration" in the RA packet is set to decide whether the host that receives 

the RA should use the stateful automatic configuration to obtain information other than the addresses. By 

default, the flag bit in the RA packet is not set by Ruijie(config-if)# ipv6 nd other-config-flag 

 Finally, disable the prefix notification function: Ruijie(config-if)# ipv6 nd prefix ipv6-prefix/prefix-length 

no-advertise 

 

 When the address pool prefix or prefix mask in the address pool information is revised, the lease 

information of the corresponding address pool will be deleted. In this case, DHCPv6 Server may allocate 

an address or address prefix that has been allocated previously to a new request to trigger an address 

conflict. Please note that generally, after an address pool is created to allocate addresses or prefixes, the 

address pool's prefix or prefix mask should be revised unless it is necessary to do so.  
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Configuring the stateless DHCPv6 Server function 

The stateless DHCPv6 Server does not need to configure the prefix pool. Given that the Client has obtained the 

address though RA, the Server only needs to provide the Client with other configuration information. The configuration 

process is described as follows: 

Command Function 

Ruijie# configure terminal Enter global configuration mode.  

Ruijie(config)# ipv6 dhcp pool poolname Configure the DHCPv6 configuration information pool 

and enter pool configuration mode.  

Ruijie(config-dhcp)# domain-name domain Configure a domain-name that can be allocated to 

DHCPv6 Client. 

Ruijie(config-dhcp)# dns-server ipv6-address Configure the DNS Server that can be provided to the 

DHCPv6 Client. 

Ruijie(config-dhcp)# exit Exit DHCPv6 pool configuration mode.  

Ruijie(config)# interface interface-name Enter interface configuration mode.  

Ruijie(config-if)# ipv6 dhcp server poolname 

[rapid-commit] [preference value] 

Enable the DHCPv6 Server on the interface. 

Ruijie(config-if)# ipv6 nd other-config-flag Set the flag bit "other stateful configuration" in IPv6 RA. 

Example:  

# Configure a configuration information pool named pool1 and configure the domain name, DNS Server and etc. Enable 

the DHCPv6 Server function on the FastEthernet 0/1 interface, and set the flag bit in IPv6 RA. 

Ruijie# configure terminal  

Enter configuration commands, one per line.  End with CNTL/Z.  

Ruijie(config)# ipv6 dhcp pool pool1  

Ruijie(config - dhcp)# domain - name example.com  

Ruijie(config - dhcp)# dns - server 20 08:1::1  

Ruijie(config - dhcp)# exit  

Ruijie(config)# interface fastethernet 0/1  

Ruijie(config - if)# ipv6 dhcp server pool1  

Ruijie(config - if)# ipv6 nd other - config - flag  

 

 DHCPv6 Server does not support allocation of gateway addresses for clients. To do this, the RA 

notification function Ruijie(config-if)# no ipv6 nd suppress-ra must be enabled on the device.  

 

Showing the DHCPv6 Server configuration 

Use the following commands to show information about DHCPv6 Server configuration and state: 

Command Function 

show ipv6 dhcp Show the device's DUID information. 
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show ipv6 dhcp binding Show the DHCPv6 server's address binding information.  

show ipv6 dhcp conflict Show the DHCPv6 server's address conflict information.  

show ipv6 dhcp interface Show the DHCPv6 interface information. 

show ipv6 dhcp pool Show the DHCPv6 pool information. 

show ipv6 dhcp server statistics Show the DHCPv6 statistics. 

# Example:  

Ruijie # show ipv6 dhcp  
This device's DHCPv6 unique identifier(DUID): 00:03:00:01:00:d0:f8:22:33:b0  

 

Ruijie # sho w ipv6 dhcp binding  
Client  DUID: 00:03:00:01:00:d0:f8:22:33:ac  

  IAPD: iaid 0, T1 1800, T2 2880  

    Prefix: 2001:20::/72  

            preferred lifetime 3600, valid lifetime 3600  

        expires at Jan 1 2008 2:23 (3600 seconds)  

 

Ruijie # show ipv6 dhcp int erface  
VLAN 1 is in server mode  

  Server pool dhcp - pool  

  Rapid - Commit: disable  

 

Ruijie# show ipv6 dhcp pool  

DHCPv6 pool: dhcp - pool  

  DNS server: 2011:1::1  

  DNS server: 2011:1::2  

  Domain name: example.com  

 

Ruijie # show ipv6 dhcp server static  
DHCPv6 serv er statistics:  

 

Packet statistics:  

DHCPv6 packets received:            7  

Solicit received:                    7  

Request received:                    0  

Confirm received:                    0  

Renew received:                      0  

Rebind received:                     0 

Release received:                    0  

Decline received:                    0  

Relay - forward received:             0  

Information - request received:      0  

Unknown message type received:     0  

Error message received:             0  
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DHCPv6 packet s ent:                  0  

Advertise sent:                      0  

Reply sent:                           0  

Relay - reply sent:                    0  

Send reply error:                    0  

Send packet error:                   0  

 

Binding statistics:  

Bindings genera ted:                 0  

IAPD assigned:                       0  

IANA assigned:                       0  

 

Configuration statistics:  

DHCPv6 server interface:           1  

DHCPv6 pool:                         0  

DHCPv6 iapd binding:                0  

Configure the DHCPv6 Client 

This task involves how to enable DHCPv6 client function and prefix solicitation on the interface.   

To configure the DHCPv6 Client, run the following commands: 

Command Function 

Ruijie# configure terminal Enter global configuration mode.   

Ruijie (config)# interface type number Enter interface configuration mode.   

Ruijie (config-if)#ipv6 dhcp client pd prefix-name 

[rapid-commit] 

Enable the DHCPv6 client and prefix solicitation on the 

interface. 

For example:  

Ruijie# configure terminal  

Ruij ie(config)# interface fastethernet 0/1  

Ruijie(config - if)# ipv6 dhcp client pd pd_name  

Configuring stateless DHCPv6 Client 

The configuration process is described as follows: 

Command Function 

Ruijie# configure terminal Enter global configuration mode.  

Ruijie(config)# interface type number Enter interface configuration mode.  

Ruijie(config-if)# ipv6 enable Enable the IPv6 function on the interface. 

Example: 

Ruijie# configure terminal  
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Ruijie(config)# interface fastethernet 0/1  

Ruijie(config - if)# ipv6 enabl e 

Re-enable the DHCPv6 Client on the interface. 

The task explains how to re-enable DHCPv6 Client on an interface.  

The configuration process is described as follows: 

Command Function 

Ruijie#clear ipv6 dhcp client interface-type 

interface-number 

Re-enable the DHCPv6 Client on the interface. 

Example: 

Ruijie# clear ipv6 dhcp client fastethernet 0/1  

Configure the DHCPv6 Relay Agent 

Default configuration 

Function and feature Default setting 

DHCPv6 Relay Agent function Disabled 

DHCPv6 Relay Agent server address Unspecified 

Configuring the DHCPv6 Relay function 

This task enables the DHCPv6 relay function on the interface, and configures the address used for relay forwarding.   

To configure the DHCPv6 relay, run the following commands: 

Command  Function  

Ruijie# configure terminal Enter global configuration mode.   

Ruijie(config)# interface type number Enter interface configuration mode.   

Ruijie(config-if)#ipv6 dhcp relay destination ipv6-address 

[interface-type interface-number] 

Enable the DHCPv6 relay on the interface, and 

designate the address for relay forwarding.   

Ruijie(config-if)# end Exit from the interface mode. 

Use the following command to show the destination address of the DHCPv6 Relay: 

show ipv6 dhcp relay destination { all | interface interfa ce - type interface - number }  

Use the following command to delete the destination address of the DHCPv6 Relay: 

no ipv6 dhcp relay destination ipv6 - address [ interface - type interface - number ]  

Example: Enable the DHCPv6 Relay Agent function with the destination address of 3001::2 on the interface VLAN 1. 

Ruijie#configure terminal  

Enter configuration commands, one per line.  End with CNTL/Z.  
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Ruijie(config)#interface vlan 1  

Ruijie(config - if)#ipv6 dhcp relay destination 3001::2  

Ruijie(config - if)#end  

 

 The IPv6 DHCP Relay Destination command can only be used on the layer-3 interface; 

 One device can be configured with 20 Relay Agent Destinations at most;  

 When Destination configures multicast addresses, the interface numbers must be specified behind the 

addresses.  

Showing/clearing DHCPv6 Relay information 

Command Function 

show ipv6 dhcp relay destination { all | interface 

interface-type interface-number } 

Show the DHCPv6 Relay's destination address. 

show ipv6 dhcp relay statistics Show the DHCPv6 Relay Agent's packet statistics. 

clear ipv6 dhcp relay statistics Clear the DHCPv6 Relay Agent's packet statistics.  

Example: Show the DHCPv6 Relay's destination address. 

Ruijie# show ipv6 dhcp relay destination all  

Interface: Vlan1  

Destination address(es)           Output  Interface  

3001::2  

Example: Show the DHCPv6 Relay Agent's statistics. 

Ruijie# show ipv6 dhcp relay statistics  

Packets dropped               :  2  

    Error                     :  2  

    Excess of rate limit      :  0  

Packets received              :  28  

    SOLICIT                   :  0  

    REQUEST                   :  0  

    CONFIRM                   :  0  

    RENEW                     :  0  

    REBIND                    :  0  

    RELEASE                   :  0  

    DECLINE                   :  0  

    INFORMATION- REQUEST       :  14  

    RELAY- FORWARD             :  0  

    RELAY- REPLY               :  14  
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Packets sent                  :  16  

    ADVERTISE                 :  0  

    RECONFIGURE               :  0  

    REPLY                     :  8  

    RELAY- FORWARD             :  8  

    RELAY- REPLY               :  0  

Typical configuration examples 

Typical DHCPv6 Server configuration example 

Networking demand 

In the user environment, the most common practice is to deploy DHCPv6 Server in the core or convergent position of 

the network to allocate the entire subnet's IP addresses and manage the allocation.  

Networking topology 

As shown in the following figure, enable the DHCPv6 Server function on the convergent device to allocate IPv6 address 

and other network configuration information for PCs in the subnet. The range of IA_NA addresses that can be allocated 

is configured on the Server. When a PC sends a request for address allocation, the Server will calculate an available 

address in the IA_NA address range and allocate it to the PC after it receives the request. In addition, the Server 

provides other information including DNS Server addresses and domain names. To ensure that the DHCPv6 Server 

function takes effect, the IP address in the same network segment with the IA_NA should be configured on the layer-3 

interface where the Server function is enabled.  

Figure 1-11 DHCPv6 Server networking topology 

 

Key points 

If the core device serves as the DHCPv6 Server, the device's CPU and memory occupancy rates will rise. When Clients 

increase, the pressure on the Server will rise. Therefore, a high-performance or separate device should be used as the 

DHCPv6 Server.  

Configuration process 
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Enable the DHCPv6 Server function on the convergence gateway device: 

# Configure a configuration information pool named pool 1 and configure the domain name, DNS Server, IA_NA and etc. 

Enable the DHCPv6 Server function on the vlan 1 interface.  

Ruijie# configure terminal  

Enter configuration commands, one per line.  End with CNTL/Z.  

Ruijie(config)# ipv6 d hcp pool pool1  

Ruijie(config - dhcp)# domain - name example.com  

Ruijie(config - dhcp)# dns - server 2008:1::1  

Ruijie(config - dhcp)# iana - address prefix 2008:50::/64  

Ruijie(config - dhcp)# exit  

Ruijie(config)# interface vlan 1  

Ruijie(config - if)# ipv6 address 2008:50:: 1/64  

Ruijie(config - if)# ipv6 dhcp server pool1  

Ruijie(config - if)# no ipv6 nd suppress - ra  

Ruijie(config - if)# ipv6 nd managed - config - flag  

Ruijie(config - if)# ipv6 nd other - config - flag  

Ruijie(config - if)# ipv6 nd prefix 2008:50::/64 no - advertise  

Showing verification 

Show the configuration of the DHCPv6 Server on the convergence gateway device: 

Ruijie# show ipv6 dhcp interface  

VLAN 1 is in server mode  

  Server pool pool1  

  Rapid - Commit: disable  

 

Ruijie# show ipv6 dhcp pool  

DHCPv6 pool: pool1  

  DNS server: 2008:1: :1  

  Domain name: example.com  

 

Ruijie# show ipv6 dhcp server statistics  

DHCPv6 server statistics:  

 

Packet statistics:  

DHCPv6 packets received:            7  

Solicit received:                    7  

Request received:                    0  

Confirm received:                    0 

Renew received:                      0  

Rebind received:                     0  

Release received:                    0  

Decline received:                    0  

Relay - forward received:             0  
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Information - request received:      0  

Unknown message type received:     0  

Error message received:             0  

 

DHCPv6 packet sent:                  0  

Advertise sent:                      0  

Reply sent:                           0  

Relay - reply sent:                    0  

Send reply error:                    0 

Send packet error:                   0  

 

Binding statistics:  

Bindings generated:                 0  

IAPD assigned:                       0  

IANA assigned:                       0  

 

Configuration statistics:  

DHCPv6 server interface:           1  

DHCPv6 pool:                         0  

DHCPv6 iapd binding:                0  

Typical DHCPv6 Relay configuration example 

Networking demand 

Device1 enables the DHCPv6 Relay Agent with the destination address of 3001::2; Device2 enables the DHCPv6 

Relay Agent with the destination address of FF02::1:2 (for all Server and Relay multicast packets) to continue relaying 

the packet to other servers. The layer-3 interface whose egress interface is specified as the upper destination address 

is gi 0/1.  

Networking topology 

Figure 1-12 DHCPv6 Relay Agent networking topology 
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DNS Configuration 

DNS Overview 

Each IP address may present a host name consisting of one or more strings separated by the decimal. Then, all 
you need to do is to remember the host name rather than IP address. This is the function of the DNS protocol. 
There are two methods to map from the host name to the IP address: 1) Static Mapping: A device maintains its 
host name to IP address mapping table and uses it only by itself. 2) Dynamic Mapping: The host name to IP 
address mapping table is maintained on the DNS server. In order for a device to communicate with others by its 
host name, it needs to search its corresponding IP address on the DNS server.  
The domain name resolution (or host name resolution) is the process that the device obtains IP address which 
corresponds to the host name by the host name. The Ruijie switches support the host name resolution locally or 
by the DNS. During the resolution of domain name, you can firstly adopt the static method. If it fails, use the 
dynamic method instead. Some frequently used domain names can be put into the resolution list of static 
domain names. In this way, the efficiency of domain name resolution can be increased considerably.  

Configuring Domain Name Resolution 

Default DNS Configuration 

The default configurations of DNS are as follows:  

Attribute Default Value 

Enable/disable the DNS resolution 

service 
Enable 

IP address of DNS server None 

Static Host List None 

Maximum number of DNS servers 6 

Enabling DNS Resolution Service 

This section describes how to enable the DNS resolution service.  

Command Function 

Ruijie(config)# ip domain-lookup Enable DNS. 

The command no ip domain-lookup is used to disable DNS. 
Ruijie(config)# ip domain - lookup  

Configuring the DNS Server 

This section describes how to configure the DNS server. The dynamic domain name resolution can be carried 
out only when the DNS Server is configured. 
The no ip name-server [ip-address] command can be used to remove the DNS server. Where, the ip-address 
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Ruijie#  show hosts  

Name servers are:  

192.168.5.134  static  

 

Host                  type       Address           TTL(sec)  

www.163.com           static    192.168.5.243     ---  

 

   

Typical DNS Configuration Examples  

Example of Static DNS Configuration   

Topological Diagram   

 
Figure1 Network topology for static DNS configuration 

Application Requirements  

Since the network device Ruijie-A will frequently access the host of destination.com, we can use static DNS to 
access the host of IP 1.1.1.20 through the domain name of destination.com, so as to enhance the efficiency of 
domain resolution.   

Configuration Tips  

1. Make sure the route between device and host is reachable.   

2. The mapping between host name and IP address is correct.   

Configuration Steps  

Manually configure the mapping between host name and IP address. In this example, configure the host name to 
"destination.com" and the corresponding IP address to 1.1.1.20. 

Ruijie - A(config)#ip host destinati on.com 1.1.1.20  

Verifications 

Step 1: View DNS information. Key point: the mapping between host and IP address shall be correct.   
Ruijie - A #show host   

Name servers are:  
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Host              type    Address                       TTL(sec)        

destination.c om    static  1.1.1.20                   ---              

Step 2: Execute "ping destination.com" command to verify the result.   
Ruijie - A #ping destination.com   

Translating "destination.com"...[OK]  

Sending 5, 100 - byte ICMP Echoes to 1.1.1.20, timeout is 2 seconds:  

  < press Ctrl+C to break >  

!!!!!  

Success rate is 100 percent (5/5), round - trip min/avg/max = 1/1/1 ms  

From the above information, we can learn that Ruijie-A has successfully accessed the host with IP address being 
1.1.1.20 through the host name of destination.com by means of static DNS.   

Example of Dynamic DNS Configuration  

Topological Diagram  

 
Figure2 Network topology for dynamic DNS configuration 

Application Requirements  

1. The IP address of DNS server is 192.168.31.206/24.   

2. The network device is the DNS client and can access the host of 10.1.1.2 through the host 
name of host.com by means of dynamic DNS.   

Configuration Tips  

1. The route between DNS client, DNS server and access PC shall be reachable.   

2. DNS shall be enabled. The DNS feature is enabled by default.   

3. The IP address of DNS server has been correctly configured.   
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Configuration Steps  

Step 1: Configure DNS server  
Different DNS servers need to be configured differently. Please configure DNS server according to the actual 
conditions.   
Configure the mapping between host and IP address on DNS server. In this example, configure host name as 
"host.com" and IP address as 10.1.1.2/24.   
Step 2: Configure DNS client  
The route between DNS client, DNS server and access PC shall be reachable. The interface IP configurations 
are shown in the topological diagram.   
! DNS shall be enabled. The DNS feature is enabled by default.   

Ruijie(config)#ip domain - lookup  

! Configure the IP address of DNS server as 192.168.31.206  
Ruijie(config)#ip name - serve r 192.168.31.206  

Verifications  

Step 1: Execute "ping host.com" command to verify the result.   
Ruijie#ping host.com  

 

Translating "  host.com  "...[OK]  

Sending 5, 100 - byte ICMP Echoes to 10.1.1.2 , timeout is 2 seconds:  

  < press Ctrl+C to break >  

!!!!!  

Succe ss rate is 100 percent (5/5), round - trip min/avg/max = 1/1/1 ms  

From the above information, we can learn that the client device can ping the host, and the corresponding 
destination IP is 10.1.1.2. Through dynamic DNS, the host with IP address being 10.1.1.2 can be accessed 
through the host name of host.com.   
Step 2: View DNS information. Key point: the host name and IP address.   

Ruijie#show host              

Name servers are:  

192.168.31.206 static  

 

Host                  type       Address           TTL(se c)        

host.com            dynamic     10.1.1.2            3503            

From the above information, we can learn that the mapping between host name and host IP is correct.   
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Active Mode   

 

Figure 2 Port (active) Mode 
In this mode, FTP server actively establishes data connection with FTP client through the following 
four steps:   
1. The client uses the source port 5150 to communicate with the port 21 of server. The client requests to 
establish connection and notify the server that it is using the port 5151.   
2. Upon receipt of the request, the server responds with OK (ACK) message. The client and server then 
exchange control signals through the control port.   
3. The server opens the port 20 as the source port for sending data to the port 5151 of client.   
4. The client replies and the transfer process ends.   

Passive Mode 

 

Figure 3 PASV (passive) Mode 
This mode is generally configured through passive command. Since FTP server is passively connected 
to FTP client, it is referred to as passive connection. This process involves the following four steps:   
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1. In passive mode, the client initializes the control signal connection and uses the source port 5150 to 
establish connection with port 21 of server. The client uses the passive command to request the server 
to enter passive mode.   
2. The server agrees to enter PASV mode, randomly selects a port number greater than 1024 and 
notifies the client.   
3. Upon receipt of such message, the client will use the port 5151 to carry out data communication with 
the port 3268 as provided by the server. Here, 5151 is the source port and 3268 is the destination port.   
4. Upon receipt of message, the server will transfer data and reply with ACK (OK).   
When data connection is established between client and server, data upload and download can be 
performed, while the client can also carry out certain file system operation on the server.   
 

 

Note 

The control connection for transferring commands and replies exists all 

along, and the data connection is only established when needed. The 

application of PASV mode or PORT mode is determined only by FTP 

client, which will send relevant commands to use different modes of data 

connection. By default, Ruijie FTP client uses passive mode.   

FTP Transfer Mode  

There are two FTP transfer modes: text (ASCII) transfer mode and binary (BINARY) data transfer 
mode. Currently, Ruijie FTP Client supports both modes, and the default mode is BINARY.   

Text Mode  

The difference between ASCII mode and BINARY mode is the handling of new line. In ASCII mode, 
the new line is converted to the carriage return character of local device, such as \n for Unix, \r\n for 
Windows and \r for Mac.   

Binary Mode  

BINARY mode can be used to transfer executable files, compressed files and image files without any 
data processing. Taking the example of transferring text file from Unix to Windows, the BINARY mode 
will not convert the new-line character from \r (Unix) to \r\n, and thus there is no line shifting when this 
file is viewed on Windows (you can only see black boxes). Since there is no new-line processing, the 
BINARY mode is faster than text mode, and all ASCII values can be transferred without error.    
 

 

Note 

If text format conversion is needed, such as the conversion between 

Unix-formatted text and Dos-formatted text, there are many tools available. 

Therefore, the Binary mode is generally the default mode of FTP.   

Introduction to FTP Client  

Instead of any standard FTP client using interactive commands, Ruijie FTP Client uses the copy 
command to complete the steps of open, user and pass. After control connection is established, it will 
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enter file transfer process and establish data connection, allowing file upload or download.   
 

 

Note 

Our former products support TFTP, yet TFTP is only used for the transfer of 

small files. FTP protocol supports the transfer of large files. Implementing 

FTP allows the file transfer between local device and remote client and 

server.   

Configuring FTP Client  

Configuring Connection Mode  

The default connection mode is passive (PASV) mode. To configure the device to use active mode, 
execute the following command in global configuration mode:   

Command  Function  

configure terminal  Enter global configuration mode  

ftp-client port Configure FTP to use active connection mode   

To configure the device to use passive mode, execute the following command in global configuration 
mode:   

Command  Function  

configure terminal  Enter global configuration mode  

no ftp-client port 
Configure FTP to use passive connection 

mode  

Configuring Transfer Mode  

The default transfer mode is BINARY mode. To configure the device to use ASCII mode, execute the 
following command in global configuration mode:    

Command  Function  

configure terminal  Enter global configuration mode  

ftp-client ascii Configure FTP to use text transfer mode  

To configure the device to use BINARY transfer mode, execute the following commands in global 
configuration mode:   

Command  Function  

configure terminal  Enter global configuration mode  

no ftp-client ascii Configure FTP to use binary transfer mode  

Configuring Source IP Address  

FTP Client can bind the source IP address of the client communicating with the server. Execute the 
following command in global configuration mode to configure the source IP address:   





Configuration Guide FTP Client Configuration 

Example of File Download  

Using username of "user" and password of "pass" to download a file named "remote-file" from the 
directory "root" on FTP Server with IP address being 192.168.23.69 to directory "home" on the local 
device, and change the name to "local-file".   

Ruijie#  copy  ftp://user:pass@192.168.23.69/root/remote - file flash: home/local - file  

Uploading File  

In CLI command mode, execute the following steps to complete file upload:   
Before uploading, launch FTP Server program on the host and then log into the device. In privileged 
EXEC mode, execute the following command to upload file. The key word "dest-address" specifies the 
IP address of FTP Server.   

Command  Function  

Ruijie# copy 

flash:[local-directory/]local-file 

 ftp: 

//username:password@dest-address[/rem

ote-directory]/remote-file 

Upload the file specified in Flash URL to the 

host. The filename can be reset.   

Please refer to the previous command for descriptions of key words and parameters.   

Example of File Upload  

Using username of "user" and password of "pass" to upload a file named "local-file" from the directory 
"home" on the device to directory "root" on FTP Server, and change the name to "remote-file".   

Ruijie#  copy flash: home/local - file ftp://user:pass@192.168.23.69/root/remot e- file  



Configuration Guide FTP Server Configuration 

FTP Server Configuration 

Overview 

You can set a device as the FTP server. Then you can connect to the FTP server through a FTP client and upload or 

download documents through the FTP protocol.  

FTP server enables you to get documents from devices like Syslog file. You can also copy documents to the file system 

of devices directly.  

FTP Commands Supported 

Upon receiving a FTP connection request, the FTP server requires the FTP client offer login user name and password 

for authentication.  

The FTP client can run commands only when it passes authentication. Not all FTP client commands are supported at 

present. The following table shows the FTP client commands supported: 

ascii delete mdelete mput quit send 

bin dir mdir nlist recv size 

bye disconnection mget open rename system 

cd get mkdir passive rhelp type 

cdup image mls put rmdir user  

close ls modtime pwd rstatus  

For the method to use above mentioned FTP client commands, refer to FTP client software document. In addition, 

many FTP client tools, for instance, CuteFTP and FlashFXP have graphic operation interface. Users no longer need to 

use FTP commands. 

Configure the FTP Server 

Enable or Disable the FTP Server 

By default, the FTP Server is disabled. To enable the FTP server, run the ftp-server enable command in the global 

configuration mode. It should be noted that the FTP client cannot access the FTP server before you configure the top 

directory, login user name and password of the FTP server. So it is recommended to refer to the later sections to 

configure the top directory, login user name and password before enabling the FTP Server for the first time.  

To disable the FTP server, run the no ftp-server enable command in the global configuration mode.  

 

 

Command Function 
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Command Function 

Ruijie# show ftp-server Shows the status of the FTP Server. 

Ruijie# debug ftpserver Turns on the debugging of the FTP Server. 

Ruijie# no debug ftpserver Turns off the debugging of the FTP Server. 

The following example shows the status information of the FTP Server: 

Ruijie # show ftp - server  

ftp - server information  

=======================================  

enable : Y  

topdir : /  

timeout: 20min  

username config : Y  

password config : Y  

type: BINARY  

control connect : Y  

ftp - server: i p=192.167.201.245  port=21  

ftp - client: ip=192.167.201.82  port=4978  

port data connect : Y  

ftp - server: ip=192.167.201.245  port=22  

ftp - client: ip=192.167.201.82  port=4982  

passive data connect : N  

The following example turns on the debugging of the FTP Server: 

Ruijie#  debug ftpserver  

FTPSRV_DEBUG:(RECV)   SYST  

FTPSRV_DEBUG:(REPLY)  215 RGOS Type: L8  

FTPSRV_DEBUG:(RECV)   PORT 192,167,201,82,7,120  

FTPSRV_DEBUG:(REPLY)  200 PORT Command okay.  

The following example turns off the debugging of the FTP Server: 

Rui jie#  no debug ftpserver   
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Step 3: Configure the top directory of server as "/syslog";   

Ruijie(config)#ftp - server topdir /syslog  

Step 4: Enable FTP server  

Ruijie(config)#ftp - server enable  

Verification  

Step 1: Display the relevant state of FTP server:   

Ruijie(config)#show ftp - server   

    ftp - server inf ormation  

===================================  

enable : Y  

topdir : /syslog  

timeout: 5min  

username config : Y  

password config : Y  

transfer type: ASCII  

control connection : N  

port data connection : N  

passive data connection : N  

Step 2: Debug the FTP server  

Ruijie#  debug ftpserver  

FTPSRV_DEBUG:(RECV)   SYST  

FTPSRV_DEBUG:(REPLY)  215 RGOS Type: L8  

FTPSRV_DEBUG:(RECV)   PORT 192,167,201,82,7,120  

FTPSRV_DEBUG:(REPLY)  200 PORT Command okay.  
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Network Communication Detection Tools Configuration 

Ping Connectivity Test 

To test the connectivity of a network, many network devices support the Echo protocol. The protocol sends a special 

packet to a specified network address and waits for a response. This allows you to evaluate the connectivity, delay and 

reliability of a network. The ping tool provided by RGOS can effectively help users diagnose and locate the connectivity 

problems in a network. 

The Ping command runs in the user EXEC mode and privileged EXEC mode. In the user EXEC mode, only basic ping 

functions are available. However, in the privileged EXEC mode, extended ping functions are available. 

Command Function 

Ruijie# ping [ip] [address [length length] [ntimes 

times] [data data] [source source] [timeout seconds] 

[df-bit] [validate] ] 

Test the network connectivity. 

The basic ping function can be performed in either the user EXEC mode or the privileged EXEC mode. By default, this 

command sends five 100-byte packets to the specified IP address. If the system receives a response within the 

specified time (2 seconds by default), it shows "!" . Otherwise, it shows ".". Finally, the system shows statistics. This is a 

normal ping example: 

Ruijie# ping  192.168.5.1  

Sending 5, 100 - byte ICMP Echoes to 192.168.5.1, timeout is 2 seconds:  

< press Ctrl+C to break >  

!!!!!  

Success rate is 100 percent (5/5), round - trip min/avg/max = 1/2/10 ms  

The extended ping function can be performed in the privileged EXEC mode only. This function allows you specify the 

number of packets, packet length, and timeout. As with the basic ping function, the extended ping also shows statistics. 

The following is an example of the extended ping: 

Ruijie  ping  192.168.5.197  length  1500  ntimes  100  data  ffff source  192.168.4.190 timeout  3 

Sending 100, 1000 - byte ICMP Echoes to 192.168.5.197, timeout is 3 seconds:  

  < press Ctrl+C to break >  

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!

!!!!!!!!!!!!!  

Success rate is 100 percent (100/100), round - trip min/avg/max = 2/2/3 ms  

Ruijie # 

Ping IPv6 Connectivity Test 

To test the connectivity of a network, many network devices support the Echo protocol. The protocol sends a special 

packet to a specified network address and waits for a response. This allows you to evaluate the connectivity, delay and 

reliability of a network. The ping tool provided by RGOS can effectively help users diagnose and locate the connectivity 

problems in a network. 
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Command  Function  

Ruijie# show ip ref  
Display statistics in the existing express 

forwarding table.   

Adjacency Table  

In the express forwarding table, adjacency list is one of the important data structure. Execute the following 
commands to view existing adjacency information:   

Command  Function  

Ruijie# show ip ref adjacency [glean 

| local | ip | (interface interface_type 

interface_number) ] 

Display the glean adjacency, local adjacency, 

IP-specific adjacency, interface-specific 

adjacency and all adjacent nodes.   

In the event of the following cases, the adjacency table will be used to forward packets.   

1. Direct route, such as 1.1.0.0/16 vlan1  

2. A route with longer mask than the direct route, such as 1.1.1.0/24 vlan2 2.2.2.2  

3. Neighbor with direct route, such as 1.1.1.1.   

Packets with destination IP address being 1.1.1.1 will be forwarded according to the information of adjacency 
1.1.1.1, as 1.1.1.1/32 is the longest match route.   

Packet Forwarding Path  

The router forwarding of packets is performed based on the IP address of packets. If the source IP address and 
destination IP address of packets are specified, then the forwarding path of such packets will be definitive. 
Executing the following command and specifying the source IP and destination IP of packets will display the 
actual forwarding path of such packets, such as packet discarding, CPU submission or forwarding. The interface 
through which the packets are forwarded can also be learned.    

Command  Function  

Ruijie# show ip ref exact-route 

source-ipaddress dest_ipaddress 

Display the actual forwarding path for specific 

packets  

 

 

Caution 
The above commands are router-specific commands.   

Routes in Express Forwarding Table  

Express forwarding receives external route advertisement and maintains its own express forwarding table, 
which is a mirror image of core routing table sharing same routing information. Execute the following 
commands to display relevant routing information in the express forwarding table.    

Command  Function  
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Ruijie# show ip ref route [default 

| (ip mask)] 

Display the default routing information in the 

existing express forwarding table. If no default route 

is specified, all routing information in the express 

forwarding table will be displayed, including routes, 

default route and ordinary gateway routes.   

Synchronizing Express Forwarding Table to Hardware Forwarding Table   

On a layer-3 switch, the hardware forwarding table and software forwarding table may be inconsistent due to 
the case that the total number of routes in software forwarding table exceeds the capacity of hardware 
forwarding table or the conflict between hardware and hash bucket. If the total number of routes in software 
forwarding table exceeds the capacity of hardware forwarding table, the user shall manage to reduce the number 
of routes and then execute "ip ref synchronize all" command in privilege mode to synchronize the software 
forwarding table to hardware forwarding table, yet there is no solution to the conflict between hardware and 
hash bucket.    

Command  Function  

Ruijie# ip ref synchronize all 

When software forwarding table and hardware 

forwarding table are inconsistent, execute this 

command to synchronize.   

In case the capacity of hardware forwarding table is insufficient or there is a conflict between hardware and 
hash bucket, such event will be printed in logs in the format of:  EFHW-4-(TBL_NO_RESOURCE): 
DESCRIPTION. 
 



 
 

IP Routing Configuration 

1. IP Routing Configuration 
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IP Routing Configuration  

Enabling IP Routing  

By default, the IPv4 or IPv6 routing function is enabled. 

Command  Function  

Ruijie(config)# ip routing  Enable the IPv4 routing function. 

Ruijie(config)# ipv6 unicast -routing  Enable the IPv6 routing function. 

 

Use the no form of this command to disable the IPv4 or IPv6 routing function. 

 The IS2700G series products support only the IPv4 or IPv6 static routes, and IPv4 or IPv6 directly connected 

route. 

 Configure the static route to obtain the IPv4 or IPv6 static route. 

 Configure the IP address of the SVI to obtain the IPv4 or IPv6 directly connected route. 

�)�R�U���W�K�H���H�[�D�P�S�O�H���R�I���F�R�Q�I�L�J�X�U�L�Q�J���V�W�D�W�L�F���U�R�X�W�H�V�����V�H�H���³�(�[�D�P�S�O�H���R�I���'�\�Q�D�P�L�F���5�R�X�W�H�V���2�Y�H�U�U�L�G�L�Q�J���6�W�D�W�L�F���5�R�X�W�H�V�´���L�Q��this chapter. 

If they are not deleted, Ruijie product will always retain the static routes. However, you can replace the static routes with 

the better routes learned by the dynamic routing protocols. Better routes mean that they have smaller distances. All routes 

including the static ones carry the parameters of the management distance. The following table shows the management 

distances of various sources of Ruijie product:  

Configuring Static Routes  

Static routes are manually configured so that the packets can be sent to the specified destination network go through the 

specified route. Multiple static routes can be configured. The new route cannot be added if the number of the configured 

static routes reaches the upper limit. 

Command  Function  

Ruijie(config)# ip route  network net-mask { ip-address | 

interface [ ip-address ] } [ distance ] [ tag tag ] 

[ permanent  ] [ disable  | enable  ] 

Configure the IPv4 static route. 

Ruijie(config)# ipv6 route  ipv6-prefix / prefix-length 

{ ipv6-address  | interface [ ipv6-address ] } [ distance ]  
Configure the IPv6 static route. 

Ruijie(config)# ip static route -limit  number Configure the upper limit of the IPv4 static route. 
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Ruijie(config)# ipv6 static route -limit number Configure the upper limit of the IPv6 static route. 

�:�K�H�Q���D���S�R�U�W���L�V���³�G�R�Z�Q�´�����D�O�O���U�R�X�W�H�V���W�R���W�K�D�W���S�R�U�W���Z�L�O�O���G�L�V�D�S�S�H�D�U���I�U�R�P���W�K�H���U�R�X�W�L�Q�J���W�D�E�O�H�����,�Q���D�G�G�L�W�L�R�Q�����Z�K�H�Q���5�X�L�M�L�H���S�U�R�G�X�F�W���I�D�L�O�V��to 

find the forwarding route to the next-hop address, the static route will also disappear from the routing table.  

 

 The IS2700G series products support up to 32 IPv4 static routes and 16 IPv6 static routes. 

 The IPv4 static route supports only the default route with the mask being 0, and the host route with the mask 

being 32. 

 The IPv6 static route supports only the default route with the mask being 0, and the host route with the mask 

being 128. 

Displaying the Routing Table  

Use the following commands in privileged EXEC mode, global configuration mode or interface configuration mode to 

display the routing table. 

Command  Function  

show ip route  [ network [mask] | count  | summary  ] Display the IPv4 routing table. 

show ip v6 route  [ network prefix-length | summary ] Display the IPv6 routing table. 

 

 



 
Multicast Configuration 

1. IGMP Snooping Configuration 

2. MLD Snooping Configuration 

3. Multicast Forwarding Control Configuration 
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IGMP Snooping Configuration  

Overview  

Understanding IGMP Snooping  

Internet Group Management Protocol, abbreviated as IGMP Snooping, is an IP multicast flow 

mechanism running in the VLAN, and used to manage and control the IP multicast flow forwarding in the 

VLAN and belongs to the Layer2 multicast function. The IGMP Snooping function described below is in 

the VLAN, and the related ports are the member ports in the VLAN. 

The device running IGMP Snooping sets up the mapping for the port and the multicast address by 

analyzing the received IGMP packets, and forwards the IP multicast packets based on the mapping. As 

shown in the Figure-1, with IGMP Snooping enabled, the IP multicast packets are broadcasted in the 

VLAN; while without IGMP Snooping enabled, the known IP multicast packets are not broadcasted in the 

VLAN but sent to the specified recipient. 

 

Figure 1  

Ruijie multicast products support both the layer 2 multicast(IGMP Snooping) function and the layer 3 

multicast(Multicast-routing) function. That is to say, to realize better packet forwarding function, Ruijie device 

supports not only the layer 3 multicast route forwarding, but also the snooping in the VLAN. 
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Understanding the Type of IGMP Snooping Ports  

As shown in the Figure 2, the Router is connected with the multicast source. The IGMP Snooping is enabled 

on the SwitchA. HostA and HostC are receives (that is, the IP multicast group member) 

 
                Figure 2 IGMP Snooping Port Type  

Multicast Router Port: the switch is connected with the multicast router(the Layer3 multicast device), take 

the SwitchA interface Eth0/1 for example. All router ports on the switch(including the dynamic and static 

ports) are recorded in the router port list. By default, the router port corresponds to the recipient of the 

multicast data in the VLAN, and can also be added to the IGMP Snooping forwarding list. 

Member Port: the abbreviation of the IP multicast group member port, also named Listener Port, 

representing the port connected with the IP multicast group member on the switch, take the SwitchA 

interface Eth0/2, Eth0/3 and Eth0/4 for example. All member ports on the switch(including the dynamic 

and static ports) are recorded in the IGMP Snooping forwarding list. 

Understanding the Aging Timer of Dynamic Port  

Table-1 Aging timer of dynamic port 

Type Description  
Events triggering 

timer  

Activity after 

timeout  

Aging timer 

for the 

dynamic 

router port 

Enable a timer for 

each dynamic router 

port. The timeout 

time is the aging time 

of the dynamic router 

port.  

Receive the IGMP 

general query 

packet or the IP 

PIM Hello packet. 

Remove the port 

from the router port 

list.  

Aging timer 

for the 

dynamic 

member 

port 

Enable a timer for 

each dynamic 

member port. The 

timeout time is the 

aging time of the 

Receive the IGMP 

query packet. 

Remove the port 

from the IGMP 

Snooping multicast 

group forwarding 

list.  
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dynamic member 

port.  

 

Understanding Operation Mechanism of I GMP Snooping  

General Group Query and Specific Group Query  

IGMP querier sends the general query packets to all hosts and routers(with the address: 224.0.0.1) in 

the local network segment periodically to query for the IP multicast group member in the network 

segment. Upon receiving the IGMP general query packets, the switch forwards those query packets to 

all ports in this VLAN, and processes the packet-receiving port as follows:  

�z If this port has already been in the router port list, reset the aging timer. 

�z If this port has not been in the router port list, add the port to the list and enable the 

aging timer. 

�z After receiving the IGMP general query packets, the multicast device enable the aging 

timer for all member ports. Set the aging time as the maximum respond time of the 

IGMP query packets. When the aging time is 0, no member port receives the multicast 

flow and the port will be removed from the IGMP Snooping forwarding list. 

After receiving the IGMP specific-group query packets, the multicast device enable the aging timer for all 

member ports in the specific group. Set the aging time as the maximum respond time of the IGMP query 

packets. When the aging time is 0, no member port receives the multicast flow and the port will be 

removed from the IGMP Snooping forwarding.  

For the IGMP specific-group source query packets, it is no need to update the aging timer. 

Membership Report  

In the following circumstances, the host sends the IGMP membership report to the IGMP querier: 

�z After receiving the IGMP query(general or specific-group query) packets, the IP 

multicast group member host responds to the received packets. 

�z If the host wants to join in an IP multicast group, it will take the initiative to send the 

IGMP membership report to the IGMP querier and claim to join in the IP multicast 

group. 

Upon receiving the IGMP membership report message, the switch forwards the message through all 

router ports in the VLAN, analyzes the IP multicast group address from the message to add to the host, 

and deals with the packet-receiving port as follows: 

If the corresponding forwarding entry of IP multicast group is inexistent, create a forwarding entry, add 

the dynamic member port to the outgoing port list, and enable the aging timer. 

If the corresponding forwarding entry of IP multicast group exists but the outgoing port list excludes the 

port, add the dynamic member port to the outgoing port list, and enable the aging timer. 

If the corresponding forwarding entry of IP multicast group exists and the outgoing port list includes the 

port, reset the aging timer. 

Leaving the Multicast Group  

When leaving the IP multicast group, the host notifies the multicast router of the leave event by sending 

the IGMP leave group packets. Upon receiving the IGMP leave group packets on a dynamic member 
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port, the switch forwards those packets to the router ports.  

Understanding IGMP Profiles  

IGMP Profiles is the group filtering actually, defines a series of multicast address range and the access 
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Understanding Working Modes of IGMP Snooping  

DISABLE: The IGMP Snooping does not work in this mode. That is, the switch does not snoop the IGMP 

messages between the host and the router. Multicast frames are forwarded in the VLAN in the broadcast 

form.  

IVGL(Independent VLAN Group Learning):  In this mode, the multicast flows in different VLANs are 

independent. A host can only request multicast flows to the router interface in the same VLAN. Upon 

receiving the multicast flow in any VLAN, the switch forwards the flow to the member port in the same 

VLAN. 

SVGL(Shared VLAN Group Learning): In this mode, the hosts in different VLANs share the same 

multicast flow. A host can request multicast flows across VLANs. By designating a Shared VLAN, you 

can only forward the multicast flows received in this Shared VLAN to other member ports in different 

VLANs.  In the SVGL mode, IGMP Profile must be used to divide the multicast address range, within 

which the multicast flow can be forwarded across VLANs. By default, all group range is not within the 

SVGL range and all multicast flows are dropped. As shown in Figure-3: 

 

Figure-3 Multicast Flow in the Shared VLAN forwarding across VLANs  

Promiscuous mode: also known as IVGL-SVGL mode. In this mode, the IVGL mode and the SVGL 

mode can co-exist. Use IGMP Profile to divide a set of multicast address range to the SVGL, within 

which the member port of the multicast forwarding entry can be forwarded across VLANs and without 

which the member ports are forwarded in the same VLAN.  

Understanding Relationship between IGMP Snooping and QinQ  

After IGMP Snooping is enabled and dot1q-tunnel port is configured on the device, IGMP packets 

received from dot1q-tunnel port will be handled in two ways through IGMP Snooping:   

a) 1st way: Create multicast entries on the VLAN to which IMGP packets belong, and 

forward IMGP packets on such VLAN. For example: It is assumed that IGMP 
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Snooping has been enabled on the device; port A is a dot1q-tunnel port; the default 

VLAN of port A is VLAN 1, and packets from VLAN 1 and VLAN 10 can pass through 

port A. When multicast requests of VLAN 10 are sent to port A, IGMP Snooping will 

create the multicast entry of VLAN 10 and forward the multicast requests to the router 

port of VLAN 10.   

b) 2nd way: Create multicast entries on the default VLAN to which dot1q-tunnel belong, 

and forward multicast packets on the default VLAN of dot1q-tunnel port after inserting 

the VLAN Tag of the default VLAN of dot1q-tunnel port. For example: It is assumed 

that IGMP Snooping has been enabled on the device; port A is a dot1q-tunnel port; 

the default VLAN of port A is VLAN 1, and packets from VLAN 1 and VLAN 10 can 

pass through port A. When multicast requests of VLAN 10 are sent to port A, IGMP 

Snooping will create the multicast entry of VLAN 1 and insert the VLAN Tag of VLAN 1 

into multicast requests before forwarding the multicast requests to the router port of 

VLAN 1.   

By default, the 2nd way is used.   

Understanding IGMP Snooping Querier  

In a multicast network running IGMP, a Layer-3 multicast device acting as the IGMP querier is 

responsible for sending IGMP general queries, so that all Layer-3 multicast devices can establish and 

maintain multicast forwarding entries, thus to forward multicast traffic correctly at the network layer.   

However, in a network without layer-3 multicast device, a layer-2 multicast device does not support IGMP, 

and therefore cannot realize the relevant functions of IGMP querier. By enabling IGMP snooping on a 

layer-2 device, the layer-2 device can establish and maintain multicast forwarding entries at the data link 

layer, thus to forward multicast traffic correctly at the data link layer.  

Understanding Multi cast VLAN  

As shown in Figure 3, in the traditional multicast programs-on-demand mode, when hosts, Host A, Host 

B and Host C, belonging to different VLANs require multicast programs-on-demand service, the 

multicast router needs to copy the multicast traffic in each VLAN as multicast snooping is only carried out 

in the VLAN. This results in not only waste of network bandwidth but also extra burden on the Layer 3 

device.   

To solve this problem, we can configure multicast VLAN feature on the switch (namely IMGP Snooping 

will be running in SVGL mode or hybrid mode), which means that the VLANs to which these hosts 

belong will be configured as the sub-VLANs of a multicast VLAN. In this way, the multicast router needs 

to replicate the multicast traffic only in the multicast VLAN instead of making a separate copy of the 

multicast traffic in each user VLAN. This lessens the burden of the Layer 3 device.   

When running on the multicast VLAN, the master multicast VLAN (namely SVGL VLAN) and the 

multicast address of multicast VLAN must be specified for the devices. Meanwhile, the sub-VLANs 

associated with the multicast VLAN may also need to be specified. Only the traffic from master multicast 

VLAN can be forwarded to the sub-VLANs needing to receive the multicast traffic.   

 

Caution  

If sub-VLAN is not specified, all VLANs can receive the multicast traffic 

from multicast VLAN.   
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Understanding Multicast Security Control  

Understanding Multicast Access Control  

IGMP itself cannot control whether or not a user can join a specific multicast group. Since the multicast 

traffic is replicated at the access node, it is important to control whether or not a user can obtain a 

multicast video stream at the access node as it can guarantee the security of video data and benefit of 

the carrier and avoid illegal users. Currently, the customized Profile can be preconfigured on the user 

port through the feature of device management, so as to permit or deny user joining, control multicast 

service and avoid illegal users from occupying network resources when controlling the access to one or 

multiple multicast programs. Through similar functions, precise control of user access to multicast 

programs can also be realized at the access node, such as multicast preview. We can also control the 

number of programs accessible to a specific user, thus effectively protecting the network bandwidth 

resources.    

The multicast devices released by Ruijie can realize diversified control of users:   

�‹  Port-based control of user access to multicast traffic  

Under cer�W�D�L�Q���F�L�U�F�X�P�V�W�D�Q�F�H�V�����\�R�X���P�D�\���Q�H�H�G���W�R���F�R�Q�W�U�R�O���X�V�H�U�¶�V���D�F�F�H�V�V���W�R���P�X�O�W�L�F�D�V�W���W�U�D�I�I�L�F���R�Q���W�K�H���S�R�U�W�����%�\��

this time, you can configure the port-based multicast filter. Detailed configurations are described in the 

section of "Configure port filter".   

�‹  VLAN-based control of user access to multicast traffic  

Under certain circumstances, you may need to control VLAN's access to multicast traffic. By this time, 

you can configure the VLAN-based multicast filter. Detailed configurations are described in the section of 

"Configure VLAN filter".   

�‹  Port-based control of the amount of multicast traffic accessible to user  

If the user requests multiple multicast programs on the same port, it will impose great pressure 

on network bandwidth. By configuring the number of multicast programs allowed on the port, 

we can effectively control the multicast programs that can be requested by the user. Detailed 

configurations are given in the section of "Configure IGMP Filtering".   

�‹  Multicast preview  

For certain multicast video streams, if the user doesn't have access to such video streams but 

the service provider wants to the user to preview such video streams within the preview interval, 

the device shall be able to support user-based multicast preview.   

 

Understanding Source IP Check  

Among the multicast devices released by Ruijie, certain products support IGMP SNOOPING source IP 

check, further enhancing network security.   

IGMP SNOOPING source IP check is intended to limit the source IP address of IGMP multicast traffic. 

When IGMP Snooping source IP check is disabled, all incoming video streams are considered valid, the 

layer-2 multicast device will forward them to registered member ports as per IGMP Snooping forwarding 

table. When IGMP Snooping source IP check is enabled, only the multicast traffic with the configured 

source IP address will be considered valid, and the multicast device will then forward them to the 

registered ports. Multicast traffic with other source IP addresses will be considered invalid and 

discarded.   
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Configuring IGMP Sn ooping  

We will describe how to configure IGMP snooping in the following sections 

Function Configuration  Description  

Configure Basic 

IGMP Snooping 

Function 

Enable IGMP Snooping Required 

Set the aging timer for the dynamic port  Optional 

Set the maximum respond time of the 

IGMP Query Packet Optional 

Configure IGMP 

Snooping Port 

Function  

Set the router port.  Optional 

Set the member port.  Optional 

Set the port fast-leave Optional 

Set the IGMP membership report packet 

suppression.  Optional 

Configure the IP 

Multicast Group 

Policy on the 

Port   

Set the IP multicast group filtering Optional 

Set the source IP check. Optional 

Enabling IGMP Snooping  

By default, when enabling IGMP Snooping, the IGMP Snooping working mode(IVGL,SVGL and 

IVGL-SVGL) must be specified.  

 

Caution  

The Layer2 multicast device does not support IGMP Snooping if 

the device works in the private VLAN mode.  

Configuring IVGL Mode  

In the global configuration mode, run the following commands to configure the IGMP Snooping IVGL 

mode: 

Command  Function  

Ruijie(config)# ip igmp 

snooping ivgl  

Enable the IGMP Snooping IVGL mode. By 

default, the IGMP Snooping is disabled.   

Ruijie (config)#show ip igmp 

snooping  
Verify the configuration. 

Ruijie(config)# no ip igmp 

snooping  
Disable the IGMP Snooping function. 

This example sets the IGMP Snooping IVGL mode:  
Ruijie# configure terminal  

Ruijie(config)# ip igmp snooping ivgl  
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Ruijie(config)#  show ip igmp snooping  

IGMP Snooping running mode: IVGL  

SVGL vlan: 1     

SVGL profile number: 0     

Source port check: Disable  

Source ip check: Disable  

IGMP Fast - Leave: Disable  

IGMP Report suppress: Disable  

Configuring SVGL Mode  

In the global configuration mode, run the following commands to configure the IGMP Snooping SVGL 

mode: 

Command  Function  

Ruijie(config)# ip igmp 

snooping svgl  

Enable the IGMP Snooping SVGL mode. By 

default, the IGMP Snooping is disabled.   

Ruijie (config)#show ip igmp 

snooping  
Verify the configuration. 

Ruijie(config)# no ip igmp 

snooping  
Disable the IGMP Snooping function. 

This example sets the IGMP Snooping SVGL mode:  
Ruijie# configure terminal  

Ruijie(config)# ip igmp snooping svgl  

Ruijie(config)#  show ip igmp snooping  

IGMP Snooping running mode: SVGL  

SVGL vlan: 1     

SVGL profile number: 11   

Source port check: Disable  

Source ip check: Disable  

IGMP Fast - Leave: Disable  

IGMP Report suppress: Disable  

 

Note  

In the SVGL mode, an IGMP Profile must be associated to 

specify the multicast address range in the SVGL mode, or the 

configuration related to the SVGL mode will not take effect. For 

�W�K�H���G�H�W�D�L�O�V�����V�H�H���W�K�H���F�K�D�S�W�H�U���R�I���³�&�R�Q�I�L�J�X�U�L�Q�J���W�K�H���0�X�O�W�L�F�D�V�W���$�G�G�U�H�V�V��

�5�D�Q�J�H���L�Q���W�K�H���6�9�*�/���P�R�G�H�´���� 

The layer 3 multicast-routing function cannot be enabled, or the 

command ip multicast -routing  cannot be executed when the 

running mode is SVGL. Similarly, you cannot enter the SVGL 

mode when the layer 3 multicast-routing function has been 

enabled.   

Configuring IVGL -SVGL Mode  

In the global configuration mode, run the following commands to configure the IGMP Snooping 
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IVGL-SVGL mode: 

Command  Function  

Ruijie(config)# ip igmp 

snooping ivgl -svgl  

Enable the IGMP Snooping IVGL-SVGL mode. 

By default, the IGMP Snooping is disabled.   

Ruijie (config)#show ip igmp 

snooping  
Verify the configuration. 

Ruijie(config)# no ip igmp 

snooping  
Disable the IGMP Snooping function. 

This example sets the IGMP Snooping IVGL-SVGL mode:  
Ruijie# configure terminal  

Ruijie(config)# ip igmp snooping ivgl - svgl  

Ruijie(config)#  show ip igmp snooping  

IGMP Snooping running mode: IVGL SVGL  

SVGL vlan: 1     

SVGL profile number: 11   

Source po rt check: Disable  

Source ip check: Disable  

IGMP Fast - Leave: Disable  

IGMP Report suppress: Disable  

 

Note  

In the SVGL mode, an IGMP Profile must be associated to 

specify the multicast address range in the SVGL mode, or the 

configuration related to the SVGL mode will not take effect. For 

�W�K�H���G�H�W�D�L�O�V�����V�H�H���W�K�H���F�K�D�S�W�H�U���R�I���³�&�R�Q�I�L�J�X�U�L�Q�J���W�K�H���0�X�O�W�L�F�D�V�W���$�G�G�U�H�V�V��

�5�D�Q�J�H���L�Q���W�K�H���6�9�*�/���P�R�G�H�´���� 

The layer 3 multicast-routing function cannot be enabled, or the 

command ip multicast -routing  cannot be executed when the 

running mode is SVGL. Similarly, you cannot enter the SVGL 

mode when the layer 3 multicast-routing function has been 

enabled.    

Disabling IGMP Snooping  

In the global configuration mode, run the following command to disable IGMP Snooping: 

Command  Function  

Ruijie(config)# no ip igmp 

snooping  
Disable the IGMP Snooping function. 

Ruijie (config)#show ip igmp 

snooping  
Verify the configuration. 

This example disables the IGMP Snooping:  
Ruijie# configure terminal  

Ruijie(config)# no ip igmp snooping svgl  

Ruijie(config)#  show ip igmp snooping  

IGMP Snooping running mode: DISABLE  
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SVGL vlan: 1     

SVGL profile number: 11   

Source port check: Disable  

Source ip check: Disable  

IGMP Fast - Leave:  Disable  

IGMP Report suppress: Disable  

Enabling IGMP Snooping in the Specific VLAN  

By default, with IGMP Snooping globally enabled, the IGMP Snooping function is auto-enabled in all 

VLANs. To disable the IGMP Snooping in the specified VLAN, run the following command. 

In the global configuration mode, run the following command to disable IGMP Snooping: 

Command  Function  

Ruijie(config)# no ip igmp 

snooping vlan  num 

Disable the IGMP Snooping in the specified 

VLAN. By default, the IGMP Snooping in the 

VLAN is enabled. 

Ruijie (config)# ip igmp 

snooping vlan  num 

Enable the IGMP Snooping in the specified 

VLAN. 

This example disables the IGMP Snooping in the VLAN3:  
Ruijie# configure terminal  

Ruijie(config)# no ip igmp snooping vlan 3  

Ruijie(config)#  show ip igmp s nooping  

IGMP Snooping running mode: IVGL  

SVGL vlan: 1     

SVGL profile number: 11   

Source port check: Disable  

Source ip check: Disable  

IGMP Fast - Leave: Disable  

IGMP Report suppress: Disable  

 
vlan 1  

-------------  

IGMP Snooping                   :Enabled  

Multicast router learning mode  :pim - dvmrp  

IGMPv2 immediate leave          :Disabled  

 

vlan 2  

-------------  

IGMP Snooping                   :Enabled  

Multicast router learning mode  :pim - dvmrp  

IGMPv2 immediate leave          :Disabled  

 

vlan 3  

-------------  

IGMP Snooping                   :Disabled  
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Multicast router learning mode  :pim - dvmrp  

IGMPv2 immediate leave          :Disabled  

 

vlan 4  

-------------  

IGMP Snooping                   :Enabled  

Multicast router learning mode  :pim - dvmrp  

IGMPv2 immediate leave          :Disabled  

 

Note  

With the IGMP Snooping enabled in the VLAN, the MLD 

Snooping function must also be enabled if the IPv6 multicast is 

applied in the VLAN. 

Configuring the Aging Time for the Dynamic Route Port  

If no IGMP general query packets or PIM Hello packets are received on the dynamic router port within 

the aging time, the router port will be deleted.  

To configure the aging time for the dynamic router port, execute the following commands in the global 

configuration mode.  

Command  Function  

Ruijie(config)# ip igmp snooping  

dyn -mr-aging -time  time 

Configure the aging time for the dynamic 

router port.  

Time: aging time in the range of 1 to 3600s. 

Default value: 300s. 

Ruijie(config)# no ip igmp snooping  

dyn -mr-aging -time  
Return the aging time to the default value. 

The following example configures the aging time of the dynamically learned router interface to 100s:  
Ruijie# configure terminal  

Ruijie (config) # ip igmp snooping dyn - mr- aging - time 100  

Configuring the Maximum Response Time of the IGMP Que ry Message  

The multicast router periodically sends an IGMP Query message to query whether a multicast member 

exists or not. If the multicast router has not received the IGMP Report message from a host within a 

period of time, the switch will think this port no longer receives multicast frames, and delete this port from 

the multicast forwarding table. The default time is 10 seconds. 

To configure the maximum response time of the IGMP Query message, execute the following commands 

in the global configuration mode: 

Command  Function  

Ruijie(config)# ip igmp Snooping  

query -max-response -time  seconds 

Set the maximum response time of the IGMP 

Query message in the range of 1 to 65535 

seconds. The default time is 10 seconds. 
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Command  Function  

Ruijie(config)# no ip igmp Snooping  

query -max-response -time  
Restore the maximum response time 

to the default value. 

The following example configures the maximum response time of the IGMP Query message to 15s:  
Ruijie# configure terminal  

Ruijie (config) # ip igmp snooping query - max- response - time 15 

Configuring IGMP Profiles  

An IGMP Profile entry defines a set of multicast address range and permit/deny activity for the functions 

like multicast address range for SVGL mode, multicast data range filtered on the router interface, and 

IGMP Filtering range. Note that modifying an IGMP Profile after associating it with a function will 

influence the multicast forwarding table generated by the function. 

To configure an IGMP profile, execute the following commands: 

Command  Function  

Ruijie(config)# ip igmp profi le 

profile-number 

Enter the IGMP Profile mode. Assign a number in the range of 1 

to 1024 to identify. By default, no profile is configured. 

Ruijie (config-profile)# permit  | 

deny  

(Optional) Permit or deny this range of multicast addresses 

while deny or permit other multicast addresses. The default 

value is deny. 

Ruijie(config-profile)# range ip 

multicast-address 
Add one or more multicast address ranges. 

Ruijie# end Return to the privileged EXEC mode. 

To delete an IGMP Profile, use no ip igmp profile profile-number. 

To delete a range of the IGMP Profile, use no range  ip multicast address. 

This example shows the IGMP Profile configuration process: 
Ruijie(config)# ip igmp profile  1 

Ruijie (config - profile) # permit  

Ruijie (config - profile) # range  224.0.1.0 2 39.255.255.255  

Ruijie (config - profile) # end  

Ruijie#  show ip igmp profile 1  

IGMP Profile 1  

permit  

range 224.0.1.0 239.255.255.255  

As you can see, the rule of the IGMP Profile is to permit the multicast addresses from 224.0.1.0 to 

239.255.255.255, while all other multicast addresses are denied.  

Configuring the Ports of IGMP Snooping  

Configuring the Route Port  

By default, the router port is dynamically learned in the VLAN. Use the no option of the command to 

disable the dynamic learning function for the router interface in the VLAN and clear all router ports 

learned dynamically. 
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Use the command to set the switch port as the static router port.  

To configure a router port, execute the following command: 

Command  Function  

Ruijie(config)# ip igmp snooping 

vlan vlan-id mrouter  interface 

interface-id 

Set the interface as the static router 

interface. 

Ruijie(config)# no ip igmp snooping 

vlan vlan-id mrouter  interface 

interface-id 

Cancel the static router interface setting.  

Ruijie(config)# ip igmp snooping 

vlan vlan-id mrouter  learn 

pim -dvmrp  

Enable the dynamic learning function for the 

router interface in the VLAN. By default, the 

dynamic learning function is enabled.  

Ruijie(config)# no ip igmp snooping 

vlan vlan-id mrouter  learn 

pim -dvmrp  

Disable the dynamic learning function for the 

router interface in the VLAN and clear all 

router ports learned dynamically.  

This example sets GigabitEthernet 1/1 as the router port and enables dynamic learning function in the 

VLAN1: 
Ruijie# configure terminal  

Ruijie(config)# ip  igmp snooping vlan  1 mrouter interface  gigabitEthernet  0/7  

Ruijie(config)# ip igmp snooping vlan 1 mrouter learn pim - dvmrp  

Ruijie(config)# end  

Ruijie# show ip igmp snooping mrouter  

Vlan     Interface          State         IGMP profile  

----      ---------           ------         -------------  

1   GigabitEthernet 0/7    static             0  

1   GigabitEthernet 0/12   dynamic            0  

Ruijie# show ip igmp snooping mrouter learn  

Vlan    learn method  

----     ------------------   

1        pim - dvmrp  

Configuri ng Static Member Port  

When IGMP Snooping is enabled, you can statically configure a port to receive a specific multicast flow 

in disregard of various IGMP packets.  

To configure a static member port of IGMP Snooping, execute the following commands in the global 

configuration mode:  

 Command  Function  

Ruijie(config)# ip igmp Snooping ivgl  
Enable IGMP Snooping and set it as the 

IVGL mode. 
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 Command  Function  

Ruijie(config)# ip igmp snooping  

vlan vlan-id static ip-addr interface  

[interface-id] 

Statically configure a port to receive a 

certain multicast flow. 

�‡��vlan-id: vid of multicast flow  

�‡��ip-addr : multicast group address 

�‡ interface-id: Interface ID 

Ruijie(config)# no ip igmp snooping  

vlan vlan-id static ip-addr interface  

[interface-id] 

Remove a static member port.  

�‡��vlan-id: vid of multicast flow  

�‡��ip-addr : multicast group address 

�‡ interface-id: Interface ID 

Use no ip igmp snooping vlan vlan-id static  ip-addr interface interface-id to delete the static member 

of IGMP Snooping. 

This example configures a static member port of IGMP snooping: 
Ruijie# configure terminal  

Ruijie(config)# ip igmp snooping vlan 1 static  233.3.3.4  interface GigabitEthernet 0/7  

Ruijie(config)# end  

Ruijie(config)# show ip igmp snooping gda  

Abbr: M -  mrouter  

       D -  dynamic  

       S -  static  

VLAN  Address                 Member ports  

----  --------------    -----------------------------  

1     233.3.3.4               GigabitEthernet 0/7(S)  

Configuring Fast -Leave 

According to the IGMP protocol, a port cannot leave a multicast group immediately after the host sends 

the IGMP Leave message. Instead, the multicast router should first send an IGMP Query packet and lets 

a port leave the group only when the host does not respond. However, in specific environments (for 

example, one port is connected to only one multicast user), the port can immediately leave the multicast 

group after the multicast router receives the IGMP Leave message, a mechanism known as Fast Leave.  

To enable fast-leave, execute the following commands in the global configuration mode:  

 Command  Function  

Ruijie(config)# ip igmp snooping  

fast -leave enable  
Enable the fast-leave function. 

Ruijie(config)# no ip igmp snooping  

fast -leave enable  
Disable the fast-leave function. 

The following example enables the fast�±leave function:  
Ruijie# conf igure terminal  

Ruijie(config)# ip igmp snooping fast �±leave enable  

Ruijie(config)# end  
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Configuring IGMP Snooping Suppression  

For IGMP Snooping-enabled devices, a multicast group address may have multiple IGMP users. When a 

user joins the multicast group and receives the IGMP Query message, he or she will send an IGMP 

Report message. Ruijie switches will forward every IGMP Query message to the multicast router. In this 

way, the multicast router will receive multiple IGMP Report messages when it sends an IGMP Query 

message to the ports on the IGMP Snooping-enabled devices.  

To reduce the pressure of the server on processing the IGMP Report messages, the switch only 

forwards the first received IGMP Report message to the router port while suppressing other IGMP 

Report messages. This is called IGMP Snooping Suppression. 

To enable IGMP Snooping suppression, execute the following commands in the global configuration 

mode:  

 Command  Function  

Ruijie(config)# ip igmp snooping  

suppression enable  

Enable IGMP Snooping suppression. 

By default, this function is enabled. 

Ruijie(config)# no ip igmp snooping  

suppression enable  
Disable IGMP Snooping suppression. 

The following example enables the IGMP Snooping suppression function:  
Ruijie# configure terminal  

Ruijie(config)# ip  igmp snooping suppression enable  

Ruijie(config)# end  

Configuring the Multicast Security Control  

Configuring Source IP Check  

Source IP check corresponds to two commands: 1) configuration of default source IP address of valid 

multicast traffic for all multicast groups; 2) configuration of the source IP address of valid multicast traffic 

for a specific multicast group belonging to specific VLAN. The source IP address of valid multicast server 

can only be configured for a specific group after enabling default source IP check of all groups.    

In global configuration mode, execute the following steps to enable IGMP Snooping source IP check:    

Command  Function  

Ruijie(config)# ip igmp snooping 

source -check default -server address 

Enable source IP check and configure the 

default source IP address of valid 

multicast traffic for all groups. This feature 

is disabled by default.   

Ruijie(config)# no ip igmp snooping 

source -check default -server  
Disable source IP check.   

Ruijie(config)# ip igmp snooping 

limit -ipmc vl an vid address  address 

server  address 

Configure the source IP address of valid 

multicast traffic for specific group address. 

By default, the source IP address of the 

valid multicast traffic for this group address 

is the same as the IP address of 

default-server.   
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Ruijie(config)# no ip igmp snooping 

limit -ipmc vlan  vid address  address  
Remove the configuration of limit-ipmc.   

The following example shows how to enable source IP check and configure the default source 

IP to 1.1.1.1, and how to configure the source IP address of valid multicast traffic for group 

233.3.3.3 belonging to VLAN1 to 1.1.1.2.   

Ruijie# configure terminal  

Ruijie(config)# ip igmp snooping source - check default - server  1.1.1.1  

Ruijie(config)#  ip igmp snooping limit - ipmc vlan  1 address  233 .3.3.3  server  1.1.1.2  

 

Caution  

IGMP Snooping source IP check cannot be shared with 

layer-3 multicasting, which means layer-3 multicast forwarding 

will be compromised after enabling layer-3 multicasting and 

source IP check at the same time.   

Configuring Port Filter  

Under certain circumstances, you may need to control a specific port to only receive a group of 

specific multicast traffic and control the maximum number of groups that can be joined on this 

port. IGMP Filtering well meets such needs.   

You can apply an IMGP Profile to a port. If IMGP Report packets are received on the port, the 

layer-2 multicast device will verify whether the multicast address to be joined by this port falls 

within the range permitted by IGMP Profile. If yes, the port will join and process subsequently.   

You can also configure the maximum number of groups that can be joined by the port. If the 

threshold is exceeded, the layer-2 multicast device will no longer receive and process IGMP 

Report packets.   

In global configuration mode, execute the following steps to configure IGMP Filtering:    

Command  Function  

Ruijie(config)# interface interface-id Enter the interface to be configured.   

Ruijie(config-if)# ip igmp snooping 

filter profile-number 

(Optional) Apply Profile to this interface. 

The range of profile number if 1-1024. By 

default, a port is not associated with any 

profile.   

Ruijie(config-if)# no ip igmp snooping 

filter  

(Optional) Delete the profile associated to 

the interface, which will then permit all 

groups.   

Ruijie(config-if)# ip igmp snooping  

max-groups  number 

(Optional) Configure the maximum 

number (0-1024) of groups that can be 

joined on this port. The number is not 

restricted by default.   
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The following example shows how to configure the filter:    

Ruijie# config ure terminal  

Ruijie(config)# interface fastEthernet  0/1  

Ruijie(config - if)# ip igmp snooping filter  1 

Ruijie(config - if)# ip igmp snooping max - groups 1000  

Ruijie(config - if)# end  

Ruijie# show ip igmp snooping interface fastEthernet  0/1  

Interface               Filter profile number        max - group  

---------------         ---------------------         ---------  

FastEthernet 0/1               1                            1000     

Configuring VLAN Filter  

Under certain circumstances, you may need to control the reception of multicast traffic on the 

egress of specific VLAN. VLAN-based filter well meets such need.   

You can apply an IMGP Profile to a VLAN. If IMGP Report packets are received on the port 

belong to this VLAN, the layer-2 multicast device will verify whether the multicast address to be 

joined by this port falls within the range permitted by IGMP Profile. If yes, the port will join and 

process subsequently.   

In global configuration mode, execute the following steps to configure IGMP Filtering:   

Command  Function  

Ruijie(config)# ip igmp snooping 

vlan num filter profile-number 

(Optional) Apply Profile to this VLAN. The 

range of profile number if 1-1024. By default, 

a VLAN is not associated with any profile.   

Ruijie(config-if)# no ip igmp 

snooping vlan num filter  

(Optional) Delete the profile associated to 

the VLAN, which will then permit all groups.   

The following example shows how to configure the VLAN filter:   

Ruijie# configure terminal  

Ruijie(config)# interface fastEthernet  0/1  

Ruijie(config - if)# ip igmp snooping vlan 2 filter  1 

 

Configuring Multicast Preview  

To configure multicast preview, the following information must be configured: the multicast 

group that can be previewed, and the preview interval.   

In global configuration mode, execute the following steps to configure multicast preview:    

Command  Function  
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Ruijie(config)# ip igmp snooping 

preview profile-number 

(Optional) Apply Profile to this preview. The 

range of profile number if 1-1024. By default, 

a multicast traffic can be previewed.   

Ruijie(config)# ip igmp snooping 

preview interval  num 

(Optional) Configure preview interval. The 

range of num is 1-300, and the default value 

is 60 seconds.   

Ruijie(config)# no ip igmp snooping 

preview  
(Optional) No preview.   

The following example shows how to configure multicast preview. Multicast traffic failing to 

match profiles1 but matching profiles2 can be previewed.    

Ruijie# configure terminal  

Ruijie(config)# ip igmp snooping preview 2 

Ruijie(config)# int fa 0/1  

Ruijie(config - if)# ip igmp snoopi ng filter  1  

 

Configuring the Relationship Between IGMP Snooping and QinQ  

By default, IGMP Passthrough is disabled. In global configuration mode, execute the following steps to 

configure the relationship between IGMP Snooping and QinQ:    

Command  Function  

Ruijie# configure terminal  Enter global configuration mode  

Ruijie(config)# ip igmp snooping 

tunnel  

Enable IGMP Passthrough:   

After IGMP Snooping is enabled and 

dot1q-tunnel port is configured on the 

device, create multicast entries on the VLAN 

to which IMGP packets belong, and forward 

IMGP packets on such VLAN.    

For example: It is assumed that IGMP 

Snooping has been enabled on the device; 

port A is a dot1q-tunnel port; the default 

VLAN of port A is VLAN 1, and packets from 

VLAN 1 and VLAN 10 can pass through port 

A. When multicast requests of VLAN 10 are 

sent to port A, IGMP Snooping will create the 

multicast entry of VLAN 10 and forward the 

multicast requests to the router port of VLAN 

10.   

By default, IGMP Passthrough is disabled.   
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Ruijie(config)# no ip igmp snooping 

tunnel  

Disable IGMP Passthrough.   

After IGMP Snooping is enabled and 

dot1q-tunnel port is configured on the 

device, create multicast entries on the 

default VLAN to which dot1q-tunnel belong, 

and forward multicast packets on the default 

VLAN of dot1q-tunnel port after inserting the 

VLAN Tag of the default VLAN of 

dot1q-tunnel port.   

For example: It is assumed that IGMP 

Snooping has been enabled on the device; 

port A is a dot1q-tunnel port; the default 

VLAN of port A is VLAN 1, and packets from 

VLAN 1 and VLAN 10 can pass through port 

A. When multicast requests of VLAN 10 are 

sent to port A, IGMP Snooping will create the 

multicast entry of VLAN 1 and insert the 

VLAN Tag of VLAN 1 into multicast requests 

before forwarding the multicast requests to 

the router port of VLAN 1.   

The following example shows how to enable IGMP Passthrough:   
Ruijie# configure terminal  

Ruijie(config)#  ip igmp snooping tunnel  

Configuring IGMP Snooping Querier  

Globally Enabling Querier  

In global configuration mode, execute the following steps to enable global querier:   

Command  Function  

Ruijie(config)# ip igmp snooping 

querier  
Globally enable IGMP querier.   

Ruijie(config)# no ip igmp snooping 

querier  
Globally disable IGMP querier.   

The following example shows how to globally enable IGMP querier:   
Ruijie# configure terminal  

Ruijie(config)# ip igmp snooping querier  

 

Globally Configuring Querier Source IP  

In global configuration mode, execute the following steps to globally configure the source IP address of 

queries:   
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Command  Function  

Ruijie(config)# ip igmp snooping 

querier address a.b.c.d  
Globally configure querier source IP. 

Ruijie(config)# no ip igmp snooping 

querier address  
Globally disable querier source IP.  

The following example shows how to globally configure the source IP address of IGMP querier:    
Ruijie# configure terminal  

Ruijie(config)# ip igmp snooping querier address 192.168.2.2  

 

Globally Configuring the Maximum Response Time to Queries  

In global configuration mode, execute the following steps to configure the maximum response time to 

queries:   

Command  Function  

Ruijie(config)# ip igmp snooping 

querier max -response -time num 

Globally configure the maximum response 

time to queries. The default value is 10 

seconds.   

Ruijie(config)# no ip igmp snooping 

querier max -response -time  

Globally restore the maximum response 

time to queries to default value.   

The following example shows how to configure the maximum response time to queries:   
Ruijie# configure terminal  

Ruijie(config)# ip igmp sn ooping querier 20 

 

Globally Configuring the Query Interval  

In global configuration mode, execute the following steps to configure the interval for periodically 

sending queries:    

Command  Function  

Ruijie(config)# ip igmp snooping 

querier query -interval num 

Globally configure the interval for 

periodically sending IGMP queries. The 

default value is 60 seconds.   

Ruijie(config)# no ip igmp snooping 

querier query -interval  

Globally restore the interval for periodically 

sending IGMP queries to default value.   

The following example shows how to globally configure the query interval:   
Ruijie# configure terminal  

Ruijie(config)#  ip igmp snooping querier query - interval 300  

 

Globally Configuring Querier Expiration Timer  

In global configuration mode, execute the following steps to configure querier expiration timer:   
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Command  Function  

Ruijie(config)# ip igmp snooping querier 

timer expiry num 

Globally configure querier expiration 

timer.   

Ruijie(config)# no ip igmp snooping 

querier timer expiry  

Globally configure querier expiration 

timer to the default value.   

The following example shows how to globally configure querier expiration timer:   
Ruijie# configure terminal  

Ruijie(config)# ip igmp snooping querier timer expiry  70 

 

Globally Configuring IGMP Version Numbe r 

In global configuration mode, execute the following steps to globally configure IGMP version number:   

Command  Function  

Ruijie(config)# ip igmp snooping querier 

version num 

Globally configure IGMP version 

number (1-2). Default value: 2.   

Ruijie(config)# no ip igmp snooping 

querier version  

Globally restore IGMP version number 

to the default value.   

The following example shows how to globally configure IGMP version number:   
Ruijie# configure terminal  

Ruijie(config)# ip igmp snooping querier version 1 

 

Globally Configuring Querier Function on VLAN  

In global configuration mode, execute the following steps to enable querier function on VLAN:   

Command  Function  

Ruijie(config)# ip igmp snooping vlan 

num querier  
Enable IGMP querier function on VLAN.   

Ruijie(config)# no ip igmp snooping 

vlan num querier  
Disable IGMP querier function on VLAN.   

The following example shows how to enable IGMP querier on VLAN:    
Ruijie# configure terminal  

Ruijie(config)# ip igmp snooping vlan 2 querier  

 

Globally Configuring Source IP for Querier on VLAN  

In global configuration mode, execute the following steps to globally configure the source IP address of 

queries on VLAN:   

Command  Function  
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Ruijie(config)# ip igmp snooping vlan 

num querier address a.b.c.d  

Configure the source IP of querier on 

VLAN.   

Ruijie(config)# no ip igmp snooping vlan 

num querier address  

Remove the source IP of querier on 

VLAN.   

The following example shows how to globally configure the source IP address of IGMP querier:    
Ruijie# configure terminal  

Ruijie(config)# ip igmp snooping vlan 2 querier address 192.168.2.2  

 

Globally Configuring the Maximum Response Time to Queries on VLAN  

In global configuration mode, execute the following steps to configure the maximum response time to 

queries:    

Command  Function  

Ruijie(config)# ip igmp snooping vlan 

num querier max -response -time num 

Configure the maximum response time 

to queries on VLAN. The default value is 

10 seconds.   

Ruijie(config)# no ip igmp snooping vlan 

num querier max -response -time  

Restore the maximum response time to 

queries on VLAN to default value.   

The following example shows how to configure the maximum response time to queries:    
Ruijie# configure terminal  

Ruijie(config)# ip igmp snooping vlan 2 querier 20 

 

Globally Configuring the Qu ery Interval on VLAN  

In global configuration mode, execute the following steps to configure the interval for periodically 

sending queries:   

Command  Function  

Ruijie(config)# ip igmp snooping vlan 

num querier query -interval num 

Configure the interval for periodically 

sending IGMP queries on VLAN. The 

default value is 60 seconds.   

Ruijie(config)# no ip igmp snooping 

vlan num querier query -interval  

Restore the interval for periodically 

sending IGMP queries on VLAN to default 

value.   

The following example shows how to configure the query interval on VLAN:   
Ruijie# configure terminal  

Ruijie(config)# ip igmp snooping vlan 2 querier query - interval 300  
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Globally Configuring Querier Expiration Timer on VLAN  

In global configuration mode, execute the following steps to configure querier expiration timer:   

Command  Function  

Ruijie(config)# ip igmp snooping vlan 

num querier timer expiry num 

Configure querier expiration timer on 

VLAN.   

Ruijie(config)# no ip igmp snooping 

vlan num querier timer expiry  

Configure querier expiration timer on 

VLAN to default value.   

The following example shows how to configure querier expiration timer on VLAN:   
Ruijie# configure terminal  

Ruijie(config)# ip igmp snooping vlan 2 querier timer expiry 70 

 

Globally Configuring IGMP Versio n Number on VLAN  

In global configuration mode, execute the following steps to configure IGMP version number on VLAN:   

Command  Function  

Ruijie(config)# ip igmp snooping vlan 

num querier version num 

Configure IGMP version number (1-2) 

on VLAN. Default value: 2.   

Ruijie(config)# no ip igmp snooping vlan 

num querier version  

Restore IGMP version number to the 

default value on VLAN.   

The following example shows how to configure IGMP version number on VLAN:   
Ruijie# configure terminal  

Ruijie(config)# ip igm p snooping vlan 2 querier version 1 

Configuring Multicast VLAN  

Enabling SVGL mode  

In global configuration mode, execute the following steps to enable SVGL mode of IGMP Snooping:    

Command  Function  

Ruijie(config)# ip igmp snooping svgl  Enable SVGL mode of IGMP Snooping.  

Ruijie(config)# ip igmp snooping 

ivgl -svgl  

Enable IVGL-SVGL mode of IGMP 

Snooping.  

Ruijie(config)# no ip igmp snooping  Disable IGMP Snooping. 

The following example shows how to globally enable IGMP querier:   
Ruijie# configure terminal  

Ruijie(config)# ip igmp snooping svgl  

 

Configuring the Master VLAN of Multicast VLAN  

In global configuration mode, execute the following steps to configure the master VLAN of multicast 
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VLAN:   

Command  Function  

Ruijie(config)# ip igmp snooping svgl 

vlan num 

Configure the master VLAN of multicast 

VLAN.  

Ruijie(config)# no ip igmp snooping svgl 

vlan  

Configure the default VLAN of multicast 

VLAN.  

The following example shows how to globally configure the master VLAN of multicast VLAN to VLAN 2:   
Ruijie# co nfigure terminal  

Ruijie(config)# ip igmp snooping svgl vlan 2  

 

Caution  

By default, the master VLAN of multicast VLAN is VLAN 1. 

After enabling multicast VLAN, the multicast traffic falling into 

the group address range of multicast VLAN can only be 

received and processed if entering from multicast VLAN; traffic 

entering from other VLANs won't be received and processed.   

 

 

Configuring the Sub -VLANs of Multicast VLAN  

In global configuration mode, execute the following steps to configure the sub-VLANs of multicast VLAN:   

Command  Function  

Ruijie(config)# ip igmp snooping svgl 

subvlan num 

Configure the sub-VLANs of multicast 

VLAN.  

Ruijie(config)# no ip igmp snooping svgl 

subvlan  

Remove the sub-VLANs of multicast 

VLAN. 

The following example shows how to globally configure the sub-VLANs of multicast VLAN to VLAN 3 

and VLAN 6:   
Ruijie# configure terminal  

Ruijie(config)# ip igmp snooping svgl subvlan 3,6  

IGMP Snooping running mode: IVGL - SVGL 

SVGL vlan: 1     

SVGL profile number: 1     

IGMP Snooping SVGL subv lan 3,6  

IGMP Fast - Leave: Disable  

IGMP Report suppress: Disable  

IGMP Globle Querier: Disable  

Dynamic Mroute Aging Time : 300(Seconds)  

 

vlan 1  

-------------  

IGMP Snooping state: Enabled  

Multicast router learning mode: pim - dvmrp  
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IGMPv2 immediate leave: Disabl ed 

IGMP VLAN querier: Disable  

 

vlan 3  

-------------  

IGMP Snooping state: Enabled  

Multicast router learning mode: pim - dvmrp  

IGMPv2 immediate leave: Disabled  

IGMP VLAN querier: Disable  

 

vlan 4  

-------------  

IGMP Snooping state: Enabled  

Multicast router learn ing mode: pim - dvmrp  

IGMPv2 immediate leave: Disabled  

IGMP VLAN querier: Disable  

 

vlan 6  

-------------  

IGMP Snooping state: Enabled  

Multicast router learning mode: pim - dvmrp  

IGMPv2 immediate leave: Disabled  

IGMP VLAN querier: Disable  

 

Caution  

By default, no sub-VLAN of the multicast VLAN is configured 

on the device. By this time all other VLANs will be able to 

receive the multicast traffic from master VLAN.   

If sub-VLANs are configured, only VLANs falling into the range 

of sub-VLANs can receive multicast traffic.   

 

 

Configuring the Multicast Address range of Multicast VLAN  

After configuring the operating mode of IGMP Snooping to SVGL mode or IVGL-SVGL mode, you need 

to associate SVGL to one profile in order to specify which group addresses can be applied with SVGL 

mode, namely the member ports of multicast forwarding table entries can forward traffic across VLAN, 

while the member ports of multicast forwarding table entries corresponding to other multicast address 

ranges must belong to the same VLAN. By default, no profile is associated, meaning that no multicast 

group can be applied with SVGL mode.   

Command  Function  

Ruijie(config)# ip igmp snooping svgl 

profile profile_num 

Configure to associate one profile with 

SVGL.   
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Ruijie(config)# no ip igmp snoopin g svgl 

profile  

Disable SVGL-profile association and 

restore to the default value of 0.   

The following example shows how to configure the multicast address range applied with SVGL mode:   
Ruijie# configure terminal  

Ruijie(config)# ip igmp snooping ivgl - sv gl  

Ruijie(config)# ip igmp snooping svgl profile  1 

Ruijie(config)# end  

Ruijie# show ip igmp snooping  

IGMP Snooping running mode: IVGL_SVGL  

SVGL vlan: 1     

SVGL profile number: 1     

Source port check: Disable  

Source ip check: Disable  

IGMP Fast - Leave: Disa ble  

IGMP Report suppress: Disable  

IGMP Globle Querier: Disable  

Dynamic Mroute Aging Time : 30000(Seconds)  

 

vlan 1  

-------------  

IGMP Snooping state: Enabled  

Multicast router learning mode: pim - dvmrp  

IGMPv2 immediate leave: Disabled  

IGMP VLAN querier: Disab le  

 

Configuring Source IP Check  

There are two configuration commands for the source IP check: one command is for the configuration of 

default source IP addresses of the legal multicast flows in all multicast groups; and the other command is 

for the configuration of the default source IP address for the legal multicast flows in the specified VLAN 

group. Only with the default source IP check enabled in all groups, the source IP address of the legal 

multicast server in a specific group can be set. 

To enable source IP check, execute the following commands in the global configuration mode: 

Command  Function  

Ruijie(config)# ip igmp snooping  

source -check default -server address 

Enable source IP check and configure 

the default source IP address of the 

legal multicast flows in all multicast 

groups. By default, this function is 

disabled.  

Ruijie(config)# no ip igmp snooping 

source -check default -server  
Disable source IP check. 
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Command  Function  

Ruijie(config)# ip igmp snooping 

limit -ipmc vlan vid address  address server 

address 

Add the source IP address of the legal 

multicast flow to a specified multicast 

group addresses. By default, the 

source IP address of the legal 

multicast flow is the IP address of the 

default-server.  

Ruijie(config)# no ip igmp snooping 

limit -ipmc vlan vid address  address  
Cancel a limit-ipmc configuration.  

The following example enables source IP check and set the default source IP address to 1.1.1.1. In the 

example, a multicast group address-source IP address entry is added, where vid is 1, group IP address 

is 233.3.3.3 and source ip address is 1.1.1.2.  
Ruijie#  configure Terminal  

Ruijie(config)# ip igmp snooping source - check default - server  1.1.1.1  

Ruijie(config)# ip igmp snooping limit - ipmc vlan 1 address 223.3.3.3  server  1.1.1.2  

Ruijie(config)# end  

Configuring IGMP Filtering  

In some cases, you may need to limit a port to receive a specified set of multicast data flows, and control 

the maximum number of multicast groups that the port is allowed to join dynamically IGMP Filtering can 

address this requirement. 

You can apply one IGMP Profile to a port. If the port receives the IGMP Report message, the switch will 

check if the IP address of the multicast group that the port wants to join is permitted by the IGMP Profile. 

If so, the switch allows it to join the multicast group.  

You can also configure the maximum number of multicast groups that the port is allowed to join. If the 

number of the multicast groups that the port joins exceeds the threshold, the switch will no longer receive 

or handle the IGMP Report message. 

To enable IGMP Filtering, execute the following commands in the global configuration mode:  

 Command  Function  

Ruijie(config)# interface interface-id Enter the interface configuration interface.  

Ruijie(config-if)# ip igmp snooping 

filter profile-number 

(Optional) Apply a profile to the interface. 

The profile number ranges from 1 to 1024.  

Ruijie(config-if)# ip igmp snooping  

max-groups  number 

(Optional) Specify the maximum number 

of multicast groups that the interface can 

join, in the range of 0 to 1024. 

Ruijie(config-if)# no ip igmp snooping  

max-groups  

(Optional) Restore the max-groups to the 

default value.  

The example below shows how to configure IGMP Flitering: 
Ruijie# configure terminal  

Ruijie(config)# interface fastEthernet 0/1  

Ruijie(config - if)# ip igmp snooping filter 1 

Ruijie(config - if)# ip igmp snooping max - groups  1000  
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Ruijie (config - if)#end  

Ruijie # show ip igmp snooping interface fastEthernet 0/1  

Interface               Filter profile number        max - group  

---------------         ----------- ----------         ---------  

FastEthernet 0/1               1                            1000     

Showing IGMP Snooping Information  

Showing Current Mode  

To view the current operation mode and global configuration of IGMP Snooping, execute the following 

command in the privileged EXEC mode:  

 Command  Function  

Ruijie# show ip igmp snooping  
View the current operation mode and global 

configuration of IGMP Snooping. 

The following example uses the show ip igmp snooping command to view the IGMP Snooping 

configuration information:  
Ruijie# show ip igmp snooping  

IGMP- snooping mode     : IVGL  

SVGL vlan - id            : 1  

SVGL profile number     : 0  

Source port check       : Disabled  

Source ip check       : Disabled  

IGMP Fast - Leave       : Disabled  

IGMP Report suppress     : Disable 

Showing and Clearing IGMP Snooping Statistics  

To view and clear the IGMP Snooping statistics, execute the following commands in the privileged EXEC 

mode:  

 Command  Function  

Ruijie# show ip igmp snooping 

statistics [vlan  vlan-id] 
View the IGMP Snooping statistics 

Ruijie# clear ip igmp snooping 

statistics  
Clear the IGMP Snooping statistics 

The following example uses the show ip igmp snooping statistics command to view the IGMP 

Snooping statistics:  
Ruijie# show ip igmp snooping statistics  

Current number of Gda - table entries: 1  

Configured Statistics database limit: 1024  

Current number of IGMP Query packet received : 1957  

Current number of IGMPv1/v2 Report packet received: 5  

Current number of IGMPv3 Report packet received: 4  



Configuration Guide IGMP Snooping Configuration 

 

Current number of IGMP Leave packet received: 1  

 

GROUP  Interface  Last Last  Report  Leave report time reporter  pkts   pkts   

------    --------  ----------  -----------  ----  --  --------  ----  

233.3.3.3 gi1/1   00:02:40    1.1.1.1      3        1  

Showing the Route Interface  

To view the route interface information of IGMP Snooping, execute the following commands in the 

privileged EXEC mode:  

 Command  Function  

Ruijie# show ip igmp snooping 

mrouter  

Show the router interface information of 

IGMP Snooping 

The following example uses the show ip igmp snooping command to view the router interface 

information of IGMP Snooping:  
Ruijie# show ip igmp snooping mrouter  

Vlan    Interface            State        IGMP profile number  

----     --------               -------       --------------- ----  

1   GigabitEthernet 0/7    static         1  

1   GigabitEthernet 0/12   dynamic        0  

Showing Dynamic Forwarding Table  

To view the forwarding rule of each port in the multicast group, that is, the GDA(Group Destination 

Address) table, execute the following commands in the privileged EXEC mode:  

 Command  Function  

Ruijie# show ip igmp snooping gda -table  
Show the forwarding rule of each port in 

the multicast group. 

This example shows the information on various multicast groups of the GDA table and the information on 

all the member ports of one multicast group: 
Ruijie# show ip igmp snooping gda - table  

Abbr: M -  mrouter  

       D -  dynamic  

       S -  static  

VLAN  Address                Member ports  

---------------------     --------------------------------- --  

1       233.3.3.3           GigabitEthernet 0/7(S)  

 

Clearing Dynamic Forwarding Table  

To clear the forwarding rule of each port in the multicast group, that is, the GDA(Group Destination 

Address) table, execute the following commands in the privileged EXEC mode:  

 Command  Function  
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 Command  Function  

Ruijie#clear ip igmp snooping gda -table  
Clear the forwarding rule of each port in 

the multicast group. 

This example clears the information on various multicast groups of the GDA table: 
Ruijie# clear ip igmp snooping gda - table  

Clearing IGMP Snooping Statistics  

To clear the forwarding rule of each port in the multicast group, that is, the GDA(Group Destination 

Address) table, execute the following commands in the privileged EXEC mode:  

 Command  Function  

Ruijie#clear ip igmp sno oping statistics  
Clear the dynamic statistics of the entry 

node in the forwarding table.  

This example clears the multicast group statistics in the GDA table: 
Ruijie# clear ip igmp snooping statistics  

 

 

Showing IGMP Profile  

To view the IGMP Profile information, execute the following command in the privileged EXEC mode:  

 Command  Function  

Ruijie# show ip igmp profile  profile-number  View the IGMP Profile information.  

This example shows the IGMP Profile information: 
Ruijie# show ip igmp profile  1 

Profile     1 

        Permit  

        range 224.0.1.0,   239.255.255.255  

Showing IGMP Filtering  

To view the IGMP Filtering information, execute the following command in the privileged EXEC mode:  

 Command  Function  

Ruijie# show ip igmp snooping interface  

interface-id  
View IGMP Filtering information. 

The following example views the IGMP Filtering information. 
Ruijie# show ip igmp snooping interface GigabitEthernet  0/7  

Interface          Filter Profile number      max - groups  

Showing IGMP Snooping Querier  

To view the IGMP Snooping Querier information, execute the following command in the privileged EXEC 
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mode:  

 Command  Function  

Ruijie# show ip igmp snooping querier   View IGMP Querier information. 

Ruijie# show ip igmp snooping querier  

detail  
View the details of IGMP Querier. 

The following example views the IGMP Querier information. 
Ruijie# show ip igmp snooping querier detail  

Vlan      IP Address           IGMP Version           Port  

-----------------------------------------------------------  

 

Global IGMP switch quer ier status  

--------------------------------------------------------  

admin state                    : Enable  

admin version                  : 2  

source IP address              : 1.1.1.1  

query - interval (sec)           : 125  

max- response - time (sec)        : 10  

querier - timeout (sec)          : 60  

 

Vlan 1:   IGMP switch querier status  

--------------------------------------------------------  

admin state                    : Enable  

admin version                  : 2  

source IP address              : 1.1.2.2  

query - in terval (sec)           : 125  

max- response - time (sec)        : 10  

querier - timeout (sec)          : 60  

operational state              : Disable  

operational version            : 2  

 

Vlan 2:   IGMP switch querier status  

----------------------------------------- ---------------  

admin state                    : Disable  

admin version                  : 2  

source IP address              : 1.1.1.1  

query - interval (sec)           : 125  

max- response - time (sec)        : 10  

querier - timeout (sec)          : 60  

operational st ate              : Disable  

operational version            : 2  
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Typical IGMP Snooping Configuration  Example  

Example of IVGL mode Configuration  

Topological Diagram  

 
Figure4 Diagram for IVGL mode  

Application Requirements  

As shown above, Switch A is a multicast routing device directly connected with a multicast source, and 

Switch B is a layer-2 access device connected with multiple multicast receivers which belong to the 

same VLAN. The primary requirements are shown below: 

�9 Achieve layer-3 multicast routing on Switch A, and on Switch B, multicast traffic won't 

be broadcasted on VLAN but sent to the specified receiver.   

�9 Receiver 1 can receive IP multicast traffic with group address being 224.1.1.1; 

Receiver 2 can only receive IP multicast traffic with group address falling within 

225.1.1.1-226.1.1.1; Receiver 3 can only join 100 IP multicast groups.   

�9 On Switch B, all access ports can quickly leave a specific IP multicast group.   

�9 On Switch B, IGMP members are prohibited from forwarding response messages to 

Switch A, so as to lessen the burden of Switch A.   

Configuration Tips  

1. On the multicast routing device (Switch A), enable multicast routing and 

forwarding and configure multicast routing protocol on the corresponding layer-3 

interface (Gi 0/1 and VLAN 1); on the layer-2 multicast device (Switch B), 

configure IGMP Snooping to operate in IVGL mode; the router port can be 
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generated dynamically or configured statically (configure port Fa 0/1 as the static 

router port).   

2. Configure the port directly connected with Receiver 1 (Fa 0/2) as the static 

member port of corresponding group; configure IGMP Filtering on the port directly 

connected with Receiver 2 (Fa 0/3); Configure the maximum number of multicast 

groups that can be joined on the port directly connected with Receiver 3 (Fa 0/4).   

3. Enable fast leave on the device running IGMP Snooping (Switch B).   

4. Configure IGMP Snooping report suppression on the device running IGMP 

Snooping (Switch B).   

Configuration Steps  

Step 1: Configure multicast routing on the multicast routing device.   

! Globally enable multicast routing and forwarding on Switch A.   

SwitchA#configure terminal  

Enter configuration commands, one per line.  End with CNTL/Z.  

SwitchA(config)#ip multicast - routing  

! Configure port Gi 0/1 of Switch A as a router port for connecting multicast source and configure the 

multicast routing protocol  

SwitchA(config)#interface gigabitEthernet 0/1  

SwitchA(config - if - GigabitEthernet 0/1)#no switchport  

SwitchA(config - if - GigabitEthernet 0/1)#ip address 10.1.1.2 255.255.255 .0  

SwitchA(config - if - GigabitEthernet 0/1)#ip pim dense - mode  

SwitchA(config - if - GigabitEthernet 0/1)#exit  

! Configure the SVI and VLAN 1 and configure multicast routing protocol on SVI.   

SwitchA(config)#interface vlan 1  

SwitchA(config - if - VLAN 1)#ip address  192.168.1.1 255.255.255.0  

SwitchA(config - if - VLAN 1)#ip pim dense - mode  

SwitchA(config - if - VLAN 1)#exit  

! Configure port Gi 0/2 as a trunk port for connecting layer-2 multicast device.   

SwitchA(config)#interface gigabitEthernet 0/2  

SwitchA(config - if - Gigabi tEthernet 0/2)#switchport mode trunk  

SwitchA(config - if - GigabitEthernet 0/2)#exit  

Step 2: Enable IGMP Snooping on layer-2 multicast device and configure router port.   

! On Switch B, globally configure IGMP Snooping to operate in IVGL mode and configure Fa 0/1 as the 

router port of VLAN 1.   

SwitchB(config)#ip igmp snooping ivgl  

SwitchB(config)#ip igmp snooping vlan 1 mrouter interface fastEthernet 0/1  

Step 3: Configure the ports connecting with Receiver 1, Receiver 2 and Receiver 3.   

! Configure port Fa 0/2 as the static member port of VLAN 1 with group address being 224.1.1.1.   



Configuration Guide IGMP Snooping Configuration 

 

SwitchB(config)#ip igmp snooping vlan 1 static 224.1.1.1 interface fastEthernet 0/2  

! Configure IGMP Profile1 to receive only the IP multicast traffic with group address falling within 

225.1.1.1-226.1.1.1 and apply to port Fa 0/3.   

SwitchB(config)#ip igmp profile 1  

SwitchB<config - profile>#permit  

SwitchB<config - profile>#range 225.1.1.1 226.1.1.1  

SwitchB<config - profile>#exit  

SwitchB(config)#interface fastEthernet 0/3  

SwitchB(conf ig - if - FastEthernet 0/3)#ip igmp snooping filter 1  

SwitchB(config - if - FastEthernet 0/3)#exit  

! Configure that port Fa 0/4 can be joined by up to 100 multicast groups.   

SwitchB(config)#interface fastEthernet 0/4  

SwitchB(config - if - FastEthernet 0/4)#ip igmp sn ooping max - groups 100  

SwitchB(config - if - FastEthernet 0/4)#exit  

Step 4: On layer-2 device, configure that all access sports can quickly leave a certain IP multicast group 

and enable IGMP report suppression.   

! Enable fast leave on Switch B.   

SwitchB(confi g)#ip igmp snooping fast - leave enable  

! Enable IGMP Snooping report suppression on Switch B.   

SwitchB(config)#ip igmp snooping suppression enable  

Verification  

Step 1: Display device configurations  

! Configurations of Switch A  

SwitchA#show running - confi g  

!  

ip multicast - routing  

!  

interface GigabitEthernet 0/1  

 no switchport  

 ip pim dense - mode 

 no ip proxy - arp  

 ip address 10.1.1.2 255.255.255.0  

!  

interface GigabitEthernet 0/2  

 switchport mode trunk  

!  

interface VLAN 1  

 ip pim dense - mode 

 no ip proxy - arp  

 i p address 192.168.1.1 255.255.255.0  
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! Configurations of Switch B  

SwitchB#show running - config  

!  

interface FastEthernet 0/3  

 ip igmp snooping filter 1  

!  

interface FastEthernet 0/4  

 ip igmp snooping max - group 100  

!  

ip igmp profile 1  

permit  

range 225.1.1.1 2 26.1.1.1  

ip igmp snooping ivgl  

ip igmp snooping vlan 1 static 224.1.1.1 interface FastEthernet 0/2   

ip igmp snooping vlan 1 mrouter interface FastEthernet 0/1  

ip igmp snooping fast - leave enable  

ip igmp snooping suppression enable  

Step 2: Display the IGMP Snooping configurations of Switch B  

SwitchB#show ip igmp snooping  

IGMP Snooping running mode: IVGL  

Source port check: Disable  

Source ip check: Disable  

IGMP Fast - Leave: Enable  

IGMP Report suppress: Enable  

IGMP Globle Querier: Disable  

Dynamic Mroute Aging Time : 300(Seconds)  

Tunnel IGMP Packet :  Disable  

 

vlan 1  

-------------  

IGMP Snooping state: Enabled  

Multicast router learning mode: pim - dvmrp  

IGMPv2 fast leave: Disabled  

IGMP VLAN querier: Disable  

Step 3: Display router port configuration of Switch B  

Switc hB#show ip igmp snooping mrouter  

Multicast Switching Mroute Port  

  D: DYNAMIC 

  S: STATIC  

(*, *, 1):  

  VLAN(1)  1 MROUTES:  

    FastEthernet 0/1 (S)  

Step 4: Display interface configurations of IGMP Snooping  
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SwitchB#show ip igmp snooping interfaces  

Interf ace           Filter profile number   max - group  

------------------  ---------------------  ---------  

FastEthernet 0/3    1                            4294967294                

FastEthernet 0/4    0                            100  

Step 5: Send IP multicast traffic with group address being 224.2.2.2 through the Source, and request 

multicast traffic on port Fa 0/2 of Switch B. Display the group members of Switch A and CDA table of 

Switch B.   

! Switch A  

SwitchA#show ip igmp groups  

IGMP Connected Group Membershi p 

Group Address Interface Uptime Expires Last Reporter  

224.2.2.2        VLAN 1  00:00:51  00:03:55  0.0.0.0  

! Switch B  

SwitchB#show ip igmp snooping gda - table  

Multicast Switching Cache Table  

  D: DYNAMIC 

  S: STATIC  

  M: MROUTE 

(*,224.1.1.1, 1):  

  VLAN(1) 2 OPORTS:  

    FastEthernet 0/1(M)  

    FastEthernet 0/2(S)  

(*,224.2.2.2, 1):  

  VLAN(1) 2 OPORTS:  

    FastEthernet 0/1(M)  

    FastEthernet 0/2(D)  
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Example of IVGL -SVGL mode Configuration  

Topological Diagram  

 
Figure5 Diagram for IVGL mode  

Application Requir ements  

As shown above, Switch A is a multicast routing device directly connected with a multicast source, and 

Switch B is a layer-2 access device connected with multiple multicast receivers which belong to different 

VLANs. The primary requirements are shown below:   

�9 Achieve layer-3 multicast routing on Switch A, and on Switch B, multicast traffic won't 

be broadcasted on VLAN but sent to the specified receiver.   

�9 On Switch B, specify that IP multicast traffic with multicast address falling within 

224.1.1.1-226.1.1.1 can be forwarded across VLAN, while other IP multicast traffic 

can only be forwarded to the member ports belonging to the same VLAN.   

�9 On Switch B, only IP multicast traffic received by the router port will be forwarded, and 

IP multicast traffic received by non-router port will be blocked.   

Configuration Tips  

1. On the multicast routing device (Switch A), enable multicast routing and 

forwarding and configure multicast routing protocol on the corresponding layer-3 

interface (Gi 0/1 and VLAN 10, VLAN 20 and VLAN 30); on the layer-2 multicast 

device (Switch B), configure IGMP Snooping to operate in IVGL-SVGL mode; the 

router port can be generated dynamically or configured statically (configure port 

Gi 0/1 as the static router port).    
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2. On the layer-2 multicast device (Switch B) running IGMP Snooping, specify a 

VLAN as Share VLAN (VLAN 10) and configure the multicast address range 

(224.1.1.1-226.1.1.1) of Share VLAN, so that IP multicast traffic falling within this 

multicast address range can be forwarded across VLAN. By default, IP multicast 

traffic related to other address ranges can only be forwarded within the same 

VLAN.   

Configuration Steps  

Step 1: Configure multicast routing on the multicast routing device.   

! Globally enable multicast routing and forwarding on Switch A.   

SwitchA#configure terminal  

Enter configuration commands, one per line.  End with CNTL/Z.  

SwitchA(config)#ip multicast - routing  

! Configure port Gi 0/1 of Switch A as a router port for connecting multicast source and 

configure the multicast routing protocol  

SwitchA(config)#interface gigabitEthernet 0/1  

SwitchA(config - if - GigabitEthernet 0/1)#no switchport  

SwitchA(config - if - GigabitEthernet 0/1)#ip address 10.1.1.2 255.255.255.0  

SwitchA(config - if - GigabitEthernet 0/1)#ip pim dense - mode  

SwitchA(config - if - GigabitEthernet 0/1)#exit  

! On Switch A, configure the SVI of VLAN 10, VLAN 20 and VLAN 30, and configure multicast 

routing protocol on SVI.   

SwitchA(config)#vlan 10  

SwitchA(config - vlan)#exit  

SwitchA(config)#interface vlan 10  

SwitchA(c onfig - if - VLAN 10)#ip address 192.168.1.1 255.255.255.0  

SwitchA(config - if - VLAN 10)#ip pim dense - mode  

SwitchA(config - if - VLAN 10)#exit  

SwitchA(config)#vlan 20           

SwitchA(config - vlan)#exit  

SwitchA(config)#interface vlan 20  

SwitchA(config - if - VLAN 20)#i p address 192.168.2.1 255.255.255.0  

SwitchA(config - if - VLAN 20)#ip pim dense - mode  

SwitchA(config - if - VLAN 20)#exit  

SwitchA(config)#vlan 30  

SwitchA(config - vlan)#exit  

SwitchA(config)#interface vlan 30  

SwitchA(config - if - VLAN 30)#ip address 192.168.3.1 255.255. 255.0  

SwitchA(config - if - VLAN 30)#ip pim dense - mode  

SwitchA(config - if - VLAN 30)#exit  

! On Switch A, configure port Gi 0/2 as a trunk port for connecting layer-2 multicast device.   
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SwitchA(config)#interface gigabitEthernet 0/2  

SwitchA(config - if - GigabitEther net 0/2)#switchport mode trunk  

SwitchA(config - if - GigabitEthernet 0/2)#exit  

Step 2: Create VLAN on layer-2 multicast device and configure user ports of corresponding 

VLANs  

! On Switch B, create VLAN 10, VLAN 20 and VLAN 30; configure port Gi 0/2 to belong to 

VLAN 10, Gi 0/3 to belong to VLAN 20, and Gi 0/4 to belong to VLAN 30.   

SwitchB#configure terminal  

Enter configuration commands, one per line.  End with CNTL/Z.  

SwitchB(config)#interface gigabitEthernet 0/2  

SwitchB(config - if - GigabitEthernet 0/2)#swit chport access vlan 10  

SwitchB(config - if - GigabitEthernet 0/2)#exit  

SwitchB(config)#interface gigabitEthernet 0/3  

SwitchB(config - if - GigabitEthernet 0/3)#switchport access vlan 20  

SwitchB(config - if - GigabitEthernet 0/3)#exit  

SwitchB(config)#interface gigabitEt hernet 0/4  

SwitchB(config - if - GigabitEthernet 0/4)#switchport access vlan 30  

SwitchB(config - if - GigabitEthernet 0/4)#exit  

! Configure port Gi 0/1 as a trunk port.   

SwitchB(config)#interface gigabitEthernet 0/1  

SwitchB(config - if - GigabitEthernet 0/1)#switchpo rt mode trunk  

SwitchB(config - if - GigabitEthernet 0/1)#exit  

Step 3: Enable IGMP Snooping on layer-2 multicast device and configure router port.   

! On Switch B, globally configure IGMP Snooping to operate in IVGL-SVGL mode and 

configure Gi 0/1 as the router port of VLAN 10, VLAN 20 and VLAN 30.   

SwitchB(config)#ip igmp snooping ivgl - svgl  

SwitchB(config)#ip igmp snooping vlan 10 mrouter interface gigabitEthernet 0/1                          

SwitchB(config)#ip igmp snooping vlan 20 mrouter interface gigabitE thernet 0/1                          

SwitchB(config)#ip igmp snooping vlan 30 mrouter interface gigabitEthernet 0/1                          

Step 4: Configure Share VLAN on layer-2 multicast device and specify the multicast address 

range.   

! On Switch B, specify VLAN 10 as the Share VLAN.   

SwitchB(config)#ip igmp snooping svgl vlan 10  

! On Switch B, configure IGMP Profile 1 to permit the IP multicast address range of 

224.1.1.1-226.1.1.1 and associate SVGL mode.   

SwitchB(config)#ip igmp profile 1  

SwitchB< config - profile>#permit  

SwitchB<config - profile>#range 224.1.1.1 226.1.1.1  
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SwitchB<config - profile>#exit  

SwitchB(config)#ip igmp snooping svgl profile 1  

Step 5: Configure source port check on layer - 2 multicast device.   

SwitchB(config)#ip igmp snooping sourc e- check port  

Verification  

Step 1: Display device configurations  

! Configurations of Switch A  

SwitchA#show running - config  

!  

vlan 10  

!  

vlan 20  

!  

vlan 30  

!  

ip multicast - routing  

!  

interface GigabitEthernet 0/1  

 no switchport  

 ip pim dense - mode 

 no ip proxy - arp  

 ip address 10.1.1.2 255.255.255.0  

!  

interface GigabitEthernet 0/2  

 switchport mode trunk  

!  

interface VLAN 10  

 ip pim dense - mode 

 no ip proxy - arp  

 ip address 192.168.1.1 255.255.255.0  

!  

interface VLAN 20  

 ip pim dense - mode 

 no ip proxy - arp  

 ip address  192.168.2.1 255.255.255.0  

!  

interface VLAN 30  

 ip pim dense - mode 

 no ip proxy - arp  

 ip address 192.168.3.1 255.255.255.0  

! Configurations of Switch B  
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SwitchB#show running - config  

!  

vlan 10  

!  

vlan 20  

!  

vlan 30  

!  

interface GigabitEthernet 0/1  

 switchport mo de trunk  

!  

interface GigabitEthernet 0/2  

 switchport access vlan 10  

!  

interface GigabitEthernet 0/3  

 switchport access vlan 20  

!  

interface GigabitEthernet 0/4  

 switchport access vlan 30  

!  

ip igmp profile 1  

permit  

range 224.1.1.1 226.1.1.1  

ip igmp snooping ivgl - svgl  

ip igmp snooping svgl vlan 10  

ip igmp snooping svgl profile 1  

ip igmp snooping source - check port  

ip igmp snooping vlan 10 mrouter interface GigabitEthernet 0/1  

ip igmp snooping vlan 20 mrouter interface GigabitEthernet 0/1  

ip igmp snooping vlan  30 mrouter interface GigabitEthernet 0/1  

Step 2: Display the IGMP Snooping configurations of Switch B  

SwitchB#show ip igmp snooping  

IGMP Snooping running mode: IVGL_SVGL  

SVGL vlan: 10    

SVGL profile number: 1     

Source port check: Enable  

Source ip che ck: Disable  

IGMP Fast - Leave: Disable  

IGMP Report suppress: Disable  

IGMP Globle Querier: Disable  

Dynamic Mroute Aging Time : 30000(Seconds)  

 

vlan 1  

-------------  
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IGMP Snooping state: Enabled  

Multicast router learning mode: pim - dvmrp  

IGMPv2 immediate leave: Disabled  

IGMP VLAN querier: Disable  

 

vlan 10  

-------------  

IGMP Snooping state: Enabled  

Multicast router learning mode: pim - dvmrp  

IGMPv2 immediate leave: Disabled  

IGMP VLAN querier: Disable  

 

vlan 20  

-------------  

IGMP Snooping state: Enabled  

Multicast rout er learning mode: pim - dvmrp  

IGMPv2 immediate leave: Disabled  

IGMP VLAN querier: Disable  

 

vlan 30  

-------------  

IGMP Snooping state: Enabled  

Multicast router learning mode: pim - dvmrp  

IGMPv2 immediate leave: Disabled  

IGMP VLAN querier: Disable  

Step 3: Display router port configuration of Switch B  

SwitchB#show ip igmp snooping mrouter  

Multicast Switching Mroute Port  

  D: DYNAMIC 

  S: STATIC  

(*, *, 10):  

  VLAN(10)  1 MROUTES:  

    GigabitEthernet 0/1(S)  

 

(*, *, 20):  

  VLAN(20)  1 MROUTES:  

    GigabitEthernet 0 /1(S)  

 

(*, *, 30):  

  VLAN(30)  1 MROUTES:  

    GigabitEthernet 0/1(S)  

Step 4: Send IP multicast traffic with group address being 224.1.1.1 through the Source, and 

request multicast traffic on port Gi 0/3 of Switch B (belonging to VLAN 20 and IP address being 

192.168.2.3). Display the group members of Switch A and CDA table of Switch B:   
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! Switch A  

SwitchA#show ip igmp groups  

IGMP Connected Group Membership  

Group Address  Interface Uptime  Expires   Last Reporter  

224.1.1.1        VLAN 10 00:00:16  00:04:04   192.168.2.3  

! Switch B  

SwitchB#show ip igmp snooping gda - table  

Multicast Switching Cache Table  

  D: DYNAMIC 

  S: STATIC  

  M: MROUTE 

(*,224.1.1.1, 20):  

  VLAN(1) 2 OPORTS:  

    GigabitEthernet 0/3(D)  

    GigabitEthernet 0/1(M)  

! From the above information, we can learn that the group address range of IP multicast traffic 

requested by port Gi 0/3 is 224.1.1.1-226.1.1.1, and the traffic is forwarded through Share 

VLAN 10.   

Step 5: Send IP multicast traffic with group address being 228.1.1.1 through the Source, and 

request multicast traffic on port Gi 0/3 of Switch B (belonging to VLAN 20 and IP address being 

192.168.2.3). Display the group members of Switch A and CDA table of Switch B:   

! Switch A  

SwitchA#show ip igmp groups    

IGMP Connected Group Member ship  

Group Address Interface Uptime Expires Last Reporter  

228.1.1.1         VLAN 20  00:00:14 00:04:06  192.168.2.3  

! Switch B  

SwitchB#show ip igmp snooping gda - table  

Multicast Switching Cache Table  

  D: DYNAMIC 

  S: STATIC  

  M: MROUTE 

(*,228.1.1.1, 20):  

  VLAN(1) 2 OPORTS:  

    GigabitEthernet 0/3(D)  

    GigabitEthernet 0/1(M)  

! From the above information, we can learn that the group address range of IP multicast traffic 

requested by port Gi 0/3 is outside 224.1.1.1-226.1.1.1, and the traffic is forwarded on VLAN 20.  
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MLD Snooping Configuration  

Understanding MLD Snooping  

MLD Snooping Overview  

MLD Snooping is the short form of Multicast Listener Discovery Snooping. It is designed to 

manage and control the transmission of IPv6 multicast stream on layer 2. 

By running the MLD Snooping equipment and analyzing the MLD message received, mapping 

relationship is established for port and MAC multicasting address, and such relationship 

provides a basis for the transmission of IPv6 multicast data on layer 2. When the MLD 

Snooping is not running, IPv6 multicast data message is broadcast on layer 2; while after the 

switch places MLD Snooping into operation, the known multicast data message of IPv6 

multicast group will not be broadcast on layer 2, but be exchanged to specified receiver(s) on 

layer 2.  

Basic Concepts of MLD Snooping  

Understanding two types of MLD Snooping ports  

As shown in Figure 1, Router is connected with multicast source and with the switch to run MLD 

Snooping, host A and host C become the hosts (or multicast listener) of receiver.  

 

Figure 1  Two types of MLD Snooping ports  

Multicast Router Port: a multicast device of the switch to connect layer 3, e.g., Eth 0 / 1 port; 

Member Port: the short form of the IPv6 multicast group member port, also called Listener Port. 
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For example, the Access Switch Eth0/2,Eth0/3 and Eth0/4 port. 

Understanding MLD Profiles  

MLD Profiles are actually some group filters, which can define a series of multicast address 

ranges, and permit or deny the access of those multicast addresses, providing usage for 

different functions of the following "multicast address ranges for SVGL mode application", 

"multicast data area to be filtered by router port", "MLD Filtering range", etc. 

Understanding different kinds of working modes of MLD Snoo ping  

DISABLE mode: Under this mode, MLD Snooping is out of function, i.e., layer 2 multicast 

equipment does not "snoop" the MLD message between hosts and router, and multicast frames 

are broadcast in VLAN. 

IVGL (Independent VLAN Group Learn) working mode: Under this mode, multicast stream 

among all VLANs is inter-independent. A host can only request multicast stream from the router 

port in the same VLAN where the host is located; switch can only transmit the multicast data 

flow being received from any VLAN to listener ports in the same VLAN. 

SVGL (Shared VLAN Group Learn) working mode: Under this mode, hosts of each VLAN share 

a multicast stream and may request for multicast stream across the VLAN. When specifying a 

shared VLAN, only the multicast data flow of the VLAN may transmit to other hosts across the 

VLAN. So long as multicast data flow belongs to Shared VLAN, they can be transmitted to the 

listener ports of this multicast address, even if some listener ports do not belong to Shared 

VLAN. Under SVGL mode, it is necessary to use MLD Profile to allocate a number of multicast 

address ranges to SVGL, within such ranges the listener ports of the multicast forwarding-table 

may transmit across VLAN. Under default condition, all class ranges are not within the 

application area of SVGL, and all multicast stream will be discarded. 

The two modes of IVGL and SVGL may coexist, you may allocate with MLD Profile a number of 

multicast addresses ranges to SVGL, within such ranges the listener ports of the multicast 

forwarding-table may transmit across VLAN. However, the listener ports of the multicast 

forwarding-tables within other multicast address ranges must belong to the same VLAN. 

Working Principle of MLD Snooping  

The switch that runs MLD Snooping processes different MLD messages in the following ways: 

1. MLD QUERY 

Layer 3 multicast equipments regularly send group-general query message to all hosts and 

routers (address: FF 02::1) within local network segment to find out which listeners of IPv6 

multicast group exist in this local network segment. A switch transmits MLD group-general 

query message being received to all other ports except receive port within VLAN and process 

the receive port in the following ways: 

�z If the port is already included in the list of router ports, its aging timer should be reset. 

�z If the port is not included in the list of router ports, it should be added to the list of 
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router ports and its aging timer should be enabled. 

�z Whenever receiving MLD group-general query message, layer 2 multicast equipment 

will update respective aging timers of all listener ports and demote the timer to 

configured MLD query-max-response-time. When the timer value is reduced to "0", it is 

considered that there is no longer any listener of the port receiving multicast stream. 

Layer 2 multicast equipment will delete the port from MLD Snooping forwarding-table. 

�z Whenever receiving MLD group-specific query message, layer 2 multicast equipment 

will update aging timers of all listener ports in the specific group, and demote the timer 

to configured MLD query-max-response-time. When the timer value is reduced to "0", it 

is considered that there is no longer any listener of the port receiving multicast stream. 

Layer 2 multicast equipment will delete the port from MLD Snooping forwarding-table. 

�z When receiving MLD group-specific source query message, the aforesaid two kinds of 

timers will not be updated. 

2. MLD REPORT 

A host will send MLD membership report to MLD queriers under following conditions: 

�z When receiving MLD (group-general or group-specific) query message, the listener 

hosts of IPv6 multicast group will respond with MLD membership report message. 

�z When joining certain IPv6 multicast group, a host will actively send MLD membership 

report message to MLD queriers to announce its joining in this IPv6 multicast group. 

A switch transmits through all routers in VLAN the MLD membership report message being 

received, resolve the IPv6 multicast group addresses which hosts will join, and process the 

receive port in the following ways: 

�z If the forwarding-table corresponding to this IPv6 multicast group does not exist, a 

forwarding-table should be created. And the port should be added as a dynamic 

listener port to the list of outgoing ports and its aging timer should be enabled. 

�z If the forwarding-table corresponding to this IPv6 multicast group already exists, but 

the list of its outgoing ports does not include this port, the port should be added as a 

dynamic listener port to the list of outgoing ports and its aging timer should be 

enabled. 

�z If the forwarding-table corresponding to this IPv6 multicast group already exists, and 

the list of its outgoing ports includes this dynamic listener port, then its aging timer 

should be reset. 

3. MLD LEAVE  

When leaving IPv6 multicast group, a host will send MLD leave message to notify the multicast router 

that it has left certain IPv6 multicast group. A switch will directly forward to router port the MLD leave 

message it receives from certain dynamic listener port. When the fast�±leave function is enabled, the 

equipment will directly remove relevant ports from the list of ports that transmit corresponding group 

records. 
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Protocol Specification  

Relevant Protocol specification: 

RFC4541 

Default Configuration  

The following table is used to describe the default configuration of MLD Snooping. 

Function characteristics  Default value  

Global MLD Snooping switch  Disabled  

VLAN-based MLD Snooping switch  Enabled 

Aging interval of router ports 300s 

Max-response-time for MLD query  10s 

Function as a dynamic learn router port  Disabled  

The function of fast�±leave from multicast listener ports Disabled  

The function of restraining MLD report Disabled  

Port-based filtration of unicast group of specific multicast  Disabled  

Number of port-based max-restriction multicast group  1024 

Enable Global MLD Snooping  

It is necessary to specify the working mode of MLD Snooping when enabled MLD Snooping is set as 

default. You may assign one of the three modes of IVGL, SVGL and IVGL-SVGL (coexist). 

 

Caution  

After enabling the layer2 multicasting on the Private VLAN and 

Super VLAN, if the multicast source exists in the Sub-VLAN, one 

more route entry is needed to be duplicated and the ingress is the 

Sub-VLAN in which the multicast streams enter as the ingress 

validity check is required when multicast forwarding, resulting in 

occupying one more multicast hardware entry with 1 less multicast 

capacity. 

 

Configuring IVGL Mode  

To enable the MLD Snooping and configure the IVGL mode, run the following commands:  

Command  Function  

Ruijie(config)# ipv6 mld snooping 

ivgl  

Enable the MLD Snooping and 

configure the IVGL mode. By default, 

the MLD Snooping is disabled. 
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Ruijie(config)# exit  Return to the privilege mode. 

Ruijie# show ipv6 mld snooping  Verify the configurations. 

The following example shows how to enable the MLD Snooping and configure the IVGL mode: 

Ruijie# configure terminal  

Ruijie(config)# ipv6 mld snooping ivgl  

Ruijie(config)# exit  

Ruijie#  show ipv6 mld snooping  

MLD- snooping mode         :IVGL  

SVGL VLAN- ID               :1     

SVGL pro file number       :0     

Source check port         :Disable  

Query Max Response Time   :10 (Seconds)  

Configuring SVGL Mode  

To enable the MLD Snooping and configure the SVGL mode, run the following commands:  

Command  Function  

Ruijie(config)# ipv6 mld snoopi ng 

svgl  

Enable the MLD Snooping and 

configure the SVGL mode. By default, 

the MLD Snooping is disabled. 

Ruijie(config)# exit  Return to the privilege mode. 

Ruijie# show ipv6 mld snooping  Verify the configurations. 

The following example shows how to enable the MLD Snooping and configure the SVGL mode: 

Ruijie# configure terminal  

Ruijie(config)#  ipv6 mld snooping svgl  

Ruijie(config)# exit  

Ruijie#  show ipv6 mld snooping  

MLD- snooping mode         :SVGL  

SVGL VLAN- ID               :1     

SVGL profile number       :0     

Source check port         :Disable  

Query Max Response Time   :10 (Seconds)  
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Caution  

When configuring the mode as SVGL mode, a profile must be 

related to assign multicast address range for SVGL mode 

application, otherwise, the default application of SVGL will not take 

effect. For the detailed configuration, please refer to the section of 

Configuring the multicast address range for SVGL mode 

application. 

MLD SNOPING SVGL mode and IPV4/V6 layer 3 multicast cannot 

coexist. 

Configuring IVGL -SVGL Mode  

To enable the MLD Snooping and configure the IVGL-SVGL mode, run the following commands:  

Command  Function  

Ruijie(config)# ipv6 mld snooping 

ivgl -svgl  

Enable the MLD Snooping and 

configure the IVGL-SVGL mode. By 

default, the MLD Snooping is disabled. 

Ruijie(config)# exit  Return to the privilege mode. 

Ruijie# show ipv6 mld snooping  Verify the configurations. 

The following example shows how to enable the MLD Snooping and configure the IVGL-SVGL 

mode: 

Ruijie# configure terminal  

Ruijie(config)# ipv6 mld sno oping ivgl - svgl  

Ruijie(config)# exit  

Ruijie#  show ipv6 mld snooping  

MLD- snooping mode         :IVGL - SVGL 

SVGL VLAN- ID               :1     

SVGL profile number       :0     

Source check port         :Disable  

Query Max Response Time   :10 (Seconds)  

 

Caution  

When configuring the mode as IVGL-SVGL mode, a profile must be 

related to assign multicast address range for SVGL mode 

application, otherwise, the default application of SVGL will not take 

effect. During configuring, please refer to the following section of 

"multicast address range applied in configuring SVGL mode". 

MLD SNOPING IVGL-SVGL mode and IPV4/V6 layer 3 multicast 

cannot coexist. 

Disable Global MLD Snooping  

To disable the MLD Snooping function, run the following commands in the global configuration mode:  
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Command  Function  

Ruijie(config)# no ipv6 mld 

snooping  

Disable the MLD Snooping function. By 

default, the MLD Snooping is disabled. 

Ruijie(config)# exit  Return to the privilege mode. 

Ruijie# show ipv6 mld snooping  Verify the configurations. 

The following example shows how to disable the MLD Snooping function: 

Ruijie# configure terminal  

Ruijie(config)# no ipv6 mld snooping  

Ruijie(config)# exit  

Ruijie#  show ipv6 mld snooping  

MLD- snooping mode         :DISABLE  

SVGL VLAN- ID               :1     

SVGL profile number       :0     

Source check port         :Disable  

Query Max Response Time   :10 (Seconds)  

Disable VLAN -based MLD Snooping  

To disable the VLAN-based MLD Snooping function, run the following commands in the vlan 

configuration mode:  

Command  Function  

Ruijie(config-vlan)# no ipv6 mld 

snooping  

Disable the VLAN-based MLD 

Snooping function. By default, with the 

global MLD Snooping enabled, the 

MLD Snooping function in all VLANs 

are enabled. 

Ruijie(config-vlan)# end Return to the privilege mode. 

Ruijie# show ipv6 mld snooping  Verify the configurations. 

The following example shows how to disable the MLD Snooping in vlan 2: 

Ruijie# configure terminal  

Ruijie(config)# vlan 2  

Ruijie(config - vlan )# no ipv6 mld snooping  

Ruijie(config - vlan )# end  

Ruijie#  show ipv6 mld snooping  

MLD- snooping mode         :IVGL  

SVGL VLAN- ID               :1     

SVGL profile number       :0     

Source check port         :Disable  

Query Max Response Time   :10 (Seconds)  
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DISABLE VLAN               :2  

 

 
Note 

After enabling MLD Snooping within VLAN, users must also enable 

IGMP Snooping within this VLAN if they make application of IPv4 

multicast within this VLAN. 

Configuring the Aging Timer for the Dynamic Route Port  

If the dynamic route port has not received MLD group-general query message or IPv6 PIM Hello 

message before its aging time is out, the switch will delete the port from the list of router ports. 

To configure the aging timer for the dynamic route port, run the following command:  

Command  Function  

Ruijie(config)# ipv6 mld  snooping 

dyn -mr-aging -time  time 

Configure the aging timer for dynamic 

route port 

time: the valid range is 1-3600, and the 

default value is 300s.  

Use the no IPv6 MLD Snooping dyn -mr-aging -time  command to restore the aging time for 

the dynamic route port to the default value.  

The following example shows how to set the aging time for the dynamic route port as 100s: 

Ruijie# configure terminal  

Ruijie(config)# ipv6 mld snooping  dyn - mr- aging - time 100  

Configuring Max -response -time for MLD Query Message  

�„  After receiving MLD group-general query message, layer 2 multicast equipment will enable 

respective aging timers of all listener ports and timer is set at max-response-time. When 

the timer value is reduced to "0", it is considered that there is no longer any listener of the 

port receiving multicast stream. And layer 2 multicast equipment will delete the port from 

MLD Snooping forwarding-table. 

�„  After receiving MLD group-specific query message, layer 2 multicast equipment will enable 

respective aging timers of all listener ports in the specific group and timer is set at 

max-response-time. When the timer value is reduced to "0", it is considered that there is no 

longer any listener of the port receiving multicast stream. And layer 2 multicast equipment 

will delete the port from MLD Snooping forwarding-table.  

�„  As for MLD group-specific source query message, timers will not be updated. 

Command  Function  
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Ruijie(config)# ipv6 mld 

snooping  

query -max-response -time time 

Configure MLD group-general and 

group-specific query max-response-time 

within the range of 1-65535, and the 

default value is 10s. 

The following example shows how to set the max-response-time for the MLD query message 

as 15s: 

Ruijie# configure terminal  

Ruijie(config)# ipv6 mld snooping  query - max- response - time 15 

Configuring Router port  

By default, you may enable the dynamic router port learning in a VLAN for the layer 2 multicast 

device. Use the no form of this command to disable dynamic learning and clear all 

dynamically-learned router port.   

You may also configure the switch port as a static router port so that all IPv6 multicast data 

received by the switch may be transmitted through this port.  

To configure the router port, run the following command:  

Command  Function  

Ruijie(config)# ipv6 mld snooping 

vlan vlan-id mrouter  {interface 

interface-id | learn  }  

Set the interface as static router port, 

by default, the port is not a static router 

port; set the dynamically-learned router 

port on the layer 2 multicast device, by 

default, the dynamic learning is 

allowed.  

The following example shows how to set the Ethernet interface 0/1 as the router port and 

configure the auto-learning for the router port:  

Ruijie# configure terminal  

Ruijie(config)# ipv6 mld snooping vlan  1 mrouter interface  gigabitEthernet  0/1  

Ruijie(config)# ipv6 mld snooping vlan 1 mrouter learn  

Ruijie(config)# end  

Ruijie#  show ipv6 mld snooping mrouter  

VLAN     Interface          State         MLD profile  

----      ---------           ------         -------------  

1   GigabitEthernet 0/1    static             0  

1   GigabitEthernet 0/2    dynamic            0  

Ruijie#  show ipv6 mld snooping mrouter learn  

VLAN    learn method  

----     ------------------   

1        pim  
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Configuring Static Listener Port  

Use this command to set a port joins to the IPv6 multicast group statically to become a static 

listener port, if the host that connects to the port needs to receive the IPv6 multicast data sent to 

an IPv6 multicast group in a fixed manner.  

To configure the MLD Snooping static listener port, run the following commands:  

Command  Function  

Ruijie(config)# ipv6 mld snooping 

ivgl  

Enable and set MLD Snooping to 

IVGL mode. 

Ruijie(config)# ipv6 mld  snooping 

vlan vlan-id static ip-addr interface 

interface-id 

Statically configure a port to receive 

certain multicast stream. 

�‡��vlan-id: VID of multicast stream 

�‡��ip-addr: Multicast address  

�‡ interface-id:Port number  

Use the no ipv6 mld snooping vlan vlan-id static ip-addr interface interface-id  command 

to delete the static configuration of the multicast listeners.  

The following example shows how to set the MLD Snooping static listener port:  

Ruijie# configure terminal  

Ruijie(config)# ipv6 mld snooping  vlan  1 static  FF88::1234 interface GigabitEthernet  0/7  

Ruijie(config)# end  

Ruijie# show ipv6 mld snooping gda  

Abbr: M -  mrouter  

       D -  dynamic  

       S -  static  

VLAN  Address                 Listener ports  

----  --------------    ----------------------- ------  

1     FF88::1234        GigabitEthernet 0/7(S)  

Configuring Port Fast �±leave 

Port Fast�±leave means that when receiving from a port the MLD leave message sent from a 

host for leaving certain IPv6 multicast group, a switch will directly delete the port from the list of 

outgoing ports in the corresponding forwarding-table. If there is only one receiver connecting 

underneath the port on the switch, you may enable Port Fast�±leave to save band width and 

resource. 

To configure the port fast�±leave of MLD Snooping, run the following commands:  

Command  Function  
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Ruijie(config)# ipv6 mld snooping 

fast -leave enable  

Enable the fast-leave function for the 

layer 2 multicast device, by default, this 

function is disabled.  

Use the no ipv6 mld snooping fast �±leave enable  command to disable the port fast-leave 

function. 

The following example shows how to enable the port fast-leave function: 

Ruijie# configure terminal  

Ruijie(config)# ipv6 mld snooping  fast �±leave enable  

Configuring the Response Suppression for MLD Snooping M embership 

Report Message  

When receiving MLD membership report message from one IPv6 multicast listener, lay 2 

equipment will forward the message to directly connected layer 3 equipment. Thus, when there 

exist in layer 2 equipment a number of listeners that belong to one IPv6 multicast group, directly 

connected layer 3 equipment will receive the same MLD membership report message sent by 

these listeners. 

After enabling MLD membership report message suppression function, layer 2 equipment will 

only forward to layer 3 equipment the first MLD membership report message of one IPv6 

multicast group it receives within one query interval, instead of keeping on forwarding to layer 3 

equipment other MLD membership report message from the same multicast group. In this way, 

message quantity will be reduced in the network. 

Run the following command to enable the response suppression for the layer 2 multicast 

device:  

Command  Function  

Ruijie(config)# ipv6 mld snooping 

suppression enable  

Enable he response suppression for 

the layer 2 multicast device, by default, 

this function is disabled. 

Use the no ipv6 mld snooping suppression enable command to disable the suppression 

function.  

The following example shows how to enable the suppression function: 

Ruijie# configure termin al  

Ruijie(config)# ipv6 mld snooping  suppression enable  
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Configuring MLD Profiles  

MLD Profiles are actually a number of group filters to provide support for following functions of 

"multicast address range for SVGL mode application", "multicast data area to be filtered by 

router port", "MLD Filtering range", etc. 

To configure the MLD profile, run the following command:  

Command  Function  

Ruijie(config)# ipv6 mld profile 

profile-number 

Enter the MLD Profile mode and assign 

for identification a number from 1 to 

1024. By default, no profile is 

configured.   

Ruijie (config-profile)# permit  | 

deny  

(Optional) Permit or deny the range of 

the multicast address, deny by default. It 

indicates that the range of multicast 

address and other multicast address will 

be permitted or denied. By default, all 

groups are denied. 

Ruijie(config-profile)# range 

low-address high_address 

Add the multicast address range, which 

can be both a single IPv6 group 

address(low IPv6 group address) and a 

group address zone(high IPv6 group 

address). Meanwhile, multiple ranges 

may be configured. 

Ruijie(config)# end Return to the privilege mode. 

Use the no ipv6 mld profile  profile_number command to delete an MLD profile. Use the no 

range  low-address high_address command to delete the profile range.  

The following example shows how to configure the profile:  

Ruijie(config)# ipv6 mld profile  1 

Ruijie(config - profile)# permit  

Ruijie(config - profile)# range  ff77::1 ff77::100  

Ruijie(config - profile)# range  ff88::123  

Ruijie(config - profile)# end  

Ruijie# sho w ipv6 mld  profile  1 

MLD Profile 1  

permit  

range ff77::1 ff77::100  

range ff88::123  

According to this configuration, the rule for this MLD profile is to permit the multicast addresses 

from ff77::1 to ff77::100 as well as ff88::123, while other multicast addresses are all denied. 
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Configuring the Multicast Address Range for SVGL Mode Application  

A profile shall be associated with the SVGL with the MLD Snooping working mode(SVGL mode 

or IVGL-SVGL mode) configured, to specify which ranges of group addresses may use SVGL 

mode, i.e., the listener ports of the multicast forwarding-table may transmit across VLAN. 

However, the listener ports of the multicast forwarding-tables within other multicast address 

ranges must belong to the same VLAN. By default, no profile associated is considered that no 

multicast group can apply the SVGL mode. 

Command  Function  

Ruijie(config)# ipv6 mld profile 1 

Enter the MLD Profile mode and 

assign for identification a number from 

1 to 1024. By default, no profile is 

configured.   

Ruijie(config)# ipv6 mld snooping  

ivgl -svgl  
Configure the IVGL-SVGL mode  

Ruijie(config)# ipv6 mld snooping 

svgl profile 1 

Associate the profile 1with the SVGL 

mode. 

Ruijie(config)# end Return to the privilege mode. 

The following example shows how to configure the multicast address range for SVGL Mode 

application 

Ruijie# configure terminal  

Ruijie(config)# ipv6 mld  snooping  ivgl - svgl  

Ruijie(config)# ipv6 mld  snooping svgl profile 1 

Ruijie(config)# end  

Ruijie# show ipv6 mld  snooping  

MLD- snooping mode         :IVGL  

SVGL VLAN- ID               : 1     

SVGL profile number       : 1    

Source check port         :Disable  

Query Max Response Time   : 10 (Seconds)   

Configuring MLD Filtering  

Under certain circumstances, you may need to control certain port so that it can only transmit 

multicast data flow within a number of specific ranges and what max groups are allowed to join 

under the port. MLD Filtering can meet this demand. 

You may apply certain MLD Profile under a port. When the port receives MLD Report message, 

layer 2 multicast equipment will find out whether the multicast address for this port to join is 

permitted by MLD Profile. If so, joining is permitted before later processing. 

You may also configure the max group number that are permitted to join one port. When the 

max group number is exceeded, layer 2 multicast equipment will no longer receive and process 
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MLD report message. 

To configure the MLD Filtering, run the following commands:  

Command  Function  

Ruijie(config)# interface 

interface-id 
Enter the interface configuration mode. 

Ruijie(config-if)# ipv6 mld 

snooping filter profile-number 

(Optional) Apply the profile to this port. 

profile-number: the valid range is 

1-1024. 

By default, no profile is associated with 

a port.  

Ruijie(config-if)# ipv6 mld 

snooping  max-groups  number 

(Optional) Permit a max number of 

groups to join this port dynamically. 

number: the valid range is 0-1024 

By default, the value is 1024. 

The following example shows how to configure the MLD Filtering: 
Ruijie# configure terminal  

Ruijie(config )# interface fastEthernet 0/1  

Ruijie(config - if)# ipv6 mld  snooping filter 1 

Ruijie(config - if)# ipv6 mld  snooping max - groups  1000  

Ruijie (config - if)#end  

Ruijie # show ipv6 mld  snooping interface fastEthernet 0/1  

Interface               Filter profile number         max- group  

---------------         ---------------------         ---------  

FastEthernet 0/1               1                            1000      

Viewing Current Mode of MLD Snooping  

To view the current working mode and global configuration of MLD Snooping, run the following 

command:  

Command  Function  

Ruijie# show ipv6 mld snooping  
View the current working mode and 

global configuration of MLD Snooping 

The following example shows the MLD Snooping configurations:  

Ruijie#  show ipv6 mld  snooping  

MLD- snoo ping mode       : IVGL  

SVGL VLAN- ID             : 1  

SVGL profile number     : 0  

Source check port       : Disabled  

Query max Response time : 10(Seconds)   
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Viewing and Clearing MLD Snooping Statistics  

To view and clear the MLD Snooping statistics, run the following commands:  

Command  Function  

Ruijie# show ipv6 mld snooping 

statistics [VLAN VLAN-ID] 
View the MLD Snooping statistics. 

Ruijie# clear ipv6 mld snooping 

statistics  
Clear the MLD Snooping statistics. 

The following example shows the MLD Snooping statistics:  

Ruijie# show ipv6 mld  snooping statistics  

GROUP     Interface     Last report        Last leave      Last  

                              time           time          reporter  

---------------  ------------  -------------   -------------    -  

FF88::1 V L1:Gi4/2    0d:0h:0m:7s      ----      2003::1111  

                             Report pkts: 1            Leave pkts: 0  

Viewing Router port Information  

To view and clear the MLD Snooping router port information, run the following command:  

Command  Function  

Ruijie# show ipv6 mld snooping 

mrouter  

View the MLD Snooping router port 

information. 

The following example shows the MLD Snooping router port information:  

Ruijie# show ipv6 mld  snooping mrouter  

VLAN    Interface        State      MLD profile number  

--- -       --------           -------       -------------------  

1   GigabitEthernet 0/7    static         1  

1   GigabitEthernet 0/12   dynamic        0  

Viewing the Forwarding -table  

To view the forwarding rule of each port in a multicast group, i.e., to view GDA (Group 

Destination Address) table, run the following command:  

Command  Function  

Ruijie# show ipv6 mld snooping 

gda-table  

View the forwarding rule of each port in 

a multicast group. 

The following example shows each multicast group information in the GDA table and the 
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information of all listener ports of a multicast group: 

Ruijie# show ipv6 mld  snooping gda - table  

Abbr: M -  mrouter  

      D -  dynamic  

      S -  static  

VLAN  Address              Listener ports  

--------------------------------------------------- --------  

1       FF88::1           GigabitEthernet 0/7(S)  

Clearing Dynamic Forwarding -table Information  

To clear GDA(Group Destination Address) information from dynamic forwarding-table, run the 

following command:  

Command  Function  

Ruijie# clear ipv6 mld snooping 

gda-table  

Clear the group information learned in 

a dynamic way from forwarding-table. 

The following example clears the dynamic forwarding-table information: 

Ruijie# clear IPv6 MLD Snooping GDA - table  

Viewing MLD Profile  

To view MLD Snooping Profile information, run the following command:  

Command  Function  

Ruijie# show ipv6 mld profile  

profile-number  

View the MLD Snooping Profile 

information. 

The following example shows the MLD Snooping Profile information:   
Ruijie# show ipv6 mld  profile  1 

MLD Profile 1  

permit  

range FF77::1 FF77::100  

range FF88::123  
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Multicast Forwarding Control  Configuration  

Configuring Multicast Non -Stop Forwarding  

Command  Function  

Ruijie( config )# msf nsf convergence -time  time 

Configure the maximum time of waiting for multicast 

protocol convergence, in the range of 0 to 3600 seconds. 

The default value is 70 seconds. 

Ruijie( config )# msf nsf leak  time 
Configure the leak time of multicast packets, in the range of 

0 to 3600 seconds. The default value is 80 seconds. 

In normal running state, SSP will synchronize the hardware forwarding table to the slave management board. After 

management switching, the original slave management board multicast control plane is loaded with configuration 

commands and the multicast protocols such as IGMP Snooping converge again. Multicast Non-Stop Forwarding function 

ensures non-stop forwarding of multicast data stream during multicast protocol re-convergence. 

After the configured protocol convergence time is exceeded, all multicast forwarding tables which are not updated during 

protocol convergence time will be deleted. 

After the slave management board becomes the master management board, re-converging multicast protocols requires 

the triggering of multicast data stream. After management board switching, SSP still needs to send the multicast data 

stream to the CPU with rate limit even though the hardware forwarding table exists. The time of waiting for multicast 

protocol convergence can be controlled by configuring the leak time. 

Monitoring and Maintenance  

Command  Function  

Ruijie# debug m sf api  
Displays process of calling the API interface provided by IPv4 

multiple-layer multicast forwarding. 

Ruijie# debug m sf6 api  
Displays process of calling the API interface provided by IPv6 

multiple-layer multicast forwarding. 

Ruijie# debug msf event  Displays process of multiple-layer multicast forwarding event. 
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Ruijie# debug msf6 event  
Displays process of forwarding events on Layer 3 of IPv6 

multicast. 

Ruijie# debug m sf forwarding  
Displays the IPv4 multiple-layer multicast packets forwarding 

process. 

Ruijie# debug m sf6 forwarding  
Displays the IPv6 multiple-layer multicast packets forwarding 

process. 

Ruijie# debug m sf mfc  
Displays the IPv4 multiple-layer multicast forwarding table 

operation. 

Ruijie# debug m sf6 mfc  
Displays the IPv6 multiple-layer multicast forwarding table 

operation. 

Ruijie# debug msf ssp  
Displays process of IPv4 multiple-layer multicast forwarding 

bottom hardware. 

Ruijie# debug msf6 ssp  
Displays process of IPv6 multiple-layer multicast forwarding 

bottom hardware. 

Ruijie# show msf msc  
Displays the IPv4 multiple-layer multicast forwarding 

information. 

Ruijie# show msf6 msc  
Displays the IPv6 multiple-layer multicast forwarding 

information. 

Ruijie# show msf nsf  Displays the IPv4 multicast non-stop forwarding information. 

 

 

 



 

Security Configuration 
 

 

1. AAA Configuration 

2. RADIUS Configuration 

3. TACACS+ Configuration 

4. 802.1X Configuration 

5. SSH Configuration 

6. Port-based Flow Control Configuration 

7. CPU  Protection Configuration 

8. DoS Protection Configuration 

9. DHCP  Snooping Configuration 

10. DAI Configuration 

11. IP Source Guard Configuration 

12. ND Snooping Configuration  

13. DHCPv6 Snooping Configuration  

14. Gateway Anti-arp-spoofing Configuration 

15. NFPP Configuration 
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AAA  Configuration  

The access control is used to control which people can access the network server and which 

services can be accessed by the users on the network. The authentication, authorization and 

accounting (AAA) is a key security mechanism for access control. 

Basic AAA Principles  

Authentication, Authorization and Accounting (shortened as AAA) provide a consistence framework for 

configuring the authentication, authorization and accounting functions, which are supported by Ruijie 

products. 

The AAA provides the following services in a modular manner: 

�z Authentication: It verifies whether a user can access, where the Radius protocol or Local can be used. 

The authentication is the method to identify a user before his/her access to the network and network 

services. The AAA is configured by the definition of a naming list for authentication method and 

application of it on every interface. The method list defines the authentication type and execution order. 

Before a defined authentication is executed, the method list must be applied on a specific interface. 

The default method list is exceptional. If no other method list is defined, the default method list will 

automatically apply on all interfaces. The defined method list overwrites the default method list. All 

authentication methods other than the local, line password and allowing authentication must be defined 

with AAA. 

�z Authorization: This means authorizing the user with services. The AAA authorization is implemented 

through the definition of series attributes that describe the operations on the user by the authorization. 

These attributes can be stored on the network device or the RADIUS security server remotely. All 

authorization methods must be defined with AAA. When the AAA authorization is enabled, it is 

automatically applied on all interfaces of the network device. 

�z Accounting: This means recording the user's usage of network resources. When the AAA accounting is 

enabled, the network access server starts to send the user's network resource usages to the Radius 

security server through statistics records. Every accounting record is composed of attribute pairs and 

stored in the security server. These records can be read for analysis by special software to implement 

the accounting, statistics and tracing for the user's network resource usage. All accounting methods 

must be defined with AAA. When the AAA accounting is enabled, it is automatically applied on all 

interfaces of the network device. 

 
Note 

The AAA of some products only provides the authentication function. For 

all problems with product specifications, contact the market or technical 

support personnel. 

Although the AAA is the primary access control method, our product also provides simple control 

accesses out of the range of AAA, such as the local username authentication, line password 

authentication and more. The difference lies in the degree of their network protection, and the AAA 

provides the security protection of a higher level. 

The AAA has the following advantages: 

�z Powerful flexibility and controllability 



Configuration Guide AAA Configuration 

�z Expandability 

�z Standardized authentication 

�z Multiple backup systems 

Basic AAA Principles  

The AAA can configure dynamically authentication, authorization and accounting for a single user (line) 

or server. It defines the authentication, authorization and accounting by means of creating method lists 

and then applies them on specific services or interfaces. 

Method List  

Since the authentication for users can be implemented in a variety of ways, you need to use the method 

list to define the sequence of using different method to perform authentication for the users. The method 

list can define one or more security protocols for authentication, so that there are backup systems 

available for the authentication in case of the failure of the first method. Our product works with the first 

method in the method list for user authentication, and then selects the next method in the method list in 

case of no reply from that method. This process goes on till an authentication method listed successfully 

allows communication or all methods listed are used up. If all methods listed are used up but the 

communication is not allowed, it declares failure of authentication. 

 
Caution  

Only when there is no reply from a method, our product will attempt the next 

method. During the authentication, if the user access is refused by a 

method, the authentication process ends and no other methods will be 

attempted. 

A typical AAA network configuration  

 

The figure above illustrates a typical AAA network configuration, including two security servers: R1 and 

R2 are both RADIUS servers, and one NAS (Network Access Server) acting as the RADIUS server. 

Supposed the system administrator has defined a method list, R1 is used first to capture the identity 

information, then R2, and finally the local username database on the NAS. If a remote PC user attempts 

to access the network via dialup, the NAS first queries the authentication information from R1. If the user 

passes the authentication on R1, R1 sends a SUCCESS reply to the NAS, and thus the user's access to 

the network is allowed. If R1 returns FAIL reply, the user's access is refused and the disconnected. If R1 

has no reply, the NAS regards it as ERROR and queries authentication information from R2. This 

process continues for the remaining methods till the user passes the authentication, is refused or the 

session is terminated. If ERROR is returned for all methods, the authentication fails and the user is 

disconnected. 
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Caution  

The REJECT response is not the same as the TIMEOUT response. 

REJECT means the user fails to comply with the standard in the available 

authentication database and does not pass the authentication, thus the 

access request will be refused. TIMEOUT means there is no reply from the 

security server to the authentication. When an ERROR is detected, the 

AAA selects the next authentication method in the method list to continue 

the authentication process. 

 

 
Note 

In this chapter, take RADIUS for example of the configuration of the related 

authentication, authorization and accounting of the AAA security server. For the 

TACACS+, refer to TACACS+ Configuration. 

 

Basic AAA Configura tion Steps  

First you shall decide to choose which security solution, evaluate the potential security risks in the 

specific network and select the proper measures to prevent unauthorized accesses. For the security risk 

evaluation and the possible security solutions, see Chapter 2, Security Overview. We recommend the 

use of AAA as much as possible to guarantee the network security. 

Overview of AAA Configuration Steps  

The AAA configuration may become simple when the basic operation process of AAA is understood. On 

the network devices, the AAA is configured through the following steps: 

1. Enable AAA by using the global configuration command aaa new-model . 

2. Configure the security protocol parameters if you decide to use the security server, such as RADIUS. 

3. Define the authentication method list by using the aaa authentication  command. 

4. Apply the method list on specific interface or line, if necessary. 

 
Caution  

When the specific method list is applied, if no named method list is clearly 

specified, the default authentication method list will apply. 

As a result, if you do not want to use the default authentication method list, 

you shall specify a specific method list. 

For complete descriptions of the commands mentioned in this chapter, see the related chapters in the 

Security Configuration Command Reference. 

Enabl ing  AAA  

It is required to enable AAA first to be able to use the AAA security features. 

To enable AAA, execute the following command in the global configuration mode: 

Command  Function  

Ruijie(config)# aaa new-mode l Enable AAA 

Disabl ing  AAA  

To disable AAA, execute the following command in the global configuration mode: 
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Command  Function  

Ruijie(config)# no aaa new -model  Disable AAA 

Sequential Configuration Steps  

After the AAA is enabled, it is time to configure the other parts related with the selected security solutions. 

Following table lists the possible configuration tasks and their description chapters. 

Methods of AAA access control security solution  

Configuration Task Step Chapter  

Configuring Local Login Authentication 3 Configuring Authentication 

Defining AAA Authentication Method 

List  
3 Configuring Authentication 

Applying Method List on Specific 

Interface or Line 
4 Configuring Authentication 

Configuring Radius Security Protocol 

Parameters 
2 Configuring Radius 

Enabling Radius Authorization 5 Configuring Authorization 

If you are using AAA for authentication, see Configuring Authentication. 

Configuring Authentication  

�7�K�H���D�X�W�K�H�Q�W�L�F�D�W�L�R�Q���D�O�O�R�Z�V���W�K�H���X�V�H�U�¶�V���L�G�H�Q�W�L�W�\���Y�H�U�L�I�L�F�D�W�L�R�Q���E�H�I�R�U�H���W�K�H���X�V�H�U���R�I���Q�H�W�Z�R�U�N���U�H�V�Rurces. In most 

cases, the authentication is implemented with the AAA security features. We recommend the use of AAA 

as much as possible. 

Defining AAA Authentication Method List  

To configure the AAA authentication, the first step is to define a named list of the authentication method, 

and then the applications use the defined list for authentication. The method list defines the 

authentication type and execution order. The defined authentication methods must be applied on 

specific interfaces before they can be executed. The default method list is exceptional.When not 

configured, all applications will use the default method list. 

The method list is just a list to define the authentication method to be queried in turn to verify the user 

identity. The method list can define one or more security protocols for authentication, so that there are 

backup systems available for the authentication in case of the failure of the first method. Our product 

works with the first method in the method list for user authentication, and then selects the next method in 

the method list in case of no reply from that method. This process goes on till an authentication method 

listed successfully allows communication or all methods listed are used up. If all methods listed are used 

up but the communication is not allowed, it declares failure of authentication. 

 
Caution  

Only when there is no reply from a method, our product will attempt the next 

method. During the authentication, if the user access is refused by a 

method, the authentication process ends and no other methods will be 

attempted. 
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Example of Method List  

In a typical AAA network configuration, there are two servers: R1 and R2 are both RADIUS servers. 

Suppose the network administrator has chosen a security solution, and the NAS authentication uses an 

authentication method to authenticate the Telnet connection: First, R1 is used for the user authentication. 

In case of no reply, R2 will be used. In case there is no reply from both R1 and R2, the local database of 

the access server will perform the authentication. To configure the above authentication list, run the 

following commands:  

Command  Function  

configure terminal  Enter the global configuration mode. 

aaa authentication login default  

group radius local  

Configure a default authentication method 

list, where "default" is the name of the 

method list. The protocols included in this 

method list are listed behind the name in 

the order by which they will be queried. The 

default method list is applied on all 

applications.  

If the system administrator hopes to apply this method list on a specific Login connection, he/she must 

create a named method list and then apply it on the specific connection. The example below shows how 

to apply the authentication method list on line 2 only. 

Command  Function  

configure terminal  Enter the global configuration mode. 

aaa new-model  Turn on the AAA switch.  

aaa authentication login test  

group radius local  

Define a method list named "test" in the 

global configuration mode. 

line vty  2 Enter VTY line 2 configuration mode. 

login  authentication  test 
In the line configuration mode, apply the 

�P�H�W�K�R�G���O�L�V�W���Q�D�P�H�G���³�W�H�V�W�´���R�Q���W�K�H���O�L�Q�H���� 

If a remote PC user attempts to Telnet the network access server(NAS), the NAS first queries the 

authentication information from R1. If the user passes the authentication on R1, R1 sends a ACCEPT 

reply to the NAS, and thus the user's access to the network is allowed. If R1 returns the REJECT reply, 

the user's access is refused and then disconnected.If R1 does not respond, NAS considers TIMEOUT 

and queries the authentication information to R2. This process continues for the remaining methods till 

the user passes the authentication, is refused or the session is terminated. If all servers (R1 and R2) 

returns TIMEOUT, the authentication will be performed by the NAS local database. 

 
Caution  

The REJECT response is not the same as the TIMEOUT response. 

REJECT means the user fails to comply with the standard in the available 

authentication database and does not pass the authentication, thus the 

access request will be refused. TIMEOUT means there is no reply from the 

security server to the authentication. When an TIMEOUT is detected, the 

AAA selects the next authentication method in the method list to continue 

the authentication process. 

Authe ntication Type  

Ruijie products support the following authentication types:   
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�z Login Authentication -- the authentication of the user terminal logging in the NAS CLI.  

�z Enable Authentication -- the authentication of improving the CLI authority after the user terminal 

loggs in the NAS CLI.  

�z PPP Authentication -- the authentication of PPP dial user. 

�z DOT1X(IEEE802.1x) Authentication -- the authentication of the IEEE802.1x access user.   

General Steps in Configuring AAA Authentication  

The following tasks are common for the configuration of AAA authentication. 

�z Enable AAA by using the global configuration command aaa new-model . 

�z Configure the security protocol parameters if you decide to use the security server, such as RADIUS. 

See Configuring Radius for details. 

�z Define the authentication method list by using the aaa authentication  command. 

�z Applying method list on a specific interface or line, if possible. 

 
Caution  

TACACS+ is not supported by the DOT1X authentication. 

Configuring the AAA L ogin  Authentication   

This section deals with how to configure the AAA Login authentication methods supported by our 

product: 

 
Caution  

Only after the AAA is enabled through the command aaa new-model  in the 

global configuration mode, the AAA security features are available for your 

configuration. For the details, see AAA Overview. 

In many cases, the user needs to Telnet the network access server (NAS). Once such a connection is 

set up, it is possible to configure NAS remotely. To prevent unauthorized accesses to the network, it is 

required to perform authentication on the user identity. 

The AAA security services make it easy for the network devices to perform line-based authentication. No 

matter which line authentication method you decide to use, you just need to execute the aaa 

authe ntication login  command to define one or more authentication method list and apply it on the 

specific line that need the line authentication. 

To configure the AAA PPP authentication, execute the following command in the global configuration 

mode: 

Command  Function  

configure  terminal  Enter the global configuration mode. 

aaa new-model  Enable AAA. 

aaa authentication login {default  

|list-name} method1 [method2...] 

Define an accounting method list, or repeat 

this command to define more. 

line vty line-num 
Enter the line that needs to apply the AAA 

authentication.  

login authentication 

{default |list-name}  
Apply the method list on the line.  
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The keyword "list-name" is used to name the created authentication method list, which can be any string. 

The keyword "method" means the actual algorithm for authentication. Only when the current method 

returns ERROR (no reply), the next authentication method will be attempted. If the current method 

returns FAIL, no authentication method will be used any more. To make the authentication return 

successfully, even if no specified methods reply, it is possible to specific "none" as the last 

authentication method. 

In the example below, it is possible to pass the identity authentication even if the Radius server returns 

TIMEOUT. aaa authentication login default group radius none  

 
Caution  

Since the keyword "none " enables any dialup user can pass the 

authentication even if the security server has no reply, it is only used as the 

backup authentication method. We suggest not using the "none " identity 

authentication in general cases. In special case when all possible dialup 

users are trustful, and no delay due to system fault is allowed for the user's 

work, it is possible to use "none " as the last identity authentication method 

in case the security server has no reply. And we recommend adding the 

�O�R�F�D�O���D�X�W�K�H�Q�W�L�F�D�W�L�R�Q���P�H�W�K�R�G���E�H�I�R�U�H���W�K�H���³none �´���D�X�W�K�H�Q�W�L�F�D�W�L�R�Q���P�H�W�K�R�G�� 

 

Keyword  Description  

local  
Use the local username database for 

authentication 

none  Do not perform authentication 

group r adius  Use Radius for authentication 

The table above lists the AAA login authentication methods supported by our product. 

Using  the local database for Login  authentication  

To configure the login authentication with local database, it is required to configure the local database 

first. Our product supports authentication based on the local database. To establish the username 

authentication, run the following commands in the global configuration mode:  

Command  Function  

configure terminal  Enter the global configuration mode. 

username  name [password  

password] or  

username  name [access -class  

number] 

Establish the username authentication using 

the password, or the access list.   

username  name [privilege  level] (Optional) Set the privilege level for the user. 

username  name [autocommand  

command] 

(Optional) Set the command auto-executed 

after the user login.  

end Return to the privileged EXEC mode. 

show running -config  Confirm the configuration. 

To define the local login authentication method list and apply it, run the following commands:  

Command  Function  

configure terminal  Enter the global configuration mode. 

aaa new-model  Turn on the AAA switch.  
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Command  Function  

aaa authentication login {default | 

list-name} local  
Define the local method list.  

end Return to the privileged EXEC mode. 

show aaa method-list  Confirm the configured method list.  

configure terminal  Enter the global configuration mode. 

line vty  line-num Enter the line configuration mode 

login authentication  {default | 

list-name} 
Apply the method list.  

end Return to the privileged EXEC mode. 

show running -config  Confirm the configuration. 

Using  Radius for Login  authentication  

To configure the use of RADIUS authentication server for login authentication, it is required to first 

configure the RADIUS server. Our product supports the authentication based on the RADIUS server. To 

configure the RADIUS server, run the following commands in the global configuration mode:  

Command  Function  

configure terminal  Enter the global configuration mode. 

aaa new-model  Turn on the AAA switch.  

radius -server host ip-address 

[auth -port  port] [acct -port port] 
Configure the RADIUS server 

end Return to the privileged EXEC mode. 

show radius server  Show the RADIUS server.  

After the RADIUS server is configured, make sure of successful communication with the RADIUS server 

before configuring the RADIUS for authentication. For details of the RADIUS server configurations, see 

Configuring RADIUS. 

Now it is possible to configure the RADIUS server based method list. Run the following commands:  

Command  Function  

configure terminal  Enter the global configuration mode. 

aaa new-model  Turn on the AAA switch.  

aaa authentication login  

{default | list-name} group radius  
Define the local method list.  

end Return to the privileged EXEC mode. 

show aaa  method-list  Confirm the configured method list.  

configure terminal  Enter the global configuration mode. 

line vty  line-num Enter the line configuration mode 

login authentication {default | 

list-name} 
Apply the method list.  

end Return to the privileged EXEC mode. 

show running -config  Confirm the configuration. 
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Configuring the AAA Enable  Authentication   

This section deals with how to configure the AAA Enable authentication methods supported by our 

product: 

In many cases, the user needs to Telnet the network access server (NAS). After passing the 

authentication, the user enters the Command Line Interface (CLI) and is assigned an initial command 

execution privilege (0-15 level). You can execute different commans in different levels and use the 

show privilege command to display the current level. For the details, see using the CLI. 

After logging in the CLI, you can use the enable command to improve the privilege level if you fail to 

execute some commands due to low initial privilege level. To prevent the unauthorized access to the 

network, the identity authentication, named Enable authentication, is necessary when improving the 

privilege level. 

To configure the AAA Enable authentication, execute the following command in the global 

configuration mode: 

Command  Function  

configure  terminal  Enter the global configuration mode. 

aaa new-model  Enable AAA. 

aaa authentication enable  default  

method1 [method2...] 

Define an enable authentication method list, 

for example RADIUS.  

line vty line-num 
Enter the line that needs to apply the AAA 

authentication.  

login authentication 

{default |list-name}  
Apply the method list on the line.  

It can only define one enable authentication method list globally, so it is no need to define the name of 

the method list. The keyword "method" means the actual algorithm for authentication. Only when the 

current method returns ERROR(no reply), the next authentication method will be attempted. If the 

current method returns FAIL, no authentication method will be used any more. To make the 

authentication return successfully, even if no specified methods reply, it is possible to  specify none 

as the last authentication method. 

Once configured, the enable authentication method takes effect. When executing enable  command in 

the privileged EXEC mode, it prompts to authenticate if you want to switchover a higher privilege level. 

It is no need to authenticate if the privilege level to be set is lower than or equal to the current one.  

 
Caution  

The current username will be recorded if the Login authentication (except 

for none  method) is done when entering the CLI. At this time, if the Enable 

authencation processes, it will not prompt to input the username and you 

can use the same username of Login authentication. Note that the 

password input must be consistent.  

The username information will not be recorded if there is no Login 

authentication when entering the CLI, or the none  method is used. At this 

time, if the Enable authentication processes, you shall input the username 

again. This username will not be recorded, so you shall input it every time 

when the Enable authentication processes.  
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Some authentication methods can bind the security level. Then in the process of authentication, except 

for the returned response according to the security protocol, it is necessary to verify the binded security 

level. If the service protocol can bind the security level, the level shall be verified while authenticating. If 

the binded level is more than or equal to the level to be configured, the enable authentication and level 

switchover succeed. But if the binded level is less than the level to be configured, the enable 

authentication fails, prompting the error message and keeping the current level. If the service protocol 

fails to bind the security level, you can configure the level without verification of the binded level.   

 

 
Caution  

Now only RADIUS and Local authentication support to bind the securiy 

level. To this end, only the security levels of these two methods are 

checked.  

Using  the local username database for Enable  authentication  

When processing the enable authentication with local database, you can configure the user privilege 

level while configuring the local user. By default, the privilege level is 1. To configure the enable 

authentication with local database, it is required to configure the local database first and configure the 

privilege level. To establish the username authentication, run the following commands in the global 

configuration mode:  

Command  Function  

configure terminal  Enter the global configuration mode. 

username  name [password  

password]  

Establish the local username and set the 

password.    

username  name [privilege  level] Set the user privilege level. (Optional) 

end Return to the privileged EXEC mode. 

show running -config  Confirm the configuration. 

To define the local Enable authentication method list, run the following commands:  

Command  Function  

configure terminal  Enter the global configuration mode. 

aaa new-model  Turn on the AAA switch.  

aaa authentication enable default 

local  
Define the local method list.  

end Return to the privileged EXEC mode. 

show aaa method -list  Confirm the configured method list.  

configure terminal  Enter the global configuration mode. 

show running -config  Confirm the configuration. 

Using  Radius for Enable  authentication  

The standard RADIUS server can pass the privilege level binded with the Service-Type attribute(the 

standard attribute number is 6), can specify the privilege with 1 or 15 level. The extened RADIUS 

server (for example, SAM) can configure the privilege level of the administrator(the private attribute 

number is 42), can specify 0-15 privilege level. For the details of the RADIUS server, see Specifying 

the RADIUS Private Attribute Type in Configuring RADIUS. 
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To configure the use of RADIUS authentication server for enable authentication, it is required to first 

configure the RADIUS server, then the RADIUS server-based enable authentication method list. Run 

the following commands in the global configuration mode:  

Command  Function  

configure terminal  Enter the global configuration mode. 

aaa new-model  Turn on the AAA switch.  

aaa authentication enable  default 

group radius  
Define RADIUS authentication method. 

end Return to the privileged EXEC mode. 

show aaa method -list  Confirm the configured method list. 

show running -config  Confirm the configuration. 

Configuring the AAA Authentication  for PPP User    

PPP is a link-layer protocol of carrying the network-layer datagram in the point-to-point link. In many 

circumstances, the user accesses to the NAS(Network Access Server) by asynchronous or ISDN dail. 

Once the connection has been set up, the PPP negotiation will be enabled. To prevent the unauthorized 

access to the network, the identity authentication is required for the dailed user in the process of PPP 

negotiation. 

This section deals with how to configure the AAA Enable authentication methods supported by Ruijie 

product. To configure the AAA Enable authentication, execute the following command in the global 

configuration mode: 

Command  Function  

configure  terminal  Enter the global configuration mode. 

aaa new-model  Enable AAA. 

aaa authentication ppp  {default  | 

list-name} method1 [method2...] 

Define a PPP authentication method list. 

RADIUS, TACACS+ remote authentication 

and using the local database are the 

supported authentication methods.  

interface  interface-type interface-number 
Enter the asynchronous or ISDN interface 

that needs to apply the AAA authentication.  

ppp authentication  {chap  | pap} {default  | 

list-name} 

Apply the method list on the asynchronous or 

ISDN interface.  

For the detailed configuration method for the PPP, see the related chapter in Configuring PPP, MP.  

Configuring the AAA Authentication  for 802.1x User    

IEEE802.1x is a standard of Port-Based Network Access Control, providing the point-to-point secure 

access for the LAN, and a means of the authentication of the user connecting to the LAN device. 

This section deals with how to configure the 802.1x authentication methods supported by Ruijie product. 

To configure the AAA Enable authentication, execute the following command in the global configuration 

mode: 
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Command  Function  

configure  terminal  Enter the global configuration mode. 

aaa new-model  Enable AAA. 

aaa authentication dot1x  {default  | 

list-name} method1 [method2...] 

Define an IEEE802.1x authentication method 

list. RADIUS remote authentication and using 

the local database are the supported 

authentication methods.  

dot1x authentication list-name Apply the method list to 802.1x.  

For the detailed configuration method for the IEEE802.1x, see the related chapter in Configuring 802.1x.  

Example of Authentication Configuration  
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authentication. 
Ruijie (config)# aaa n ew- model  

Ruijie (config)#  username  Ruijie  password  starnet  

Ruijie (config)# radius - server host 192.168.217.64  

Ruijie (config)#  aaa authentication login  test group radius local  

Ruijie (config)# line vty  0 

Ruijie (config - line)# login authentication test  

Ruijie (co nfig - line)#  end  

Ruijie # show running - config  

!  

aaa new - model  

!  

!  

aaa authentication login test group radius local  

username Ruijie  password 0 starnet  

!  

radius - server host 192.168.217.64  

!  

line con 0  

line vty 0  

login authentication test  

line vty 1 4  

!  

!  

In the example above, the access server uses the Radius server (IP 192.168.217.64) to perform 

authentication for the login users. If the Radius server has no reply, the local database will be used for 

the identity authentication.  

Example of Terminal Service Application  Configuration  

In the environment of the terminal service application, the terminal first connects to the asynchronous 

console, then offers the service accessing the network network server. However, if AAA is enabled, the 

Login authentication is necessary in all lines. To access the server, the terminal must pass the Login 

authentication and it influences the terminal service. You can separate two lines by configuration that 

makes the line using the terminal service  directly connecting the server without the Login 

authentication, and ensures the device security by the Login authentication of the line connecting the 
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device. That is to say, you can configure a login authentication list specific for the terminal service but 

the authentication method as none . Then apply the configured list to the line with terminal service 

enabled, while other lines connecting the local device is unchanged. Thereof the terminal can skip the 

local login authentication.  

The example below illustrates the configuration steps: 
Ruijie (config)# aaa new - model  

Ruijie (config)#  username  Ruijie  password  starnet  

Ruijie (config)# radius - server host 192.168.217.64  

Ruijie (config)# radius - server key  test  

Ruijie (config)#  aaa authentication login  test group radius local  

Ruijie (config)#  aaa authentication login  t erms  none  

Ruijie (config)#  line tty  1 4   

Ruijie (config - line )#  login  authentication t erms   

Ruijie (config - line )#  exit  

Ruijie (config)#  line tty  5 16   

Ruijie (config - line )#  login  authentication t est   

Ruijie (config - line )#  exit  

Ruijie (conf ig)#  line vty  0 4  

Ruijie (config - line )#  login  authentication t est   

Ruijie (config - line )#  end  

Ruijie (config)#  show running - config  

!  

aaa new - model  

!  

!  

aaa authentication login test group radius local  

aaa authentication login t erms none  

username Ruijie  passwor d 0 starnet  

!  

radius - server host 192.168.217.64  

radius - server key  7 093b100133   

!  

line con 0  

line aux  0 

line tty  1 4  

login authentication t erms  

line t ty 5 16  

login authentication t est  

line vty 0 4  

login authentication t est  

!  

!  

In the example above, the access server uses the Radius server (IP 192.168.217.64) to perform 

authentication for the login users. If the Radius server has no reply, the local database will be used for 

the identity authentication. Login authentication is unnecessary for tty 1-4 is the used line of the terminal 

service, while using other tty and vty lines needs the login authentication. 

Configuring Authorization  

�7�K�H���$�$�$���D�X�W�K�R�U�L�]�D�W�L�R�Q���H�Q�D�E�O�H�V���W�K�H���D�G�P�L�Q�L�V�W�U�D�W�R�U���W�R���F�R�Q�W�U�R�O���W�K�H���X�V�H�U�¶�V���X�V�H���R�I���W�K�H���V�H�U�Y�L�F�H�V or the rights. 

After the AAA authorization service is enabled, the network device configures the user sessions by using 
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the user configuration file stored locally or in the server. After the authorization is completed, the user 

can only use the services allowed in the profile or has the allowed rights. 

Authorization  Types  

Our product supports the following AAA authorization methods: 

�z Exec authorization method �± the user terminal loggs in the NAS CLI and is granted the 

privilege level (0-15 level). 

�z Command authorization method �± after the user terminal loggs in the NAS CLI, the 

specific commands are authorized. 

�z Network authorization method �± grant the available service to the user session in the 

network.  

 
Note 

Only TACACS+ supports the command authorization method. For the 

detailed information, please refer to TACACS+ Configuration.  

Preparations for Authorization  

The following tasks must be completed before the AAA authorization is configured: 

�z Enable the AAA server. For the details, see AAA Overview. 

�z (Optional) Configure the AAA authentication. The authorization is done after the user passes the 

authentication. But sole authorization can also be done without authentication. For details of the AAA 

authentication, see Configuring Authentication. 

�z (Optional) Configure security protocol parameters. If the security protocol is required for authorization, 

it is required to configure the security protocol parameters. The network authorization only supports 

RADIUS; the Exec authorization supports RADIUS and TACACS+. For details of the RADIUS, see 

Configuring RADIUS. For details of the TACACS+, see Configuring TACACS+. 

�z (Optional) If the local authorization is required, it is required to use the username  command to define 

the user rights. 

Configuring Authorization List  

To enable AAA authorization, execute the following command in the global configuration mode: 

Command  Function  

configure terminal  Enter the global configuration mode. 

aaa new-model  Turn on the AAA switch.  

aaa authorization exec 

network {default | list-name} 

�P�H�W�K�R�G�����>�P�H�W�K�R�G���_�«] 

Define the AAA Exec authorization method. 

aaa authorization network 

network {default | list-name} 

�P�H�W�K�R�G�����>�P�H�W�K�R�G���_�«] 

Define the AAA Command authorization 

method. 
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Configuring AAA Exec  Authorization  

The Exec authorization grants the privilege level of command execution for the user terminal loggs in the 

network access server (NAS). You can use the show privilege  command to display the specific level 

after the user loggs in the NAS CLI successfully (by telnet, for example).  

No matter which Exec authorization method you decide to use, you just need to execute the aaa 

auth oriza tion exec command to define one or more authorization method list and apply it to the specific 

line that need the Exec authorization. 

To configure the AAA Exec authorization, run the following commands in the global configuration mode:  

Command  Function  

configure terminal  Enter the global configuration mode. 

aaa new-model  Turn on the AAA switch.  

aaa authorization exec 

network {default | list-name} 

�P�H�W�K�R�G�����>�P�H�W�K�R�G���_�«] 

Define the AAA Exec authorization method. If 

you need to define multiple methods, execute 

this command repeatedly. 

line vty line-num 
Enter the line to which the AAA Exec 

authorization method is applied.   

authorization exec {default  | 

list-name} 
Apply the method to the line.  

The keyword "list-name" is used to name the created authorization method list, which can be any string. 

The keyword "method" means the actual algorithm for authorization. Only when the current method 

returns ERROR (no reply), the next authorization method will be attempted. If the current method returns 

FAIL, no authorization method will be used any more. To make the authorization return successfully, 

even if no specified methods reply, it is possible to specific "none" as the last authorization method.  

In the example below, it is possible to pass the Exec authorication even if the Radius server returns 

TIMEOUT: 

aaa auth orization  exec default group radius none  

Keyword  Description  

local  
Use the local username database for Exec 

authorization.   

none  Do not perform Exec authorization. 

group radius  Use Radius for Exec authorization. 

group tacacs+  Use Tacacs+ for Exec authorization. 

The table above lists the AAA Exec authorization methods supported by our product. 

 
Caution  

The exec authorization is always used together with the login 

authentication, and they can be applied to the same line at the same time. 

But note that it is possible to have different results of the authentication 

and the authorization towards the same user because they can use 

different methods and servers. If the exec authorization fails, even though 

the login authentication has passed, the user can not access the CLI.  

Using the local username database for exec authorization  

To configure the Exec authorization with local database, it is required to configure the local database first. 

You can configure the user privilege level while configuring the local user. By default, the privilege level 

is 1. Run the following commands in the global configuration mode:  
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Command  Function  

configure termi nal  Enter the global configuration mode. 

username  name [password 

password]  

Establish the local username and set the 

password.    

username  name [privilege  level] Set the user privilege level. (Optional) 

end Return to the privileged EXEC mode. 

show run ning -config  Confirm the configuration. 

To define the local Exec authorization method list, run the following commands:  

Command  Function  

configure terminal  Enter the global configuration mode. 

aaa new-model  Turn on the AAA switch.  

aaa auth oriza tion exec {default  | 

list-name} local  
Define the local method list.  

end Return to the privileged EXEC mode. 

show aaa method -list  Confirm the configured method list.  

configure terminal  Enter the global configuration mode. 

line vty  line-num Enter the line configuration mode. 

auth oriza tion exec {default  | 

list-name}  
Apply the method list. 

end Return to the privileged EXEC mode. 

show running -config  Confirm the configuration. 

Using  Radius for exec auth oriz ation  

To configure the use of RADIUS server for Exec authorization, it is required to first configure the 

RADIUS server. For the details of the RADIUS server configuration, see Configuring RADIUS.  

After configuring the RADIUS server, the RADIUS server-based method list can be configured. Run the 

following commands in the global configuration mode:  

Command  Function  

configure terminal  Enter the global configuration mode. 

aaa new-model  Turn on the AAA switch.  

aaa authentication enable  {default  | 

list-name} group radius  
Define RADIUS authentication method. 

end Return to the privileged EXEC mode. 

show aaa method -list  Confirm the configured method list. 

configure terminal  Enter the global configuration mode. 

line vty  line-num Enter the line configuration mode. 

auth oriza tion exec {default  | 

list-name}  
Apply the method list. 

end Return to the privileged EXEC mode. 

show running -config  Confirm the configuration. 
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Example of Configuring Exec Authorization  

The example below illustrates how to configure exec authorization. The local login authentication and 

the �³Radius+local�  ́exec authorization are used when the user on the vty line 0-4 loggs in. The access 

server uses the Radius server with IP address 192.168.217.64 and shared keyword test. The local 

username and password are Ruijie, and the privilege level is 6.  
Ruijie # configure terminal  

Ruijie (config)# aaa new - model  

Ruijie (config)# radius - server host 192.168.217.64  

Ruijie (config)# radius - server key  test  

Ruijie (config)# username  Ruijie  password  Ruijie  

Ruijie (config)# username  Ruijie  privilege  6 

Ruijie ( config)#  aaa authentication login  mlist1  local  

Ruijie (config)#  aaa authentication exec  mlist2  group radius local  

Ruijie (config)#  line vty  0 4   

Ruijie (config - line )#  login  authentication mlist1   

Ruijie (config - line )#  auth oriza tion exec mlist2   

Ruijie (config - l ine )#  end  

Ruijie (config)#  show running - config  

!  

aaa new - model  

!  

aaa auth orization  l exec  mlist2  group radius local  

aaa authentication login mlist1 local  

!  

username Ruijie  password Ruijie   

username Ruijie  privilege 6  

!  

Radius - server host 192.168.217.64  

rad ius - server key  7 093b100133   

!  

line con 0  

line vty  0 4  

authorization exec mliat2  

login authentication mlist1  

!  

end  

Configuring AAA Network  Authorization  

Our product support the network authorization over the network connection including PPP, SLIP. The 

network authorization makes the network connection obtain the service like traffic, bandwidth, timeout, 

ect. The network authorization only support the RADIUS. The authorization information assigned from 

the server are encapsulated in the RADIUS attribute. For different network connection application, it is 

possible that these authorization information are different.  

 
Caution  

Now the configuration does not support the 802.1X AAA authorization, 

while the 802.1X is implemented by using other commands. For the details 

of the 802.1X authorization, see Configuring 802.1X.  

To configure the AAA network authorization, run the following commands in the global configuration 

mode:   
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Command  Function  

configure terminal  Enter the global configuration mode. 

aaa new-mod el Turn on the AAA switch.  

aaa authorization network {default | 

list-�Q�D�P�H�`���P�H�W�K�R�G�����>�P�H�W�K�R�G���_�«] 

Define the AAA network authorization 

method. If you need to define multiple 

methods, execute this command repeatedly. 

The keyword "list-name" is used to name the created authorization method list, which can be any string. 

The keyword "method" means the actual algorithm for authorization. Only when the current method 

returns ERROR (no reply), the next authorization method will be attempted. If the current method returns 

FAIL, no authorization method will be used any more. To make the authorization return successfully, 

even if no specified methods reply, it is possible to specific "none" as the last authorization method. 

Using  Radius for network  auth oriz ation  

To configure the use of RADIUS server for network authorization, it is required to first configure the 

RADIUS server. For the details of the RADIUS server configuration, see Configuring RADIUS. 

After configuring the RADIUS server, the RADIUS server-based method list can be configured. Run the 

following commands in the global configuration mode:  

Command  Function  

configure terminal  Enter the global configuration mode. 

aaa new-model  Turn on the AAA switch.  

aaa authentication network  

{default  | list-name} grou p radius  
Define RADIUS authentication method. 

Example of Configuring Network Authorization  

The example below illustrates how to configure network authorization. 
Ruijie # configure terminal  

Ruijie (config)# aaa new - model  

Ruijie (config)# radius - server host 192.168.217.64  

Ruijie (config)# radius - server key  test  

Ruijie (config)#  aaa auth orization  network  test group radius local  

Ruijie (config - line )#  end  

Ruijie (config)#  show running - config  

!  

aaa new - model  

!  

aaa auth orization  network  test group radius none   

!  

radius - server host 192.168.217.64  

radius - server key  7 093b100133   

!  

Configuring Accounting  

The AAA accounting function enables you to trace the services and network resources used by the user. 

After the accounting function is enabled, the network access server or router sends the user's network 
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accesses to the Radius security server by means of attribute pair. You may use some analysis software 

to analyze these data to implement the billing, audition and tracing function for the user's activities. 

Accounting Typ es 

Our product currently supports the following accounting types: 

�z Exec Accounting -- record the accounting information of entering to and exiting from the CLI of the user 

terminal logged in the NAS CLI. 

�z Command Accounting �± record the specific command execution information after the user terminal logs 

in the NAS CLI. 

�z Network Accounting �± records the related information on the user session in the network. 

 
Note 

Only TACACS+ supports the command accounting function. For the 

detailed information, please refer to TACACS+ Configuration.  

Preparations for A ccounting  

The following tasks must be completed before the AAA accouting is configured: 

�z Enable the AAA server. For the details, see AAA Overview. 

�z Define the security protocol parameters. It is required to configure the security protocol parameters for 

accounting. The network accounting only supports RADIUS; the Exec accounting supports RADIUS 

and TACACS+; the Command accounting supports TACACS+ only. For details of the RADIUS, see 

Configuring RADIUS. For details of the TACACS+, see Configuring TACACS+. 

�z (Optional) Configure the AAA authentication. The accounting is done after the user passes the 

authentication(for example, Exec accounting). In some circumstances, the accounting can also be done 

without authentication. For details of the AAA authentication, see Configuring Authentication. 

Configuring AAA Exec Accounting  

The exec accounting records the information of entering to and exiting from the CLI of the user terminal 

logged in the NAS. When the user terminal loggs in and enters to the NAS CLI, it sends the accounting 

start information to the security server. When the user terminal exits from the CLI, it sends the 

accounting stop information to the server.  

 
Caution  

Only after the user terminal logged in the NAS has passed the login 

authentication, the exec accounting starts. If no login authentication or 

none  authentication method has been configured, no exec accounting 

processes. For the same user terminal, if it sends no accounting start 

information to the security server when logging in, no accounting stop 

information will be sent when logging out.  

To configure the AAA Exec accounting, run the following commands in the global configuration mode:  

Command  Function  

configure terminal  Enter the global configuration mode. 

aaa new-model  Turn on the AAA switch.  
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Command  Function  

aaa accounting  exec 

network {default | list-name} 

start -stop  �P�H�W�K�R�G�����>�P�H�W�K�R�G���_�«] 

Define the AAA Exec accounting method list. 

If you need to define multiple method lists, 

execute this command repeatedly. 

line vty line-num 
Enter the line to which the AAA Exec 

accounting is applied.   

accounting  exec {default  | 

list-name} 
Apply the method list to the line.  

The keyword "list-name" is used to name the created accounting method list, which can be any string. 

The keyword "method" means the actual algorithm for accounting. Only when the current method returns 

ERROR (no reply), the next accounting method will be attempted. If the current method returns FAIL, no 

accounting method will be used any more. To make the accounting return successfully, even if no 

specified methods reply, it is possible to specific "none" as the last accounting method. 

 
Note 

The keyword "start-stop" is used for the network access server to send the 

accounting information at the start and end of the network service to the 

security server. 

Using the Radius for exec accounting  

To configure the use of RADIUS server for Exec acounting, it is required to first configure the RADIUS 

server. For the details of the RADIUS server configuration, see Configuring RADIUS.  

After configuring the RADIUS server, the RADIUS server-based method list can be configured. Run the 

following commands in the global configuration mode:  

Command  Function  

configure terminal  Enter the global configuration mode. 

aaa new-model  Turn on the AAA switch.  

aaa accounting  exec {default  | 

list-name} start -stop group radius  
Define RADIUS accounting method. 

end Return to the privileged EXEC mode. 

show aaa method -list  Confirm the configured method list. 

configure termin al  Enter the global configuration mode. 

line vty  line-num Enter the line configuration mode. 

accounting  exec {default  | 

list-name}  
Apply the method list. 

end Return to the privileged EXEC mode. 

show running -config  Confirm the configuration. 

Example of Configuring Exec Accounting  

The example below illustrates how to configure exec accounting. The local login authentication and the 

Radius exec authorization are used when the user on the vty line 0-4 loggs in. The access server uses 

the Radius server with IP address 192.168.217.64 and shared keyword test. The local username and 

password are Ruijie  
Ruijie # configure terminal  

Ruijie (config)# aaa new - model  

Ruijie (config)# radius - server host 192.168.217.64  
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Ruijie (config)# radius - server key  test  

Ruijie (confi g)# username  Ruijie  password  Ruijie  

Ruijie (config)#  aaa authentication login  auth  local  

Ruijie (config)#  aaa a ccouting  exec  acct  start - stop group radius  

Ruijie (config)#  line vty  0 4   

Ruijie (config - line )#  login  authentication auth   

Ruijie (config - line )#  acco unting  exec acct  

Ruijie (config - line )#  end  

Ruijie (config)#  show running - config  

!  

aaa new - model  

!  

aaa a ccounting  exec  acct  start - stop group radius  

aaa authentication login auth  local  

!  

username Ruijie  password Ruijie   

!  

r adius - server host 192.168.217.64  

rad ius - server key  7 093b100133   

!  

line con 0  

line vty  0 4  

accounting  exec acct  

login authentication auth  

!  

end  

Configuring AAA Network  Accounting  

The network accounting provides the accounting information about user session, including the packet 

number, bytes, IP address and username. Now the network accounting only support RADIUS.  

 
Note 

The format of Radius accounting information varies with the Radius 

security server. The contents of the account records may also vary with our 

product version. 

To configure the AAA network accounting, run the following commands in the global configuration mode:   

Command  Function  

configure terminal  Enter the global configuration mode. 

aaa new-model  Turn on the AAA switch.  

aaa accounting  network {default | 

list-name} star t-stop  method1 

�>�P�H�W�K�R�G���_�«] 

Define the AAA network accounting method 

list. If you need to define multiple method lists, 

execute this command repeatedly. 

The keyword "list-name" is used to name the created accounting method list, which can be any string. 

The keyword "method" means the actual algorithm for accounting. Only when the current method returns 

ERROR (no reply), the next accounting method will be attempted. If the current method returns FAIL, no 

accounting method will be used any more. To make the accounting return successfully, even if no 

specified methods reply, it is possible to specific "none" as the last accounting method. 
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Using  Radius for network  accounting  

To configure the use of RADIUS server for network acounting, it is required to first configure the RADIUS 

server. For the details of the RADIUS server configuration, see Configuring RADIUS.  

After configuring the RADIUS server, the RADIUS server-based method list can be configured. Run the 

following commands in the global configuration mode:  

Command  Function  

configure terminal  Enter the global configuration mode. 

aaa new-model  Turn on the AAA switch.  

aaa accounting  network  {default  | 

list-name} start -stop group radius  
Define RADIUS accounting method. 

Example of Configuring Network Accou nting  

The example below illustrates how to configure network authorization using RADIUS. 
Ruijie # configure terminal  

Ruijie (config)# aaa new - model  

Ruijie (config)# radius - server host 192.168.217.64  

Ruijie (config)# radius - server key  test  

Ruijie (config)#  aaa accounting  network  acct  start - stop group radius  

Ruijie (config - line )#  end  

Ruijie (config)#  show running - config  

!  

aaa new - model  

!  

aaa a ccounting  network  acct start - stop  group radius  

!  

radius - server host 192.168.217.64  

radius - server key  7 093b100133   

!  

Moni toring AAA user  

To view the information of the current login users, run the following commands in the privileged user 

mode:  

Command  Function  

show aaa user  { id | all  } View the information of the current AAA user.  

 

Configuring Failed Authentication Loc kout of Login User  

To prevent login user from decoding password, use command to limit the attempt times. If you has 

attempted more than the limited times, you will not login during the lockout.  

In the global configuration mode, use the following command to configure login parameters: 

Command  Function  

configure terminal  Enter the global configuration mode. 

aaa new-model  Turn on the AAA switch.  
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Command  Function  

aaa local authentication attempts  

<1-2147483647> 
Configure attempt times of login user. 

aaa local authenticat ion 

lockout -time <1-2147483647> 

Configure lockout-time(hour) when the user 

has attempted more than the limited times. 

show aaa user lockout   Display current lockout user list. 

clear aaa local user lockout  {all | 

user -name <word>} 
Clear lockout user list. 

end Exit to privileged EXEC mode. 

 

 
Note 

By default, login attempt times is 3 and the lockout time is restricted to be 

15 hours.  

 

Configuring Domain -name-based AAA Service  

The domain-name-based AAA service configurations include: 

�„  Overview 

�„  Domain-name-based AAA service configuration tasks 

�„  Domain-name-based AAA service configuration note 

�„  Domain-name-based AAA service configuration example 

 
Caution  

The domain-name-based AAA service is applied to the IEEE802.1x 

authentication service. For the detailed IEEE802.1x protocol 

configurations, please refer to the chapter of 802.1x Configuration.   

Overview  

In the multi-domain environment, one NAS(Network Access Server) can provide the AAA service for the 

users in different domains. Due to the different user attributes(such as the username, password, service 

type, privilege, ect) in each domain, it needs to tell them apart by setting the domain method and set the 

attribute collection for each domain, including the AAA service method list.  

 
Note 

Ruijie product supports the following types of username: 

1. userid@domain-name 

2. domain-name\userid 

3. userid.domain-name 

4. userid 

For the type4 username, i.e., userid, without the domain-name, its 

domain-name is default.   

The followings are the basic principles for the domain-name-based AAA service: 

�„  Resoluting the domain-name carried by the user 
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�„  Searching for the user domain according to the domain-name 

�„  Searching for the AAA service method list-name according to the domain configurations 

�„  Searching the corresponding method list according to the method list-name in the system 

�„  Providing the AAA service using the method list 

 

 
Note 

One of the abovementioned steps fails, the AAA service cannot be used.  

The following is the typical topology in the multi-domain environment:  

 

Figure -2 Typical topology for the multi -domain network  

Domain -name-based AAA Service Configuration Tasks  

 
Note 

The system supports up to 32 domains. 

Enabling AAA  

Command  Function  

configure terminal  Enter the global configuration mode. 

aaa new-mode l Turn on the AAA switch.  

For the detailed command descriptions, please refer to the chapter of Enabling AAA. 

Defining the AAA Service Method list  

Command  Function  

configure terminal  Enter the global configuration mode. 

aaa authentication dot1x  {defau lt | 

list-name} method1 [method2...] 

Define the IEEE802.1x authentication method 

list. 

aaa accounting network {default | 

list-name} start -stop  method1 

[method2...] 

Define the Network accounting method list. 
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Command  Function  

aaa authorization network {default 

| list-name} method1 [method2...] 
Define the Network authorization method list. 

For the detailed command descriptions, please refer to the chapter of Configuring authentication, 

Configuring accounting and Configuring authorization.. 

Enabling the Domain -name-based AAA  Service Switch  

Command  Function  

configure terminal  Enter the global configuration mode. 

aaa domain enable  
Enable the domain-name-based AAA service 

switch. 

 

Creating the Domain  

You shall follow the following rules when searching for the domain-name matched the username: 

1. Support to use the single character, such as �³.� ,́ �³\� ,́ �³@� ́to tell the username and the domain-name 

apart. 

2. The single �³@� ́ character is followed by the character string �³domain-name�.́ With multiple �³@� ́

characters in the username, use the character string following the last �³@� ́ characeter as the 

domain-name. For example, if the username is a@b@c@d, use the a@b@c as the username and use 

the d as the domain-name.  

3. The single �³\�  ́character follows the character string �³domain-name�.́ With multiple �³\�  ́characters in the 

username, use the character string followed by the first �³\�  ́characeter as the domain-name. For example, 

if the username is a\b\c\d, use the b\c\d as the username and use the a as the domain-name. 

4. The single �³.�  ́character is followed by the character string �³domain-name�.́ With multiple �³.�  ́characters 

in the username, according to the pre-settings, use the character string following the last �³.�  ́characeter 

as the domain-name. For example, if the username is a.b.c.d, use the a.b.c as the username and use 

the d as the domain-name. 

5. If all characters of �³.� ,́ �³\�  ́and �³@�  ́exist in the username, when matching the domain-name, use the 

rules in sequence of the �³@�,́ �³\�  ́and �³.�  ́characters.    

Command  Function  

configure terminal   Enter the global configuration mode. 

aaa domain  domain-name 
Create the domain and enter the domain 

configuration mode.  

 

 
Note 

The domain-name-based AAA service supports the domain name in the 

length of up to 64 characters, which is not case-sensitive.   

 

Configuring the Domain Attribute Collection  

Use the following commands to select the AAA service method list in the domain configuration mode: 
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Command  Function  

authentication dot1x  {default | 

list-name} 

In the domain configuration mode, select the 

authentication method list.  

accounting network  {default | 

list-name} 

In the domain configuration mode, select the 

accounting method list. 

authorization network  {default | 

list-name} 

In the domain configuration mode, select the 

authorization method list. 

 

Use this command to configure the domain state: 

Command  Function  

state  {block  | active } 
In the domain configuration mode, set the 

domain state. 

 

Use this command to check whether the username carries with the domain-name information: 

Command  Function  

username -format  {without -domain  

| with -domain } 

In the domain configuration mode, check 

whether the username carries with the 

domain-name information when the NAS is 

interacting with the server. 

 

Use this command to set the maximum user number supported in the domain: 

Command  Function  

access -limit num 

In the domain configuration mode, set the 

maximum user limit in the domain. By default, no 

user limit has been configured (only valid for the 

802.1x user). 

 

 
Note 

1. To select the AAA service method list in the domain configuration mode, 

the AAA service method list is defined before entering the domain 

configuration mode. Or the configurations are inexistent when selecting the 

AAA method list-name. 

2. With the domain-name-based AAA service enabled, if there is no 

domain information carried by the username, use the default domain; if 

there is no configurations for the user domain in the system, the user is 

determined to be illegal and provides no AAA service. 

3. In the domain configuration mode, without the method list configured, 

use the default method list in the system.   

 

Showing the domain configuration  

Use the following commands to show the domain-name-based AAA service information.   

Command  Function  

show aaa domain  [domain-name] 
Show the current domain-name-based AAA 

service information  
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Domain -name-based AAA Service Configuration Notes  

The followings are the domain-name-based AAA service configuration notes: 

1. With the domain-name-based AAA service enabled, use the method list in the domain. Without the 

service enabled, use the method list selected according to the access protocol(such as 802.1x, ect) for 

the AAA service. For example, without the service enabled, use the dot1x  authentication  

authen-list-name, dot1x accounting  acct-list-name authen-list-name and dot1x accounting  

acct-list-name acct-list-name command to provide the AAA service for the authentication and accouting 

method list name.  

2. With the domain-name-based AAA service enabled, by default, there is no default domain, and you 

shall manually set the default domain-name as �³default� .́ After the configuration, user that not carries 

with the domain information provides the AAA service using the default domain. Without the default 

domain configured, the user that not carries with the domain information fails to use the AAA service.  

3. If the domain information is carried by the auth-user but the domain is not configured on the device, it 

fails to provide the AAA service for the user. 

4. The AAA service method list selected by the domain must be consistent with the one defined by the 

AAA service. Or it fails to provide the AAA service for the users in the domain. 

5. The domain name carried by the user shall be accurately matched with the one configured on the 

device. For example, the domain.com and the domain.com.cn have been configured on the device, and 

the request message carried by the user is aaa@domain.com, the device  determines that the user 

belongs to the domain.com but not the domain.com.cn.  

Domain -name-based AAA Service Configurat ion Example  

The following is an example of configuring the domain-name-based AAA service: 

Ruijie(config)#  aaa new - model  

Ruijie(config)#  radius - server host  192.168.197.154  

Ruijie(config)#  radius - server key  test  

Ruijie(config)#  aaa authentication dot1x  defa ult group radius  

Ruijie(config)#  aaa domain  domain.com  

Ruijie(config - aaa- domain)#  authentication dot1x  default  

Ruijie(config - aaa- domain)#  username - format without - domain  

After the configuration, with the user a1 in the radius server, use the 802.1x client to login the server for 

authentication by keying in the username a1@domain.com and the correct password. The following 

shows the related domain-name information: 

Ruijie# show aaa domain  domain.com  

 

=============Domain domain.com=============  

State: Active  

Username format: Without - domain  
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Access limit: No limit  

802.1X Access statistic: 0  

 

Selected method list:  

 authentication dot1x default  

Typical AAA Configuration Example  

Typical AAA Aplication  

Network Topology  

 
Figure 3  Typical AAA Application Topology  

Network Requirements  

For better security management for the NAS device in the Figure-3, the followings are the network 

requirements: 

1. The administrators shall have the individual username and password for the convenience of the 

account management. 

2. The user authentication methods are divided into local authentication and collection authentication. 

The method of combining the collection-authentication with the local-authentication shall be adopted, 

with the collection-authentication mainly-used and the local-authentication as backup. In the process of 

the collection-authentication, the Radius server authentication shall be passed first, if there is no reply, it 

will switch to the local authentication.  

3. Different users can be configured to access to the specified network device during the authentication. 

4. User management priority: divide the network management users into the super users and ordinary 

users, wherein the super users own the priority of reading and writing while the ordinary users own the 

reading priority only.  
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5. The user authentication information, the authorization information and the network information are 

recorded in the server for the display and audit later(This example uses the TACACS+ for the 

accounting. ) 

Configuration Key -points  

From the analysis of the part of �³Network Requirements� ,́ deploying the AAA function can address the 

above requirements, which is to dynamically configure the ID authentication, authorization and 

accounting type for the user(line) or the server. Define the ID authentication, authorization and 

accounting type by creating the method list, and apply the method list to the specified service or interface. 

For the details, see the following �³Configuration Steps� .́ 

Configuration Steps  

#Enable AAA:  

Enable the AAA function on the device 

Ruijie#configure terminal  

Ruijie(config)# aaa new - model  

 

# Configure the security server:  

The network security server takes the responsibilty for the authentication, the authorization and 

the accounting. The user information are stored in the server and the software of the server can 

record, calculate and analyze the various information via the syslogs.  

  Configure the Radius server information (the shared key for the communication between the 

device and the Radius server is ruijie) 

Ruiji e(config)#radius - server host 10.1.1.1  

Ruijie(config)#radius - server key ruijie  

 Configure Tacacs+ server information (the shared key for the communication between the 

device and the Tacacs+ server is redgiant) 

Ruijie(config)#tacacs - server host 10.1.1.2  

Ruij ie(config)#tacacs - server key redgiant  

 

# Configure the local user:  

 Configure the password encryption (the key information for the local password and the 

security server are saved and shown in the simply-encrypted format) 

Ruijie(config)#service password - encryption  

 Configure the local user database (Configure the username and the password, and set the 

user privilege level) 

Ruijie(config)#username bank privilege 10 password yinhang  

Ruijie(config)#username super  privilege 1 5 password star  

Ruijie(config)#usern ame normal  privilege 2 password normal  

Ruijie(config)#username test  privilege 1 password test  
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 Configure the local enable password for the local enable authentication  

Ruijie(config)#enable secret w  

 Configure the line login password (with the AAA function enabled, the login password of the 

terminal line takes no effect. So the line login password configuration is to prevent the login 

failure with the AAA function disabled) 

Ruijie(config)#line vty 0 15  

Ruijie(config - line)#password w  

 Configure the line user privilege level (with the Exec authorization disabled, or no Exec 

authorization method list is applied in the line and no default Exec authorization method list, the 

configure line user privilege level should be used) 

Ruijie(config)#line vty 0 15  

Ruijie(c onfig - line)#privilege level 10  

 

# Configure the authentication  

1. Login authentication  

The Login authentication is used to control the user access. There are two methods to define 

the authentication method list: 1) Radius; 2) Local.  

 Configure login authentication method list and apply it to the corresponding line 

Ruijie(config)#  aaa authentication login hello group radius local  

Ruijie(config)#  line vty 0 1 5 

Ruijie(config - line)#  login authentication hello  

To prevent the user from using the exhaust algorithm to crack the password during the Login 

authentication, AAA is used to limit the user Login attempts. When the authentication attempts 

reached the configured limit, the user would fail to log in for the lockout time(by default, the 

login authentication attempt is 3 times and the lockout time is 15 hours.) 

 Configure the authentication attempt 2 times and the authentication lockout-time 10 hours  

Ruijie(config)#aaa local authentication attempts 2  

Ruijie(config)#aaa local authentication lockout - time 10  

2. Enable authentication  

The Enable authentication is used to switch the user privilege level. An authentication process 

is needed before the user switches the privilege level to the superuser using the enable  

command. There are two methods to define the authentication method list: 1) Radius; 2) Local. 

The Enable authentication can only set the default method list, which will be auto-applied after 

the configuration.  

Configure the enable authentication method list  

Ruijie(config)#aaa authentication enable def ault group radius local  

 

# Configure the auth orization   

1. Exec authorization  
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The Exec authorization is used to control the user command privilege level. For example, level 

15 is the superuser, level 14 is the configuration user, level 2 is the ordinary user. The remote 

Exec authorization takes precedence over the local one.  

 Configure the exec authorization method list and apply it to the line  

Ruijie(config)#aaa authorization exec shouquan group tacacs+  local  

Ruijie(config)#line vty 0 1 5 

Ruijie(config - li ne)#authorization exec shouquan  

 Configure the exec authorization for the console (by default, the exec authorization is not for 

the console) 

Ruijie(config)#aaa authorization console  

2. Command authorization  

The Command authorization is used to offer the execution privilege of the key commands only 

to the administrators. The Command authorization authorizes the level of the command but not 

of the current user. The Radius protocol is not supported.  

Configure the Command authorization method list and apply it to the line.  

Ruijie(config)#aaa authorization commands 2 abc group tacacs+ local  

Ruijie(config)#line vty 0 1 5 

Ruijie(config - line)#authorization commands 2 abc  

 

# Configure the a ccounting   

1. Exec accounting  

The Exec accouting is used to send the messages of the user login and logout to the server for 

the displaying, statistics and the auditing.  

 Configure the exec accouting method list and apply it to the line  

Ruijie(config)#aaa accounting exec default start - stop group tacacs+  

2. Command accounting  

The Command accouting is used to send the commands of a specific level executed by the 

user to the server for the displaying, statistics and the auditing.  

Configure the command accounting method list and apply it to all lines  

Ruijie(config)#aaa accounting c ommands 2 default start - stop group tacacs+  

 

Configuration verification  

Step 1: Use the show running -config  command to show the current configurations: 

Ruijie#show run ning - config  

......  

!  

aaa new - model  

aaa local authentication attempts 2  
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aaa local authentic ation lockout - time 10  

aaa authorization exec shouquan group tacacs+ local  

aaa authorization commands 2 abc group tacacs+  

aaa accounting exec default start - stop group tacacs+  

aaa accounting commands 2 default start - stop group tacacs+  

aaa authentication logi n hello group radius local  

aaa authentication enable default group radius local  

!  

username bank password 7 09361c1c2f041c4d  

username bank privilege 10  

username super password 7 093c011335  

username super privilege 15  

username normal password 7 09211a002a041 e 

username normal privilege 2  

username test password 7 093b100133  

service password - encryption      

!  

tacacs - server key 7 072c062b121b260b06  

tacacs - server host 10.1.1.2  

radius - server host 10.1.1.1  

radius - server key 7 072c16261f1b22  

enable sec ret 5 $1$2MjW$x r1t0s1Euvt76xs2       

!  

line con 0  

line vty 0 4  

 authorization exec shouquan  

 authorization commands 2 abc  

 privilege level 10  

 login authentication hello  

 password 7 0938  

line vty 5 15  

 authorization exec shouquan  

 authorization commands 2 abc  

 privilege level 10  

 login authentication hello  

 password 7 005d  

!  

end  

 

Step 2: In the actual application, use the show aaa user {  id | all } command to show the 

current AAA user information.  
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AAA Multi -domain Authentication Application  

Network Topology  

 
Figure -4 AAA multi -domain authentication application topology  

Network Requirements  

Configure the NAS device to enable the domain-name-based AAA service, including the authentication, 

authorization and the accounting: 

�¾ Use the 802.1x client for the login authentication with the username PC1@ruijie.com 

or PC2@ruijie.com.cn or PC3@ruijie,.net and the password.  

�¾ User network management: classify the users into the superusers and the ordinary 

users, wherein the superusers are able to read and write while the ordinary users are 

able to read only. 

�¾ The user authentication, authorization and network action messages are saved in the 

authentication server for the displaying and the auditing.  

Configuration Key -points  

Configure the domain-name-based AAA service to address the above network requirements.  

This example takes the 802.1x client for example, therefore the network device must support 802.1x 

client access, otherwise, this example cannot be applied. 

Configuration Steps  

#Enable AAA:  

Enable the AAA function on the device 

Ruijie#configure terminal  

Ruijie(config)# aaa new - model  

# Configure the security server:  

The network security server takes the responsibilty for the authentication, the 

authorization and the accounting. The user information are stored in the server and the 
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software of the server can record, calculate and analyze the various information via the 

syslogs.  

  Configure the Radius server information (the shared key for the communication 

between the device and the Radius server is ruijie) 

Ruijie(config)#aaa group server radius g1  

Ruijie(config - gs - radius)#server 10.1.1.1  

Ruijie(config - gs - radius)# exit  

Ruijie(config)#aaa group server radius g 2 

Ruijie( config - gs - radius)#server 10.1.1. 2 

Ruijie(config - gs - radius)# exit  

Ruijie(config)#aaa group server radius g 3 

Ruijie(config - gs - radius)#server 10.1.1. 3 

Ruijie(config - gs - radius)# exit  

Ruijie(config)#radius - server key ruijie  

 

# Configure the local user:  

 Configure the password encryption (the key information for the local password and the 

security server are saved and shown in the simply-encrypted format) 

Ruijie(config)#service password - encryption  

 Configure the local user database (Configure the username and the password, and set 

the user privilege level) 

Ruijie(config)#username bank privilege 10 password yinhang  

Ruijie(config)#username super  privilege 1 5 password star  

Ruijie(config)#username normal  privilege 2 password normal  

Ruijie(config)#username test  privileg e 1 password test  

 Configure the local enable password for the local enable authentication  

Ruijie(config)#enable secret w  

 

# Define the AAA service method list  

 Configure dot1x authentication 

Ruijie(config)#aaa authentication dot1x renzheng group radius l ocal  

 Configure network authorization 

Ruijie(config)#aaa authorization network shouquan group radius  

!   Configure network accounting  

Ruijie(config)#aaa accounting network jizhang start - stop group radius  

 

# Enable the domain -based AAA service switch   
Ruij ie(config)#aaa domain enable  
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# Create the domain and configure the domain attribute collection  

 Create the domain 
Ruijie(config)#aaa domain ruijie.com  

 Associate the AAA service method list 
Ruijie(config - aaa - domain)#authentication dot1x renzheng  

Ruijie(co nfig - aaa - domain)#authorization network shouquan  

Ruijie(config - aaa - domain)#accounting network jizhang  

Configure the domain state  

Ruijie(config - aaa - domain)#state active  

Configure the username without the domain 

Ruijie(config - aaa - domain)#username - format with out - domain  

 

Ruijie(config)#aaa authentication dot1x renzheng group g2  

Ruijie(config)#aaa authorization network shouquan group g2  

!  

Ruijie(config)#aaa accounting network jizhang start - stop group g2  

!  

The configurations of the ruijie.com.cn and the ruijie.net are similar. 

Configuration verification  

Step 1: Use the show running -config  command to show the current configurations ( take the 

domain name ruijie.com for example): 

Ruijie#show run ning - config  

......  

!  

aaa new - model  

aaa domain enable  

!  

aaa domain ruijie .com  

 authentication dot1x renzheng  

 accounting network jizhang  

 authorization network shouquan  
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 username - format without - domain  

!  

!  

aaa group server radius g1  

 server 10.1.1.1  

!  

aaa group server radius g2  

 server 10.1.1.2  

!  

aaa group server radius g3  

 serv er 10.1.1.3  

!  

!  

aaa accounting network jizhang start - stop group g2  

aaa authorization network shouquan group g2  

aaa authentication dot1x renzheng group g2  

!  

no service password - encryption  

!  

radius - server key ruijie  

 

Step 2: Show the domain-based AAA service domain information: 

Ruijie#show aaa domain  

 

=============Domain ruijie.com=============  

State: Active  

Username format: Without - domain  

Access limit: No limit  

802.1X Access statistic: 0  

 

Selected method list:  
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 authentication dot1x renzheng  

 authorization n etwork shouquan  

 accounting network jizhang  
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RADIUS Configuration  

Radius Overview  

The Remote Authentication Dial-In User Service (Radius) is a distributed client/server system that works 

with the AAA to perform authentication for the users who are attempting to make connection and prevent 

unauthorized access. In the implementation of our product, the RADIUS client runs on the router or the 

network access server (NAS) to send the authentication requests to the central RADIUS server. The 

central center includes all information of user authentication and network services. 

Since the RADIUS is a completely-open protocol, it has become a component and been installed in such 

systems as UNIX and WINDOWS 2000, so it is the security server most widely used for the time being. 

The running process of the RADIUS is as follows: 

�z Prompt the user to enter username and password. 

�z The username and the encrypted password are sent to the RADIUS server via the 

network. 

�z The RADIUS returns one of the following responses: 

�z The user authentication passes. 

�z The user authentication fails and it prompts to reenter the username and password. 

�z The RADIUS server sends the challenge request to gather more authentication 

information from the user. 

�z The user authorization information is included in the ACCEPT response. 

Here is a typical RADIUS topology: 

 

Typical RADIUS network configuration  
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RADIUS Configuration Tasks  

To configure Radius on the network device, perform the following tasks first: 

�z Enable AAA. For the details, see AAA Overview. 

�z Define the RADIUS authentication method list by using the aaa authentication  

command. For details about how to use "aaa authentication" to define the 

authentication method list, see Configuring Authentication. 

�z Apply the defined authentication list on the specific line; otherwise the default 

authentication list will be used for authentication. For more details, see Configuring 

Authentication. 

After the configuration is completed, you may start to configure the RADIUS. The configuration of the 

RADIUS consists of the following parts: 

�z Configuring Radius Protocol Parameters 

�z Specify the RADIUS authentication. 

Configuring Radius Protocol Parameters  

Before configuring the Radius on the network device, the network communication shall operate perfectly 

on the Radius server. To configure RADIUS protocol parameters, run the following commands:  

Command Function 

configure terminal  Enter the global configuration mode. 

radius -server host ip-address 

[auth -port  port] [acct -port  port] 

Configure the IP address or hostname of the 

remote Radius security server and specify the 

authentication port and accounting port. 

radius -server key string 

Configure the sharing password for the 

communication between the device and Radius 

server  

radius -server retransmit  retries 
Specify the times of sending requests before the 

router confirms Radius invalid (3 by default) 

radius -server timeout seconds 
Specify the waiting time before the router resend 

request (2 s by default) 

radius -server deadtime  

minutes 

Specify the waiting time before the server is 

considered dead in case of no response to the 

request sent by the device (5 minutes by default).  

 

 
Caution  

To configure the RADIUS, it is necessary to configure the RADIUS Key. The 

sharing password on the network device and the sharing password on the 

Radius server must be the same. 

Specifying the Radius Authentication  

This means defining the authentication method list for the Radius after the Radius server is specified and 

the Radius authentication sharing password is defined. Since the RADIUS authentication is done via 
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AAA, it is required to execute the aaa authentication  command to define the authentication method list 

and specify the authentication method as RADIUS. For more details, see AAA Configurations.  

Specifying the Radius Standard Attribute  Type  

This chapter introduces configuration of Radius standard attribute type. Now the RADIUS 

Calling-Station-ID attribute(the attribute type is 31) is supported. 

Configuring  Calling -Station -ID Format  

RADIUS Calling-Station-ID attribute is used to identify the NAS when the NAS is sending the request 

packets to the RADIUS server. The contents of the RADIUS Calling-Station-ID are character strings, 

which can be in multiple formats. The MAC address for the NAS is usually used as the content of the 

Calling-Station-ID to solely identify the NAS. The table blow lists the formats of the MAC address:  

Format Description 

ietf  

The standard format specified by the 

IETFRFC3580. -is used as the seperator, for 

example: 00-D0-F8-33-22-AC. 

normal  

Normal format representing the MAC address. .is 

used as the seperator. For example:  

00d0.f833.22ac. 

unformatted  
No format and seperator. By default, unformatted 

is used. For example: 00d0f83322ac. 

To configure the RADIUS Calling-Station-ID MAC-based attribute format, run the following commands: 

Command Function 

configure terminal  Enter the global configuration mode. 

radius -server  attribute  31 mac 

format {ietf | normal | unformatted}  

Configure the RADIUS Calling-Station-ID 

MAC-based attribute format. The default format is 

unf ormatted . 

 

Specify Radius Private Attribute Type  

The contents in this section enable configuring freely the type of private attributes. The default 

configurations are as follows: 

Default configurations of our product private attribute recognition:  

ID Function  Type 

1 max down-rate 1 

2 qos 2 

3 user ip 3 

4 vlan id 4 

5 version to client 5 

6 net ip 6 

7 user name 7 

8 password 8 

9 file-diractory 9 
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ID Function  Type 

10 file-count 10 

11 file-name-0 11 

12 file-name-1 12 

13 file-name-2 13 

14 file-name-3 14 

15 file-name-4 15 

16 max up-rate 16 

17 version to server 17 

18 flux-max-high32 18 

19 flux-max-low32 19 

20 proxy-avoid 20 

21 dailup-avoid 21 

22 ip privilige 22 

23 login privilige 42 

24 limit to user number 50 

Extended manufacturer ID default configuration:  

ID Function TYPE 

1 max down-rate 76 

2 qos 77 

3 user ip 3 

4 vlan id 4 

5 version to client 5 

6 net ip 6 

7 user name 7 

8 password 8 

9 file-diractory 9 

10 file-count 10 

11 file-name-0 11 

12 file-name-1 12 

13 file-name-2 13 

14 file-name-3 14 

15 file-name-4 15 

16 max up-rate 75 

17 version to server 17 

18 flux-max-high32 18 

19 flux-max-low32 19 

20 proxy-avoid 20 

21 dailup-avoid 21 

22 ip privilige 22 

23 login privilige 42 

24 limit to user number 50 
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Note 

Two functions cannot be configured with the same type number. 

Here is an example on how to configure the private type for network device: 
Ruijie# show radius vendor - specific  

id    vendor - specific      type - value  

----  --------------------  ----------  

1     max down - rate         76        

2     qos                   77        

3     user ip               3         

4     vlan id               4         

5     version to client     5         

6     net ip                6         

7     user name             7         

8     password              8         

9     file - diractory        9         

10    file - count            10        

11    file - name- 0           11        

12    file - name- 1           12        

13    file - name- 2           13        

14    file - name- 3           14        

15    file - name- 4           15        

16    max up - rate           75        

17    version to server     17        

18    flux - max- high32       18        

19    flux - max- low32        19        

20    proxy - avoid           20        

21    dailup - avoid          21        

22    ip pr ivilige          22        

23    login privilige      42        

24    limit to user number  50        

Ruijie# configure  

Ruijie(config)#  radius attribute  24 vendor - type  67 

Ruijie(config)# show radius vendor - specific  

id    vendor - specific      type - value  

--- -  --------------------  ----------  

1     max down - rate         76        

2     qos                   77        

3     user ip               3         

4     vlan id               4         

5     version to client    5         

6     net ip                6         

7     user name             7         

8     password              8         

9     file - diractory       9         

10    file - count           10        

11    file - name- 0           11        

12    file - name- 1           12        

13    file - name- 2           13        

14    file - name- 3           14        

15    file - name- 4           15        

16    max up - rate           75        

17    version to server     17        

18    flux - max- high32       18        
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19    flux - max- low32        19        

20    proxy - avo id           20        

21    dailup - avoid          21        

22    ip privilige          22        

23    login privilige     42        

24    limit to user number 50        

Ruijie(config)#  

Ruijie(config)#  

Configuring the Reachability Detection for RADIUS se rver  

The device maintains the reachability state of each RADIUS server configured: reachable or 

unreachable. The device won't send the authentication, authorization and accounting requests of the 

access user to an unreachable RADIUS server, unless all RADIUS servers in the RADIUS server group 

are all unreachable.   

The device can carry out active detection of the specified RADIUS server, and this feature is disabled by 

default. If you enable active detection of the specified RADIUS server, the device will periodically send 

detection requests (authentication requests or accounting requests) to the RADIUS server. The 

corresponding interval will be:   

�„  RADIUS server in reachable state: the default interval for active detection is 60 

minutes.   

�„  RADIUS server in unreachable state: fixed to 1 minute.   
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Note 

To enable active detection of the specified RADIUS 

server, the following conditions must be met:   

1�Ê Testing user name for this RADIUS server has been 
configured on the device.   

2�Ê At least one tested port of this RADIUS server 
(authentication port or accounting port) has been 

configured on the device.   

 

For a RADIUS server in reachable state, the device will 

considered this RADIUS server unreachable if the 

following two conditions are met:   

1�Ê The time configured by "radius -server dead -criteria 

time  seconds" is exceeded after correct response is 

last received from this RADIUS server.   

2�Ê After correct response is last received from this 
RADIUS server, the number of tries to send requests 

to this RADIUS server when no correct response is 

received has exceeded the number set by 

"radius -server dead -criteria tries  number".    

 

For a RADIUS server in unreachable state, the device will 

considered this RADIUS server reachable if any of the 

following conditions is met:   

1�Ê Correct response is received from this RADIUS 
server.    

2�Ê The duration that this RADIUS server remains 

unreachable exceeds the time set by "radius -server 

deadtime ", and active detection of this RADIUS 

server is not enabled.   

3�Ê The authentication port or accounting port of this 
RADIUS server is updated on the device.   

RADIUS server reachability detection allows the user to configure the dead-criteria 

conditions for a RADIUS server and active detection.    

To configure RADIUS dead-server detection, execute the following commands in global 

configuration mode:   

Command Function 

Ruijie# configure terminal  Enter the global configuration mode.  

Ruijie(config)# radius -server 

dead-criteria time seconds tries  

number 

Globally configure the dead-criteria conditions for a 

RADIUS server to be marked as dead.   

�7�K�H���G�H�I�D�X�O�W���Y�D�O�X�H���R�I���³�V�H�F�R�Q�G�V�´���L�V�����������D�Q�G���W�K�H���G�H�I�D�X�O�W���Y�D�O�X�H��

�R�I���³�Q�X�P�E�H�U�´���L�V��������   

Ruijie(config)# radius -server 

deadtime  minutes 

Configure the duration for the device to stop sending 

request packets to the RADIUS server in unreachable 

state (default: 0 minute).   



Configuration Guide RADIUS Configuration 

Command Function 

Ruijie(config)# radius -server host 

ip-address [auth -port  port] [acct -port 

port] [test username  name [idle -time  

time] [ignore -auth -port ] 

[ignore -acct -port ]] 

Configure the IP address of remote RADIUS server, 

specify the authentication port and accounting port, and 

specify relevant parameters of active detection (testing 

user name, interval for active detection of RADIUS server 

in reachable state, and whether the authentication port or 

the accounting port shall be neglected).   

 

 
Caution  

The dedicated testing user name shall be used. This user 

name must not be used by other valid access users, so as not 

to affect the authentication, authorization or accounting of 

other valid users.   

 

Monitoring RADIUS  

To monitor the RADIUS, execute the following commands in the privileged user mode:  

Command Function 

debug radius event  
Turn on the Radius debug switch to view the 

Radius debug information 

Radius Configuration Example  

In a typical Radius network configuration diagram, the RADIUS server performs authentication for the 

visiting users, enables the accounting function for the visiting users and records the network usage of 

the users. 

 
Note 

The RADIUS server can be a component that comes with the Windows 

2000/2003 server (IAS) or the UNIX system, or the special server software of 

some manufacturers. 

Here is an example on how to configure the Radius for network device: 
Ruijie# configure terminal  

Ruijie(config)# aaa new - model  

Ruijie(config)# radius - server host  192.168 .12.219  

auth - port 1645 acct - port 1646  

Ruijie(config)# radius - server key  aaa  

Ruijie(config)# aaa authentication login test group radius  

Ruijie(config)# end  

Ruijie# show radius server  

Server IP:        192.168.12.219  

Accounting Port: 1646  

Authen  Port:     1 645  

Server State:     Ready  

Ruijie#configure terminal  

Ruijie(config)#line vty 0  

Ruijie(config - line)#login authentication test  

Ruijie(config - line)#end  
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Ruijie#show running - config  

!  

aaa new - model  

!  

!  

aaa authentication login test group radius  

!  

username Ruiji e password 0 starnet  

!  

radius - server host 192.168.12.219 auth - port 1645 acct - port 1646  

!  

line con 0  

line vty 0  

login authentication test  

line vty 1  4 

!  

Radius IPv6 Configuration Example  

In the typical RADIUS network configuration diagram, RADIUS server authenticates the access users, 

enables accounting of access users and records the network service usage by users.   

 
Note 

RADIUS server shall be running Windows 2008 Server or 

other dedicated IPv6 server software recognized by the 

manufacturer.   

The following example shows how to configure RADIUS on the network device:   

Ruijie#  configure terminal  

Ruijie(config)#  aaa new - model  

Ruijie(config)# radius - server host 3000::100  auth - port  1645  acct - port  1646  

Ruijie(config)#  radius - server key  aaa  

Ruijie(config)#  aaa authentication login test group radius  

Ruijie(config)#  end  

Ruijie#  show radius server  

Server IP:        3000::100  

Accounting Port: 1646  

Authen  Port:     1645  

Test Username:    <Not Configured>  

Test Idle Time:   60 Minute s 

Test Ports:       Authen  and Ac counting  

Server State:     Active  

 Current  duration 765s, previous duration 0s  

    Dead: total time 0s, count 0  

    Statistics:  

        Authen: request 15, timeouts 1 

        Author: request 0, timeouts 0  

        Account: request 0, timeouts 0  
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Ruijie#  con figure terminal  

Ruijie(config)#  line vty  0 

Ruijie(config - line)#  login authentication test  

Ruijie(config - line)#  end  

Ruijie#  show running - config  

!  

aaa new - model  

!  

!  

aaa authentication login test group radius  

!  

!  

!  

radius - server host 3000::100  auth - port 1645 acct - port 1646  

radius - server key aaa  

!  

line con 0  

line vty 0  

login authentication test  

line vty 1 4  

!  
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TACACS+ Configuration  

TACACS+ Overview  

TACACS+ is a security protocol with more powerful function on the basis of TACACS (RFC 

1492 Terminal Access Controller Access Control System). It implements AAA function of 

multi-users by Client-Server mode and TACACS server communication. It needs to configure 

the related contents of TACACS+ server before using TACACS+ server.  

TACACS+ supports user authentication, authorization and accounting analysis. That is, we can 

use one server to authenticate, another one to authorize and the third one to account at the 

same time. Each server has its own user data information, being antagonistic to authenticate, 

authorize and account.  

The table below shows TACACS+ packet format: 

 

Figure  1 

�z �0�D�M�R�U���9�H�U�V�L�R�Q���Š��Major TACACS+ Version number;  

�z �0�L�Q�R�U���9�H�U�V�L�R�Q���Š��Minor TACACS+ Version number;  

�z �3�D�F�N�H�W���7�\�S�H���Š��the value may include: 

TAC_PLUS_AUTHEN: = 0x01 (Authentication); 

TAC_PLUS_AUTHOR:= 0x02 (Authorization); 

TAC_PLUS_ACCT:= 0x03 (Accounting). 

�z Sequence �1�X�P�E�H�U�� �Š��packet sequence number in current session. The first TACACS+ 

packet sequence number in the session must be 1 and every packet sequence number 

followed is added by 1 gradually. Therefore, the client only sends the packet with odd sequence 

number, while TACACS+ Daemon only sends the packet with even sequence number.  

�z �)�O�D�J�V�� �Š��this field includes flag with various bitmap format. The Flag value indicates 

whether the packet is encrypted or not.  

�z �6�H�V�V�L�R�Q���,�'���Š���,�' in the TACACS+ session.  

�z �/�H�Q�J�W�K�� �Šbody length of TACACS+ packet (excluding head). All the packets are 

transmitted in the network in the encrypted form.  
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TACACS+ Application  

The typical application of TACACS+ is the login management control of terminal users. 

TACACS+ client sends user name and password to TACACS+ server for authentication. After 

authentication and authorization, you can login to the switch for operation, which is shown as 

figure 2: 

 

       Figure 2 

Figure 3 describes the interaction of the packets running in TACACS+ by login AAA: 
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         Figure  3 

The whole process of basic information interaction is divided into three parts: 

1. Authentication process includes:  

a) User requests for logging in to the switch; 

b) After receiving the request, TACACS+ Client sends the authentication beginning message 

to TACACS+ server; 

c) TACACS+ server sends the authentication reply message, requesting for the user name; 
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d) TACACS+ Client asks user for user name. 

e) The user keys in the login user name;  

f) After receiving the user name, TACACS+ Client sends the authentication continue 

message including user name to TACACS+ server; 

g) TACACS+ server sends authentication reply message, requesting for login password; 

h) TACACS+ Client receives the login password;  

i) The user keys in the login password;  

j) After receiving the login password, TACACS+ Client sends authentication continue 

message including login password to TACACS+ server; 

k) TACACS+ server sends authentication reply message, indicating that user has been 

authenticated. 

2. Authorization process includes:  

a) TACACS+ Client sends authorization request message to TACACS+ server.  

b) TACACS+ server sends authorization reply message, indicating that user has been 

authenticated; 

c) TACACS+ Client receives successful authorization reply message, outputting the configuration 

interface of switch to the user. 

3. Accounting process includes:  

a) TACACS+ Client sends the accounting beginning message to TACACS+ server; 

b) TACACS+ server sends accounting beginning reply message, indicating that it has received 

the accounting beginning message; 

c) The user exits;  

d) TACACS+ Client sends the accounting end message to TACACS+ server; 

e) TACACS+ server sends accounting end reply message, indicating that it has received the 

accounting end message.  

TACACS+ Configuration Task  

The following tasks must be executed before configuring TACACS+ on the network device: 

�z Use aaa new-mode  to enable AAA. AAA must be enabled before using TACACS+; for the 

information how to enable aaa new-mode , please refer to AAA Overview.  

�z Use tacacs -server host  to configure one or multiple tacacs+ servers.  

�z Use tacacs -server key  to specify server and NAS shared key.  

�z Use tacacs -server timeout  to specify timeout time waiting for the server reply; 

�z Use tacacs-server directed-request to enable the function of supporting the user to specify 

authentication server. 
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�z If you need to authenticate, use aaa authentication  to define using TACACS+ identity 

authentication method list. For the detailed information, please refer to authentication 

configuration. 

�z If you need to authorize, use aaa authorization  to define using TACACS+ authorization 

method list. For the detailed information, please refer to authorization configuration. 

�z If you need to account, use aaa accounting  to define using TACACS+ accounting method 

list. For the detailed information, please refer to accounting configuration. 

�z You shall use the defined authentication list in the specified line, or you use the list by 

default. 

Configuring TACACS+ Protocol Parameter  

You need to ensure that the network communication of TACACS+ server runs well before 

configuring TACACS+ on the network device. Use the following commands to configure 

TACACS+ protocol parameters:  

Command            Function  

configure terminal  Enter the global configuration mode. 

aaa group server tacacs+ 

group-name 

Configure TACACS+ group server, dividing 

different TACACS+ server into different groups.  

server  ip-address 
Configure the server addresses in TACACS+ group 

server.  

tacacs -server host ip-address  

[port  integer] [timeout integer] key 

[0 | 7] string 

Configure IP address of remote TACACS+ security 

server; configures different parameters on this 

server by different parameter combination: 

�z ip-address :configures server address; 

�z port  intege [optional] :determines the port used 

by the server; By default , the port number is 49 with 

the range from 1 to 65535.  

�z timeout integer [optional] :configures server 

timeout time; By default, the timeout time is 5s with 

the range from 1 to 1000s.  

�z key string [optional]:configures the key shared 

with the server of corresponding ip. 

tacacs -server key [0 | 7] string 

Configure the shared key used to communicate 

between the device and TACACS+ server. If the 

corresponding host does not set key by itself, you 

should set it globally.  

tacacs -server timeout seconds 

Specify the waiting time before the device resends 

request. By default, it is 5s. if the specified host 

does not set the specified timeout time, you should 

set the time globally.  
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tacacs -server  directed -request 

[restricted ] [no-truncate ] 

Configure the function of supporting the user 

specified authentication server. The default 

configuration is enabled.  

Ip tacacs source -interface interface 
Specify to send tacacs+ request to the source IP 

used by the server. By default, it does not specify.  

 

 
Caution  

You must configure TACACS+ Key before configuring TACACS+. 

The shared passwords on the network device and TACACS+ 

server must be consistent.  

 

Using TACACS+  to Authenticate, Authorize and Account  

In the typical TACACS+ network configuration figure, TACACS+ server authenticates, 

authorizes and accounts the access users. The following shows the examples of how to 

configure TACACS+ to authenticate, authorize and account by login authentication, 

authorization and accounting.  

Using TACACS+ by Login Authentication  

�z Enables aaa first:  

Ruijie# configure terminal  

Ruijie(config)# aaa new - model  

�z Then configures tacacs+ server information: 

Ruijie(config)# tacacs - server host  192.168.12.219   

Ruijie(config)# tacacs - server key  aaa  

�z Configures authentication method of using tacacs+: 

Ruijie(config)# aaa authentication login te st group tacacs+  

�z Applies the authentication method on the interface:  

Ruijie(config)# line vty  0 4  

Ruijie (config - line)# login authentication test  

Through the above configuration, you implement to configure login tacacs+ authentication. The 

configuration is shown as follows; 

Ruijie# show running - config  

!  

aaa new - model  

!  

aaa authentication login test group tacacs+  

!  

tacacs - server host 192.168.12.219  

tacacs - server key aaa  

!  
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line con 0  

line vty 0  4 

login authentication test  

!  

Using TACACS+ by Enable Authentica tion  

1. Enables aaa first: 

Ruijie# configure terminal  

Ruijie(config)# aaa new - model  

2. Then configures tacacs+ server information: 

Ruijie(config)# tacacs - server host  192.168.12.219  

Ruijie(config)# tacacs - server host  192.168.12.218  

Ruijie(config)# tacacs - server  host  192.168.12.217  

Ruijie(config)# tacacs - server key aaa  

Configures tacacs+ server group using a part of the servers in the server list:            
Ruijie(config)#  aaa group server tacacs+  tacgroup1  

Ruijie(config - gs - tacacs)#  server  192.168.12.219  

Ruijie( config - gs - tacacs)#  server 192.168.12.218  

3. Configures authentication method of using tacgroup1: 

Ruijie(config)# aaa authentication enable default group  tacgroup1  

Through the above configuration, you implement to configure enable authentication of some 

tacacs+ servers. The configuration is shown as follows;  

Ruijie# show running - config  

!  

aaa new - model  

!  

!  

aaa group server tacacs+ tacgroup1  

server 192.168.12.219  

server 192.168.12.218  

!  

aaa authentication enable default group tacgroup1  

!  

!  

tacacs - server host 192 .168.12.219  

tacacs - server host 192.168.12.218  

tacacs - server host 192.168.12.217  

tacacs - server key aaa  

!  

line con 0  

line vty 0  4 

!  
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Using TACACS+ by Login Authorization  

1. Enables aaa first: 

Ruijie# configure terminal  

Ruijie(config)# aaa new - model  

2. Then configures tacacs+ server information: 

Ruijie(config)# tacacs - server host  192.168.12.219   

Ruijie(config)# tacacs - server key  aaa  

3. Configures the authorization method of using tacacs+: 

Ruijie(config)# aaa authorization exe c test  group  tacacs+  

4. Applies the authorization on the interface:  

Ruijie(config)# line vty  0 4   

Ruijie (config - line)#  authorization exec test  

Through the above configuration, you implement to configure to use tacacs+ by login 

authorization. The configuration is shown as follows:  

Ruijie# show running - config  

!  

aaa new - model  

!  

!  

aaa authorization exec test group tacacs+  

!  

tacacs - server host 192.168.12.219  

tacacs - server key aaa  

!  

line con 0  

line vty 0  4 

authorization exec test  

!  

Using TACACS+ by Level 15 Command Audit  

�z Enables aaa first: 

Ruijie# configure  terminal  

Ruijie(config)# aaa new - model  

�z Then configures tacacs+ server information: 

Ruijie(config)# tacacs - server host  192.168.12.219   

Ruijie(config)# tacacs - server key  aaa  

�z Configures command audit method of using tacacs+: 

Ruijie(config)# aaa accounting co mmands 15 test  start - stop group tacacs+  

�z Applies the authorization on the interface:  

Ruijie(config)# line vty  0 4  
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Ruijie (config - line)#  accounting commands  15 test  

Through the above configuration, you implement to configure enable authentication of some 

tacacs+ servers. The configuration is shown as follows;  

Ruijie#  show running - config  

!  

aaa new - model  

!  

!  

aaa accounting commands 15 default group tacacs+  

!  

!  

tacacs - server host 192.168.12.219  

tacacs - server key aaa  

!  

line con 0  

line vty 0  4 

accounting comman ds 15 test  

!  
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802.1x Configuration  

This chapter describes the contents related to the AAA service configurations. The 802.1x is used to 

control the authentication over network access of users, and provide authorization and accounting 

functions for users. 

This chapter includes: 

�z Overview 

�z Configuring 802.1x 

�z Viewing the Configuration and Current Statistics of the 802.1x 

�z Other Precautions for Configuring 802.1x 

 

 

 
Note 

For details about usage and descriptions of the CLI 

commands used in this section, please refer to Configuring 

802.1X command. 

Overview  

In an IEEE 802 LAN, users can access the network device without authorization and authorization as 

long as they are connected to the network device. Therefore, an unauthorized user can access the 

network unobstructed by connecting the LAN. As the wide application of LAN technology , particularly 

the appearance of the operating network, it is necessary to address the safety authentication needs of 

the network. It has become the focus of concerns in the industry that how to provide user with the 

authentication on the legality of network or device access on the basis of simple and cheap Ethernet 

technologies. The IEEE 802.1x protocol is developed under such a context. 

As a Port-Based Network Access Control standard, the IEEE802.1x provides LAN access point-to-point 

security access. Specially designed by the IEEE Standardization Commission to tackle the safety 

defects of Ethernet, this standard can provide a means to authenticate the devices and users connected 

to the LAN by utilizing the advantages of IEEE 802 LAN. 

The IEEE 802.1x defines a mode based on Client-Server to restrict unauthorized users from accessing 

the network. Before a client can access the network, it must first pass the authentication of the 

authentication server. 

Before the client passes the authentication, only the EAPOL (Extensible Authentication Protocol over 

LAN) packets can be transmitted over the network. After successful authentication, normal data streams 

can be transmitted over the network. 

By using 802.1x, our switches provide Authentication, Authorization, and Accounting (AAA). 

�„  Authentication: It is used to determine whether a user has the access, restricting 

illegal users. 

�„  Authorization: It authorizes the services available to users, controlling the rights of 

valid users. 
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�„  Accounting: It records users' use of network resources, providing the supporting data 

for charging. 

The 802.1x is described in the following aspects as below: 

�„  Device Roles 

�„  Authentication Initiation and Packet Interaction During Authentication 

�„  States of Authorized Users and Unauthorized Users 

�„  Topologies of Typical Applications 

Device Roles  

In the IEEE802.1x standard, there are three roles: supplicant, authenticator, and authentication 

server. In practice, they are the Client, network access server (NAS) and Radius-Server. 

 

�„  Supplicant: 

The supplicant is a role played by the end user, usually a PC. It requests for the access to network 

services and acknowledges the request packets from the authenticator. The supplicant must run the 

IEEE 802.1x client. Currently, the most popular one is the IEEE802.1x client carried by Windows XP. In 

addition, we have also launched the STAR Supplicant software compliant of this standard. 

�„  Authenticator: 

The authenticator is usually an access device like the switch. The responsibility of the device is to 

control the connection status between client and the network according to the current authentication 

status of that client. Between the client and server, this device plays the role of a mediator, which 

requests the client for username, verifies the authentication information from the server, and forwards it 

to the client. Therefore, the switch acts as both the IEEE802.1x authenticator and the RADIUS Client, so 

it is referred to as the network access server (NAS). It encapsulates the acknowledgement received from 

the client into the RADIUS format packets and forwards them to the RADIUS Server, while resolving the 

information received from the RADIUS Server and forwards the information to the client. 

The device acting as the authenticator has two types of ports: controlled Port and uncontrolled Port. The 

users connected to a controlled port can only access network resources after passing the authentication, 

while those connected to a uncontrolled port can directly access network resources without 

authentication. We can control users by simply connecting them to an controlled port. On the other hand, 

the uncontrolled port is used to connect the authentication server, for ensuring normal communication 

between the server and switch. 
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�„  Authentication server: 

The authentication server is usually an RADIUS server, which works with the authenticator to provide 

users with authentication services. The authentication server saves the user name and password and 

related authorization information. One server can provide authentication services for multiple 

authenticators, thus allowing centralized management of users. The authentication server also manages 

the accounting data from the authenticator. Our 802.1x device is fully compatible with the standard 

Radius Server, for example, the Radius Server carried on Microsoft Win2000 Server and the Free 

Radius Server on Linux. 

Authentication Initiation and Packet Interaction During Authentication  

The supplicant and the authenticator exchange information by EAPOL protocol, while the authenticator 

and authentication server exchange information by RADIUS protocol, completing the authentication 

process with such a conversion. The EAPOL protocol is encapsulated on the MAC layer, with the type 

number of 0x888E. In addition, the standard has required for an MAC address (01-80-C2-00-00-03) for 

the protocol for packet exchange during the initial authentication process. 

The following diagram shows a typical authentication process, during which the three role devices 

exchange packets with one another. 

 
This is a typical authentication process initiated by users (in some special cases, the switch can actively 

initiate authentication request, whose process is the same as that shown in the diagram, except that it 

does not contain the step where the user actively initiates the request). 

States of Authorized Users and Unauthorized Users  

The 802.1x determines whether the users on the port are allowed to access the network according to the 

authentication status of the port. Since we expand the 802.1X based on users, we determine whether a 

user is allowed to access network resources according to the authentication status of that user under a 

port. All users under an uncontrolled port can use network resources, while those under a controlled port 

can access network resources only if they are authorized. When a user just initiates an authentication 

request, its status is unauthorized, in which case it cannot access the network. When the authentication 

is passed, its status changes to be authorized, in which case it can use the network resources. 
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If the workstation does not support 802.1x while the machine is connected with the controlled port, when 

the equipment requests the username of the user, the workstation will not respond to the request due to 

no support. This means that the user is still unauthorized and cannot access the network resources. 

On the contrary, if the client supports 802.1x, while the connected switch does not: The EAPOL-START 

frames from the user are not responded, and the user deems it connected port as an uncontrolled port 

and directly uses network resources, when the user fails to receive any response after it sends the 

specified number of EAPOL-START frames. 

On a 802.1x-enabled device, all ports are uncontrolled ports by default. We can set a port as a controlled 

port, to impose authentication over all the users under that port. 

When a user has passed authentication (the switch has received success packets from the RADIUS 

Server), the user is authorized and therefore can freely use network resources.If the user fails in the 

authentication and remains in the unauthenticated status, it is possible to initiate authentication once 

again. If the communication between the switch and the RADIUS server is faulty, the user is still 

unauthorized and therefore still cannot use the network. 

When the user sends the EAPOL-LOGOFF packets, its status changes from authorized to unauthorized. 

When a port of the switch changes to the LINK-DOWN status, all the users on the port change to the 

unauthorized status. 

When the device restarts, all users on the device turn into the unauthorized status. 

To force a user to pass the authentication, you can add a static MAC address. 

Topologies of Typical Applicatio ns 

A. The 802.1x-enabled device is used as the access layer device 

 

This solution is described as below: 

�„  Requirements of this solution: 

1. The user supports 802.1x. That is, it is installed with the 802.1x client (Windows 

XP carried, Star-supplicant or other IEEE802.1x compliant client software). 
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