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Zyxel Switch XGS4600 Series

V4.70(AB__.3)CO Release Note

Date: April. 29, 2022

This document describes the features in the XGS4600 series for its 4.70(AB__.3)CO

release.

Supported Platforms

Support Platform Firmware version Boot Version

Lyxel XGS4600-32 V4.70(ABBH.3)CO V1.00 | 09/12/2016
Zyxel XGS4600-32F V4.70(ABBI.3)CO V1.00 | 09/12/2016
Zyxel XGS4600-52F V4.70(ABIK.3)CO V1.00 | 06/08/2017

New Feature and Enhancements

None.

Bug fix

1. [CVE-2022-0778] Vulnerability protection to avoid DoS condition by OpenSSL

infinite loop issue.

2. [ITS:210701844] When the stacking system is connected by DAC cable, the

switch may not boot up properly after performing reboot.
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Known Issue

1.

ACL policy rule’s priority and queue action should be combined

RIP/OSPF only can learn 11968 routing entry

ACL cannot support Configuration update Layer 4 socket port range when

using IPvé.

10G port throughput can’t reach full rate when the traffic is go through

stacking port due to IC limitation. (Stacking mode only)

Flow control does not support fraffic cross stacking devices. (Stacking mode

only)

CA only import on master device. When master down, HTTPs session is

insecurity.

Note: Please import CA on all switches before connecting the cable for

stacking.

Limitation of Settings:

Limitation of Setting Cloud Standalone

1. Cluster member - 24
2.  Max stacking device - 4

3.  VLAN 1Q static entry - 4K
4,  Static MAC forwarding entry - 256
5. MAC filtering entry - 256
6.  IProuting domain - 256
7. IGMP Filtering entry - 256
8. IGMP MVR entry - 256
9.  VRRP entry - 64
10. Protocol based VLAN entries per port - 7

11. Port-security max address-limit number - 32K
12. DHCP Server - 16
13. Syslog server entry - 4
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Limitation of Setting Cloud Standalone

14. IP source guard entry - 1K

15. IP subnet based VLAN entry - 16

16. MVR VLAN entry - 5

17.  VLAN-stacking Selective QinQ entry - 1K

18. VLAN-mapping enfry - 1K

19. MAC table - 32K

20. Routing table - 12K

21. DHCP snooping binding table - 16K

22. Multicast group - 1k

23. ACL - 1K

24. Policy route - 64

25. DHCP option 82 profile - 130

26. Remote port monitoring vian - 10

27. Static ARP entry - 256

28. Static route max entry - 64

29. MAC-based VLAN - 1024

30. Voice VLAN OUl entry - 10

31. ZON neighbor per-port maximum - 10

clients

32. IPvé source guard binding fable - 100

33. WOL entry - 32

34. L3 forwarding table (IPv4/IPvé) - 8K/4K

35. Trunk groups (32/32F/52F) - Standalone:
16/16/26
Stacking:
48/48/48

Change History

V4.70(AB__.3) | 04/29/2022
V4.70(AB__.2) | 12/17/2021
V4.70(AB__.1) | 03/10/2021
V4.70(AB__.0) | 01/20/2021
V4.60(AB__.0) | 03/15/2019
V4.50(AB__.1) | 09/12/2017
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e V4.50(AB__.0) | 07/27/2017
o V4.40(AB_.2) | 06/12/2017
o V4.40(AB_.1) | 12/28/2016
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