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1 Configuring CLI 

1.1 Overview 

The command line interface (CLI) is a window used for text command interaction between users and network devices. You 

can enter commands in the CLI window to configure and manage network devices.  

Protocols and Standards 

N/A 

1.2 Applications 

Application Description 

Configuring and Managing Network 

Devices Through CLI 

You can enter commands in the CLI window to configure and manage network 

devices 

1.2.1 Configuring and Managing Network Devices Through CLI 

Scenario 

As shown in Figure 1-1, a user accesses network device A using a PC, and enter commands in the CLI window to configure 

and manage the network device. 

Figure 1-1 

 

Remarks A is the network device to be managed.  

PC is a terminal.  

Deployment 

As shown in Figure 1-2, the user uses the Secure CRT installed on a PC to set up a connection with network device A, and 

opens the CLI window to enter configuration commands. 
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Figure 1-2 

 

1.3 Features 

Overview 

Feature Description 

Accessing CLI  You can log in to a network device for configuration and management.  

Command Modes The CLI provides several command modes. Commands that can be used vary according to 

command modes. 

System Help You can obtain the help information of the system during CLI configuration. 

Abbreviated Commands If the entered string is sufficient to identify a unique command, you do not need to enter the 

full string of the command. 

No and Default Options of 

Commands 

You can use the no option of a command to disable a function or perform the operation 

opposite to the command, or use the default option of the command to restore default 

settings.  

Prompts Indicating Incorrect 

Commands 

An error prompt will be displayed if an incorrect command is entered. 

History Commands You can use short-cut keys to display or call history commands.  

Featured Editing The system provides short-cut keys for editing commands. 

Searching and Filtering of the 

Show Command Output 

You can run the show command to search or filter specified commands.  

Command Alias You can configure alias of a command to replace the command. 

1.3.1 Accessing CLI 

Before using the CLI, you need to connect a terminal or PC to a network device. You can use the CLI after starting the 

network device and finishing hardware and software initialization. When used for the first time, the network device can be 

connected only through the console port, which is called out band management. After performing relevant configuration, you 

can connect and manage the network device through Telnet. 
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Command Mode Access Method Prompt 
Exit or Entering Another 

Mode 
About 

Global configuration 

(Global configuration 

mode) 

In Privileged EXEC 

mode, run the 

configure 

command to enter 

global configuration 

mode. 

Ruijie(config)# 

Run the exit or end 

command, or press Ctrl+C 

to return to Privileged EXEC 

mode.  

Run the interface 

command to enter interface 

configuration mode. When 

using the interface 

command,  you must 

specify the interface.  

Run the vlan vlan_id 

command to enter VLAN 

configuration mode. 

Using commands in this 

mode will affect the 

global parameters of the 

network device. 

Interface 

configuration 

(Interface 

configuration mode) 

In global 

configuration mode, 

run the interface 

command to enter 

interface 

configuration mode. 

Ruijie(config-if)# 

Run the end command, or 

press Ctrl+C to return to 

Privileged EXEC mode.  

Run the exit command to 

return to global 

configuration mode. When 

using the interface 

command,  you must 

specify the interface.  

Use this configuration 

mode to configure 

various interfaces of the 

network device.  

Config-vlan 

(VLAN configuration 

mode) 

In global 

configuration mode, 

run the vlan vlan_id 

command to enter 

VLAN configuration 

mode. 

Ruijie(config-vlan)# 

Run the end command, or 

press Ctrl+C to return to the 

Privileged EXEC mode.  

Run the exit command to 

return to global 

configuration mode. 

Use this configuration 

mode to configure 

VLAN parameters.  

1.3.3 System Help 

When entering commands in the CLI window, you can obtain the help information using the following methods: 

1. At the command prompt in any mode, enter a question mark (?) to list the commands supported by the current 

command mode and related command description.  

For example 

Ruijie>?  

Exec commands:  

  <1- 99>      Session number to resume  
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  disable     Turn off privileged commands  

  disconnect  Disconnect an existing network connection  

  enable      Turn on privileged commands  

  exit        Exit from the EXEC  

  help        Description of the interactive help system  

  lock        Lock the terminal  

  ping        Send echo messages  

  show        Show running system information  

  telnet      Open a telnet connection  

  traceroute  Trace route to destination  

2. Enter a space and a question mark (?) after a keyword of a command to list the next keyword or variable associated 

with the keyword.  

For example  

Ruijie(config)#interface ?  

  Aggregateport     Aggregate port interface  

  Dialer            Dialer interface  

  GigabitEth ernet   Gigabit Ethernet interface  

  Loopback          Loopback interface  

  Multilink         Multilink - group  interface  

  Null              Null interface  

  Tunnel            Tunnel interface  

  Virtual - ppp       Virtual PPP interface  

  Virtual - template  V irtual Template interface  

  Vlan              Vlan interface  

  range             Interface range command  

 If the keyword is followed by a parameter value, the value range and description of this parameter are displayed as 

follows:  

Ruijie(config)#interface vlan ?  

  <1- 4094>  Vlan port number  

3. Enter a question mark (?) after an incomplete string of a command keyword to list all command keywords starting with 

the string.  

For example 
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Ruijie#d?  

debug  delete  diagnostic  dir  disable  disconnect  

4. After an incomplete command keyword is entered, if the suffix of this keyword is unique, press the Tab key to display 

the complete keyword. 

For example 

Ruijie# show conf<Tab>  

Ruijie# show configuration  

5. In any command mode, run the help command to obtain brief description about the help system. 

For example  

Ruijie(config)#help  

Help may be requested at any point in a command by entering  

a question mark '?'.  If nothing matches, the help list will  

be empty and you must backup until entering a '?' shows the  

available options.  

Two styles of help are provided:  

1. Full help is available when you are ready to enter a  

   command argument (e.g. 'show ?') and describes each possible  

   argument. 

2. Partial help is provided when an abbreviated argument is entered  

   and you want to kno w what arguments match the input  

   (e.g. 'show pr?'.)  

1.3.4 Abbreviated Commands 

If a command is long, you can enter a part of the command that is sufficient to identify the command keyword.  

For example, to run the interface gigabitEthernet 0/1 command in GigabitEthernet 0/1 interface configuration mode, enter 

the abbreviated command as follows: 

Ruijie(config)#int g0/1  

Ruijie(config - if - GigabitEthernet 0/1)#  

1.3.5 No and Default Options of Commands 

Most commands have the no option. Generally, the no option is used to disable a feature or function, or perform the 

operation opposite to the command. For example, run the no shutdown command to perform the operation opposite to the 

shutdown command, that is, enabling the interface. The keyword without the no option is used to enable a disabled feature 

or a feature that is disabled by default.  
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Function Key or Short-Cut Key Description 

editing line. Right key or Ctrl+B Move the cursor to the next character. 

Ctrl+A Move the cursor to the head of the command line. 

Ctrl+E Move the cursor to the end of the command line. 

Delete an entered character. 
Backspace key Delete one character to the left of the cursor.  

Delete key Delete one character to the right of the cursor.  

Move the output by one line 

or one page.  

Return key 

When displaying contents, press the Return key to move the 

output one line upward and display the next line. This operation is 

performed when the output does not end yet. 

Space key 

When displaying contents, press the Space key to page down 

and display the next page. This operation is performed when the 

output does not end yet. 

When the editing cursor is close to the right boundary, the entire command line will move to the left by 20 characters, and the 

hidden front part is replaced by the dollar ($) signs. You can use the related keys or short-cut keys to move the cursor to the 

characters in the front or return to the head of the command line.  

For example, the whole access-list may exceed the screen width. When the cursor is close to the end of the command line 

for the first time, the entire command line moves to the left by 20 characters, and the hidden front part is replaced by the 

dollar signs ($). Each time the cursor is close to the right boundary, the entire command line moves to the left by 20 

characters.  

access- list 199 permit ip host 192.168.180 .220 host   

$ost 192.168.180.220 host 202.101.99.12  

$0.220 host 202.101.99.12 time - range tr  

Press Ctrl+A to return to the head of the command line. At this time, the hidden tail part of the command line is replaced by 

the dollar signs ($).  

access- list 199 permit ip host 192.168.180.220 host 202.101.99.$  

1.3.9 Searching and Filtering of the Show Command Output 

To search specified contents from the output of the show command, run the following command: 

Command Description 

show any-command | begin regular-expression 

Searches specified contents from the output of the show 

command. The first line containing the contents and all 

information that follows this line will be output. 

 The show command can be executed in any mode. 

 Searched contents are case sensitive. 

To filter specified contents from the output of the show command, run the following commands: 
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3. You can use the alias to obtain help information about the command represented by the alias.  

For example, configure the alias "ia" to represent the ip address command in interface configuration mode. If you enter "ia?" 

in interface configuration mode, the help information on "ip address?" is displayed, and the alias is replaced by the command.  

Ruiji e(config - if)#ia ?  

  A.B.C.D  IP address  

  dhcp     IP Address via DHCP  

Ruijie (config - if)#ip address  

 If you enter a space in front of a command, the command represented by this alias will not be displayed.  
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3 Configuring Lines 

3.1 Overview 

There are various types of terminal lines on network devices. You can manage terminal lines in groups based on their types. 

Configurations on these terminal lines are called line configurations. On network devices, terminal lines are classified into 

multiple types such as CTY and VTY. 

3.2 Applications 

Application Description 

Accessing a Device Through 

Console 

Enter the command-line interface (CLI) of a network device through the Console.  

Accessing a Device Through VTY Enter the CLI of a network device through Telnet or SSH. 

3.2.1 Accessing a Device Through Console 

Scenario 

Figure 3-1 

 

Remarks A is a network device to be managed. 

PC is a network management station. 

Deployment 

The network management station connects to the Console port of a network device through a serial cable. Using the Console 

software (Hyper Terminal or other terminal simulation software) on the network management station, you can access the 

Console of the network device and enter the CLI to configure and manage the network device. 

3.2.2 Accessing a Device Through VTY 

Scenario 
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line con 0  

line v ty 0 35  

 login  

!  

end 

3.5 Monitoring 

Clearing 

 Running the clear commands may lose vital information and thus interrupt services. 

Description Command 

Clears the line connection status. clear line { console line-num | vty line-num | line-num } 

Displaying 

Description Command 

Displays the line configuration. show line { console line-num | vty line-num | line-num } 
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4 Configuring Time Range 

4.1 Overview 

Time Range is a time-based control service that provides some applications with time control. For example, you can 

configure a time range and associate it with an access control list (ACL) so that the ACL takes effect within certain time 

periods of a week. 

4.2 Typical Application 

Typical Application Scenario 

Applying Time Range to an ACL 

Applying Time Range to an ACL 
Apply a time range to an ACL module so that the time-based ACL takes effect 

4.2.1 Applying Time Range to an ACL 

Application Scenario 

An organization allows users to access the Telnet service on a remote Unix host during working hours only, as shown in 

Figure 4-1. 

Figure 4-1 

 

 

Note Configure an ACL on device B to implement the following security function: 
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Usage Guide Use the periodic command to configure a periodic time interval to allow a certain function to take effect 

within the periodic time.  

4.5 Monitoring and Maintaining Time Range 

Displaying the Running 
Status 

Function Command 

Displays time range configuration. show time-range [time-range-name] 
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6 Configuring UFT 

6.1 Overview 

The unified forwarding table (UFT) enables the switch to dynamically allocate the hardware forwarding entries.. 

Protocols and Standards 

N/A 

6.2 Applications 

Typical Application Scenario 

Dynamic Entry Allocation When a device operates in common routing mode, the MPLS label is not required for 

forwarding and the corresponding entry capacity is not used. If the entry capacity of 

the MPLS label can be used by other entries, such as ARP/ND entries, the device can 

learn more ARP/ND entries. 

6.2.1 Dynamic Entry Allocation 

Scenario 

The following figure shows the simple and common topology of the campus network. The core device may be deployed in the 

small convergence area as a small convergence device. Layer 2 functions of the core device are mainly enabled. The core 

device can also be deployed in the large convergence area as a large convergence device. In this case, the core device 

works as a gateway. When the core device acts as a small convergence device, it requires a large enough size of the MAC 

address table. 

Another application scenario of the core device is acting as a large convergence device, namely, a large gateway. Its access 

capability depends on the ARP and ND capacity, namely, the number of IPv4 and IPv6 terminals that can be accessed. Take 

the device installed with Windows7 operating system as an example. Such a device supports IPv4 and IPv6 dual-stack. 

When a terminal accesses the device, the terminal occupies one ARP entry and one ND entry. In this application scenario, a 

great number of ARP and ND entries are required. 
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6.5 Monitoring  

Clearing 

N/A 
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Displaying the Running 
Status 

Function Command 

Displays UFT operating mode of the 

switch 

show switch-mode status 

Displaying Debugging 
Information 

- 

 The preceding monitoring and maintaining commands are also valid to the chassis devices and box devices, in 

stand-alone mode and VSU mode. 

 In stand-alone mode, the switch keyword is invisible. For the chassis device, slot keyword indicates a specified line 

card. 
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7 Configuring Supervisor Module Redundancy 

7.1 Overview 

Supervisor module redundancy is a mechanism that adopts real-time backup (also called hot backup) of the service running 

status of supervisor modules to improve the device availability.  

In a network device with the control plane separated from the forwarding plane, the control plane runs on a supervisor 

module and the forwarding plane runs on cards. The control plane information of the master supervisor module is backed up 

to the slave supervisor module in real time during device running. When the master supervisor module is shut down as 

expected (for example, due to software upgrade) or unexpectedly (for example, due to software or hardware exception), the 

device can automatically and rapidly switch to the slave supervisor module without losing user configuration, thereby 

ensuring the normal operation of the network. The forwarding plane continues with packet forwarding during switching. The 

forwarding is not stopped and no topology fluctuation occurs during the restart of the control plane. 

The supervisor module redundancy technology provides the following conveniences for network services: 

1. Improving the network availability 

The supervisor module redundancy technology sustains data forwarding and the status information about user sessions 

during switching.  

2. Preventing neighbors from detecting link flaps 

The forwarding plane is not restarted during switching. Therefore, neighbors cannot detect the status change of a link from 

Down to Up.  

3. Preventing route flaps 

The forwarding plane sustains forwarding communication during switching, and the control plane rapidly constructs a new 

forwarding table. The process of replacing the old forwarding table with the new one is unobvious, preventing route flaps.  

4. Preventing loss of user sessions 

Thanks to real-time status synchronization, user sessions that are created prior to switching are not lost.  

7.2 Applications 

Application Description 

Redundancy of Supervisor 

Modules 

On a core switch where two supervisor modules are installed, the redundancy technology can 

improve the network stability and system availability. 

7.2.1 Redundancy of Supervisor Modules 

Scenario 
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<priority >seq no:  * timestamp:  sysname %module - level - mnemonic: content  

For example, if you exit configuration mode, the following log is displayed on the log server:  

<189>001233: *May 22 09:44:36: Ruijie %SYS - 5- CONFIG_I: Configured from console by console  

The following describes each field in the log in details:  

1. Priority 

This field is valid only when logs are sent to the log server.  

The priority is calculated using the following formula: Facility x 8 + Level  Level indicates the numerical code of the log level 

and Facility indicates the numerical code of the facility. The default facility value is local7 (23). The following table lists the 

value range of the facility.  

Numerical Code Facility Keyword Facility Description 

0 kern kernel messages 

1 user user-level messages 

2 mail mail system 

3 daemon system daemons 

4 auth1 security/authorization messages 

5 syslog messages generated internally by syslogs 

6 lpr line printer subsystem 

7 news network news subsystem 

8 uucp UUCP subsystem 

9 clock1 clock daemon 

10 auth2 security/authorization messages 

11 ftp FTP daemon 

12 ntp NTP subsystem 

13 logaudit log audit 

14 logalert log alert 

15 clock2 clock daemon 

16 local0 local use 0  (local0) 

17 local1 local use 1  (local1) 

18 local2 local use 2  (local2) 

19 local3 local use 3  (local3) 

20 local4 local use 4  (local4) 

21 local5 local use 5  (local5) 

22 local6 local use 6  (local6) 

23 local7 local use 7  (local7) 

2.  Sequence Number 

The sequence number of a syslog is a 6-digit integer, and increases sequentially. By default, the sequence number is not 

displayed. You can run a command to display or hide this field.  

3.  Timestamp 
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Run the logging userinfo command-log command in global configuration mode to enable logging of operations. After this 

function is enabled, the system displays related logs to notify the administrator of configuration changes.   

8.4 Configuration 

Configuration Description and Command 

Configuring Syslog Format 

 (Optional) It is used to configure the syslog format.  

service timestamps [ message-type 

[ uptime| datetime [ msec ] [ year ] ] ] 
Configures the timestamp format of syslogs.  

service sysname Adds the sysname to the syslog.  

service sequence-numbers Adds the sequence number to the syslog.  

service standard-syslog Enables the standard syslog format.  

service private-syslog Enables the private syslog format.  

Sending Syslogs to the 

Console 

 (Optional) It is used to configure parameters for sending syslogs to the Console.  

logging on Enables logging. 

logging count Enables log statistics.  

logging console [ level ] 
Configures the level of logs displayed on the 

Console.  

logging rate-limit { number | all number | 

console {number | all number } } [ except 

[ severity ] ] 

Configures the log rate limit.  

Sending Syslogs to the 

Monitor Terminal 

 (Optional) It is used to configure parameters for sending syslogs to the monitor terminal.  

terminal monitor Enables the monitor terminal to display logs.  

logging monitor [ level ] 
Configures the level of logs displayed on the 

monitor terminal. 

Writing Syslogs into the 

Memory Buffer 

 (Optional) It is used to configure parameters for writing syslogs into the memory buffer. 

logging buffered [ buffer-size ] [ level ] 

Configures parameters for writing syslogs 

into the memory buffer, including the buffer 

size and log level.  

Sending Syslogs to the Log 

Server 

 (Optional) It is used to configure parameters for sending syslogs to the log server.  

logging server [ oob ] { ip-address | ipv6 

ipv6-address } [ via mgmt-name ] [ udp-port 

port ] [ vrf vrf-name ] 

Sends logs to a specified log server.  

logging trap [ level ] 
Configures the level of logs sent to the log 

server. 
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Configuration Description and Command 

logging facility facility-type 
Configures the facility value of logs sent to 

the log server. 

logging source [ interface ] interface-type 

interface-number 

Configures the source interface of logs sent 

to the log server. 

logging source { ip ip-address | ipv6 

ipv6-address } 

Configures the source address of logs sent to 

the log server. 

Writing Syslogs into Log 

Files 

 (Optional) It is used to configure parameters for writing syslogs into a file. 

logging file { flash:filename | usb0:filename 

| usb1:filename }  [ max-file-size ] [ level ] 

Configures parameters for writing syslogs 

into a file, including the file storage type, file 

name, file size, and log level. 

logging flash interval seconds 

Configures the interval at which logs are 

written into log files. The default value is 

3600. 

logging life-time level level days Configures the storage time of log files. 

Configuring Syslog  Filtering 

 (Optional) It is used to enable the syslog filtering function.  

logging filter direction { all | buffer | file | 

server | terminal } 
Configures the log filtering direction. 

logging filter type { contains-only | 

filter-only } 
Configures the log filtering mode. 

logging filter rule exact-match module 

module-name mnemonic mnemonic-name 

level level 

Configures the exact-match filtering rule. 

logging filter rule single-match { level level 

| mnemonic mnemonic-name | module 

module-name } 

Configures the single-match filtering rule. 

Configuring Syslog  

Redirection 

 (Optional) It is used to enable the log redirection function.  

logging rd on Enables the log redirection function. 

logging rd rate-limit number [ except 

severity ] 
Configures the log redirection rate limit. 

Configuring Syslog 

Monitoring 

 (Optional) It is used to configure parameters of the syslog monitoring function .  

logging userinfo Enables logging of login/exit attempts.  

logging userinfo command-log Enables logging of operations.  

Synchronizing User Input 

with Log Output 
 (Optional) It is used to synchronize the user input with log output.  

logging synchronous Synchronizes user input with log output. 
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Displays log statistics and logs in the memory buffer based on 

the timestamp from oldest to latest. 
show logging 

Displays syslog configurations and statistics. show logging config 

Displays log statistics of each module in the system.  show logging count 
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10 Configuring PKG_MGMT 

10.1 Overview 

Package management (pkg_mgmt) is a package management and upgrade module. This module is responsible for installing, 

upgrading/degrading, querying and maintaining various components of the device, among which upgrade is the main 

function. Through upgrade, users can install new version of software that is more stable or powerful. Adopting a modular 

structure, the RGOS system supports overall upgrade.  

 This document is for only version 11.0 and later, excluding those upgraded from earlier versions.  

Protocols and Standards 

N/A 

10.2 Applications 

Application Scenario 

Upgrading/Degrading Subsystem  Upgrade subsystem firmware like boot, kernel, and rootfs on the device.  

Upgrading/Degrading a Single 

Feature Package 

Upgrade a single feature package on the device.  

Installing a Hot Patch Package Install a hot patch, and repair a certain part of the feature component.  

Auto-Sync for Upgrade Configure the auto sync policy, range and path.  

10.2.1 Upgrading/Degrading Subsystem 

Scenario 

After the upgrade of a subsystem firmware is complete, all system software on the device is updated, and the overall 

software is enhanced. Generally, the subsystem firmware of the box-type device is called main package.  

The main features of this upgrade mode are as follows: All software on the device is updated after the upgrade is completed; 

all known software bugs are fixed. It takes a long time to finish upgrade. 

Deployment 

You can store the main package in the root directory of the TFTP server, download the package to the device, and then run 

an upgrade command to upgrade the package locally. You can also store the main package in a USB flash drive or SD card, 

connect the USB flash drive to the device, and then run an upgrade command to upgrade the package.  

You must store the rack package in a USB flash drive before performing the upgrade because the rack package is too large 

to be stored in the memory space of the device.  
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10.5 Monitoring 

Clearing 

Function Command 

Deletes a hot patch package 

already installed.  

patch delete [ slot { num | M1 | M2 | all } ]  

Displaying 

Function Command 

Displays all components already installed on the 

current device and their information.  

show component [component _name ] 

Displays the upgrade history. show upgrade history 
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Working Principle 

When a large amount of data is exchanged over a port, frames greater than the standard Ethernet frame may exist. This type 

of frame is called jumbo frame. The MTU is the length of the valid data segment in a frame.  It does not include the Ethernet 

encapsulation overhead.  

If a port receives or sends a frame with a length greater than the MTU, this frame will be discarded.   

The MTU ranges from 64 bytes to 9,216 bytes, at a step of four bytes. The default MTU is 1500 bytes. 

 The mtu command takes effect only on a physical or AP port. 

1.3.4 Bandwidth 

Working Principle 

The bandwidth command can be configured so that some routing protocols (for example, OSPF) can calculate the route 

metric and the Resource Reservation Protocol (RSVP) can calculate the reserved bandwidth. Modifying the interface 

bandwidth will not affect the data transmission rate of the physical port. 

 The bandwidth command is a routing parameter, and does not affect the bandwidth of a physical link.  

1.3.5 Load Interval 

Working Principle 

You can run the load-interval command to specify the interval for load calculation of an interface. Generally, the interval is 

10s. 

1.3.6 Carrier Delay 

Working Principle 

The carrier delay refers to the delay after which the data carrier detect (DCD) signal changes from Down to Up or from Up to 

Down. If the DCD status changes during the delay, the system will ignore this change to avoid negotiation at the upper data 

link layer. If this parameter is set to a great value, nearly every DCD change is not detected. On the contrary, if the parameter 

is set to 0, every DCD signal change will be detected, resulting in poor stability.  

 If the DCD carrier is interrupted for a long time, the carrier delay should be set to a smaller value to accelerate 

convergence of the topology or route. On the contrary, if the DCD carrier interruption time is shorter than the topology or 

route convergence time, the carrier delay should be set to a greater value to avoid topology or route flapping.  

1.3.7 Link Trap Policy 

You can enable or disable the link trap function on an interface.  

Working Principle 
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are combined into a 40G port. At this time, the four 10G ports become unavailable, and only the 40G port forwards data.  

You can flexibly adjust the bandwidth by combining or splitting ports.  

1.4 Configuration 

Configuration Description and Command 

Performing Basic 

Configurations 

 (Optional) It is used to manage interface configurations, for example, creating/deleting 

an interface, or configuring the interface description.  

interface 
Creates an interface and enters configuration mode of the 

created interface or a specified interface.  

interface range 
Enters an interface range, creates these interfaces (if not 

created), and enters interface configuration mode.  

define interface-range Creates a macro to specify an interface range. 

snmp-server if-index persist 

Enables the interface index persistence function so that the 

interface index remains unchanged after the device is 

restarted. 

description  
Configures the interface description of up to 80 characters 

in interface configuration mode. 

snmp trap link-status Configures whether to send the link traps of the interface.  

shutdown Shuts down an interface in interface configuration mode. 

split interface Splits a 40G port in global configuration mode.  

Configuring Interface 

Attributes 

 (Optional) It is used to configure interface attributes.  

bandwidth 
Configures the bandwidth of an interface in interface 

configuration mode.  

carrier-delay 
Configures the carrier delay of an interface in interface 

configuration mode.  

load-interval  Configures the interval for load calculation of an interface.  

duplex  Configures the duplex mode of an interface. 

flowcontrol Enables or disables flow control of an interface. 

mtu  Configures the MTU of an interface. 

negotiation mode  Configures the auto negotiation mode of an interface.  

speed  Configures the speed of an interface. 

switchport 

Configures an interface as a L2 interface in interface 

configuration mode. (Run the no switchport command to 

configure an interface as a L3 interface.) 

switchport protected Configures a port as a protected port. 

protected-ports route-deny  
Blocks L3 routing between protected ports in global 

configuration mode.  
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  Carrier delay is 2 sec  

  Rxload is 1/255, Txload is 1/255  

  Queue    Transmitted packets     Transmitted bytes       Dropped packets         Dropped bytes  

      0                     0                     0                     0                     0  

      1                     0                     0                     0                     0  

      2                     0                     0                     0                     0  

      3                     0                     0                     0                     0  

      4                     0                     0                     0                     0  

      5                     0                     0                     0                     0 

      6                     0                     0                     0                     0  

      7                     4                   440                     0                     0  

  Switchport attributes:  

    interface's description:""  

    la stchange time:0 Day:20 Hour:15 Minute:22 Second  

    Priority is 0  

    

    admin speed is AUTO, oper speed is Unknown  

    flow control admin status is OFF, flow control oper status is Unknown  

    admin negotiation mode is OFF, oper negotiation state is ON  

    Storm Control: Broadcast is OFF, Multicast is OFF, Unicast is OFF  

  Port - type: access  

    Vlan id: 1  

   10 seconds input rate 0 bits/sec, 0 packets/sec  

   10 seconds output rate 0 bits/sec, 0 packets/sec  

    4 packets input, 408 bytes, 0 no buffer, 0 dropped  

    Received 0 broadcasts, 0 runts, 0 giants  

    0 input errors, 0 CRC, 0 frame, 0 overrun, 0 abort  

    4 packets output, 408 bytes, 0 underruns , 0 dropped  

0 output errors, 0 collisions, 0 interface r esets 

A# show interfaces vlan 1  

Index(dec):4097 (hex):1001  

VLAN 1 is UP  , line protocol is DOWN     
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Hardware is  VLAN, address is 00d0.f822.33af (bia 00d0.f822.33af)  

Interface address is: 192.168. 1.1/24  

ARP type: ARPA, ARP Timeout: 3600 seconds 

  MTU 1500 bytes, BW 1000000 Kbit  

  Encapsulation protocol is Ethernet - II, loopback not set  

  Keepalive interval is 10 sec , set  

  Carrier delay is 2 sec  

  Rxload is 0/255, Txload is 0/255  

B B# show interfaces gigabitEthernet 0/1  

Index(dec):1 (hex):1  

GigabitEthernet 0/1 is administratively down  , line protocol is DOWN     

Hardware is GigabitEthernet  

Interface address is: no ip address, address is 00d0.f865.de9b (bia 00d0.f865.de9b)  

  MTU 1500 bytes, BW 1000000 Kbit 

  Encapsulation protocol is Bridge, loopback not set  

  Keepalive interval is 10 sec , set  

  Carrier delay is 2 sec  

  Rxload is 1/255, Txload is 1/255  

  Queue    Transmitted packets     Transmitted bytes       Dropped packets         Dropped bytes  

      0                     0                     0                     0                     0  

      1                     0                     0                     0                     0  

      2                     0                     0                     0                     0  

      3                     0                     0                     0                     0  

      4                     0                     0                     0                     0  

      5                     0                     0                     0                     0  

      6                     0                     0                     0                     0  

      7                     4                   440                     0                     0  

  Switchport attributes:  

    int erface's description:""  

    lastchange time:0 Day:20 Hour:15 Minute:22 Second  

    Priority is 0  
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Command 

Mode 

Privileged EXEC mode 

Usage Guide Use this command without any parameter to display the basic interface information. 

 SwitchA#show interfaces GigabitEthernet 0/1  

Index(dec):1 (hex):1  

GigabitEthernet 0/1 is DOWN  , line protocol is DOWN     

  Hardware is Broadcom 5464 GigabitEthernet, address is 00d0.f865.de9b (bia 00d0.f865.de9b)  

  Interface address is: no ip address  

  Interface IPv6 address is:  

    No IPv6 address 

  MTU 1500 bytes, BW 1000000 Kbit 

  Encapsulation protocol is Ethernet - II, loopback not set  

  Keepalive interval is 10 sec , set  

  Carrier delay is 2 sec   

  Ethernet attributes:  

    Last link state change time: 2012 - 12- 22 14:00:48  

    Time duration since last link state change: 3 days, 2 hours, 50 minutes, 50 seconds  

    Priority is 0  

  

    Admin duplex mode is AUTO, oper duplex is Unknown  

    Admin speed is AUTO, oper speed is Unknown 

    Flow receive control admin status is OFF,flow send control admin status is OFF  

    Flow receive control oper status is Unknown,flow send control oper status is  Unknown 

    Storm Control: Broadcast is OFF, Multicast is OFF, Unicast is OFF  

  Bridge attributes:  

    Port - type: trunk  

    Native vlan:1  

    Allowed vlan lists:1 - 4094  //Allowed VLAN list of the Trunk port  

    Active vlan lists:1, 3 - 4  //Active VLAN list  (indicating that only VLAN 1, VLAN 3, and VLAN 4 

are created on the device)  

  Queueing strategy: FIFO  

    Output queue 0/0, 0 drops;  
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A(config)#  interf ace GigabitEthernet 0/1  

A(config - if - GigabitEthernet 0/1 )#  switchport mode access  

A(config - if - GigabitEthernet 0/1 )#  switchport access vlan 1  

A(config - if - GigabitEthernet 0/1 )#  exit  

A(config)#  interface vlan 1  

A(config - if - VLAN 1)#  ip address 192.168.1.1 255.255.255.0 

A(config - if - VLAN 1)#  exit  

A(config)#  ip route 192.168.2.0 255.255.255.0 VLAN 1 192.168.1.2  

B B# configure terminal  

B(config)#  interface GigabitEthernet 0/1  

B(config - if - GigabitEthernet 0/1 )#  switchport mode trunk  

B(config - if - GigabitEthernet 0/1)#  exit  

B(config)#  interface GigabitEthernet 0/2  

B(config - if - GigabitEthernet 0/ 2)#  switchport mode trunk  

B(config - if - GigabitEthernet 0/ 2)#  exit  

B(config)#  interface vlan 1  

B(config - if - VLAN 1)#  ip address 192.168.1. 2 255.255.255.0 

B(config - if - VLAN 1)#  exit  

B(config)#  interface GigabitEthernet 0/3  

B(config - if - GigabitEthernet 0/ 3)#  no switchport  

B(config - if - GigabitEthernet 0/ 3)#  ip address 192.168. 2. 2 255.255.255.0 

B(config - if - GigabitEthernet 0/ 3)#  exit  

C C# configure terminal  

C(config)#  interface GigabitEthernet 0/1  

C(config - if - GigabitEthernet 0/1 )#  port - group 1 

C(config - if - GigabitEthernet 0/1 )#  exit  

C(config)#  interface aggregateport  1 

C(config - if - AggregatePort  1)#  switchport mode access  

C(config - if - AggregatePort  1)#  switchport access vlan 1  

C(config - if - AggregatePort  1)#  exit  

C(config)#  interface vlan 1  
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    Storm Control: Broadcast is OFF, Multicast is OFF, Unicast is OFF  

  Bridge attributes:   

Port - type: access  

    Vlan id: 1  

  Rxload is 1/255, Txload is 1/255  

  10 seconds input rate 0 bits/sec, 0 packets/sec  

  10 seconds output rate 67 bits/sec, 0 packets/sec  

    362 packets input, 87760 bytes, 0 no buffer, 0 dropped  

    Received 0 broadcasts, 0 runts, 0 giants  

    0 inp ut errors, 0 CRC, 0 frame, 0 overrun, 0 abort  

    363 packets output, 82260 bytes, 0 underruns , 0 dropped  

    0 output errors, 0 collisions, 0 interface resets  

B B# show interfaces gigabitEthernet 0/1  

Index(dec): 1 (hex): 1 

GigabitEthernet 0/ 1 is UP  , line protocol is UP     

Hardware is GigabitEthernet, address is 00d0.f865.de91 (bia 00d0.f865.de91)  

Interface address is: no ip address  

  MTU 1500 bytes, BW 100000 Kbit 

  Encapsulation protocol is Ethernet - II, loopback not set  

  Keepalive interva l is 10 sec , set  

  Carrier delay is 2 sec  

  Ethernet attributes:  

    Last link state change time: 2012 - 12- 22 14:00:48  

    Time duration since last link state change: 3 days, 2 hours, 50 minutes, 50 seconds  

    Priority is 0  

     

    Admin duplex mode is AUTO, oper duplex is Full  

    Admin speed is AUTO, oper speed is 100M  

    Flow control admin status is OFF, flow control oper status is OFF  

    Admin negotiation mode is OFF, oper negotiation state is ON  

    Storm Control: Broadcas t is OFF, Multicast is OFF, Unicast is OFF  
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  Bridge attributes:  

    Port - type: trunk  

    Native vlan: 1  

    Allowed vlan lists: 1 - 4094 

    Active vlan lists: 1  

  Rxload is 1/255, Txload is 1/255  

  10 seconds input rate 0 bits/sec, 0 packets/sec  

  10 seconds output rate 67 bits/sec, 0 packets/sec  

    362 packets input, 87760 bytes, 0 no buffer, 0 dropped  

    Received 0 broadcasts, 0 runts, 0 giants  

    0 input errors, 0 CRC, 0 frame, 0 overrun, 0 abort  

    363 packets output, 82260 bytes, 0 underr uns , 0 dropped  

    0 output errors, 0 collisions, 0 interface resets  

C C# show interfaces gigabitEthernet 0/1  

Index(dec): 1 (hex): 1 

GigabitEthernet 0/ 1 is UP  , line protocol is UP     

Hardware is GigabitEthernet, address is 00d0.f865.de92 (bia 00d0.f865.de92)  

Interface address is: no ip address  

  MTU 1500 bytes, BW 100000 Kbit 

  Encapsulation protocol is Ethernet - II, loopback not set  

  Keepalive interval is 10 sec , set  

  Carrier delay is 2 sec  

  Ethernet attributes:  

    Last link state change t ime: 2012- 12- 22 14:00:48  

    Time duration since last link state change: 3 days, 2 hours, 50 minutes, 50 seconds  

    Priority is 0  

    Admin duplex mode is AUTO, oper duplex is Full  

    Admin speed is AUTO, oper speed is 100M  

    Flow control admin status is OFF, flow control oper status is OFF  

    Admin negotiation mode is OFF, oper negotiation state is ON  

    Storm Control: Broadcast is OFF, Multicast is OFF, Unicast is OFF  
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  Rxload is 1/255, Txload is 1/255  

  10 seconds inpu t rate 0 bits/sec, 0 packets/sec  

  10 seconds output rate 67 bits/sec, 0 packets/sec  

    362 packets input, 87760 bytes, 0 no buffer, 0 dropped  

    Received 0 broadcasts, 0 runts, 0 giants  

    0 input errors, 0 CRC, 0 frame, 0 overrun, 0 abort  

    363 packets output, 82260 bytes, 0 underruns , 0 dropped  

    0 output errors, 0 collisions, 0 interface resets  

D D# show interfaces gigabitEthernet 0/1  

Index(dec): 1 (hex): 1 

GigabitEthernet 0/ 1 is UP  , line protocol is UP     

Hardware is GigabitEthernet, address is 00d0.f865.de93 (bia 00d0.f865.de93)  

Interface address i s: 192.168.2.1/24  

  MTU 1500 bytes, BW 100000 Kbit 

  Encapsulation protocol is Ethernet - II, loopback not set  

  Keepalive interval is 10 sec , set  

  Carrier delay is 2 sec  

  Ethernet attributes:  

    Last link state change time: 2012 - 12- 22 14:00:48  

    Time duration since last link state change: 3 days, 2 hours, 50 minutes, 50 seconds  

    Priority is 0  

     

    Admin duplex mode is AUTO, oper duplex is Full  

    Admin speed is AUTO, oper speed is 100M  

    Flow control admin status is OFF, flow control oper status is OFF  

    Admin negotiation mode is OFF, oper negotiation state is ON  

    Storm Control: Broadcast is OFF, Multicast is OFF, Unicast is OFF  

  Rxload is 1/255, Txload is 1/255  

  10 seconds input  rate 0 bits/sec, 0 packets/sec  

  10 seconds output rate 67 bits/sec, 0 packets/sec  

    362 packets input, 87760 bytes, 0 no buffer, 0 dropped  
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Displaying 

Description Command 

Displays the MAC address table.  show mac-address-table { dynamic | static | filter } [ address mac-address ] 

[ interface interface-id ] [ vlan vlan-id ] 

Displays the aging time for dynamic 

MAC addresses. 

show mac-address-table aging-time 

Displays the maximum number of 

dynamic MAC addresses. 

show mac-address-table max-dynamic-mac-count 

Displays the configuration and history 

of MAC address change notifications. 

show mac-address-table notification [ interface [ interface-id ] | history ] 

Debugging 

 System resources are occupied when debugging information is output. Therefore, disable debugging immediately after 

use. 

Description Command 

Debugs MAC address operation. debug bridge mac 
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 Perform enhanced load balancing based on the src-mac, dst-mac, and vlan fields in Layer-2 packets, and the src-ip 

field in IPv4 packets. If the incoming packet is an IPv4 packet with an ever-changing source MAC address, the 

enhanced balancing algorithm does not take effect, because the device will perform load balancing only based on the 

src-ip field in the IPv4 packet after finding that it is an IPv4 packet. 

 In enhanced load balancing, the MPLS balancing algorithm takes effect only for MPLS Layer-3 VPN packets, but does 

not take effect for MPLS Layer-2 VPN packets. 

3.3 Configuration 

Configuration Description and Command 

Configuring Static AP Ports 

 (Mandatory) It is used to configure link aggregation manually. 

interface aggregateport Creates an Ethernet AP port. 

interface san-port-channel Creates an FC AP port. 

port-group  Configures static AP member ports. 

Configuring LACP AP Ports 

 (Mandatory) It is used to configure link aggregation dynamically. 

port-group mode Configures LACP member ports. 

lacp port-priority Configures the port priority. 

lacp short-timeout Configures the short timeout mode on a port. 

Enabling LinkTrap 
 (Optional) It is used to enable LinkTrap. 

snmp trap link-status Enables LinkTrap advertisement for an AP port. 

aggregateport member linktrap Enables LinkTrap t for AP member ports. 

Configuring a Load Balancing 

Mode 

 (Optional) It is used to configure a load balancing mode for an aggregated link. 

aggregateport load-balance 
Configures a load balancing algorithm for an AP 

port or AP member ports. 

 (Optional) It is used to configure the profile of enhanced load balancing. 

load-balance-profile  Creates the profile of enhanced load balancing. 

l2 field 
Configures a load balancing mode for Layer-2 

packets. 

ipv4 field  
Configures a load balancing mode for IPv4 

packets. 

ipv6 field 
Configures a load balancing mode for IPv6 

packets. 

mpls field  
Configures a load balancing mode for MPLS 

packets. 

trill field 
Configures a load balancing mode for TRILL 

packets. 
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 F -  Device is requesting  Fast LACPDUs. 

A -  Device is in active mode.        P -  Device is in passive mode.  

Aggregate port 3:  

Local information:  

LACP port       Oper    Port      Port  

Port     Flags     State     Priority        Key     Number    State  

---------------------------------------------------------------------  

Gi1/1     SA        bndl        32768         0x3     0x1       0x3d  

Gi1/2     SA        bndl        32768         0x3     0x2       0x3d  

Partner information:  

                   LACP port                  Oper    Port    Port  

Port     Flags     Priority      Dev ID       Key     Number  State  

--------------------------------------------------------------------  

Gi2/1     SA        32768     00d0.f800.0002   0x3     0x1     0x3d  

Gi2/2     SA        32768     00d0.f800.0002   0x3     0x2     0x3d  

Switch B SwitchB# show LACP summary 3 

System Id:32768,  00d0.f8fb.0002  

Flags:  S -  Device is requesting  Slow LACPDUs   

 F -  Device is requesting  Fast LACPDUs. 

A -  Device is in active mode.        P -  Device is in passive mode.  

Aggregate port 3:  

Local information:  

LACP port       Oper    Port      Port  

Port     Flags     State     Priority        Key     Number    State  

---------------------------------------------------------------------  

Gi2/1     SA        bndl        32768         0x3     0x1       0x3d  

Gi2/2     SA        bndl        32768         0x3     0x2       0x3d  

Partner information:  

                   LACP port                  Oper    Port    Port  

Port     Flags     Priority      Dev ID       Key     Number  State  

--------------------------------------------------------------------  
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Gi2/2     SA        32768     00d0.f800.0002   0x3     0x2     0x3d  

3.4 Monitoring 

Displaying 

Description Command 

Displays the configuration of an 

enhanced load balancing profile. 

show load-balance-profile [ profile-name ] 

Displays the LACP aggregation state. 

You can display the information on a 

specified LACP AP port by specifying 

key-number. 

show lacp summary [ key-numebr ] 

Displays the summary or load 

balancing algorithm of an AP port. 

show aggregateport [ ap-number ] { load-balance | summary } 

Displays the capacity mode and usage 

of an AP port. 

show aggregateport capacity 

Debugging 

 System resources are occupied when debugging information is output. Therefore, disable debugging immediately after 

use. 

Description Command 

Debugs an AP port. debug lsm ap 

Debugs LACP. debug lacp { packet | event | database | ha | realtime | stm | timer | all} 
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4 Configuring ECMP Cluster 

4.1 Overview 

Equal Cost Multipath (ECMP)-CLUSTER is a technology for implementing load balancing when the next-hop path of ECMP 

changes. 

A load balancing cluster in a data center is usually interconnected to a Top of Rack (TOR) device via ECMP, and the TOR 

device distributes data traffic in a balanced way to members of the load balancing cluster via ECMP. 

If an ECMP route is generated between the TOR device and the load balancing cluster through a dynamic routing protocol, 

the dynamic routing protocol enables route re-convergence when a link of the ECMP route fails. The traffic from the TOR 

device to the load balancing cluster is re-balanced, which disturbs the original session status of members in the cluster. As a 

result, the entire cluster needs to re-establish sessions, causing interruption of some sessions. 

ECMP-CLUSTER overcomes traffic re-balancing caused by changes in the ECMP path quantity. After ECMP-CLUSTER is 

configured, if ECMP paths decrease, only traffic carried on a failed link is balanced to active links and original traffic carried 

on the active links keep unchanged. If ECMP paths increase, some traffic carried on the active links is distributed to the new 

links. 

When the next hop of ECMP is session-sensitive, that is, the next-hop egress of traffic is a terminal serving device (such as a 

server), ECMP-CLUSTER is recommended. If the next-hop egress is an intermediate network node, ECMP-CLUSTER is not 

advantageous. 

4.2 Applications 

Application Description 

Interconnecting LVS Load Balancing 

Cluster to TOR Device Via ECMP 

The TOR device is interconnected to a session-sensitive server via ECMP. 

4.2.1 Interconnecting LVS Load Balancing Cluster to TOR Device Via ECMP 

Scenario 

As shown in Figure 4-1, the TOR device is interconnected to the Linux Virtual Server (LVS) load balancing cluster via ECMP. 

Figure 4-1 Interconnection Between TOR Device and LVS Load Balancing Cluster via ECMP 
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When the link between Device A and Device C fails, the traffic is forwarded as shown in Figure 4-2. 

Figure 4-2 Traffic Forwarding 

 

Note A is a TOR switch, and B, C, and D are members of a load balancing cluster. 
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Displays configuration of switch ports. show interface switchport 

Debugging 

 System resources are occupied when debugging information is output. Disable the debugging switch immediately after 

use. 
Description Command 

Debugs 

VLANs. 

debug bridge vlan 
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The following MAC VLAN address exist:  

S: Static   D: Dynamic   

MAC ADDR         MASK             VLAN ID   PRIO   STATE  

-------------------------------------------------------  

PC- A1- macffff.ffff.ffff   100       0       S  

PC- B1- macffff.ffff.ffff   200       3       S  

Total MAC VLAN address count: 2  

6.5 Monitoring 

Displaying 

Description Command 

Displays all the MAC VLAN entries, 

including static and dynamic. 

show mac-vlan all 

Displays the dynamic MAC VLAN 

entries. 

show mac-vlan dynamic 

Displays the static MAC VLAN 

entries. 

show mac-vlan static 

Displays the MAC VLAN entries of a 

specified VLAN. 

show mac-vlan vlan vlan-id 

Displays the MAC VLAN entries of a 

specified MAC address. 

show mac-vlan mac-address mac-address [mask mac-mask] 

Debugging 

 System resources are occupied when debugging information is output. Therefore, disable debugging immediately after 

use. 

Description Command 

Debugs the MAC VLAN function.  debug bridge mvlan 
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7 Configuring Super VLAN 

7.1  Overview 

Super virtual local area network (VLAN) is an approach to dividing VLANs.Super VLAN is also called VLAN aggregation, and 

is a management technology tailored for IP address optimization.  

Using super VLAN can greatly save IP addresses. Only one IP address needs to be assigned to the super VLAN that 

consists of multiple sub VLANs, which greatly saves IP addresses and facilitates network management.  

7.2 Application 

Application Description 

Sharing One IP Gateway Among 

Multiple VLANs 

VLANs are divided to implement layer-2 (L2) isolation of access users. All VLAN 

users share one IP gateway to implement layer-3 (L3) communication and 

communication with external networks.  

7.2.1 Sharing One IP Gateway Among Multiple VLANs 

Scenario 

Multiple VLANs are isolated at L2 on a L3 device, but users of these VLANs can perform L3 communication with each other 

in the same network segment.  

Figure7-1 
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7.3.1 Super VLAN 

Users of all sub VLANs of a super VLAN can be allocated IP addresses in the same IP address range, and share the same 

IP gateway. Users can implement cross-VLAN communication through this gateway. It is unnecessary to allocate a gateway 

for every VLAN, which saves the IP addresses. 

Working Principle 

IP addresses in a network segment are allocated to different sub VLANs that belong to the same super VLAN. Each sub 

VLAN has an independent broadcast domain of the VLAN, and different sub VLANs are isolated from each other at L2. When 

users in sub VLANs need to perform L3 communication, the IP address of the SVI of the super VLAN is used as the gateway 

address. In this way, multiple VLANs share the same IP gateway, and it is unnecessary to configure a gateway for every 

VLAN. In addition, to implement L3 communication between sub VLANs and between sub VLANs and other network 

segments, the ARP proxy function is used to forward and process the ARP requests and responses.  

L2 communication of sub VLANs: If the SVI is not configured for the super VLAN, sub VLANs of super VLAN are mutually 

isolated at L2, that is, users in different sub VLANs cannot communicate with each other. If the SVI is configured for the 

super VLAN, and the gateway of the super VLAN can function as the ARP proxy, users in different sub VLANs of the same 

super VLAN can communicate with each other. This is because IP addresses of users in different sub VLANs belong to the 

same network segment, and communication between these users is still treated as L2 communication.  

L3 communication of sub VLANs: If users in sub VLANs of a super VLAN need to perform L3 communication across network 

segments, the gateway of this super VLAN functions as the ARP proxy to respond to the ARP requests in place of sub 

VLANs. 

7.4 Configuration 

Configuration Item Description and Command 

Configuring Basic Functions 

of the Super VLAN 

 Mandatory. 

supervlan Configures a super VLAN. 

subvlanvlan-id-list Configures a sub VLAN. 

proxy-arp Enables the ARP proxy function. 

interface vlanvlan-id Creates a virtual interface for a super VLAN. 

ip addressip mask 
Configures the IP address of the virtual interface of a 

super VLAN.  

 Optional. 

subvlan-address-range start-ip 

end-ip 
Specifies the IP address range in a sub VLAN. 

7.4.1 Configuring Basic Functions of the Super VLAN 

Configuration Effect 
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Scenario 

Figure 7-2 

 

 

  

Configuration 

Steps 

Perform the related super VLAN configuration on the core switch.  

On the access switches, configure the common VLANs corresponding to the sub VLANs on the core 

switch.  

A SwitchA#configure terminal  

Enter configuration commands, one per line.  End with CNTL/Z.  

SwitchA(config)#vlan 2  

SwitchA(config - vlan)#exit  

SwitchA(config)#vlan 10  

SwitchA(config - vlan)#exit  

SwitchA(config)#vlan 20  

SwitchA(config - vlan)#exit  

SwitchA(config)#vlan 30  

SwitchA(config - vlan)#exit  

SwitchA(config)#vlan 2  

SwitchA(config - vlan)#supervlan  

SwitchA(config - vlan)#subvlan 10,20,30  

SwitchA(config - vlan)#exit  

SwitchA(config)#interface vlan 2  

SwitchA(config - if - VLAN 2)#ip address 192.168.1.1 255.255.255.0  
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SwitchA(config)#vlan 10  

SwitchA(config - vlan)#subvlan - address- range 192.168.1.10 192.168.1.50  

SwitchA(config - vlan)#exit  

SwitchA(config)#vlan 20  

SwitchA(config - vlan)#sub vlan - address- range 192.168.1.60 192.168.1.100  

SwitchA(config - vlan)#exit  

SwitchA(config)#vlan 30  

SwitchA(config - vlan)#subvlan - address- range 192.168.1.110 192.168.1.150  

SwitchA(config)#interface range gigabitEthernet 0/1,0/5,0/9  

SwitchA(config - if - range)#switchport mode trunk  

 

  

Verification Verify that the source host (192.168.1.10) and the destination host (192.168.1.60) can ping each other. 

A SwitchA(config - if - range)#show supervlan  

supervlan id  supervlan arp - proxy  subvlan id  subvlan arp - proxy  subvlan ip range  

------------   -------------------   ----------   -----------------   ---------  

           2          ON           10        ON 192.168.1.10 -  192.168.1.50  

20             ON  192.168.1.60 -  192.168.1.100 

30             ON  192.168.1.110 -  192.168.1.150 

 

Common Errors 

The SVI and IP gateway are not configured for the super VLAN. Consequently, communication fails between sub VLANs and 

between sub VLANs and other VLANs. 

The ARP proxy function is disabled on the super VLAN or sub VLANs. Consequently, users in sub VLANs cannot 

communicate with users of other VLANs.  

The IP address range of the sub VLAN is configured, but IP addresses allocated to users are not in this range.  

7.5 Monitoring 

Displaying 

Description Command 
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Displays the super VLAN 

configuration.  

show supervlan 

Debugging 

 System resources are occupied when debugging information is output. Therefore, disable debugging immediately after 

use. 

Description Command 

Debugs the super VLAN. debug bridge svlan 
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A(config)#interface gigabitEthernet 0/2  

A(config - if - GigabitEthernet 0/2)#switchport  

A(config - if - GigabitEthernet 0/2)#switchport access vlan 3  

A(config - if - GigabitEthernet 0/2)#exit  

A(config)# interf ace gigabitEthernet 0/3  

A(config - if - GigabitEthernet 0/3)#switchport  

A(config - if - GigabitEthernet 0/3)# switchport mode hybrid  

A(config - if - GigabitEthernet 0/3)# switchport hybrid allowed vlan untagged 2 - 3 

 

3. Configure the protocol VLAN globally.  

Configure Profile 1 for IP protocol packets and Profile 2 for IPX protocol packets (in this example, 

assume that packets are encapsulated using Ethernet II and the Ethernet types of IP protocol packets 

and IPX protocol packets are 0X0800 and 0X8137 respectively).  

 

A(config)#protocol - vlan profile 1 frame - type ETHERII ether - type 0x0800 

A(config)#protocol - vlan profile 2 frame - type ETHERIIether- type 0x8137 

 

4. Apply Profile 1 and Profile 2 to Port Gi 0/3 and allocate Profile 1to VLAN 2 and Profile 2 to 

VLAN 3.  

A(config)# interface gigabitEthernet 0/3  

A(config - if - GigabitEthernet 0/3)  #protocol - vlan profile 1 vlan 2  

A(config - if - GigabitEthernet 0/3) #protocol - vlan profile 2 vlan 3  

  

Verification Check whether the protocol VLAN configuration on the device is correct. 

A A(config)#show protocol - vlan profile  

 

profile frame - type       ether - type/DSAP+SSAP   interface       vlan  

-------  ----------------  ----------------------  ---------------  ----  

1       ETHERII          0x0800  

                                                Gi0/3           2  

 

2       ETHERII          0x8137  
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A 1. Create VLAN 2 and VLAN 3 for user network communication.  

A# configure terminal  

Enter configuration commands, one per line. End with CNTL/Z.  

A(config)# vlan range 2 - 3 

 

2. Configure the port mode.  

 

A(config)#interface gigabitEthernet 0/1  

A(config - if - GigabitEthernet 0/1)#switchport  

A(config - if - GigabitEthernet 0/1)#switchport access vlan 2  

A(config - if - GigabitEthernet 0/1)#exit  

A(config)#interface gigabitEthernet 0/2  

A(config - if - GigabitEther net 0/2)#switchport  

A(config - if - GigabitEthernet 0/2)#switchport access vlan 3  

A(config - if - GigabitEthernet 0/2)#exit  

A(config)# interface gigabitEthernet 0/3  

A(config - if - GigabitEthernet 0/3)#switchport  

A(config - if - GigabitEthernet 0/3)# switchport mode hybri d 

A(config - if - GigabitEthernet 0/3)# switchport hybrid allowed vlan untagged 2 - 3 

 

3. Configure the subnet VLAN globally.   

A(config)# protocol - vlan ipv4 192.168.1.0 mask 255.255.255.0 vlan 3  

A(config)# protocol - vlan ipv4 192.168.2.0 mask 255.255.255.0 vlan 2  

 

4. Enable the subnet VLAN on interfaces. The subnet VLAN is disabled by default.  

(config - if - GigabitEthernet 0/1)# protocol - vlan ipv4  

  

Verification Check whether the subnet VLAN configuration on the device is correct. 

A A# show protocol - vlan ipv4  

ip              mask            vlan  

---------------  ---------------  ----  

















 

9-7 

Configuration Guide Configuring Private VLAN 

Output Port 

 

 

Input Port 

Promiscuous 

Port 

Isolated 

Port 

Community 

Port 

Isolated Trunk Port 

(in the Same VLAN) 

Promiscuous 

Trunk Port 

(in the Same 

VLAN) 

Trunk Port 

(in the 

Same 

VLAN) 

the VLAN tag keeps 

unchanged in the 

non-PVLAN. 

VLAN ID 

tag is 

added. 

Isolated Trunk 

Port 

(in the Same 

VLAN) 

The VLAN tag 

is removed. 

NA The VLAN 

tag is 

removed. 

The VLAN tag keeps 

unchanged in a 

non-isolated VLAN. 

A primary VLAN ID 

tag is added and 

the VLAN tag keeps 

unchanged in the 

non-PVLAN. 

Unchanged 

Promiscuous 

Trunk Port 

(in the Same 

VLAN) 

The VLAN tag 

is removed. 

Unchanged Unchanged A secondary VLAN ID 

is added. 

A primary VLAN ID 

tag is added and 

the VLAN tag keeps 

unchanged in the 

non-PVLAN. 

Unchanged 

Trunk Port 

(in the Same 

VLAN) 

The VLAN tag 

is removed. 

NA The VLAN 

tag is 

removed. 

The VLAN tag is 

converted into a 

secondary VLAN ID in 

a primary VLAN and 

the VLAN tag keeps 

unchanged in other 

non-isolated VLANs.  

A primary VLAN ID 

tag is added and 

the VLAN tag keeps 

unchanged in the 

non-PVLAN. 

Unchanged 

Switch CPU Untag Untag Untag A secondary VLAN ID 

tag is added. 

A primary VLAN ID 

tag is added and 

the VLAN tag keeps 

unchanged in the 

non-PVLAN. 

A primary 

VLAN ID 

tag is 

added. 

9.4 Configuration 

Configuration Description and Command 

Configuring Basic Functions 

of PVLAN 

 (Mandatory) It is used to configure a primary VLAN and secondary VLANs.  

private-vlan {community | isolated | 

primary} 
Configures the PVLAN type. 

 (Mandatory) It is used to configure Layer-2 association between a primary VLAN and 

secondary VLANs of PVLAN to form PVLAN pairs.  
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Configuration Description and Command 

private-vlan association {svlist | add svlist | 

remove svlist} 

Configures Layer-2 association between a 

primary VLAN and secondary VLANs to form 

PVLAN pairs.  

 (Optional) It is used to allocate users to an isolated VLAN or community VLAN.  

switchport mode private-vlan host Configures a PVLAN host port. 

switchport private-vlan host-association 

p_vid s_vid 

Associates Layer-2 ports with PVLAN and 

allocates ports to subdomains. 

 (Optional) It is used to configure a port as a promiscuous port. 

Switchport mode private-vlan 

promiscuous 
Configures a PVLAN promiscuous port. 

switchport private-vlan mapping p_vid 

{ svlist | add svlist | remove svlist } 

Configures the primary VLAN to which a 

PVLAN promiscuous port belongs and a list 

of secondary VLANs. PVLAN packets can be 

transmitted or received through this port only 

after the configuration is performed. 

 (Optional) It is used to allocate users to isolated Trunk ports to implement association of 

multiple PVLANs.  

switchport private-vlan association trunk 

p_vid s_vid 

Configures a port connected to a user host 

as an isolated Trunk port after PVLAN is 

created and Layer-2 association is 

performed. Ports of this type support 

association with multiple PVLAN pairs. The 

p_vid and s_vid parameters indicate the 

primary VLAN and isolated VLAN 

respectively.  

 (Optional) It is used to allocate users to promiscuous Trunk ports to implement 

association of multiple PVLANs.  

switchport private-vlan promiscuous trunk 

p_vid s_list 

Configures a port connected to a user host 

as a promiscuous Trunk port after PVLAN is 

created and Layer-2 association is 

performed. Ports of this type support 

association with multiple PVLAN pairs. The 

p_vid and s_list parameters indicate the 

primary VLAN ID and secondary VLAN ID 

list respectively.  

 (Optional) It is used to configure Layer-3 communication for users in a secondary VLAN.  
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B SwitchB#configure terminal  

Enter configuration commands, one per line.  End with CNTL/Z.  

SwitchB(config)#vlan 99  

SwitchB(config - vlan)#private - vlan primary  

SwitchB(config - vlan)#exit  

SwitchB(config)#vlan 100  

SwitchB(config - vlan)#private - vlan community  

SwitchB(config - vlan)#exit  

SwitchB(config)#vlan 101  

SwitchB(config - vlan)#private - vlan isolated  

SwitchB(config - vlan)#exit  

SwitchB(config)#vlan 99  

SwitchB(config - vlan)#private - vlan association 100 - 101 

SwitchB(config - vlan)#exit  

SwitchB(config)#interface gigabitE thernet 0/2  

SwitchB(config - if - GigabitEthernet 0/2)#switchport mode private - vlan host  

SwitchB(config - if - GigabitEthernet 0/2)# switchport private - vlan host - association 99 101  

SwitchB(config - if - GigabitEthernet 0/2)#exit  

SwitchB(config)#interface gigabitEther net 0/3  

SwitchB(config - if - GigabitEthernet 0/3)#switchport mode private - vlan host  

SwitchB(config - if - GigabitEthernet 0/3)# switchport private - vlan host - association 99 100          

SwitchB(config - if - GigabitEthernet 0/3)#exit  

SwitchB(config)#interface gigabit Ethernet 0/1  

SwitchB(config - if - GigabitEthernet 0/1)#switchport mode trunk  

SwitchB(config - if - GigabitEthernet 0/1)#exit  

  

Verification Check whether VLANs and ports are correctly configured, and check whether packet forwarding is correct 

according to packet forwarding rules in section "Features".  

A SwitchA#show running- config  

!  

vlan 99  

 private - vlan primary  
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 private - vlan association ad d 100- 101 

!  

vlan 100  

 private - vlan community 

!  

vlan 101  

 private - vlan isolated  

!  

interface GigabitEthernet 0/1  

 switchport mode private - vlan promiscuous  

 switchport private - vlan mapping 99 add 100 - 101 

!  

interface GigabitEthernet 0/2  

 switchport mode private - vlan host  

 switchport private - vlan host - association 99 100  

!  

interface GigabitEthernet 0/3  

 switchport mode private - vlan host  

 switchport private - vlan host - association 99 100  

!  

interface GigabitEthernet 0/4  

 switchport mode private - vlan host  

 switchport private - vlan host - association 99 101  

!  

interface GigabitEthernet 0/5  

 switchport mode trunk  

!  

SwitchA# show vlan private - vlan  

VLAN  Type       Status   Routed   Ports           Associated VLANs  

------------------------------  ------- -----------  

99    primary    active   Disabled Gi0/1, Gi0/5            100 - 101 

100   community  active   Disabled Gi0/2, Gi0/3, Gi0/5         99  
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SwitchA(config)#vlan 30  

SwitchA(config - vlan)#private - vlan isolated  

SwitchA(config - vlan)#exit  

SwitchA(config)#vlan 2  

SwitchA(config - vlan)#private - vlan association 10,20,30  

SwitchA(config - vlan)#exit  

SwitchA(config)#interface range gigabitEthernet 0/1 - 2 

SwitchA(config - if - range)#switchport mode private - vlan host  

SwitchA(config - if - range)#switchport private - vlan host - association 2 10  

SwitchA(config - if - range)#exit  

SwitchA(config)#interface range gigabitEthernet 0/3 - 4 

SwitchA(config - if - range)#switchport mode private - vlan host  

SwitchA(config - if - range)#switchport private - vlan host - association 2 20  

SwitchA(config - if - range)#exit  

SwitchA(config)#interface range gigabitEthernet 0/5 - 6 

SwitchA(config - if - range)#switchport mode private - vlan host  

SwitchA(config - if - range)#switchport private - vlan host - association 2 30  

SwitchA(config - if - range)#exit  

SwitchA(config)#interface gigabitEthernet 0/7 

SwitchA(config - if - GigabitEthernet 0/7)#switchport mode private - vlan promiscuous  

SwitchA(config - if - GigabitEthernet 0/7)#switchport private - vlan maping 2 10,20,30  

SwitchA(config - if - GigabitEthernet 0/7)#exit  

SwitchA(config)#interface vlan 2  

SwitchA(conf ig - if - VLAN 2)#ip address 192.168.1.1 255.255.255.0  

SwitchA(config - if - VLAN 2)#private - vlan mapping 10,20,30  

SwitchA(config - if - VLAN 2)#exit  

 

  

Verification Ping the gateway address 192.168.1.1 from user hosts in different subdomains. The ping operation is 

successful. 

A SwitchA#show running- config  

!  
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vlan 2  

 private - vlan primary  

 private - vlan association add 10,20,30  

!  

vlan 10  

 private - vlan community 

!  

vlan 20  

 private - vlan community 

!  

vlan 30  

 private - vlan isolated  

!  

interface GigabitEthernet 0/1  

 switchport mode private - vlan host  

 switchport private - vlan host - association 2 10  

!  

interface GigabitEthernet 0/2  

 switchport mode private - vlan host  

 switchport private - vlan host - association 2 10  

!  

interface GigabitEthernet 0/3  

 switchport mode private - vla n host  

 switchport private - vlan host - association 2 20  

!  

interface GigabitEthernet 0/4  

 switchport mode private - vlan host  

 switchport private - vlan host - association 2 20  

!  

interface GigabitEthernet 0/5  

 switchport mode private - vlan host  

 switchport private - vlan host - association 2 30  
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9.5 Monitoring 

Displaying 

Description Command 

Displays PVLAN configuration. show vlan private-vlan 

Debugging 

 System resources are occupied when debugging information is output. Therefore, disable debugging immediately after 

use. 

Description Command 

Debugs PVLAN. debug bridge pvlan 
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Figure 10-6 

 

 The above handshake process is implemented only when the connection between ports is in point-to-point mode. To 

give the devices their full play, it is recommended not to enable point-to-point connection between devices. 

Figure 10-7 and Figure 10-8 show the examples of non point-to-point connection. 

Example of non point-to-point connection:  

Figure 10-7 
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Figure 10-15 

 

As shown in Figure 10-16, Device B has the highest priority in the MSTI 1 (Instance 1) and thereby is selected as the region 

root. Then MSTP enables the link between B and C to enter the discarding state based on other parameters. Therefore, for 

the VLAN group of Instance 1, only links from A to B and from A to C are available, interrupting the loop of this VLAN group. 

Figure 10-16 

 

As shown in Figure 10-17, Device C has the highest priority in the MSTI 2 (Instance 2) and thereby is selected as the region 

root. Then MSTP enables the link between B and C to enter the discarding state based on other parameters. Therefore, for 

the VLAN group of Instance 2, only links from B to C and from A to C are available, interrupting the loop of this VLAN group. 
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Configuration Description and Command 

Configuring the Maximum 

Hop Count of a BPDU 

Packet 

 (Optional) It is used to configure the maximum hop count of a BPDU packet. 

spanning-tree max-hops 
Configures the maximum hop count of a 

BPDU packet. 

Enabling PortFast-related 

Features 

 (Optional) It is used to enable PortFast-related features. 

spanning-tree portfast Enables PortFast. 

spanning-tree portfast bpduguard default Enables BPDU guard on all ports. 

spanning-tree bpduguard enabled Enables BPDU guard on a port. 

spanning-tree portfast bpdufilter default Enables BPDU filter on all ports. 

spanning-tree bpdufilter enabled Enables BPDU filter on a port. 

Enabling TC-related 

Features 

 (Optional) It is used to enable TC-related features. 

spanning-tree tc-protection Enables TC protection. 

spanning-tree tc-protection tc-guard Enables TC guard on all ports. 

spanning-tree tc-guard Enables TC guard on a port. 

spanning-tree ignore tc Enables TC filter on a port. 

Enabling BPDU Source MAC 

Address Check 

 (Optional) It is used to enable BPDU source MAC address check. 

bpdu src-mac-check 
Enables BPDU source MAC address check 

on a port. 

Configuring Auto Edge 
 (Optional) It is used to configure Auto Edge. 

spanning-tree autoedge 
Enables Auto Edge on a port. This function 

is enabled by default. 

Enabling Guard-related 

Features 

 (Optional) It is used to enable port guard features. 

spanning-tree guard root Enables root guard on a port. 

spanning-tree loopguard default Enables loop guard on all ports. 

spanning-tree guard loop Enables loop guard on a port. 

spanning-tree guard none Disables the guard feature on a port. 

Enabling BPDU Transparent 

Transmission 
 (Optional) It is used to enable BPDU transparent transmission 

bridge-frame forwarding protocol bpdu Enables BPDU transparent transmission. 

Enabling BPDU Tunnel 

 (Optional) It is used to enable BPDU Tunnel. 

l2protocol-tunnel stp Enables BPDU Tunnel globally. 

l2protocol-tunnel stp enable Enables BPDU Tunnel on a port. 

l2protocol-tunnel stp tunnel-dmac 
Configures the transparent transmission 

address of BPDU Tunnel. 
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Interface        Role Sts Cost       Prio     OperEdge Type  

----------------  ----  ---  ----------  --------  --------  ----------------  

Gi0/2            Desg FWD 20000      128      False    P2p                               

Gi0/1            Desg FWD 20000      128      False    P2p                               

 

MST 1 vlans map :  10 

  Region Root Priority   32768  

             Address     001a.a917.78cc  

             this bridge is region root  

 

  Bridge ID  Priority    32768  

             Address     001a.a917.78cc  

           

Interface        Role Sts Cost       Prio     OperEdge Type  

----------------  ----  ---  ----------  --------  --------  ----------------  

Gi0/1            Desg FWD 20000      128      False    P2p                               

 

MST 2 vlans map :  20 

  Region Root Priority   32768  

             Address     001a.a917.78cc  

             this bridge is region root  

 

  Bridge ID  Priority    32768  

             Address     001a.a917.78cc  

 

Interface        Role Sts Cost       Prio     OperEdge Type  

----------------  ----  ---  ----------  --------  --------  ----------------  

Gi0/2            Desg FWD 20000      128      False    P2p  

DEV B Ruijie#show spanning - tree summary  

 

Spanning tree enabled protocol mstp  
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MST 0 vlans map :  1- 9, 11 - 19, 21 - 4094 

  Root I D    Priority    32768  

             Address     001a.a917.78cc  

             this bridge is root  

             Hello Time   2 sec  Forward Delay 15 sec  Max Age 20 sec  

 

  Bridge ID  Priority    32768  

             Address     00d0.f822.3344  

             Hello  Time   4 sec  Forward Delay 18 sec  Max Age 25 sec  

 

Interface        Role Sts Cost       Prio     OperEdge Type  

----------------  ----  ---  ----------  --------  --------  ----------------  

Gi0/2            Altn BLK 20000      128      False    P2p                               

Gi0/1            Root FWD 20000      128      False    P2p                               

 

MST 1 vlans map :  10 

  Region Root Priority   32768  

             Address     001a.a917.78cc  

             this bridge is region root  

 

  Bridge ID  Prio rity    32768  

             Address     00d0.f822.3344  

           

Interface        Role Sts Cost       Prio     OperEdge Type  

----------------  ----  ---  ----------  --------  --------  ----------------  

Gi0/1            Root FWD 20000      128      False    P2p                               

 

MST 2 vlans map :  20 

  Region Root Priority   32768  

             Address     001a.a917.78cc  

             this bridge is region root  
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A(config)#spanning - tree mst 0 priority 4096  

A(config)#spanning - tree mst 1 priority 4096  

A(config)#spanning - tree mst 2 priority 8192  

 

Step 4: Configure VRRP priorities to enable Switch A to act as the VRRP master device of VLAN 10, and 

configure the virtual gateway IP address of VRRP. 

A(config)#interface vlan 10  

A(config - if - VLAN 10)ip address 192.168.10.2 255.255.255.0  

A(config - if - VLAN 10) vrrp 1 priority 120  

A(config - if - VLAN 10) vrrp 1 ip 192.168.10.1  

 

Step 5 Set the VRRP priority to the default value 100 to enable Switch A to act as the VRRP backup device 

of VLAN 20. 

A(config)#interface vlan 20  

A(config - if - VLAN 20)ip address 192.168.20.2 255.255.255.0  

A(config - if - VLAN 20) vrrp 1 ip 192.168.20.1  

B Step 1: Configure VLANs 10 and 20, and configure ports as Trunk ports. 

B(config)#vlan 10  

B(config - vlan)#vlan 20  

B(config - vlan)#exit  

B(config)#int range gi 0/1 - 2 

B(config - if - range)#switchport mode trunk  

B(config - if - range)#int ag 1  

B(config - if - AggregatePort 1)# switchport mode trunk  

 

Step 2: Enable MSTP and create Instances 1 and 2. 

B(config)#spanning - tree  

B(config)# spanning - tree mst configuration  

B(config - mst)#instance 1 vlan 10  

B(config - mst)#instance 2 vlan 20  

B(config - mst)#exit  
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Step 3: Configure Switch A as the root bridge of Instance 2. 

B(config)#spanning - tree mst 0  priority 8192  

B(config)#spanning - tree mst 1 priority 8192  

B(config)#spanning - tree mst 2 priority 4096  

 

Step 4: Configure the virtual gateway IP address of VRRP. 

B(config)#interface vlan 10  

B(config - if - VLAN 10)ip address 192.168.10.3 255.255.255.0  

B(config - if - VLAN 10) vrrp 1 ip 192.168.10.1  

 

Step 5 Set the VRRP priority to 120 to enable Switch B to act as the VRRP backup device of VLAN 20. 

B(config)#interface vlan 20  

B(config - if - VLAN 20)vrrp 1 priority 120  

B(config - if - VLAN 20)ip address 192.168.20.3 255.255 .255.0  

B(config - if - VLAN 20) vrrp 1 ip 192.168.20.1  

C Step 1: Configure VLANs 10 and 20, and configure ports as Trunk ports. 

C(config)#vlan 10  

C(config - vlan)#vlan 20  

C(config - vlan)#exit  

C(config)#int range gi 0/1 - 2 

C(config - if - range)#switchport mode trunk  

 

Step 2: Enable MSTP and create Instances 1 and 2. 

C(config)#spanning - tree  

C(config)# spanning - tree mst configuration  

C(config - mst)#instance 1 vlan 10  

C(config - mst)#instance 2 vlan 20  

C(config - mst)#exit  

 

Step 3: Configure the port connecting Device C directly to users as a PortFast port and enable BPDU guard. 

C(config)#int gi 0/3  

C(config - if - GigabitEthernet 0/3)#spanning - tree portfast  
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             Address     00d0.f822.3344  

           

Interface        Role Sts Cost       Prio     OperEdge Type  

----------------  ----  ---  ----------  --------  --------  ----------------  

Ag1              Desg FWD 19000      128      False    P2p  

Gi0/1            Desg FWD 200000     128      False    P2p  

Gi0/2            Desg FWD 200000     128      False    P2p  

 

MST 2 vlans map :  20 

  Region Root Priority   4096  

             Address     001a.a917.78cc  

             this bridge is region root  

 

  Bridge ID  Priority    8192  

             Address     00d0.f822.3344  

 

Interface        Role Sts Cost       Prio     OperEdge Type  

----------------  ----  ---  ----------  ------- -  --------  ----------------  

Ag1              Root FWD 19000      128      False    P2p  

Gi0/1            Desg FWD 200000     128      False    P2p  

Gi0/2            Desg FWD 200000     128      False    P2p  

B Ruijie#show spanning - tree summary  

 

Spanning tree enabled protocol mstp  

MST 0 vlans map :  1- 9, 11 - 19, 21 - 4094 

  Root ID    Priority    4096  

             Address     00d0.f822.3344  

             this bridge is root  

             Hello Time   4 sec  Forward Delay 18 sec  Max Age 25 sec  

 

  Bridge ID  Prio rity    8192  
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             Address     001a.a917.78cc  

             Hello Time   2 sec  Forward Delay 15 sec  Max Age 20 sec  

 

Interface        Role Sts Cost       Prio     OperEdge Type  

----------------  ----  ---  ----------  --------  --------  ----------------  

Ag1              Root FWD 19000      128      False    P2p  

Gi0/1            Desg FWD 200000     128      False    P2p  

Gi0/2            Desg FWD 200000     128      False    P2p  

 

MST 1 vlans map :  10 

  Region Root Priority   4096  

             Address     00 d0.f822.3344  

             this bridge is region root  

 

  Bridge ID  Priority    8192  

             Address     001a.a917.78cc  

           

Interface        Role Sts Cost       Prio     OperEdge Type  

----------------  ----  ---  ----------  --------  --------  ------ ----------  

Ag1              Root FWD 19000      128      False    P2p  

Gi0/1            Desg FWD 200000     128      False    P2p  

Gi0/2            Desg FWD 200000     128      False    P2p  

 

MST 2 vlans map :  20 

  Region Root Priority   4096  

             Address     001a.a917.78cc  

             this bridge is region root  

 

  Bridge ID  Priority    4096  

             Address     001a.a917.78cc  

 

Interface        Role Sts Cost       Prio     OperEdge Type  



 

10-41 

Configuration Guide Configuring MSTP 

----------------  ----  ---  ----------  --------  --------  ----------------  

Ag1              Desg FWD 19000      128      False    P2p  

Gi0/1            Desg FWD 200000     128      False    P2p  

Gi0/2            Desg FWD 200000     128      False    P2p  

C Ruijie#show spanning - tree summary  

 

Spanning tree enabled p rotocol mstp  

MST 0 vlans map :  1- 9, 11 - 19, 21 - 4094 

  Root ID    Priority    4096  

             Address     00d0.f822.3344  

             this bridge is root  

             Hello Time   4 sec  Forward Delay 18 sec  Max Age 25 sec  

 

  Bridge ID  Priority    32768  

             Address     001a.a979.00ea  

             Hello Time   2 sec  Forward Delay 15 sec  Max Age 20 sec  

 

Interface        Role Sts Cost       Prio     Type  OperEdge  

----------------  ----  ---  ----------  --------  -----  ---------------  

Fa0/2            Altn BLK 200000     128      P2p   False            

Fa0/1            Root FWD 200000     128      P2p   False            

 

MST 1 vlans map :  10 

  Region Root Priority   4096  

             Address     00d0.f822.3344  

             this bridge is region root  

 

  Bridge ID  Priority    32768  

             Address     001a.a979.00ea  

           

Interface        Role Sts Cost       Prio     Type  OperEdge  
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 Running the clear commands may lose vital information and thus interrupt services. 

Description Command 

Clears the statistics of packets sent 

and received on a port. 

clear spanning-tree counters [ interface interface-id ] 

Clears the STP topology change 

information. 

clear spanning-tree mst instance-id topochange record 

Displaying 

Description Command 

Displays MSTP parameters and spanning tree topology 

information. 
show spanning-tree 

Displays the count of sent and received MSTP packets. show spanning-tree counters [ interface interface-id ] 

Displays MSTP instances and corresponding port 

forwarding status. 
show spanning-tree summary 

Displays the ports that are blocked by root guard or loop 

guard. 
show spanning-tree inconsistentports 

Displays the configuration of an MST region. show spanning-tree mst configuration 

Displays MSTP information of an instance. show spanning-tree mst instance-id 

Displays MSTP information of the instance 

corresponding to a port. 
show spanning-tree mst instance-id interface interface-id 

Displays topology changes of a port in an instance. show spanning-tree mst instance-id topochange record 

Displays MSTP information of all instances 

corresponding to a port. 
show spanning-tree interface interface-id 

Displays the forwarding time. show spanning-tree forward-time 

Displays the hello time. show spanning-tree hello time 

Displays the maximum hop count. show spanning-tree max-hops 

Displays the maximum number of BPDU packets sent 

per second. 
show spanning-tree tx-hold-count 

Displays the path cost calculation method. show spanning-tree pathcost method 

Displays BPDU Tunnel information. show l2protocol-tunnel stp 

Debugging 

 System resources are occupied when debugging information is output. Therefore, disable the debugging switch 

immediately after use. 

Description Command 

Debugs all STPs. debug mstp all 

Debugs MSTP Graceful Restart (GR). debug mstp gr 

Debugs BPDU packet receiving. debug mstp rx 

Debugs BPDU packet sending. debug mstp tx 

Debugs MSTP events. debug mstp event 
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Debugs loop guard. debug mstp loopguard 

Debugs root guard. debug mstp rootguard 

Debugs the bridge detection state machine. debug mstp bridgedetect 

Debugs the port information state machine. debug mstp portinfo 

Debugs the port protocol migration state 

machine. 

debug mstp protomigrat 

Debugs MSTP topology changes. debug mstp topochange 

Debugs the MSTP receiving state machine. debug mstp receive 

Debugs the port role transition state 

machine. 

debug mstp roletran 

Debugs the port state transition state 

machine. 

debug mstp statetran 

Debugs the MSTP sending state machine. debug mstp transmit 
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11 Configuring GVRP 

11.1  Overview 

The GARP VLAN Registration Protocol (GVRP) is an application of the Generic Attribute Registration Protocol (GARP) used 

to dynamically configure and proliferate VLAN memberships.  

GVRP simplifies VLAN configuration and management. It reduces the workload of manually configuring VLANs and adding 

ports to VLANs, and reduces the possibility of network disconnection due to inconsistent configuration. With GVRP, you can 

dynamically maintain VLANs and add/remove ports to/from VLANs to ensure VLAN connectivity in a topology. 

Protocols and Standards 

IEEE standard 802.1D 

IEEE standard 802.1Q 

11.2 Applications 

Application Description 

GVRP Configuration in a LAN Connect two switches in a local area network (LAN) and realize VLAN 

synchronization. 

GVRP PDUs Tunnel Application Use the GVRP Protocol Data Units (PDUs) Tunnel feature to transparently transmit 

GVRP packets through a tunnel in a QinQ network environment. 

11.2.1 GVRP Configuration in a LAN 

Scenario 

Enable GVRP and set the GVRP registration mode to Normal to register and deregister all dynamic and static VLANs 

between Device A and Device F. 

Figure 11-1 
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L2protocol - tunnel destination mac address:  01d0.f800.0006 

GigabitEthernet 0/1 l 2protocol - tunnel gvrp enable 

2. Check whether the QinQ configuration is correct.  

Ruijie#show running - config   

interface GigabitEthernet 0/1  

 switchport mode dot1q - tunnel  

 switchport dot1q - tunnel allowed vlan add untagged 200  

 switchport dot1q - tunnel native vlan 200  

 l2protocol - tunnel gvrp enable 

!  

interface GigabitEthernet 0/5  

 switchport mode uplink  

Provider S2 The verification on Provider S2 is the same as that on Provider S1. 

Common Errors 

In an SP network, transparent transmission addresses are not configured consistently, which affects the transmission of 

GVRP PDU frames. 

11.4 Monitoring 

Clearing 

 Running the clear commands may lose vital information and thus interrupt services. 

Description Command 

Clears port counters. clear gvrp statistics { interface-id | all } 

Displaying 

Description Command 

Displays port counters.  show gvrp statistics { interface-id | all } 

Displays the current GVRP status. show gvrp status 

Displays the current GVRP configuration. show gvrp configuration 

Displays the information of the GVRP PDUs Tunnel 

feature. 
show l2protocol-tunnel gvrp 
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Debugging 

 System resources are occupied when debugging information is output. Therefore, disable debugging immediately after 

use. 

Description Command 

Enables GVRP event debugging.  debug gvrp event 

Enables GVRP timer debugging. debug gvrp timer 
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Configuration Description and Command 

Configuring the LLDP Work 

Mode 

 (Optional) It is used to configure the LLDP work mode.  

lldp mode {rx | tx | txrx } Configures the LLDP work mode. 

no lldp mode Shuts down the LLDP work mode. 

Configuring the TLVs to Be 

Advertised 

 (Optional) It is used to configure the TLVs to be advertised. 

lldp tlv-enable Configures the TLVs to be advertised. 

no lldp tlv-enable Cancels TLVs.  

Configures the Management 

Address to Be Advertised 

 (Optional) It is used to configure the management address to be advertised in LLDP 

packets.  

lldp management-address-tlv [ip-address] 
Configures the management address to be 

advertised in LLDP packets.  

no lldp management-address-tlv Cancels the management address. 

Configuring the LLDP Fast 

Transmission Count 

 (Optional) It is used to configure the number of LLDP packets that are fast transmitted. 

lldp fast-count value Configures the LLDP fast transmission count. 

no lldp fast-count 
Restores the default LLDP fast transmission 

count. 

Configuring the TTL 

Multiplier and Transmission 

Interval 

 (Optional) It is used to configure the TTL multiplier and transmission interval. 

lldp hold-multiplier value 
Configures the TTL multiplier. 

 

no lldp hold-multiplier Restores the default TTL multiplier. 

lldp timer tx-interval seconds Configures the transmission interval. 

no lldp timer tx-interval Restores the default transmission interval. 

Configuring the Transmission 

Delay 

 (Optional) It is used to configure the delay time for LLDP packet transmission. 

lldp timer tx-delay seconds Configures the transmission delay. 

no lldp timer tx-delay Restores the default transmission delay. 

Configuring the Initialization 

Delay 

 (Optional) It is used to configure the delay time for LLDP to initialize on any interface. 

lldp timer reinit-delay seconds Configures the initialization delay. 

no lldp timer reinit-delay Restores the default initialization delay. 

Configuring the LLDP Trap 

Function 

 (Optional) It is used to configure the LLDP Trap function. 

lldp notification remote-change enable Enables the LLDP Trap function. 

no lldp notification remote-change enable Disables the LLDP Trap function. 

lldp timer notification-interval 
Configures the LLDP Trap transmission 

interval. 
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Configuration Description and Command 

no lldp timer notification-interval 
Restores the default LLDP Trap transmission 

interval. 

Configuring the LLDP Error 

Detection Function 

 (Optional) It is used to configure the LLDP error detection function. 

lldp error-detect Enables the LLDP error detection function. 

no lldp error-detect Disables the LLDP error detection function. 

Configuring the LLDP 

Encapsulation Format 

 (Optional) It is used to configure the LLDP encapsulation format.  

lldp encapsulation snap 
Sets the LLDP encapsulation format to 

SNAP. 

no lldp encapsulation snap 
Sets the LLDP encapsulation format to 

Ethernet II. 

Configuring the LLDP 

Network Policy 

 (Optional) It is used to configure the LLDP Network Policy. 

lldp network-policy profile profile-num Configures an LLDP Network Policy. 

no lldp network-policy profile profile-num Deletes an LLDP Network Policy. 

Configuring the Civic 

Address 

 (Optional) It is used to configure the civic address of a device. 

{ country | state | county | city | division | 

neighborhood | street-group | 

leading-street-dir | trailing-street-suffix | 

street-suffix | number | 

street-number-suffix | landmark | 

additional-location-information | name | 

postal-code | building | unit | floor | room | 

type-of-place |  postal-community-name | 

post-office-box | additional-code } ca-word 

Configures the civic address of a device. 

no { country | state | county | city | division 

| neighborhood | street-group | 

leading-street-dir | trailing-street-suffix | 

street-suffix | number | 

street-number-suffix | landmark | 

additional-location-information | name | 

postal-code | building | unit | floor | room | 

type-of-place |  postal-community-name | 

post-office-box | additional-code } ca-word 

Deletes civic address of a device. 

Configuring the Emergency 

Telephone Number 

 (Optional) It is used to configure the emergency telephone number of a device. 

lldp location elin identifier id elin-location 

tel-number 

Configures the emergency telephone number 

of a device. 
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Steps 

 Ruijie(config)#interface gigabitethernet 0/1  

Ruijie(config - if - GigabitEthernet 0/1)#lldp management - address- tlv 192.168.1.1  

  

Verification Display configuration on the interface. 

 Ruijie(config - if - GigabitEthernet 0/1)#show  lldp local - information interface GigabitEthernet 0/1  

Lldp local - information of port [GigabitEthernet 0/1]  

  Port ID type                      : Interface name  

  Port id                           : GigabitEthernet  0/1 

  Port description                  : GigabitEthernet 0/1  

 

  Management address subtype        : ipv4  

  Management address                : 192.168.1.1  

  Interface numbering subtype       : ifIndex  

  Interface number                  : 1  

  Object identifier                 :  

         

  802.1 organizationally information  

  Port VLAN ID                      : 1  

  Port and protocol VLAN ID(PPVID)  : 1  

      PPVID Supported               : YES  

      PPVID Enabled                 : NO  

  VLAN name of VLAN 1               : VLAN0001  

  Protocol Identity                 :  

         

  802.3 organizationally information  

  Auto- negotiation supported        : YES  

  Auto- negotiation enabled          : YES  

  PMD auto- negotiation advertised   : 10 00BASE- T full duplex mode, 100BASE - TX full duplex mode, 

100BASE- TX half duplex mode, 10BASE- T full duplex mode, 10BASE - T half duplex mode  

  Operational MAU type              : speed(100)/duplex(Full)  

  PoE support                       : NO  
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12.5 Monitoring 

Clearing 

 Running the clear commands may lose vital information and thus interrupt services.  

Description Command 

Clears LLDP statistics. clear lldp statistics [ interface interface-name ] 

Clears LLDP neighbor information. clear lldp table [ interface interface-name ] 

Displaying 

Description Command 

Displays LLDP information on the 

local device, which will be organized 

as TLVs and sent to neighbors. 

show lldp local-information [ global | interface interface-name ] 

Displays the LLDP civic address or 

emergency telephone number of a 

local device. 

show lldp location { civic-location | elin-location } { identifier id | interface 

interface-name | static } 

Displays LLDP information on a 

neighbor. 

show lldp neighbors [ interface interface-name ] [ detail ] 

Displays the LLDP network policy 

configuration of the local device. 

show lldp network-policy { profile [ profile-num ] | interface interface-name } 

Displays LLDP statistics. show lldp statistics [ global | interface interface-name ] 

Displays LLDP status information. show lldp status [ interface interface-name ] 

Displays the configuration of TLVs to 

be advertised by a port. 

show lldp tlv-config [interface interface-name ] 

Debugging 

 System resources are occupied when debugging information is output. Therefore, disable debugging immediately after 

use.  

Description Command 

Debugs LLDP error processing. debug lldp error 

Debugs LLDP event processing. debug lldp event 

Debugs LLDP hot backup processing. debug lldp ha 

Debugs the LLDP packet reception. debug lldp packet 

Debugs the LLDP state machine. debug lldp stm 
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As in Figure 13-10, the customer network is connected to the Tunnel port of the switch. Configured with native VLAN 4, the 

Tunnel port tags the packet whose source MAC address is A with outer VLAN 5. Upon receiving a packet with inner tag 

VLAN 3 and source MAC address A, the switch tags the packet with outer VLAN 5. Because the port is configured with native 

VLAN 4, MAC address A is learned by VLAN 4. Upon receiving the reply packet, the switch looks for MAC address A on 

VLAN 5 because the outer tag of the packet contains VLAN ID 5. However, MAC address A is not learned by VLAN 5, 

causing floods.  

You can configure the Tunnel port to replicate the MAC address of the native VLAN to the outer VLAN to avoid continuous 

flooding of the packets from the SP network. You can also configure the Tunnel port to replicate the MAC address of the 

outer VLAN for the outer tag to the native VLAN to avoid continuous flooding of the packets from the customer network.  

13.3.6 Layer-2 Transparent Transmission 

Working Principle 

The Layer-2 transparent transmission feature is designed to realize the transmission of Layer-2 packets between customer 

networks without impact on SP networks. When a Layer-2 packet from a customer network enters a PE, the PE changes the 

destination MAC address of the packet to a private address before forwarding the packet. The peer PE changes the 

destination MAC address to a public address to send the packet to the customer network at the other end, realizing 

transparent transmission on the SP network. 

13.3.7 Priority Replication 

Working Principle 

If the SP network provides a QoS policy corresponding to a specified User Priority (CoS) in the inner tag, you can replicate 

the CoS of the inner tag to the outer tag to enable transparent transmission based on the QoS policy provided by the SP 

network. 

13.3.8 Priority Mapping 

Working Principle 

If the SP network provides various QoS policies corresponding to specified CoS values for different service flows, you can 

map the CoS value of the inner tag to the CoS value of the outer tag to ensure preferential transmission of service flows 

based on the QoS policies provided by the SP network. 

13.4 Configuration 

Configuration Description and Command 

Configuring QinQ 

 Mandatory. 

switchport mode dot1q-tunnel Configures a Tunnel port. 

switchport dot1q-tunnel allowed vlan { [ add ] 

tagged vlist | [ add ] untagged vlist | remove 

vlist }  

Adds the VLANs to the Tunnel port in 

tagged or untagged mode.  
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Configuration Description and Command 

switchport dot1q-tunnel native vlan VID 
Configures the default VLAN for the Tunnel 

port. 

Configuring C-TAG-Based 

Selective QinQ 

 (Mandatory) It is used to configure C-TAG-based selective QinQ based on basic QinQ. 

Selective QinQ prevails over basic QinQ. 

dot1q outer-vid VID register inner-vid v_list 
Configures the policy to add the VLAN IDs 

of outer tags based on inner tags. 

Configuring ACL-Based 

Selective QinQ 

 (Mandatory) It is used to configure ACL-based selective QinQ based on basic QinQ. 

Selective QinQ prevails over basic QinQ. 

traffic-redirect access-group acl nested-vlan 

VID in 

Configures the policy to add the VLAN IDs 

of outer tags based on ACLs. 

Configuring VLAN Mapping 

 (Mandatory) It is used to enable VLAN mapping. 

vlan-mapping-in vlan cvlan remark svlan 

Configures 1:1 VLAN mapping in the 

inbound direction. This feature changes the 

inner VLAN ID of the packet entering a port 

to a specified outer VLAN ID. 

vlan-mapping-out vlan svlan remark cvlan 

Configures 1:1 VLAN mapping in the 

outbound direction. This feature changes 

the outer VLAN ID of the packet exiting a 

port to a specified inner VLAN ID. 

vlan-mapping-in vlan cvlan-list remark svlan 

Configures N:1 VLAN mapping in the 

inbound direction. This feature changes the 

inner VLAN ID of the packet entering a port 

to a specified outer VLAN ID. 

Configuring TPIDs 

 (Optional) It is used to realize TPID compatibility.  

frame-tag tpid tpid 

Configures the TPID of a frame tag. If you 

want to set it to 0x9100, configure the 

frame-tag tpid 9100 command. By default, 

the TPID is in hexadecimal format. You 

need to configure this feature on an egress 

port. 

Configuring MAC Address 

Replication 

 (Optional) It is used to configure MAC address replication to prevent floods. 

mac-address-mapping x source-vlan 

src-vlan-list destination-vlan dst-vlan-id 

Replicates the dynamic MAC address of the 

source VLAN to the destination VLAN. 

Configuring an Inner/Outer 

VLAN Tag Modification 

Policy 

 (Optional) It is used to adjust the outer and inner VLAN tags of the packets transmitted 

over SP networks based on network topologies. 

dot1q relay-vid VID translate local-vid v_list 
Configures the policy to change the VLAN 

IDs of outer tags based on the outer tags. 

dot1q relay-vid VID translate inner-vid v_list 
Configures the policy to change the VLAN 

IDs of outer tags based on inner tags. 
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Configuration Description and Command 

dot1q new-outer-vlan VID translate 

old-outer-vlan vid inner-vlan v_list 

Configures the policy to change the VLAN 

IDs of outer tags based on outer and inner 

tags. 

traffic-redirect access-group acl outer-vlan 

VID in 

Configures the policy to change the VLAN 

IDs of outer tags based on an ACL. 

traffic-redirect access-group acl inner-vlan 

VID out 

Configures the policy to change the VLAN 

IDs of inner tags based on an ACL. 

Configuring Priority 

Mapping and Priority 

Replication 

 (Optional) It is used to apply the QoS policy provided by the SP network by priority 

replication. 

inner-priority-trust enable 

Replicates the value of the User Priority 

field in the inner tag (C-TAG) to the User 

Priority field of the outer tag (S-TAG). 

 (Optional) It is used to apply the QoS policy provided by the SP network by priority 

mapping. 

dot1q-Tunnel cos inner-cos-value remark-cos 

outer-cos-value 

Sets the value of the User Priority field in 

the outer tag (S-TAG) based on the User 

Priority field of the inner tag (C-TAG). 

Configuring Layer-2 

Transparent Transmission 

 (Optional) It is used to transmit MSTP and GVRP packets transparently based on the 

customer network topology without affecting the SP network topology. 

l2protocol-tunnel stp 
Enables STP transparent transmission in 

global configuration mode. 

l2protocol-tunnel stp enable 
Enables STP transparent transmission in 

interface configuration mode. 

l2protocol-tunnel gvrp 
Enables GVRP transparent transmission in 

global configuration mode. 

l2protocol-tunnel gvrp enable 
Enables GVRP transparent transmission in 

interface configuration mode. 

l2protocol-tunnel{STP|GVRP}tunnel-dmac 

mac-address 

Configures a transparent transmission 

address. 

 Pay attention to the following limitations when you configure QinQ:  

 Do not configure a routed port as the Tunnel port. 

 Do not enable 802.1X on the Tunnel port. 

 Do not enable the port security function on the Tunnel port. 

 When the Tunnel port is configured as the source port of the remote switched port analyzer (RSPAN), the packets 

whose outer tags contain VLAN IDs consistent with the RSPAN VLAN IDs are monitored. 

 If you want to match the ACL applied to the Tunnel port with the VLAN IDs of inner tags, use the inner keyword. 

 Configure the egress port of the customer network connected to the SP network as an Uplink port. If you configure the 

TPID of the outer tag on a QinQ-enabled port, set the TPID of the outer tag on the Uplink port to the same value. 
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ProviderA(config - if - GigabitEthernet 0/1)#switchport dot1q - tunnel allowed vlan add untagged 10  

Step 3: Enable basic QinQ on the port connected to the network of Customer B to use VLAN 20 for 

tunneling. 

ProviderA(config)#interface gigabitEthernet 0/2  

ProviderA(config - if - GigabitEthernet 0/2)#switchport mode dot1q - tunnel  

ProviderA(config - if - GigabitEthernet 0/2)#switchport dot1q - tunnel native vlan 20  

ProviderA(config - if - GigabitEthernet 0/2)#sw itchport dot1q - tunnel allowed vlan add untagged 20  

Step 4: Configure an Uplink port. 

ProviderA(config)# interface gigabitEthernet 0/5  

ProviderA(config - if - GigabitEthernet 0/5)#switchport mode uplink  

Step 5: Change the TPID of the outgoing packets on the Uplink port to a value (for example, 0x9100) 

recognizable by third-party switches. 

ProviderA(config - if - GigabitEthernet 0/5)#frame - tag tpid 9100  

Step 6: Configure Provider B by performing the same steps. 

Verification Customer A1 sends a packet containing VLAN ID 100 destined to Customer A2. The packet through 

Provider A is tagged with the outer tag specified by the Tunnel port. The packet that reaches Customer A2 

carries the original VLAN ID 100. 

Check whether the Tunnel port is configured correctly. 

Check whether the TPID is configured correctly. 

Provider A ProviderA#show running- config  

interface GigabitEthernet 0/1  

 switchport mode dot1q - tunnel  

 switchport dot1q - tunnel allowed vlan add untagged 10  

 switchport dot1q - tunnel native vlan 10  

 spanning- tree bpdufilter enable  

!  

interface GigabitEthernet 0/2  

 switchport mode dot1q - tunnel  

 switchport dot1q - tunnel allowed vlan add untagged 20  

 switchport dot1q - tunnel native vlan 20   

 spanning- tree bpdufilter enable  

!  

interface GigabitEthernet 0/5  
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Displays the configuration of the Tunnel port. show interfaces dot1q-tunnel 

Displays the C-TAG-based selective QinQ 

policies on the Tunnel port. 
show registration-table [ interfaces intf-id ] 

Displays the C-TAG-based selective QinQ 

policies on the Access port, Trunk port or Hybrid 

port. 

show translation-table [ interfaces intf-id ] 

Displays VLAN mapping on ports.  show interfaces [ intf-id ] vlan-mapping 

Displays the ACL-based selective QinQ policies. show traffic-redirect [ interfaces intf-id ] 

Displays the TPID configuration on ports. show frame-tag tpid interfaces [ intf-id ] 

Displays the configuration of priority replication. show inner-priority-trust 

Displays the configuration of priority mapping. show interface intf-name remark 

Displays the configuration of MAC address 

replication. 
show mac-address-mapping 

Displays the configuration of Layer-2 transparent 

transmission. 
show l2protocol-tunnel { gvrp | stp } 

Debugging 

 System resources are occupied when debugging information is output. Therefore, disable debugging immediately after 

use. 
Description Command 

Debugs QinQ. debug bridge qinq  
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14 Configuring MGMT 

14.1 Overview 

Due to limits of internal composition, the Ethernet interface on the panel of our product is separated from forwarding parts 

inside the device, and has no functions of the forwarding panel and control panel. Accordingly, communication on such 

Ethernet interface is also separated from service communication running on the device, which is called as "out-of-band 

communications". The Ethernet interface can be used to manage the device in a similar way when the device is logged in 

through the Console interface. The management Ethernet interface, customarily called as MGMT interface, is only used to 

manage the device, but does not support communication forwarding. 

You can use the MGMT interface to separate the management network from the service network, so as to avoid interference 

from the traffic and communication state of the service network and improve management reliability. In particular, when the 

service network has a fault, you can still use the management network to manage the device. Compared with the in-band 

management method of the service network, such an advantage is incomparable. 

In addition, compared with the Console interface, the MGMT interface has a larger bandwidth (for example, 100 MB vs 

115,200 bps). In a management network with a log server, the MGMT interface can be used to send logs to the log server, so 

that the sending and storage of logs are also not affected by the communication state of the service network. 

 Due to different hardware components, the MGMT interface may be a FastEthernet (FE) or GigabitEthernet (GE) 

interface. 

 The following section describes the configuration of the Ethernet interface for management. 

14.2 Applications 

Application Description 

Network Management Tool The MGMT interface is used to manage and debug the network communication. 

File Management The MGMT interface is used for file copy between the management network and the 

device. 

Network Login Management The MGMT interface is used to remotely log in to another device or host from the local 

device. 

MIB Management The MGMT interface is used to send an SNMP trap message to the NMS server. 

Log Management The MGMT interface is used to send a log message to the Syslog server. 

14.2.1 Network Management Tool 

Scenario 
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Configuration Description and Command 

shutdown Disables the MGMT interface 

description text Configures the descriptor. 

Network Management Tool 

 (Optional)It is used to manage the network via the MGMT interface, for example, 

performing the ping operation or tracing the network route, so as to detect the 

reachability and route information of the network host. 

ping oob address 

ICMP echo request  to detect the 

reachability of hosts on the management 

network. 

ping oob ipv6 ipv6-address 

ICMPv6 echo request to detect the 

reachability of hosts on the management 

network. 

traceroute oob address 
It is used to detect routes to hosts on the 

management network. 

traceroute oob ipv6 ipv6-address 
It is used to detect routes to IPv6 hosts on 

the management network. 

File Management 

 (Optional)It is used to copy files between the management network and the device via 

the MGMT interface. 

copy oob_tftp://source-url  

destination-url 

It is used to copy a file from a position 

specified by source-url to a position 

specified by destination-url. 

Network Login Management 

 (Optional)It is used to remotely log in to other devices or hosts via the MGMT interface. 

telnet oob ip-address| ipv6-address 

This command is used to execute a telnet 

command on the device and perform data 

interaction via the MGMT interface. During 

configuration, it does not need to specify 

such parameters as ip and ipv6 to specify 

which protocol (IPv4/IPv6) is to be used, 

because the system automatically 

determines the input address is a valid IPv4 

or IPv6 address. 

MIB Management 

 (optional)It is used to send an SNMP trap message to the NMS server via the MGMT 

interface. 

snmp-server host oob ip-address 

Configures the SNMP agent to specify that a 

trap message is sent to the IPv4 address of 

the NMS server via the MGMT interface. 
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Description Command 

Displays the member state and 

statistical information of the virtual 

MGMT interface. 

show mgmt virtual 
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Network 

Environment 

Figure 15-4 

 

Configuration 

Steps 

Configure the load-balancing mode. 

Ruijie# configure terminal  

Ruijie(config)# aggregate load - balance dst - ip  

Ruijie(config)# show agg load - balance  

Load - balance   : Destination IP  

Ruijie# end  
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Network 

Environment 

Figure 15-5 

 

 

 

Configuration 

Steps 
1. Configure ECMP.  

2. Configure the load-balancing mode. 

 Ruijie# configure terminal  

Ruijie(config)# aggregate load - balance src - dst - ip  

Ruijie(config)# show agg load - balance  

Load - balance   : Source IP and Destination IP  

Ruijie(config)# end  
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2. Configuring ARP 
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4. Configuring DHCP 

5. Configuring DHCPv6 

6. Configuring DNS 

7. Configuring FTP Server 

8. Configuring FTP Client 

9. Configuring Tunnel Interface 

10. Configuring Network Connectivity Test Tool 

11. Configuring TCP 

12. Configuring IPv4/IPv6 REF
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1.4 Configuration 

Configuration  Description and Command  

Configuring the IP Addresses 

of an Interface 

 (Mandatory) It is used to configure an IP address and allow the IP protocol to run on an 

interface. 

ip address 
Manually configures the IP address of an 

interface. 

ip address negotiate 
Obtains the IP address of an interface 

through PPP negotiation. 

ip unnumbered 
Borrows an IP address from another 

interface. 

Configuring Broadcast 

Forwarding 

 (Optional) It is used to set an IP broadcast address and enable directed broadcast 

forwarding. 

ip broadcast-address Configures an IP broadcast address. 

ip directed-broadcast Enables directed broadcast forwarding. 

Configuring ICMP 

Forwarding 

 (Optional) It is used to enable ICMP packet forwarding.  

ip unreachables 
Enables ICMP unreachable messages and 

host unreachable messages.  

ip redirects Enables ICMP redirection messages. 

ip mask-reply Enables ICMP mask response messages. 

Configuring the Transmission 

Rate of ICMP Error Packets 

 Optional. 

ip icmp error-interval DF 

Configures the transmission rate of ICMP 

destination unreachable packets triggered 

by the DF bit in the IP header. 

ip icmp error-interval 
Configures the transmission rate of ICMP 

error packets and ICMP redirection packets. 

Setting the IP MTU  (Optional) It is used to configure the IP MTU on an interface.  

ip mtu Sets the MTU value. 

Setting the IP TTL  (Optional) It is used to configure the TTL of unicast packets and broadcast packets. 

ip ttl Sets the TTL value. 

Configuring an IP Source 

Route 
 (Optional) It is used to check the source routes.  

ip source-route Enables the IP source route function. 
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Description Command 

Displays the ARP table in detail. 
show arp [detail] [ interface-type interface-number | [vrf vrf-name] [ip [mask] | 

mac-address | static | complete | incomplete ] 

Displays the ARP table. show ip arp [ vrf vrf-name ] 

Displays the trusted ARP table. show arp [detail] trusted [ip [mask]] 

Displays the ARP entry counter. show arp counter 

Displays the timeout of dynamic ARP 

entries. 
show arp timeout 

Debugging 

 System resources are occupied when debugging information is output. Therefore, disable the debugging switch 

immediately after use. 

Description Command 

Debugs ARP packet sending and 

receiving. 

debug arp 

Debugs the creation and deletion of 

ARP entries. 

debug arp event 







 

3-3 

Configuration Guide Configuring IPv6 

As shown in Figure 3-1, Host 1 and Host 2 communicate with each other using IPv6 addresses. 

Figure 3-1 

  

Deployment 

Hosts can use the stateless address auto-configuration or DHCPv6 address assignment mode. After addresses are 

configured, hosts can communicate with each other using IPv6 addresses. 

3.3 Features 

Overview 

Feature Description 

IPv6 Address Format The IPv6 address format makes IPv6 have a larger address space and flexible representation 

approach. 

IPv6 Address Type IPv6 identifies network applications based on addresses. 

IPv6 Packet Header 

Format 

IPv6 simplifies the fixed and extended packet headers to improve the data packet processing and 

forwarding efficiency of the device. 

IPv6 PMTUD A host dynamically discovers and adjusts the MTU size on the data Tx path, saving router resources 

and improving IPv6 network efficiency. 

IPv6 Neighbor 

Discovery 

ND functions include router discovery, prefix discovery, parameter discovery, address 

auto-configuration, address resolution (like ARP), next-hop determination, Neighbor Unreachability 

Detection (NUD), Duplicate Address Detection (DAD), and redirection. 

  

IPv6 Source Routing This feature is used to specify the intermediate nodes that a packet passes through along the path to 

the destination address. It is similar to the IPv4 loose source routing option and loose record routing 

option. 

  

Restricting the 

Sending Rate of 

ICMPv6 Error 

Messages 

This feature prevents DoS attacks. 

IPv6 HOP-LIMIT This feature prevents useless unicast packets from being unlimitedly transmitted on the network and 

wasting network bandwidth. 
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Currently, two routing types are defined: 0 and 2. The Type 2 routing header is used for mobile communication. RFC 2460 

defines the Type 0 routing header (similar to the loose source routing option of IPv4). The format of the Type 0 routing 

header is as follows: 

Figure 3-14 

 

The following example describes the application of the Type 0 routing header, as shown in Figure 3-15. 

Figure 3-15 

  

Host 1 sends Host 2 a packet specifying the intermediate nodes Router 2 and Router 3. The following table lists the changes 

of fields related to the IPv6 header and routing header during the forwarding process. 

Transmission 

Node 

Fields in the IPv6 Header Fields Related to the Type 0 Routing Header 

Host 1 Source address=1000::2 

Destination address=1001::1 (Address of Router 2) 

Segments Left=2 

Address 1=1002::1 (Address of Router 3) 
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Address 2=1003::2 (Address of Host 2) 

Router 1 No change 

Router 2 Source address=1000::2 

Destination address=1002::1 (Address of Router 3) 

Segments Left=1 

Address 1=1001::1 (Address of Router 2) 

Address 2=1003::2 (Address of Host 2) 

Router 3 Source address=1000::2 

Destination address=1003::2 (Address of Host 2) 

Segments Left=0 

Address 1=1001::1 (Address of Router 2) 

Address 1=1002::2 (Address of Router 3) 

Host 2 No change 

The forwarding process is as follows: 

1. Host 1 sends a packet in which the destination address is Router 2's address 1001::1, the Type 0 routing header is filled 

with Router 3's address 1002::1 and Host 2's address 1003::2, and the value of the Segments Left field is 2. 

2. Router 1 forwards this packet to Router 2. 

3. Router 2 changes the destination address in the IPv6 header to Address 1 in the routing header. That is, the destination 

address becomes Router 3's address 1002::1, Address 1 in the routing header becomes Router 2's address 1001::1, 

and the value of the Segments Left field becomes 1. After modification, Router 2 forwards the packet to Router 3. 

4. Router 3 changes the destination address in the IPv6 header to Address 2 in the routing header. That is, the destination 

address becomes Host 2's address 1003::2, Address 2 in the routing header becomes Router 3's address 1002::1, and 

the value of the Segments Left field becomes 0. After modification, Router 3 forwards the packet to Host 2. 

The Type 0 routing header may be used to initiate DoS attacks. As shown in Figure 3-16, Host 1 sends packets to Host 2 at 1 

Mbps and forges a routing header to cause multiple round-trips between Router 2 and Router 3 (50 times from Router 2 to 

Router 3 and 49 times from Router 3 to Router 2). At the time, the routing header generates the traffic amplification effect:" 

50 Mbps from Router 2 to Router 3 and 49 Mbps from Router 3 to Router 2." Due to this security problem, RFC 5095 

abolished the Type 0 routing header. 

Figure 3-16 
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Description Command 

Debugs ND entry learning. debug ipv6 nd 
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Figure 4-8 Option Format 

 

4.  Relay agent information option82: This scheme serves without correlation with other protocol modules. A DHCP relay 

agent forms an Option 82 based on the physical port receiving DHCP request packets and the MAC address of the 

device. The option format is shown in the following figure.  

Figure 4-9 Agent Circuit ID 

 

Figure 4-10 Agent Remote ID 

 

5. Relay agent information option VPN: This scheme should be implemented with MPLS VPN functions. 

Figure 4-11 Application in MPLS VPN Environment 

 

As shown in Figure 4-11, in MPLS VPN environment, DHCP Client 1 is connected to fa0/1 on a DHCP relay agent and DHCP 

Client 2 to fa1/1. Interfaces fa0/1 and fa1/1 belongs to different VRFs. DHCP Client 1 and DHCP Client 2 obtain IP addresses 

through DHCP. According to network planning, VPN Department I and VPN Department II are in a same segment 

192.168.4.0/24. In this case, conventional DHCP application cannot meet the demand. To support DHCP Relay in MPLS 

VPN environment, option vpn is introduced, which includes the three sub-options, namely, VPN-ID, Subnet-Selection and 

Server-Identifier-Override.  
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Displays statistics of DHCP Server. show ip dhcp server statistic 

Displays statistics of DHCP Relay. show ip dhcp relay statistic 

Displays conflicted addresses. show ip dhcp conflict 

Debugging 

 System resources are occupied when debugging information is output. Therefore, disable debugging immediately after 

use. 

Description Command 

Debugs DHCP agent. debug ip dhcp server agent 

Debugs DHCP hot backup. debug ip dhcp server ha 

Debugs DHCP address pools. debug ip dhcp server pool 

Debugs DHCP VRRP. debug ip dhcp server vrrp 

Debugs all DHCP servers. debug ip dhcp server all 

Debugs DHCP packets. debug ip dhcp client 

Debugs DHCP Relay events. debug ip dhcp relay 
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