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How to Configure Site -to-site IPSec VPN with Amazon VPC

This example shows how to use the VPN Setup Wizard to create a site -to-site VPN
between a ZyWALL/USG and an  Amazon VPC platform . The example instructs
how to configure the VPN tunnel between each site. When the VPN tunnel is

configured, each site can be accessed se curely.

Local Network
Network 192.168.1.0 :
Netmask 255.255.255.0:

Local Network
Network 172.18.0.0
i Netmask 255.255.0.0

VPN Tunnel VPN Tunnel e

ZyWALL USG Amazon VPC
WAN IP 61.230.249.133 Gateway IP 52.39.135.203
LAN IP 192.168.1.1

............................................

ZYyWALL/USG Siteto -site IPSec VPN with Amazon VPC

nNote:

All network IP addresses and subnet masks are used as examples in this article.

Please re place them with your actual network IP addresses and subnet masks.
This example was tested using USG110 (Firmware Version: ZLD 4.25) and  Amazon

VPC (June, 2016).
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SetUp the IPSec VPN Tunnel on the Amazon VPC

1 Signinto the Amazon AWS Management Console. Go to Networking > VPC .

Amazon AWS Management Console > Networking > VPC

i‘i AWS ~ Services

Quick Starts

Build a web app Launch a virtual machine - Back.uppyour files
Learn More Learn More
. Build a backend far your Host a static website c_,D/j Analyze big data
o mobile app Learn More DD Learn More

AWS Services

C‘%}f Networking

Direct Connect

Route 53

2 Inthe upper left -hand of the screen, click  Start VPC Wizard.

Amazon VPC Management Console > Networking > VPC > Start VPC Wizard
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ii AWS ~ Services v

VPC Dashboard Resources <&
4

Filter by VPC:
None ! CEL ARV Launch EC2 Instances
Virtual Private Cloud Note: Your Instances will launch in the US \West (Oregon) region.

3 Select a VPC Configuration, select VPC with a Private Subnet Only and Hardware VPN

Access, and then click Select.

Select a VPC Configuration > VPC with a Private Subnet Only and Hardware VPN
Access

ﬁ AWS ~ Services v

Step 1: Select a VPC Configuration
;Pé: v:\th DR IR Your instances run in a private, isolated section of the AWS cloud with a Amazaon Virtual Private Cloud
ubne private subnet whose instances are not addressable from the Internet. Subnet
You can connect this private subnet to your corporate data center via an
VPC with Public and IPsec Virtual Private Network (VPN) tunnel
Private Subnets
Creates:
VPC with Public and A /16 network with a /24 subnet and provisions an IPsec VPN tunnel
Private Subnets and between your Amazon VPC and your corporate network. (VPN charges
Hardware VPN Access apply.)
VPC with a Private p. \
Subnet Only and | 1
Hardware VPN Access i i
Corporate Data Center
4 VPC with a Private Subnet Only and Hardware VPN, add your IP CIDR block and Private

subnet . Click Next.
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VPC with a Private Subnet Only and Hardware VPN

ﬁ AWS ~ Services v

Step 2: VPC with a Private Subnet Only and Hardware VPN Access

IP CIDR block:* [ 172.18.0.0/16 | (65531 IP addresses available)
VPC name:
Private subnet* [ 172.18.0.0/24 ] (251 IP addresses available)

Availability Zone:®  No Preference v
Private subnet name: Private subnet

You can add more subnets after AWS creates the VPC.

Add endpoints for 53 to your subnets

Subnet:  None v

Enable DNS hostnames:* ® Yes ' No

Hardware tenancy:*  Default v

Cancel and Exit Back m

5 Configure your VP N, add your ZyWALL/USG public IP address into  Customer Gateway IP
Name your Customer Gateway name and VPN Connection name . Click Create VPC at the

bottom of the blade.

Configure your VPN
ii AWS v  Services v

Step 3: Configure your VPN

Specify the public IP Address of your VPN router (Customer Gateway)
Customer Gateway IP: |61.230.245.133 |

Customer Gateway name: | GW_to_ZyWALL/USG |

VPN Connection name: [CN to ZyWALL/USG ]

Note: VPN Connection rates apply.

Specify the routing for the VPN Connection (Help me choose)

Routing Type:* = Dynamic (requires BGP) v

Cancel and Exit Back Create VPC
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A7%
Creating VPN (This may take a few minutes)._.

i

6 Inthe VPC Dashboard, go to VPN Connections. Select Download Con figuration from the

upper bar. Select Vendor and Platform to be Generic. Click Yes, Download

VPC Dashboard > VPN Connections

Download Configuration

Please choose the configuration to download based on your type of customer gateway

Vonder
Piatom
Soware

Cancel Yes, Download
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7  Open the downloaded configuration txt. file, it displays IKE SA, IPSec SA and Gateway IP

address. Please makesureall t he settings match
Configuration txt. File
IPSec Tunnel #1
#1: Internet Key Exchange Configuration
Configure the IEE 54 as follows:
— Authentication Method : Pre-Shared Eey
— Pre-Shared Eey : 2EHrEASWT6&QFMEBaaPZT1bBmnoUaCLhW
- Authentication Algorithm : shal
— Encryption Algorithm : aes-128-chbc
- Lifetime : 28800 seconds
— Phase 1 Negotiation Mode : main
— Perfect Forward Secrecy : Diffie-Hellman Group 2
$2: IPSec Configuration
Configure the IPSec S5A as follows:
— Protocol 1 esp
— Authentication Algorithm : hmac-shal-96
— Encryption Algorithm : aes-128-cbc
- Lifetime : 3600 seconds
- Mode : tunnel
— Perfect Forward Secrecy : Diffie-Hellman Group 2
IPSec Dead Peer Detection (DPD) will be enabkled on the AWS Endpoint. We
recommend configuring DPD on your endpoint as follows:
— DFD Interval Ha ]
— DPFD Retries : 3
#3: Tunnel Interface Configuration
Cutside IP Addresses:
— Customer Gateway 1 61.230.249.133
— Virtual Private Gateway : 52.39.135.203

SetUp the IPSec VPN Tunnel on the ZyWALL/USG

your

ZyWALL/ USG6s

In the ZyWALL/USG, go to Quick Setup > VPN Setup Wizard , use the VPN Settings

wizard to ¢ reate a VPN rule that can be used with the Amazon VPC. Click

Quick Setup > VPN Setup Wizard > Welcome

Next .

22/751

set



ZYXEL S———

VPN Setup Wizard

Wizard Type * VPN Settings * Wizard Completed
1 2 3

Welcome

VPN Settings

- Wizard Type
- WPM Settings
- Wizard Completed

@ VPN Settings for Configuration Provisioning

- Wizard Type
- WPM Settings
- Wizard Completed

@ VPN Settings for L2TP VPN Settings

- WPM Settings
- General Settings
- Wizard Completed

Choose Advanced to create a VPN rule with the customize phase 1, phase 2

settings and authentication method. Click Next.

Quick Setup > VPN Setup Wizard > Welcome > Wizard Type

VPN Setup Wizard

Wizard Type > VPN Settings * Wizard Completed

: 2 3

Please select the type of VPN policy you wish to setup.
Type of VPN policy

D Express

@ Advanced

Type the Rule Name used to identify this VPN connection (and VPN gateway).
You may use 1 -31 alphanumeric characters. This value is case  -sensitive. Select

the rule to be Site-to-site. Click Next.

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Scenario)
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VPN Setup Wizard

Wizard Type * VPN Setfings > Wizaord Completed
1 3
2

Advanced Settings

IKE Verzion

@ IKEvI
O IKEv2

Scenadrio

Rule Mame: | VPM_to_VPC

|@ Site-to-site I

© Site-to-site with Dynamic Peer

© Remote Access [Server Role)

© Remote Access [Client Role)

Then, configure the SecureGateway | P as the peer Amazon VPC3s
address (in the example, 52.39.135.203); select My Address to be the interface

connected to the Internet.

Set the Negotiatio n, Encryption , Authentication , Key Group and SA Life Time

which Amazon VPC supports. Type a secure  Pre-Shared Key .

Quick Setup > VPN Setup Wizard > Welcome > Wizard Type > VPN Settings (Phase 1
Setting)
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VPN Setup Wizard

Wizard Type * VPN Settings » Wizard Completed
1 3
2

Advanced Settings

Phase 1 Setting

Secure Gateway: 52.39.135.203 [IP or FQIDM]

My Address (interface): gel ¥

Negotiation Mode: Main v

Encryptfion Algorithm: AES128 i

Authentication Algorithm:| |[SHAT ¥

Key Group: bH2 v

SA Life Time: 86400 {1580 - 3000000 seconds)

NAT Traversal

| Dead Peer Detection [DF’D]l

Avuthentication Method

(12345678
defoult

@ Pre-Shared Key

O Certificate

Continue to Phase 2 Settings to select the  Encapsulation , Encryption ,

Authentication , and SA Life Time settings which Amazon VPC supports.

Set Local Policy to be the IP address range of the network connected to the

ZyWALL/USG and Remote Policy to be the IP address range of the network connected

to th e Amazon VPC. Click OK.
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Quick Setup > VPN Setup Wizard > Welcome > Wizard Type > VPN Settings (Phase

2 Setting)

VPN Setup Wizard

Advanced Seftings
Phasze 2 Sefting

Active Protocol:
Encapsulation:
Encryption Algorithm:
Authentication Algorithm:
54 Life Time:

FPerfect Forward Secrecy
(PFS):

Policy Setting
Local Policy {IP/Mask):
Remote Policy [IP/Mask]:

Property

Nailed-Up

Wizard Type * VPN Setfings * Wizard Completed

|

ESP
Tunnel
AES128
SHAT
36400

None

(180 - 3000000 seconds)

[192.168.1.0

A255.255.255.0

| 172.18.0.0

J'|255.255.D.0

26/751



ZYXEL

Quick Setup > VPN Setup Wizard > Welcome > Wizard Type > VPN Settings

(Summary)

Wizard Type > VPN Selings > Wioord Completed

1

2
Advanced Settings
Summary
Rule Norme:

Secure Goteway:
Pre-Shared Key:

Local Policy [IP/hask):
Remote Policy (IP/Mask):
Phasze 1

Megotliation Mode:
Encryption Algorthm:

Authentication Algorithm:

Key Group:
Phase 2

Active Proftocol:
Encapsulation:

Encrypfion Algorithm:

Authentication Algorithrm:

3

VPN_to VPO
52.30.135.203

12345678

192.168.1.0/ 255.255.255.0
172.18.0.0/ 255.255.255.0

main
aes128
sha

DH2

esp
Tunimel
aes12s

sha

Now the rule is configured on the ZyWALL/USG. The Phase 1 rule settings appear
in the VPN > IPSec VPN > VPN Gateway screen and the Phase 2 rule settings

appear inthe VPN > IPSec VPN > VPN Connection screen. Click Close to exit the

wizard.

www.zyxel.com
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Quick Setup > VPN Setup Wizard > Welcome > Wizard Type > VPN Settings >
Wizard Completed

VPN Setup Wizard

Waord Type > VPN Setting: > Wizard Completed

1 2 3

Advanced Seffings
Congratulations. The VPN Access wizard is completed
Summary

Rule Name: VPN_to_VPC

Secure Geteway: 5239.135.203

My Address (interfcce): get

Pre-Shcred Key: 12345678

Test the IPSec VPN Tunnel

Go to ZyWALL/USG CONFIGURATION > VPN > IPSec VPN > VPN Connection , click
Connect on the upper bar. The Status connecticon is litw hen the interface is
connected.

CONFIGURATION > VPN > IPSec VPN > VPN Connection

QArdd | 2

1 2 VPN_to_Azure  VPN_to_Azure [Pwd aVPMN_to_VPC_LOCALfWPN_to_VPC_REMOTE

Page |1 of 1 Show |50 || items Displaying 1-1 of 1

Go to ZyWALL/USG MONITOR > VPN Monitor > IPSec and verify the tunnel  Up
Time and the Inbound(Bytes)/Outbound(Bytes) traffic.
MONITOR > VPN Monitor > IPSec

1 WIZ_VPN_VPC  192.148.1.0/24<>172.18.0.0/24 41.230.249.133  P:52.39.135.203:4500 28 76292 0[0 bytes) 0[0 bytes)

Page |1 of 1 Show |50 |»|iterms Displaying 1-1 of 1

To test whether or not a tunnel is working, ping from a Local LAN to AWS VPC private

Subnet for verification. Ensure that both computers have Internet access.

28/751



ZYXEL

Ping from Local LAN to AWS VPC private Subnet for verific
C:“\Documents and Settings“ZyXEL>ping 172.18.8.15

Pinging 172.18.8.15

Reply from
Reply from
Reply from
Reply from

172.18.8.15
172.18.8.15
172.18.8.15
172.18.8.15

bytes=32
bytes=32
hytes=32
hytes=32

Ping statistics for 172.18.8.15

Packets: Sent = 4, Received
Approximate round trip times in milli-seconds

= 28ms

with 32 bytes of data:

time=27ms
time=32ms
time=26ms
time=27ms

= 4, Lost =

Minimum = 26ms, Maximum = 32ms. Average

What Could Go Wrong?

If you see below [info] or [error] log message, please check ZyWALL/USG Phase
1 Settings. Make sure your ZyWALL/USG Phase 1 Settings are supported in the
Amazon VPC IKE Phase 1 setup list.

MONITOR > Log

ation:

B (Bx loss

FPriarity Category  Message Mote

info IKE Recv[MCTIFY: INYALID_COOKIE] IKE_LOG
info IKE Send:[IDHASH]NOTIFY:INITIAL_CONTACT] IKE_LOG
Friority  Category | Message Maote
errar IFSec SPI: 0x0 (0) SEC: 0x0 (0) No rule found, Dropping TCP packet IPSec
error IPSec SPI: D=0 (D) SEC: 0x0 (0) No rule found, Dropping TCP packet IPSec
infa IKE [COOKIE] Invalid cookie, no sa found IKE_LOG
Friority  Category | Message Maote

info IKE Recv [HASHINOTIFY:NO_PROPOSAL_CHOSEN] IKE_LOG

If you see that Phase 1 IKE SA process done but still get below [info] log message,
please check ZyWALL/USG Phase 2 Settings. Make sure your ZyWALL/USG Phase
2 Settings are supported in the Amazon VPC IKE Phase 2 setup list.

MONITOR > Log

123 2N7-09-11 10:1...  info
127 2017-09-11 10:1... _info

Recv:[HASH][SA] [MONCE][ID][ID]

Phase 1 IKE SA process done

KE_LOG

KE LOG
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How to Configure Site-to-site IPSec VPN with Microsoft (MS)
Azure

This example shows how to use the VPN Setup Wizard to create a site -to -site VPN
between a ZyWALL/USG and a  Microsoft (MS) Azure platform . The example
instructs how to configure the VPN tunnel between each s ite. When the VPN

tunnel is configured, each site can be accessed securely.

Local Network ; Local Network
Network 192.77.1.0 ! i Network 10.1.0.0
Netmask 255.255.255.0 : Netmask 255.255.0.0
e — ) a
fmzl e W
VPN Tunnel VPN Tunnel S
ZyWALL USG MS Azure
WAN IP 59.124.163.151 Gateway IP 13.75.42.148
LAN 1P 192.77.1.1

ZyWALL Siteto -site IPSec VPN with Microsoft (MS) Azure

nN ote:

1. All network IP addresses and subnet masks are used as examples in this article. Pl ease
replace them with your actual network IP addresses and subnet masks. This example was

tested using USG40 (Firmware Version: ZLD 4.25) and MS Azure (April, 2016).
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In the ZyWALL/USG, go to Quick Setup > VPN Setup Wizard , use the VPN Settings

wizard to create a VPN rule that can be used with the MS Azure. Click

Quick Setup > VPN Setup Wizard > Welcome

Next .

VPN Setup Wizard

Wizard Type * VPN Settings * Wizard Completed
1 2 3

Welcome

VPN Setfings

- Wizard Type
- VPM Settings
- Wizard Completed

@ VPN Settings for Configuration Provisioning

- Wizard Type
- VPM Settings
- Wizard Completed

D VPN Settings for L2TP VPN Settings

- VPM Settings
- General Settings
- Wizard Completed

Choose Advanced to create a VPN rule with the customize

settings and authentication method. Click Next.

Quick Setup > VPN Setup Wizard > Welcome > Wizard Type

phase 1, phase 2

VPN Setup Wizard

Wizard Type > VPN Setfings * Wizard Completed
2 3
1 -~

Please select the type of VPN policy you wish to setup.
Type of VPN policy

© Express
Advanced
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Type the Rule Name used to identify this VPN connection (and VPN gateway). You
may use 1 -31 alphanumeric characters. This value is  case -sensitive. Select the rule

to be Site-to-site. Click Next.

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Scenario)
VPN Setup Wizard

Wizard Type * VPN Setingz > Wizard Completed
1 3
2

Advanced Settings

IKE Verzion

@ |KEV]
@ KEv2

Scenario

Bule Name: | VPN_to_Azure

|@ Site-to-site I

D Site-to-site with Dynamic Peer

O remote Acceass (Server Role)
O Remote Acceass (Client Role)

Then, configure the Secure Gateway | P as the peer MS Azureds Gatew
address (in the example, 13.75.42.148); sel ect My Address to be the interface

connected to the Internet.

Set the Negotiation , Encryption , Authentication , Key Group and SA Life Time which
MS Azure supports. Please make sure you disable  Dead Peer Detection (DPD)
which is not supported in the MS Azu re IKEv1 Policy-based. Type a secure

Pre-Shared Key .
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Quick Setup > VPN Setup Wizard > Welcome > Wizard Type > VPN Settings (Phase 1
Setting)

VPN Setup Wizard

VPN Seftingz * Wizard Completed

2 3
Advanced Settings
Phase 1 Sefting
Secure Gateway: 13.75.42.145 [IP or FQDM|
My Address (interface): gel "
Negotiation Mode: Main ¥
Encrypticn Algorithm: AES256 v
Authentication Algorithm: || SHAT v
Key Group: DH2 v
SA Life Time: 36400 (180 - 3000000 seconds)

MNAT Traversal

[l Dead Peer Detection [DPD)
Authentication Method

@ Pre-Shared Key | 12345678
O Certificate default ~

nNote: For more information about the IPsec Parameters supported in MS Azure, see the
Microsoft Azure Documentation About VPN devices for Site-to-Site VPN Gateway
connections.
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Continue to Phase 2 Settings to selectthe  Encapsulation , Encryption ,

Authentication , and SA Life Time settings which MS Azure supports.

Set Local Policy to be the IP address range of the network connected to the
ZyWALL/USG and Remote Policy to be the IP address range of the network
connected to the MS Azure. Click  OK.

Quick Setup > VPN S etup Wizard > Welcome > Wizard Type > VPN Settings (Phase 2
Setting)

VPN Setup Wizard

Wizard Type * VPN Seffingz * Wizard Completed
1 3
2

Advanced Seftings
Phaze 2 Setting
Active Protocol: ESP i
Encapsulation: Tunnsl i
Encryption Algorithm: AES128 hd
Authentication Algorithm: SHAIT ¥
34 Life Time: 86400 (180 - 3000000 seconds)
Perfect Forward Secrecy None -
(PFS):
Policy Setting
Local Policy (IP/Mask): | 192.77.1.0 | 1255.255.255.0 |
Remote Policy (P/Mask): | 10.1.0.0 | 25525500 |
Property

| Nailed-Up |

nNote: For more information about the IPsec Parameters supporte d in MS Azure, see the
Microsoft Azure Documentation About VPN devices for Site-to-Site VPN Gateway

connections.

This screen provides a read -only summary of the VPN tunnel. Click  Save.
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Quick Setup > VPN Setup Wizard > Welcome > Wizard Type > VPN Settings

(Summary)

Wizard Type > VPN Selfings > Wiord Completed

1 2

Advanced Seffings
Summary
Rule Name:

Secure Gateway:
Pre-Shared Key:

Local Palicy (IPfMask):
Remote Policy {IF/Mask):

FPhase 1

Negotiation Mode:
Encryption Algorithm:

Key Group:
Phase 2

Active Protocol:
Encapsulation:

Encryplion Algodihm:

Authentication Algorithm:

3

WPN_to_Azure

13.75.42.148

12345678

192.77.1.0/ 255.255.255.0
10.1.0.0 / 255 255.0.0

main
aes128
sha

DH2

esp
tunnel

aes128

Now the rule i s configured on the ZyWALL/USG. The Phase 1 rule settings appear in

the VPN > IPSec VPN > VPN Gateway screen and the Phase 2 rule settings appear

in the VPN > IPSec VPN > VPN Connection screen. Click Close to exit the wizard.
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Quick Setup > VPN Setu p Wizard > Welcome > Wizard Type > VPN Settings > Wizard

Completed

VPN Setup Wizard

Advanced Settings

Pre-Shared Key:

Wizard Type * VPH Seffings * Wizard Completed
¢

Congratulations. The VPN Access wizard is complated

Summary
Fule Name: VPMN_to_Azure
Secure Goteway: 13.75.42 148
My Addrass (interfoce): ge

13348878

Set Up the IPSec VPN Tunnel on the MS Azure

Sign into the Windows Azure Management Portal

the screen, click +New > Networking > Virtual Network

Azure portal > New > Networking > Virtual Network

h

Resource groups

All resources

Recent

App Services

Virtual machines (classic)

Virtual machines

SQOL databases

Cloud services (classic)

New » Networking

New

MARKETPLACE

Virtual Machines

Web + Mobile

Data + Storage

Data + Analytics
Internet of Things
Networking

Media + CDN

Huhrid Intasratinn

. In the upper left -hand corner of

Networking

FEATURED APPS

Virtual Network

(l..> Create cally isolated section in
Ta re and securely
connect it outward.
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Near the bottom of the  Virtual Network blade, from the Select a deployment

model list, select Resource Manager , and then click Create .

New > Networking > Virtual Network > Select a deployment model

v New » Networking » Virtual Network

Virtual Network

>

Resource groups

ame . . - .
2 All resources Create a logically isolated section in Microsoft Azure with this networking service. You can securely

connect it to your on-premises datacenter or a single client machine using an IPsec connection.
Recent Virtual Networks make it easy
Azure while providing connectivity to data and applications on-premises, including systems running

for you to take advantage of the scalable, on-demand infrastructure of

on Windows Server, mainframes, and UNIX.

App Services
Use Virtual Network to:

Virtual machines (classic)
* Extend your datacenter

» Build distributed applications
* Remotely debug your applications

SQL databases u n m E

Virtual machines

Cloud services (classic)

PUBLISHER Microsoft
Security Center
? Subscriptions Select a deployment model @
| Resource Manager v

Browse >

On the Create virtual network page, enter the NAME for the VPN network. For
example, VPN_Vnet to USG. Add your Address Space , Subnet name and a single

Subnet address range

Click Resource group and either select an existing resource group, or create a

new one by typing a name for your new resource group. For example, RG_USG

LOCATION is directly related to the physical location (region) where the virtual

machines (VMs) reside. The region associated with the virtual network cannot be

changed after it has be  en created.
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Then, click the Create button. After clicking Create, you will see a tile on your
dashboard that will reflect the progress of your VNet. The tile will change as the

VNet is being created.

New > Networking > Virtual Network >  Create virtual ne twork

“~ New > Networking > Virtual Network > Create virtual network

Create virtual network

Resource groups

man
All resources
" * Name

VPN_Wnet_to_USG
Recent

* Address space @
10.1.0.0/16 v
10.1.0.0 - 10.1.255.255 (65536 addresses)

* Subnet name

App Services

Virtual machines (classic)

. . Azure_Local_Policy
Virtual machines

* Subnet address range @
10.1.0,0/24 v
10.1.0.,0 - 10.1.0.255 (256 addresses)

SQOL databases

Cloud services (classic) Subscription

c - | Free Trial
Security Center

* Resource group

Subscriptions

| + New

Browse > New resource group name

RG_USG

Location

East Asia

Pin to dashboard

In the portal, navigate to the virtual network to which you just created. On the
blade for your virtual network, click the Settings icon at the top of the blade to

expand the Setting blade to Subnets > Add > Add Subnet . Name your subnet
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GatewaySubn et. You should not name it anything else, or the gateway will not
work. Add the IP  Address range for your gateway. Click OK at the bottom of the

blade to create the subnet.

VPN Vnet_to_USG > Settings > Subnet > Add subnet

“/ VPN_Vnetto USG > Settings > Subnets > Add subnet

ngs Subnets Add subnet

New

+ +

Resource groups Subnet  Gateway
‘subnet

iii Al resources

~ ADDRESSRANGE ~*  AVAILABLEADDR.. "  SECURITY GROUP

© recent namE
prr + TROUBLESHOOTING

Azure Loca 072
& App services nuditlogs zure_Local Policy  10.1.0.0/24

.1.1.0 - 10.1.1.255 (256 addresses)

B virtual machines (classic)
B virtual machines Network security group

MNone
= soL databases

Route table
& dloud services (dassic) None
@ security Center

$ Ssubsariptions

Browse >

In the port al, goto New, then Networking. Select Virtual network gateway from the
list. On the Create virtual network gateway blade Name field, name your gateway.

Next, choose the Virtual network that you want to deploy this gateway to.

Click the arrow (>) to open  the Choose public IP address blade. Then click Create
New to open the Create public IP address blade. Inputa Name for your public IP
address. Note that this is not asking for an IP address. The IP address will be

assigned dynamically. Rather, this is the  name of the IP address object that the

address will be assigned to. Click OK to save your changes.
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For Gateway type , select VPN. For VPN type , select Policy -based . For Resource
Group , the resource group is determined by the Virtual Network that you sele ct.
For Location , make sure it's showing the location that both your Resource Group

and VNet exist in.

New > Networking > Create virtual network gateway > Choose public IP address >

Create public IP address

\ = ChoosepublicIPaddress > Create public IP address Sea ® s & 00

Create virtual network gateway Choose public IP address Create public IP address
New g g

W#) Resource groups

£ All resources

* Name * Name
Create new
© Recent [[vPN_GW_to_USG -] [ VPN_GW._to_USG_Public_IP V]
ecen
) No resutts
& App Services * Virtual network @ 5
VPN_Vnet_to_USG

B3 virtual machines (classic)

[* Public IP address @ 5
B virtual machines Choose a public IP address
= SQL databases Gateway type @

& Cloud services (dlassic)

VPN type ®

@ security Center

¥ subscriptions

Browse >

[ Eastasi2 v

[ pinto dashboard

In the Azure Portal, navigate to  New > Networking > Local network gateway . The
local network gateway refers to your ZyWALL/USG public IP and local subnet

settings.

On the Create local network gateway blade, specifya Name for your

ZyWALL/USG gateway object.

Specify public IP address of y our ZyWALL/USG. It cannot be behind NAT and has to
be reachable by Azure.  Address space refers to the address ranges on your
ZyWALL/USG local network. For Resource Group , select the resource group that

you created before. For  Location , if you are creating a new local network
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gateway, you can use the same location as the virtual network gateway. But, this

is not required. The local network gateway can be in a different location.

Click Create to create the local network gateway.

New > Networking > Local ne twork gateway

“~ New » Networking > Create local network gateway

Create local network gateway

Resource groups

-
All resources
. * MName

[ vPN_Connection_to_UsG

Recent

* |P address @

[ 59.124.162.151

App Services

Virtual machines (classic) Address space @

Virtual machines 192.77.1.0/24

SQL databases

Subscription

Cloud services (classic)
| Free Trial

Secunty Center
* Resource group @

[ Re_use

Subscriptions

Location

Browse »
| East Asia

Pin to dashbeoard

I
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Locate your virtual network gateway (VPN_Connection_to_USG in this example)

and click Settings > Connection > Add connection  , Name your connection. For
Connection type , select Site-to-site (IPSec). For Virtual network gateway , the value
is fixed because you are connecting from this gateway (VPN_GW_to_USG in this

example).

For Local network gateway , select the local network gateway that you want to

use (VPN_Connection_to_USG in this example).

For Shared Key (PSK), the value here must matc  h the value that you are using for
your ZyWALL/USG device. For Resource Group , select the resource group that you

created before . Click OK to create your connection.

VPN_Connection_to_USG > Settings > Connections > Add connection

¥ VPN_Connection_to USG » Settings » Connections > Add connection

Connections Add connection

-+

Resource groups Add

All resources * Name

[ Azure vnet_use v

Recent NAME  STATUS % CONNECTION TYPE % VIRTUAL NETWO... ™
Connection type @
App Services No results I |

Virtual network gateway @

Virtual machines (classic)
I’ VPN_GW_to_USG

Virtual machines

[* Local network gateway @
% sql databases . ? ’ &
VPN_Connection_to_USG

Cloud services (classic)
* Shared key (PSK) @

Security Center I zyxel1234 \/l
Subscriptions |5ubstru:t\cn L] ‘
Browse >
Resource group @
RG_USG a8
Location @
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When the connecti on is complete, you'll see it appear in the Connections blade

for your Gateway.
VPN_Connection_to_USG > Settings > Connections

“  VPN_Connection to USG ) Settings » Connections

Connections

+

Add

[ L] NAME < STATUS “~ CONNECTION TYPE 7 VIRTUAL NETWG... ™

' Azure_Vnet_USG Unknown Site-to-zite (IPsec) VPN_GW _to_USG

Test the IPSec VPN Tunnel

Go to ZyWALL/USG CONFIGURATION > VPN > IPSec VPN > VPN Connection , click
Connect on the upper bar. The Status connect icon is lit when the interface is

connected.

CONFIGURATION > VPN > IPSec VPN > VPN Connection

@ Add H Edit @ Remove @ Activate @ Inactivate @ Connect @ Disconnect [ Object References

1 @@. WPN_to_Azure WPN_to_Azure IPv4 aVPN_to_Azure LOCAL/VPN_to_Azure REMOTE

Page |1 of 1 Show |50 |»|items Displaying 1 - 1 of
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Go to ZyWALL/USG MONITOR > VPN Monitor > IPSec and verify the tunnel Up Time
and the Inbound(Bytes)/Outbound(Bytes) traffic.
MONITOR > VPN Monitor > IPSec
1 WIZ_VPMN_Azure  192.77.1.0/24<>10.1.0.0/14 59124163151 P:13.75.42.148:4500 14 86406 0[0 bytes) 0(0 bytes)
Page |1 of 1 Show |50 || items Displaying 1- 1 of

Goto Azure_Vnet USG > Settings to check the tunnel

VPN > VPN Settings > Currently Active VPN Tunnels

“  Azure Vnet USG » Settings

Azure Vnet USG

DATA IN and DATA OUT

Connected

East Asia

. Status

23a31ce5-c9fa-4da3-958b-8bb1befed790

cwoAe O
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To test whether or not a tunnel is working, ping from a computer at one site to a

computer at the other. Ensure that both computers have Internet access.

PC behind ZyWALL/USG > Window 7 > cmd > ping 10.1.0.33

C:*“Documents and Settings»ZyREL>*ping 18.1.A0.33

Pinging 18.1.8.33 with 32 hytes of data:

Reply from 18.1.8.33 @ bytes=32 time=18ms
Reply from 168.1.68.33 bhytes=32 time =17ms
Reply from 168.1.68.33 bytes=32 time=17ms

Reply from 18.1.8.33 - bytes=32 time=16ms

Ping statistics for 18.1.60.33:
Packets: Sent = 4. Received = 4, Lost = 8 (8
Approximate round trip times in milli—seconds:
Minimum = 16ms, Maximum = 18m=s,. Average = 17mns=

PC behind MS Azure> Window 7 > cmd > ping 192.77.1.33

C:~Documents and SettingssEyHEL>ping 192 _77.1.33
Pinging 192.77.1.33 with 32 bytes of data:

Reply from 1922.77.1.33 hytes=32 time=2Yms
Reply from 1922.77.1.33 bytes=32 time=3Zms
Reply from 1922.77.1.33 bytes=32 time=26ms
Reply from 1922.77.1.33 hytes=32 time=2Yms

Ping statistics for 192.97%.1.33

Packets: Sent = 4, Received 4, Lost = B (Bx loss).
Approximate round trip times in milli-seconds:

Minimum = 26ms, Maximum = 32ms, Average = 28ms
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What Could Go Wrong?

If you see below [info] or [error] log message, p

www.zyxel.com

lease check ZyWALL/USG Phase 1

Settings. Make sure your ZyWALL/USG Phase 1 Settings are supported in the MS

Azure IKE Phase 1 setup list.

MONITOR > Log

Priority | Category | Message Note

info IKE Recv:[NOTIFY: INVALID_COOCKIE] IKE_LOG
info IKE Send:[IDHASHINCTIFY INITIAL_CONTACT] IKE_LOG
Friarity | Category | Message Mote
error IPSec SPI: 0x0 (0) SECQY: 0x0 (0) No rule found, Dropping TCF packet IPSec
arrar IPSec SPI: 0x0 (0) SECQ: 0x0 (0) No rule found, Dropping TCP packet IFSec
info IKE [COOKIE] Invalid cookie, no sa found IKE_LOG
Friarity | Category | Message MNaote

info IKE Recv.[HASHINOTIFY:NG_PROPOSAL_CHGOSEN] IKE_LOG

If you see that Phase 1 IKE SA process done but still get below [info] log message,

please check Z yWALL/USG Phase 2 Settings. Make sure your ZyWALL/USG Phase 2

Settings are supported in the MS Azure IKE Phase 2 setup list.

MONITOR > Log

19 2017-09-11 ... info KE [SA] : Mo proposal chosen KE_LOG
20 2017-09-11 ... info KE [ID] : Tunnel [Server] Phase 2 Local policy mismatch KE_LOG
al 2017-09-11 ... info KE send:[HASH] [SA] [NONCE][ID] [ID] KE_LOG
32 2017-09-11 ... info KE Phase 1 IKE SA process done KE_LOG
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How to Configure GRE over IPSec VPN Tunnel

This example shows how to use the VPN Setup W izard to create a GRE over
IPSec VPN tunnel between ZyWALL/USG devices. The example instructs how to
configure the VPN tunnel between each site. When the GRE over IPSec VPN

tunnel is configured, each site can be accessed securely.

Local Network { Local Network

Network 192.168.1.0 | | Network 19216820
Netmask 255.255.255.0 | : Netmask 255.255.255.0 ;
GRE Tunnel GRE Tunnel {
iy
VPN Tunnel VPN Tunnel

ZyWALL USG (HQ) ZyWALL USG (Branch)

WAN IP 61.228.245.247 WAN IP 111.250.184.80

LAN P 192.168.1.1 LAN IP 192.168.2.1

ZyWALL/USG GRE ower IPSec VPN

nNote:

All network IP addresses and s ubnet masks are used as examples in this article.
Please replace them with your actual network IP addresses and subnet masks. This
example was tested using USG110 (Firmware Version: ZLD 4.25) and ZyWALL 310
(Firmware Version: ZLD 4.25).
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Set Up the ZyWALLUSG GRE over IPSec VPN Tunnel of
Corporate Network (HQ)

In the ZyWALL/USG, go to Quick Setup > VPN Setup Wizard , use the VPN Settings

wizard to create  a VPN rule that can be used with the FortiGate. Click Next.

Quick Setup > VPN Setup Wizard > Welcome

VPN Setup Wizard

Wizard Type » VP Setings + Wizard Completed
1 2 3

Welcome

VPN Settings

- Wizard Type
- WPN Settings
- Wizard Completed

© PN Settings for Configuration Provisioning

- Wizard Type
- WPN Settings
- Wizard Completed

© WPN Settings for L2TP VPN Settings

- VPN Settings
- General Settings
- Wizard Completed

Choose Express to create a VPN rule with the default phase 1 and phase 2 settings

and use a pre -shared key to be the authentication method. Click Next.

Quick Setup > VPN Setup Wizard > Wizard Type
VPN Setup Wizard

Wizard Type > VPN Setfings * Wizard Completed
2 3
1 >

Please select the type of VPN policy you wish to setup.
Type of VPN policy

Express

O Advanced
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Type the Rule Name used to identify this VPN connection (and VPN gateway). You

may use 1 -31 alphanumeric characters. This value is case  -sensitive. Select the rule to

be Site-to-site. Click Next.

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Scenario)
VPN Setup Wizard

Wizard Type > VPN Settings * Wizard Completed
1 3
2

Express Settings

IKE Verszion

IKEv]
© IKEV2

Scenario

Bule Name: | WIZ_VPN_HG

Site-to-site

O Site-to-site with Dynamic Peer

0 Remote Access [Server Role]
O remote Access (Client Role)

Configure Secure Gateway | P as the Branchoés WAN I P address

111.250.184.80). Then, type a secure Pre-Shared Key (8-32 characters).

Set Local Policy to be the IP address range of the network connected to the

ZyWALL/USG (HQ) and Remote Policy to be the IP address range of the network
connected to the ZyWALL/USG (Branch).

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Configuration)

VPN Setup Wizard
Wizard Type * VPN Seftings * Wezard Completed
1 2 3
Express Settings
Configuration
Secure Gateway: 111.250.184.80 [IP or FQDN|
Pre-Shared Key: 12345678
Local Policy [IP/Mask): 192,168.1.0 2552552550
Remote Policy (IP/Mask): |192.165.2.0 255.255.255.0
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This screen provides a read -only summary of the VPN tunnel. Click  Save.

Quick Setup > VPN Setup Wizard > Welcome > Wizard Type > VPN Settings

(Summary)

VPN Setup Wizard

Wiord Type » VPN Setings » Woord Completed

1 3

Express Seftings
Summary
Rule Mome: WIZ_VPN_HQ
Secure Gateway: 111.250.134.30
Pre-Shored Eey: 12345678
Local Polcy [IPfhMask): 192.168.1.0/ 255.255.255.0

Remote Policy (IP/Mask):  192.188.2.0/255.255.255.0

Now the rule is configured on the ZyWALL/USG. The Phase 1 rule settings appear
in the VPN > IPSec VPN > VPN Gatew ay screen and the Phase 2 rule settings
appear inthe VPN > IPSec VPN > VPN Connection screen. Click Close to exit the

wizard.

Quick Setup > VPN Setup Wizard > Welcome > Wizard Type > VPN Settings >
Wizard Completed

VPN Setup Wizard

Wizard Type > VPH Seffings > Wizard Completed

1 )

= 3

Express Settings
Congratulations. The VPN Access wizard is completed
Summary

Fule Mame: WILZ_VPN_HG

Secure Gateway: 111.250.184.80

Fre-Shared Key: 12345878

Local Policy [IP/hask): 192,168.1.0/ 255.255.255.0

Rermote Policy (IP/Mask): 192168.20/ 255.235.255.0
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Goto CONFIGURATION > VPN > IPSec VRN > VPN Gateway > Show Advanced
Settings. Configure Authentication > Peer ID Type as Any to let the ZyWALL/USG

does not require to check the identity content of the remote IPSec router.

CONFIGURATION > VPN > IPSec VPN > VPN Gateway > Show Advanced Setting s

> Authentication > Peer ID Type

Authentication

©@ Pre-Shared Key serrees

[ unmasked

O Certificate My Certificates
© User Based PSK i ]
[+] Advance
Local ID Type: [Pwa ~
Content: 0.0.0.0
Feer D Type: Any >

Go to CONFIGURATION > VPN > IPSec VPN > VPN Connection > Show Advanced

Settings > Policy . Select Enable GRE over IPSec.

CONFIGURATION > VPN > IPSec VPN > VPN Connection > Show Advanced
Settings > Policy

Palicy
Local poksy: WII_WPN_HG_LOC »  SUBNET, 192.168.1.0/24
Femate policy: WIZ_ Q_REA > SUBNET, 152.1682.0/24
| Advonce

mF-—:: i GRE aver IPiec ﬂ

Policy Enforcermant

The GRE tunnel runs between the IPsec public interface on the HQ unit and the
Branch unit. Goto CONFIGURATION > Network > Interface > Tunnel > Add . Enter
the Interface Name (The formatis tunnelx , where x is O - 3.). Enter the IP Address
and Subnet Mask for this interface. Specify My Address to be the interface or IP
address to use as the source address for the packets this interface tunnels to the
remote gateway. Enter Remote Gateway Address to be the IP address or

domain name of the remote gateway to this tunnel t raffic.
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CONFIGURATION > Network > Interface > Tunnel > Add

General Settings

Enable

Interface Properties

Interface Name:
lone:

Tunnel Mode:

IP Addressz Azsignment

IP Address:
Subnet Mask:

Metric:
Gateway Settings
Iy Address

@ |nterface
@ IP Address

Eemote Gatewaoy Addrass:

tunnell

TUNMNEL
GRE

|10.0.D.l

[255.255.255.0

0 [0-135)

111.250.184.80

Static -- 61.226.245.247/255.255.255.255
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Set Up the ZyWALLUSG GRE over IPSec VPN Tunnel of
Corporate Network (Branch)

In the ZyWALL/USG, go to Quick Setup > VPN Set up Wizard , use the VPN Settings

wizard to create a VPN rule that can be used with the FortiGate. Click Next.

Quick Setup > VPN Setup Wizard > Welcome

VPN Setup Wizard

Wizard Type » VP Setings + Wizard Completed
1 2 3

Welcome

VPN Settings

- Wizard Type
- WPN Settings
- Wizard Completed

© PN Settings for Configuration Provisioning

- Wizard Type
- WPN Settings
- Wizard Completed

© WPN Settings for L2TP VPN Settings

- VPN Settings
- General Settings
- Wizard Completed

Choose Express to create a VPN rule with the default phase 1 and phase 2 settings

and use a pre -shared key to be the authentication method. Click Next.

Quick Setup > VPN Setup Wizard > Wizard Type
VPN Setup Wizard

Wizard Type > VPN Setfings * Wizard Completed
2 3
1 >

Please select the type of VPN policy you wish to setup.
Type of VPN policy

Express

O Advanced
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Type the Rule Name used to identify this VPN connection (and VPN gateway). You
may use 1 -31 alphanumeric characters. This value is case  -sensitive. Select th e rule to

be Site-to-site. Click Next.

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Scenario)

VPN Setup Wizard

Wizard Type * VPN Seffings > Wizard Completed
1 3
2

Express Settings

IKE Verzion

[KEv]
© IKEv2

Scenario

Rule Name: | WIZ_VPN_Branch

| SHe-fo-sHeI

@ Site-to-site with Dynamic Peer

O Remote Access (Server Role)

O Remote Access (Client Role)

Configure Secure Gateway | P as the HQds WAN | P address
61.228.245.247). Then, type a secure Pre-Shared Key (8-32 characters ).

Set Local Policy to be the IP address range of the network connected to the
ZyWALL/USG (Branch) and Remote Policy to be the IP address range of the
network connected to the ZyWALL/USG (HQ).

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (C onfiguration)

VPN Setup Wizard
Wizard Tyee * VPN Seftings * Wezard Completed
1 2 3
Express Settings
Cenfiguration
Secure Gateway: [61.228.245.247 | (Porraoy
Pre-Shared Key: [ 12345678 |
Local Policy (IP/Mask): | 192.168.2.0 | [255.255.255.0 |
Remote Policy (IP/Mask): | 192.168.1.0 | r 255.255.255.0 |
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This screen provides a read -only summary of the VPN tunnel. Click  Save.

Quick Setup > VPN Setup Wizard > Welcome > Wizard Type > VPN Settings (Summary)

VPN Setup Wizard
Wizard Type > VPN Selfings > Wiord Completed
1 - 3
Express Settings
Summary
Fule Mams: WIZ_WPN_Branch
Secure Gateway: 61.228.245.247
Pre-Shored Key: 12345678
Local Poiicy [IP/Mask): 192.165.2.0/ 255.255.255.0
Remote Policy (IP/Mask):  182.188.1.0/235.255.255.0

Now the rule is configured on the ZyWALL/USG. The Phase 1 rule settings appea r
in the VPN > IPSec VPN > VPN Gateway screen and the Phase 2 rule settings
appear inthe VPN > IPSec VPN > VPN Connection screen. Click Close to exit the

wizard.

Quick Setup > VPN Setup Wizard > Welcome > Wizard Type > VPN Settings >
Wizard Completed

VPN Setup Wizard

Wizard Type > VPN Setings > Wizard Curnplel'ed
1 2
3

Express Seflings

Congratulaiions, The VPN Access wizard s completed

Summary
Rule Name: WIZ_VPN_Branch
Secure Gateway: 61.228.245.247
Fre-Shored Key: 12345678
Local Policy (IP/Mask): 102 168207 255 255 2550

Remote Policy (IP/Mask):  192.168.0.0/ 2352352550
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Goto CONFIGURATION > VPN > IPSec VPN > VPN Gateway > Show Advanced
Settings. Configure Authentication > Peer ID Type as Any to let the ZyWALL/USG

does not require to check the identity content of the remote IPSec router.

CONFIGURATION > VPN > IPSec VPN >VPN Gateway > Show Advanced Settings

> Authentication > Peer ID Type

Avuthentication
@ Prg-Sharad Key sescenes
[l unmasked
O Certificate My Cartificatas
© User Based PSK i
[+] Advance
Local ID Type: [Pwa w7
Content: 0.0.0.0
Feer D Type: Any >

Go to CONFIGURATION > VPN > IPSec VPN > VPN Connection > Show Advanced

Settings > Policy . Select Enable GRE over IPSec.

CONFIGURATION > VPN > IPSec VPN > VPN Connection > Show Advan ced
Settings > Policy

Policy
Local pokey: WII_WVP™_Bramch_L ¥ SUBMET, 192.168.2.0/24
Remaole policy: WIZ_\VPH_Brancih_Fl» CUBMET, 192.168.0.0/24
& Adhvance
Ekrcoie GrEover Piee B
Palicy Bnlore émant

The GRE tunnel runs between the IPsec public interface on the Branch unit and

the HQ unit. Goto CONFIGURATION > Network > Interface > Tunnel > Add . Enter
the Interface Name (The formatis tunnelx , where x is O - 3.). Enter the IP Address
and Subnet Mask for this interface. Specify My Address to be the interface or IP
address to use as the source address for the packets this interface tunnels to the
remote gateway. Enter Remote Gateway Address to be the IP address or

domain name of the remote gateway to this tunnel traffic.
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CONFIGURATION > Network > Interface > Tunnel > Add

General Settings

Enable

Interface Properties

Interface Name: tunnel2 |
Ione: TUNMNEL ~ O
Tunnel Mode: GEE ¥

IP Address Aszsignment

IP Address: 10.0.0.2
Subnet Mask: 255.255.255.0
Metric: 0 [0-15)

Gateway Settings

My Address

@ |nterface gel hd Static -- 111.250.184.80/255.255.255.255
O IP Address
Remote Gateway Address: 61.228.245.247

Test the GRE over IPSec VPN Tunnel

Go to ZyWALL/USG CONFIGURATION > VPN > IPSec VPN > VPN Connection , click

Connect on the upper bar. The Status connect icon is lit when the interface is

connected.

CONFIGURATION > VPN > IPSec VPN > VPN Connection

IPv4 Configuration

Q Add F

1 @ WIZ_VPN_HQ WIZ_VPN_HQ IPv4 aWIZ_VP

Page |1 of 1 Show |50 |¥ items

Displaying 1
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Go to ZyWALL/USG MONITOR > VPN Monitor > IPSec and verify the tunnel  Up
Time and Inbound (Bytes)/Outbound (Bytes)  Traffic.

MONITOR > VPN Monitor > IPSec

1 WIZ_VPN_HG 192.168.1.0/24=>192.168.2.0/24 61.225.245.247 P 111.250.184.80 86360 0[0 bytes) 0(0 bytes)

Page |1 of 1 Show |50 || items Displaying 1-1 of

What Could Go Wrong?

If you see below [info] or [error] log message, please check ZyWALL/USG Phase
1 Settings. Make sure your ZyWALL/USG Phase 1 Settings are supported in the
Amazon VPC IKE Phase 1 setup list.

MONITOR > Log

Friarity | Category | Message Mote

info IKE Recv: [NOTIFY: INVALID_COOKIE] IKE_LOG
info IKE Send:[ID[HASHINCTIFY:INITIAL_CONTACT] IKE_LOG
Priority | Category | Message Note
error IPSec SPI: 0x0 (0) SEC: 0x0 (0) Mo rule found, Dropping TCP packet IPSec
arrar IPSec SPI: 0x0 (0) SEC: 0x0 {0) No rule found, Dropping TCP packet IPSec
info IKE [COOKIE] Invalid cookie, na sa found IKE_LOG
Friority | Category | Message Mote

infa IKE RecvHASHINOTIFY:NO_PROPOSAL_CHOSEN] IKE_LOG

If you see t hat Phase 1 IKE SA process done but still get below [info] log message,
please check ZyWALL/USG Phase 2 Settings. Make sure your ZyWALL/USG Phase
2 Settings are supported in the Amazon VPC IKE Phase 2 setup list.

MONITOR > Log

19 2017-09-11 ... info KE [SA] : Mo proposal chosen KE_LOG
20 2017-09-11 ... info KE [ID] : Tunnel [Server] Phase 2 Local policy mismatch KE_LOG
Ell 2017-09-11 ... info KE Send:[HASH] [SA] [NOMCE] [ID][ID] KE_LOG
32 2017-09-11 ... info KE Phase 1 IKE SA process done KE LOG
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How to Conf igure Site -to-site IPSec VPN Where the Peer has
a Static IP Address

This example shows how to use the VPN Setup Wizard to create a site -to-site VPN
with the Peer has a Static IP Address . The example instructs how to configure the
VPN tunnel between each s ite. When the VPN tunnel is configured, each site can

be accessed securely.

Local Network Local Network i
Network 192.168.1.0 i i Network 192.168.10.0
Netmask 255.255.255.0; i Netmask 255.255.255.0 ;
Hj—il' ) E'I-_Eil'
f - L TR V) = H I -
) P —Swmy _|
VPN Tunnel VPN Tunnel e e
ZyWALL USG ZyWALL USG
WAN IP 172.101.30.68 WAN IP 172.100.30.54
LAN IP 192.168.1.1 LAN IP 192.168.10.1

ZyWALL Siteto -site IPSec VPN with a Static IP Address Peer

nNote: All network IP addresses and subnet masks are used as examples in this article.
Please replace them with your actual network IP addresses and subnet masks. This

example was tested using USG310 (Firmware Version: ZLD  4.25).

Set Up the ZyWALL /USG IPSec VPN Tunnel of Corporate Network (HQ)  In the
ZyWALL/USG, go to Quick Setup > VPN Setup Wizard , use the VPN Settings wizard to

create a VPN rule that can be used with the remote ZyWALL/USG. Click Next.
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Quick Setup > VPN Setup Wizard > Welcome

VPN Setup Wizard

Wizard Type * VPM Seftings * Wizard Completed
1 2 3

Welcome

WPN Settings

- Wizard Type
- WPN Settings
- Wizard Completed

© WPN Settings for Configuration Provisioning

- Wizard Type
- VPN Settings
- Wizard Completed

@ VPN Settings for L2TP VPN Settings

- VPN Settings
- General Settings
- Wizard Completed

Choose Express to create a VPN rule with th e default phase 1 and phase 2 settings

and use a pre -shared key to be the authentication method. Click Next.

Quick Setup > VPN Setup Wizard > Wizard Type
VPN Setup Wizard

Wizard Type * VPN Setfings * Wizard Completed
2 3
1 >

Flease select the type of VPN policy you wish to setup.
Type of VPN policy

Express

© Advanced

61/751



ZYXEL

www.zyxel.com

Type the Rule Name used to identify this VPN connection (and VPN gateway). You
may use 1 -31 alphanumeric characters. This value is case  -sensitive. Select the rule

to be Site-to-site. Click Next.

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Scenario)
VPN Setup Wizard

Wizard Type * VPN Seffingz » Wizard Completed
1 3
2

Express Seltings

IKE Version

IKEv1
© IKEv2

Scenario

Bule Name: | WIZ_VPN_HG

Site-to-site

© Site-to-site with Dynamic Peer

0 Remote Access [Server Role)
© remote Access (Client Role]
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Configure Secure Gateway | P as the peer Zy WAdJdress (h$héds WAN | P

example, 172.100.30.54). Type a secure  Pre-Shared Key (8-32 characters).

Set Local Policy to be the IP address range of the network connected to the
ZyWALL/USG and Remote Policy to be the IP address range of the network
connected to the pee  r ZyWALL/USG.

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Configuration)
VPN Setup Wizard

Wizard Type * VPN Settings * Wizard Completed

1 " 3
Express Settings
Configuration
Secure Gateway: [172.100.30.54 | 1P orFaDN)
Pre-Shared Key: | 12345678 |
Local Policy (IP/Mask]: [192.168.1.0 | 4255.255.255.0 |
Remote Policy (IP/Mask): [192.168.10.0 | /|255.255.255.0 |

This screen provides a read -only summary of the VPN tunnel. Click  Save.

Quick Setup > VPN Setup Wizard > Welcome > Wizard Type > VPN Settings

(Summary)
VPN Setup Wizard
Wizard Type > VPN Seflings > Wiord Completed
1 2 3
Express Settings
summary
Rule Mame: WIZ_VPN_HO
Secure Gateway: 172.100.30.54
Pre-Shored Key: 12345678
Local Pokcy (IP/Mask): 192.168.1.0/ 255.285.255.0
Remote Policy [IP/Mask):  192.168.10.0/2535.235.235.0
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Now the rule is configured on the ZyWALL/USG. The Phase 1 rule settings appear in
the VPN > IPSec VPN > VPN Gateway screen and the Phase 2 rule settings appear

in the VPN > IPSec VPN > VPN Connection screen. Click Close to exit the wizard.

Quick Setup > VPN Setup Wizard > Welcome > Wizard Type > VPN Settings > Wizard
Completed

VPN Setup Wizard

Waord Type > VPN Seftings > Wizard Completed

1 2 s
Express Seftings
Congratulations. The VPN Access wizard Is completed
Summary
Rule Neme: WIZ_VPN_HQ
Secure Geteway: 172.100.30.54
Pre-Shored Key: 12245678

Local Policy (IP/Mask): 192.168.1.0/255.255.255.0

Remote Policy (IP/Maosk):  192.168.10.0/255.255.235.0

Goto CONFIGURATION > VPN > IPSec VPN > VPN Gateway and click Show
Advanced Settings . Configure Authentication > Peer ID Type as Any to let the

ZyWALL/USG does not require to  check the identity content of the remote IPSec router.

CONFIGURATION > VPN > IPSec VPN > VPN Gateway > Show Advanced Settings >
Authentication > Peer ID Type

Authentication
© Pre-Shared Key tesssass
[l unmasked
© Certificate My Certificates
O User Based PSK (i ]
[+] Advance
Local ID Typs: [Pwd v
Content: 0.0.0.0
Feer D Type: Ay -

64/751



ZYXEL S——

Set Up the ZyWALLUSG IPSec VPN Tunnel of Corporate Network
(Branch)

In the ZyWALL/USG, go to Quick Setup > VPN Setup Wizard , use the VPN Settings
wizard to create a VPN rule that can be used with the remote ZyWALL/USG. Click

Next .

Quick Setup > VPN Setup Wizard > Welcome

VPN Setup Wizard

Wizard Type * VPN Settings + Wizard Completed
1 2 3

Welcome

VPN Settings
- Wizard Type
- VPN Settings
- Wizard Completed

@ VPN Settings for Configuration Provisioning

- Wizard Type
- WPN Settings
- Wizard Completed

© PN Settings for L2TP VPN Settings

- WPN Settings
- General Settings
- Wizard Completed
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Choose Expressto cr eate a VPN rule with the default phase 1 and phase 2 settings

and to use a pre -shared key. Click Next.

Quick Setup > VPN Setup Wizard > Wizard Type
VPN Setup Wizard

Wizard Type * VPN Setfings * Wizard Completed
2 3
1 >

Flease select the type of VPN policy you wish to setup.
Type of VPN policy

Express

© Advanced

Type the Rule Name used to identify this VPN connection (and VPN gateway). You

may use 1 -31 alphan umeric characters. This value is case -sensitive. Click Next.

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Scenario)
VPN Setup Wizard

Wizard Type * VPN Seftingzs * Wizard Completed

1 3
Express Settings
IKE Verzion

IKEv1
© IkEvZ

Scenario

Rule Name: | WIZ_VPMN_Branch

Site-to-site

D Site-to-site with Dynamic Peer

O Remote Access [Server Role)

D Remote Access (Client Role)

66/751



ZYXEL ——

Configure Secure Gateway | P as the peer ZyWALL/ USGds WAN | P

example, 172.101.30.68). Type a secur e Pre-Shared Key (8-32 characters).

Set Local Policy to be the IP address range of the network connected to the
ZyWALL/USG and Remote Policy to be the IP address range of the network
connected to the peer ZYWALL/USG.

Quick Setup > VPN Setup Wizard > Wizar d Type > VPN Settings (Configuration)

VPN Setup Wizard
Wizard Tyee * VPN Setlingz * Wizard Completed
1 2 3
Express Settings
Configuration
Secure Gateway: [172.101.30.68 | tporraony
Pre-Shared Key: (12345678 |
Local Pelicy {IP/Mask]: 192.168.1.0 /[255.255.255.0
Remote Policy (IP/Mask): [192.168.10.0 /[255.255.255.0

This screen provides a read -only summary of the VPN tunnel. Click  Save.

Quick Setup > VPN Setup Wizard > Welcome > Wizard Type > VPN Settings

(Summary)
VPN Setup Wizard
Wiord Type * VPN Setings » Woord Completed
1 2 3
Express Seftings
Summary
Fule Name: WIZ_VPHN_Branch
Secure Gateway: 172.101.30.68
Pre-Shored Key: 12345678
Local Policy [IP/Mask): 102.168.1.0/ 255,255 255.0
Remote Policy (IP/Mask):  192.165.10.0 F 255.255.255.0
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Now the rule is configured on the ZyWALL/USG. T he Phase 1 rule settings appear in
the VPN > IPSec VPN > VPN Gateway screen and the Phase 2 rule settings appear

in the VPN > IPSec VPN > VPN Connection screen. Click Close to exit the wizard.

Quick Setup > VPN Setup Wizard > Welcome > Wizard Type > VPN Se ttings > Wizard
Completed

VPN Setup Wizard

Wizard Type > WPH SeHings * Wizard Compleded
1 2 3

Express Seftings

Congratulafions. The VPN Access wizard is completed

Summary
Bule Mame: WiIZ_VPM_Branch
Secure Gateway: 172.101.30068
Pre-Shared Key: 12345678
Local Folicy [IF/Mask): 192.165.1.0 F 255.255.255.0
Remote Policy (IP/Mosk): 1921681000/ 255255 255.0

Goto CONFIGURATION > VPN > IPSec VPN > VPN Gateway and click Show
Advanced Settings . Configure Authentication > Peer ID Type  as Any to let the

ZyWALL/USG does not require to check the identity content of the remote IPSec router

CONFIGURATION > VPN > IPSec VPN > VPN Gateway > Show Advanced Settings >
Authentication > Peer ID Type

Authentication

© Pre-Shared Key tesssass
[l unmasked
© Certificate My Certificates
O User Based PSK (i ]
[+] Advance
Local ID Typs: [Pwd v
Content: 0.0.0.0
Feer D Type: Ay -
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Test the IPSec VPN Tunnel

Go to ZYWALL/USG CONFIGURATION > VPN > IPSec VPN > VPN Connection , click
Connect on the upper bar. The Status connect icon is lit when the interface is

connected.

CONFIGURATION > VPN > IPSec VPN > VPN Connection

Add

1 e VPN_to_Azure  WPN_to_Azure IPva a fa

i}

Show |30 |» | items Displayi

0
a
=
0
Q

Go to ZyWALL/USG MONITOR > VPN Monitor > IPSec and verify the tunnel Up Time

and Inbound(Bytes)/Outbound(Bytes)  Traffic.

MONITOR > VPN Monitor > IPSec

1 Hub_HGQ-to-Branch_A 92.168.1.0/24<>192.168.10.0/24 72.101.30.468 P:172.100.30.54 01 86319 00 bytes) 0[O0 bytes)
Page of 1 Show [50 || items Displaying 1-1 of 1
To test whether or not a tunnel is working, ping from a computer at one site to a
computer at the other. Ensure that both computers have Internet access (via t he

IPSec devices).

PC at HQ Office > Window 7 > cmd > ping 192.168.10.33
C:“Documents and Settings“ZyXEL>ping 192 _.168.18.33
Pinging 192.168.18.33 with 32 hytes of data:

Reply from 192.168.18.33: hytes=32 time=18ms

Reply from 192.168.18.33: hytes=32 time=17ms
Reply from 192.168.18.33: hytes=32 time=17ms

Reply from 192.168.18.33: hytes=32 time=16ms

Ping statistics for 192.168.160.33:

Packets: Sent = 4, Received = 4. Lost = B (Bx loss>.
Approximate round trip times in milli—seconds:

Minimum = 16ms, Maximum = 18ms. Average = 17ns
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PC at Branch Office > Window 7 > cmd > ping 192.168.1.33
C:~Documents and Settings“ZyHEL>»ping 192.168.1.33
Pinging 192.168.1.33 with 32 bytesz of data:

Reply from 192.168.1.33: butes=32 time=27ns

Reply from 192.168.1.33: butes=32 time=32ns

Reply from 192.168.1.33: bytes=32 time=26mns
Reply from 192_168_1_.33: bytes=32 time=27ms

Ping statistics for 192_168.1.33:

Packets: Sent = 4, Received = 4, Lost = B {(Bx loss>.
Approximate round trip times in milli—seconds:

Minimum = 26ms. Maximum = 32ms. Average = 28ms

What Could Go Wrong?

If you see below [info] or [error] log message, please check ZyWALL/USG Phase 1
Settings. Both ZyWALL/USG at the HQ and Branch sites must use the same
Pre-Shared Key, Encryption, Authentication method, DH key group and ID Type to
establish the IKE SA.

MONITOR > Log

Friarity | Category | Message Mate

info IKE Recv: [NOTIFY: INVALID_COOKIE] IKE_LOG
info IKE Send:[ID]HASHINCTIFY:INITIAL_CONTACT] IKE_LCG
Friarity | Category | Message Maote
errar IFSec SPI 0x0 (0) SEQ: 0x0 (0) No rule found, Dropping TCP packet IFSec
error  IPSec SPI: 0x0 (D) SEQ: 0x0 (0) No rule found, Dropping TCF packet IPSec
info IKE [COOKIE] Invalid cooakie, no sa found IKE_LOG
Friority | Category | Message MNote

infa IKE Recv[HASHINOTIFY:NC_PROPOSAL_CHOSEN] IKE_LOG

If you see that Phase 1 IKE SA process done but still get below [info] log message,
please check ZyWALL/USG Phase 2 Settings. Both ZyWALL/USG at the HQ and
Branch sites must use the same Protocol, Encapsulation, Encryption,

Authentication method and PFS to establish the IKE SA.
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MONITOR > Log

19 2017-09-11 ... info KE [8A] : Mo proposal chosen KE_LOG
20 2017-09-11 ... info KE [ID] : Tunnel [Server] Phase 2 Local policy mismatch KE_LOG
al 2017-09-11 ... info KE send:[HASH] [SA] [NONCE][ID] [ID] KE_LOG
32 2017-09-11 ... info KE Phase 1 IKE SA process done KE_LOG

Make sure the both ZyWALL/USG at the HQ and Branch sites security policies allow
IPSec VPN traffic. IKE uses UDP port 500, AH uses IP protocol 51, and ESP uses IP

protocol 50.

Default NAT traversal is enable on ZyWALL/USG, please make sure the remote

IPSec device must also have NAT traversal enabled.
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How to Configure Site -to-site IPSec VPN Where the Peer has a
Dynamic IP Address

This example shows how to use the VPN Setup Wizard to create a site -to-site VPN

with the Peer has a Dynamic IP Address . The example instructs ho w to configure

the VPN tunnel between each site. When the VPN tunnel is configured, each site
can be accessed securely.

Local Network : Local Network
Network 192.168.1.0

o e N
{I_'}‘I _—\I—E{

ZyWALL USG
WAN IP Dynamic
LAN 1P 192.168.10.1

WAN IP 172.101.30.68
LAN IP 192.168.1.1

| Network 192.168.10.0
Netmask 255.255.255.0 | Netmask 255.255.255.0 ;

ZyWALL USG

ZyWALL Siteto -site IPSec VPN with a Dynamic IP Address Peer

nNote: All network IP addresses and subnet masks are used as examples in this article.

Please replace them with your actual network IP addresses and subnet masks. This
example was tested using USG310 (Firmware Version: ZLD  4.25).
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Set Up the ZyWALLUSG IPSec VPN Tunnel of Corporate Netw ork

(HQ)

In the ZyWALL/USG, go to Quick Setup > VPN Setup Wizard , use the VPN Settings
wizard to create a VPN rule that can be used with the remote ZyWALL/USG. Click

Next .

Quick Setup > VPN Setup Wizard > Welco me

VPN Setup Wizard

Wizard Type * VPM Seftings * Wizard Completed
1 2 3

Welcome

VPN Settings

- Wizard Type
- VPN Settings
- Wizard Completed

@ VPN Settings for Configuration Provisioning

- Wizard Type
- VPN Settings
- Wizard Completed

© VPN Settings for L2TP VPN Settings

- VPN Settings
- General Settings
- Wizard Completed
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Choose Express to create a VPN rule with the default phase 1 and phase 2 settings

and use a pre -shared key to be the authentication method. Click Next.

Quick Setup > VPN Setup Wizard > Wizard Type
VPN Setup Wizard

Wizard Type * VPN Setfings * Wizard Completed
2 3
1 >

Flease select the type of VPN policy you wish to setup.
Type of VPN policy

Express

© Advanced

Type the Rule Name used to identify this VPN connection (and VPN gateway). You
may use 1 -31 alphanumeric characters. This value is case  -sensitive. Select the rule

to be Site-to-site with Dynamic Peer . Click Next.

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Scenario)
VPN Setup Wizard

Wizard Type * VPN 3eftings > Wizard Completed
1 ” 3

Express Settings

IKE Version

IKEv1
© IKEv2

Scenario

Rule Name: |WIZ_VF’N_HQ

O Site-to-site
Site-to-site with Dynamic F’eerl
O Remote Access (Server Role)

@ Remote Access [Client Role)
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Type a secure Pre-Shared Key (8-32 characters). Then, set Local Policy to be the IP
address range of the network connected to the ZyWALL/USG and Remote Policy

to be the IP address range of the network connected to the peer ZYWALL/USG.

Quick Setup > VPN Se tup Wizard > Wizard Type > VPN Settings (Configuration)

VPN Setup Wizard

Wizard Type * VPN Seftingz * Wizard Completed

1 2 a
Express Settings
Ceonfiguration
Secure Gateway: Any
Pre-Shared Key: | 12345678 |
Local Policy (P/Mask): | 192.168.1.0 |  {255.255.255.0 |
Remote Policy (IP/Mask): [ 192.168.10.0 |  {255.255.255.0 |

This screen provides a read -only summary of the VPN tunnel. Click  Save.

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Summary)

VPN Setup Wizard

Wizard Type > VPN Seltings > Weord Completed
1 3
2

Express Seftings
Summary
Rule Maome: WIZ_VPN_HG
Secure Gateway: Anty
Fre-Shored Key: 12345675
Lacal Policy (IP/hask): 192.168.1.0/7 255.255.255.0

Remote Policy (IP/Mask): 1921681000/ 255.255.255.0
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Now the rule is configured on the Zy WALL/USG. The Phase 1 rule settings appear in
the VPN > IPSec VPN > VPN Gateway screen and the Phase 2 rule settings appear

in the VPN > IPSec VPN > VPN Connection screen. Click Close to exit the wizard.

Quick Setup > VPN Setup Wizard > Wizard Type > VPN S ettings > Wizard completed

VPN Setup Wizard

Wizard Type > VPM Seffings > Wizard Completed
1 2

3

Express Seftings
Congratulations. The VPN Access wizard s completed
Summary

Fule Hame: WIZ_VPH_HO

Secure Goteway: Any

Pre-Shored Key: 12345678

Lacal Policy (IPfMazk): 192.168.1.0F 255.255.255.0

Bemote Policy [IB/Mask):  192.168.10.0/ 255,255 255.0

Goto CONFIGURATION > VPN > IPSec VPN > VPN Gateway and click Show
Advanced Settings . Configure Authentication > Peer ID Type as Any to let the

ZyWALL/USG does not require to check the identity content of the remote IPSec rout er.

CONFIGURATION > VPN > IPSec VPN > VPN Gateway > Show Advanced Settings >
Authentication > Peer ID Type

Authentication

© Pre-Shared Key travrenae
[ unrmasked
O Certificate My Cortficates
© User Based PSK (i ]
[+] Advance
Local ID Type: [Pwd w7
Content: 0.0.0.0
Peer ID Type: Ay v
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Set Up the ZyWALLUSG IPSec VPN Tunnel of Corporate Network

(Branch has a Dynamic IP Address)

In the ZyWALL/USG, go to Quick Setup > VPN Setup Wizard , use the VPN Settings to

create a Site-to-site VPN Rule Name.

Quick Setup > VPN Setup Wizard > Welcome Quick Setup > VPN Setup Wizard >

Welcome

VPN Setup Wizard

Wizard Type » VP Setings + Wizard Completed
1 2 3

Welcome

VPN Settings
- Wizard Type
- WPN Settings
- Wizard Completed

© PN Settings for Configuration Provisioning
- Wizard Type
- WPN Settings
- Wizard Completed

© WPN Settings for L2TP VPN Settings

- VPN Settings
- General Settings
- Wizard Completed
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Choose Expressto create a VPN rule with the def  ault phase 1 and phase 2 settings

and to use a pre -shared key. Click Next.

Quick Setup > VPN Setup Wizard > Wizard Type
VPN Setup Wizard

Wizard Type * VPN Setfings * Wizard Completed
2 3
1 >

Flease select the type of VPN policy you wish to setup.
Type of VPN policy

Express

© Advanced

Type the Rule Name used to identify this VPN connection (and VPN gateway). You

may use 1 -31 alphanumeric characters. This val ue is case -sensitive. Click Next.

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Scenario)

VPN Setup Wizard

Wizard Tyee * VPN Setfings * Wizard Completed
1 " 3

Express Seftings
IKE Version

IKEw1
O Kev2

Scenario

Rule Name: [ wiz_vPN_Branch_Dynamic

Site-to-site

@ Site-to-site with Dynamic Peer

© remote Access (Server Role)

@ Remote Access (Client Role)
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Configure Secure Gateway | P as the peer ZyWALL/ USGds WAN | P

example, 172.101.30.68). Type a secure Pre-Shared Key (8-32 char acters).

Set Local Policy to be the ZyWALL/USG local IP address that can use the VPN
tunnel and set Remote Policy to the peer ZyWALL/USG local IP address that can
use the VPN tunnel. Click OK.

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (C onfiguration)

VPN Setup Wizard
Wizard Type * VPN Setlings > Wizard Completed
1 P 3
Express Settings
Configuration
Secure Gateway: 172.101.30.68 [IF or FGQDM)
Fre-Shared Key: 12345678
Local Policy [IP/Mask): | 192.168.10.0 |  l255.255.255.0 |
Remote Policy (IP/Mask]: 19216810 | [255.255.255.0 |

This screen provides a read -only summary of the VPN tunnel. Click  Save.

Quick Setup > VPN Setup Wizard > Welcome > Wizard Type > VPN Settings

(Summary)
VPN Setup Wizard
Wizord Type > VPN Selfings > Wrzord Complated
1 2 3
Express Settings
Summary
Fule Mame: WIZ_VPN_Branch_Dynamic
Secure Gateway: 172.101.30.68
Pre-Shared Key: 12345678
Local Policy (IPfhiask): 192.168.10.0 F 255.255.255.0
Remaote Policy [IP/Mask): 19216210/ 2553552550
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Now the rule is configured on the ZyWALL/USG. The Phase 1 rule settings  appear in
the VPN > IPSec VPN > VPN Gateway screen and the Phase 2 rule settings appear

in the VPN > IPSec VPN > VPN Connection screen. Click Close to exit the wizard.

Quick Setup > VPN Setup Wizard > Welcome > Wizard Type > VPN Settings > Wizard

Complete d

VPN Setup Wizard

Wizard Type * VPN Settings > Wizard Completed
1 2
3

Express Setfings

Congratulations. The VPN Access wizard is completed

Summary
Rule Name: WIZ_VPN_Branch_Dynamic
Secure Gateway: 172.101.30.68
Pre-Shared Key: 12345678
Local Palicy (IP/Mask): 0.0.0.0/255.255.255.0

Remote Policy (IP/Mask):  Any

Goto CONFIGURATION > VPN > IPSec VPN > VPN Gateway and click Show
Advanced Settings . Configure Authentication > Peer ID Type as Any to let the

ZyWALL/USG does not require to check the identity content of the remote IPSec router.

CONFIGURATION >VPN > IPSec VPN > VPN Gateway > Show Advanced Settings >
Authentication > Peer ID Type

Authentication
@ Pre-Sharad Key tesscasse
[l unmasked
© Cerfficate My Certificates
© User Based PSK (i ]
[+] Advance
Local ID Typs: [Pwd v
Content: 0.0.0.0
Peer 1D Type: Any -
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Test the IPSec VPN Tunnel

The Site-to -site VPN with Dynamic Peer can only initiate the VPN tunnel from the
peer has a dynamic IP Address. Goto  CONFIGURATION > VPN >IPSec VPN > VPN
Connection , click Connect on the upper bar. The Status connect icon is lit when

the interface is connected.

CONFIGURATION > VPN > [PSec VPN > VPN Connection

Adid

] ' WIZ_VPM_Bra... WII_VPMN_Branc... IPvd o a

8 F

]

Show [50 v items Displaying 1 -1 of

Goto MONITOR > VPN Monitor > IPSec and verify the tunnel Up Time and

Inbound(By tes)/Outbound(Bytes) Traffic.

MONITOR > VPN Monitor > IPSec

72.101.30.68 D:172.100.30.54 8 86402 0[0 bytes) 0(0 bytes)

To test whether or not a tunnel is working, ping from a computer at one site to a
computer at the other. Ensure that both computers have Internet access (via the

IPSec devices).

PC at HQ Offi ce > Window 7 > cmd > ping 192.168.10.33
C:~Documents and Settings “ZyHEL>ping 192.168.1.33
Pinging 172.168.1.33 with 32 hytes of data:
Reply from 192.168.1.33: bytes=32 time=27ms

Reply from 192.168.1.33: bytes=32 time=32ms
Reply from 192.168.1.33: bytes=32 time=26ms

Reply from 192_.168.1.33: bytes=32 time=27ms

Ping statistics for 192.168.1.33:

Packets: Sent = 4, Received = 4, Lost = B (Bx loss)>,
Approximate round trip times in milli—seconds:

Hinimum = 26ms, Maximum = 32ms, Average = 28ms
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PC at Branch Office > Window 7 > cmd > ping 192.168.1.33

C:“Documents and Settings“EyHEL>»ping 192 _168.18_.33
Pinging 192.168.18.33 with 32 hytes of data:
Reply from 192_168.18.33: bytes=32 time=18ms

Reply from 192_168.18.33: bytes=32 time=17ms
Reply from 192_168.18.33: bytes=32 time=17ms

Reply from 192_168.18.33: bytes=32 time=16ms

Ping statistics for 192.168.168_.33:

Packetz: Sent = 4. Received = 4, Lost = 8 (@ loss),
Approximate wound trip times in milli—seconds:

Minimum = 16ms, Maximum = 18ms, Average = 17ms

What Could Go Wrong?

If you see below [info] or [error] log message, please check ZyWALL/USG Phase 1
Settings. Both ZyWALL/USG at the HQ and Branch si tes must use the same
Pre-Shared Key, Encryption, Authentication method, DH key group and ID Type to
establish the IKE SA.

MONITOR > Log

Friority | Category | Message Mote

info IKE Recv[NOTIFY:INVALID_COOKIE] IKE_LOG
info IKE Send:[IDHASHINCTIFY:INITIAL_CONTACT] IKE_LOG
Friarity | Category | Message Mote
errar IFSec SP1: 0x0 (0) SEC: 0x0 (0) Mo rule found, Dropping TCP packet IFSec
errar IFSec SP1: 0x0 (0) SEC: 0x0 (0) Mo rule found, Dropping TCP packet IFSec
info IKE [COOKIE] Invalid cookie, no sa found IKE_LOG
Priority | Category | Message Mote

infa IKE Recv[HASH]NOTIFY:NO_PROPOSAL_CHOSEN] IKE_LOG

If you see that Phase 1 IKE SA process done but still get below [info] log message,
please check ZyWALL/USG Phase 2 Settings. Both ZyWALL/USG at the HQ and
Branch sites must use the same Protocol, Encapsulation, Encryption,

Authentication method and PFS to establish the IKE SA.
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MONITOR > Log

www.zyxel.com

19 2017-09-11 ... info KE [SA] : Mo proposal chosen KE_LOG
20 2017-09-11 ...  info KE [ID] : Tunnel [Server] Phase 2 Local policy mismatch KE_LOG
3l 2017-05-11 ... infe KE send:[HASH] [SA] [NONCE][ID] [ID] KE_LOG
32 2017-09-11 ... info KE Phase 1 IKE SA process done KE LOG

Make sure the both ZyWALL/USG at the HQ and Branch sites security pol icies allow

IPSec VPN traffic. IKE uses UDP port 500, AH uses IP protocol 51, and ESP uses IP

protocol 50.

Default NAT traversal is enable on ZyWALL/USG, please make sure the remote

IPSec device must also have NAT traversal enabled.
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How to Configure IPSec Site to Site VPN while one Site is
behind a NAT router

This example shows how to use the VPN Setup Wizard to create a IPSec Site to
Site VPN tunnel between ZyWALL/USG devices. The example instructs how to
configure the VPN tunnel betw  een each site while one Site is behind a NAT
router. When the IPSec Site to Site VPN tunnel is configured, each site can be

accessed securely.

NAT Router
WAN IP 1?2.100.20.30 ............................................
........................................... LAN. 1P 192168 1.1 i
Local Network J : Local Network
Network 10.10.10.0 : Network 192.168.20.0 :
Netmask 255.255.255.0 e  Netmask 255.255.255.0:
: | - BT B——i_H =
T : '_ N
ZyWALL USG_HQ ZyWALL USG_Branch S
WAN IP 192.168.1.33 WAN IP 172.100.30.40
LAN P 10.10.10.1 LAN IP 192.168.20.1

ZYyWALL/USG Site to Site VPN while one Site is behind a NAT router

nNote:

All network IP addresses and subnet masks are used as examp lesin this article.

Please replace them with your actual network IP addresses and subnet masks
This example was tested using USG110 (Firmware Version: ZLD 4.25) and
ZyWALL 310 (Firmware Version:  ZLD 4.25).
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Set Up the ZyWALLUSG IPSc VPN Tunnel of Corporate
Network (HQ)

In the ZyWALL/USG, go to Quick Setup > VPN Setup Wizard , use the VPN Settings

wizard to create a VPN rule that can be used with the FortiGate. Click Next.

Quick Setup > VPN Setup Wizard > Welcome

VPN Setup Wizard

Wizard Type » VP Setings + Wizard Completed
1 2 3

Welcome

VPN Settings

- Wizard Type
- WPN Settings
- Wizard Completed

© PN Settings for Configuration Provisioning

- Wizard Type
- WPN Settings
- Wizard Completed

© WPN Settings for L2TP VPN Settings

- VPN Settings
- General Settings
- Wizard Completed

Choose Express to create a VPN rule with the default phase 1 and phase 2 settings

and use a pre -shared key to be the authentication method. Click Next.

Quick Setup > VPN Setup Wizard > Wizard Type
VPN Setup Wizard

Wizard Type > VPN Setfings * Wizard Completed
2 3
1 >

Please select the type of VPN policy you wish to setup.
Type of VPN policy

Express

O Advanced
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Type the Rule Name used to identify this VPN connection (and VPN gateway). You
may use 1 -31 alphanumeric characters. This value is case  -sensitive. Select the rule to

be Site-to-site. Click Next.

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Scenario)

VPN Setup Wizard

Wizard Type * VPN Setlings > Wizard Completed
1 3
2

Express Seftings
IKE Version

IKEVI
© IKEv2

Scenario

Rule Name: WIZ_VPN_HQ@

Site-to-site

D Site-to-site with Dynamic Paer

D remote Access (Server Role)

@ Remote Access [Client Role)

Configur e Secure Gateway | P as the Branchoés WAN I P address

172.100.30.40). Then, type a secure Pre-Shared Key (8-32 characters).

Set Local Policy to be the IP address range of the network connected to the
ZyWALL/USG (HQ) and Remote Policy to bet he IP address range of the network
connected to the ZyWALL/USG (Branch).

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Configuration)

VPN Setup Wizard
Wizard Type > VPN Setfings > Wizard Completed
1 Py 3
Express Settings
Configuration
Secure Gateway: [ 172.101.30.40 | P orraDny)
Pre-Shared Key: | 12345678 |
Local Policy (IP/Mask): | 10.10.10.0 | |’255.255.255.0 |
Remote Policy (IP/Mask): | 192.168.20.0 |  [255.255.255.0 |
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This screen provides a read -only summary of the VPN tunnel. Click

www.zyxel.com

Quick Setup > VPN Setup Wizard > Welcome > Wizard Type > VPN Settings (Summary)

VPN Setup Wizard

! 2

Express Sefftings
Summary
Rule MName:
Secure Gobeway:
Pre-Shared Key:
Local Policy (IPfMask):
Remote Palicy (IP/Mask):

Wizard Type > VPN Sellings > Wizord Completed

3

WIZ_VPN_HQ
172.100.30.40
12345578

10.10.10.0F 255.255.255.0
192, 168.20.0 4 255.255.255.0

Now the rule is configured on the ZyWALL/USG. The Phase 1 rule settings appear
in the VPN > IPSec VPN > VPN Gateway screen and the Phase 2 rule settings

appear inthe VPN > IPSec VPN > VPN Connectio n screen. Click Close to exit the

wizard.

Quick Setup > VPN Setup Wizard > Welcome > Wizard Type > VPN Settings >

Wizard Completed

VPN Setup Wizard

Express Seltings

Summary
Fule Mame:
Secure Gateway:
Fre-shared key:
Local Palicy (IP/Mask):
Remote Policy (IP/Mask):

Congratulations. The VPN Access wizard is complated

WIZ_VPN_HQ

172.100.30.40

123455878

10010100/ 255.255.255.0
192.168.20.0 F 255.255.255.0
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www.zyxel.com

Goto CONFIGURATION > VPN > IPSec VPN > VPN Gateway > Show Advanced

Settings. Configure Authentication > Peer ID Type as Any to let the ZyWALL/USG

does not require to check the identity content of the remote IPSec router.

CONFIGURATION > VPN > IPSec VPN > VPN Gateway > Show Advanced Settings

> Authentication > Peer ID Type

Authentication
® Pre-Shared Kay
[ unmasked
© Certificate
© User Based PSK
[+] Advance

My Cartificates

Local ID Typs:
Content:

Peer 1D Type:

i
IPwd hd
0.0.0.0
Ay |
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Set Up the ZyWALLUSG IPSec VPN Tunnel of Corporate
Network (Branch)

In the ZyWALL/USG, go to Quick Setup > VPN Setup Wizard , use the VPN Settings

wizard to create a VPN rule that can be used with the FortiGate. Click Next.

Quick Setup > VPN Setup Wizard > Welcome

VPN Setup Wizard

Wizard Type » VP Setings + Wizard Completed
1 2 3

Welcome

VPN Settings

- Wizard Type
- WPN Settings
- Wizard Completed

© PN Settings for Configuration Provisioning

- Wizard Type
- WPN Settings
- Wizard Completed

© WPN Settings for L2TP VPN Settings

- VPN Settings
- General Settings
- Wizard Completed

Choose Express to create a VPN rule with the default phase 1 and phase 2 settings

and use a pre -shared key to be the authentication method. Click Next.

Quick Setup > VPN Setup Wizard > Wizard Type
VPN Setup Wizard

Wizard Type * VPN Setfings * Wizard Completed
2 3
1 2

Please select the type of VPN policy you wish to setup.
Type of VPN policy

Express

O Advanced
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Type the Rule Name used to identify this VPN connection (and VPN gateway). You

may use 1 -31 alphanumeric characters. This value is case  -sensitive. Select the rule to

be Site-to-site. Click Next.

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Scenario)

VPN Setup Wizard

Wizard Type * VPN Setlings * Wizard Completed
1 3
2

Express Seftings

IKE Version

IKEv1
O Kev2

Scenario

Rule Name: |WII_VF’N_Brc:nch

Site-to-site
O Site-to-site with Dynamic Peer

© Remote Access (Server Role]

D pemote Access (Client Role)

Configu re Secure Gateway | P as the Branchoés WAN |

172.100.20.30). Then, type a secure Pre-Shared Key (8-32 characters).

Set Local Policy to be the IP address range of the network connected to the
ZyWALL/USG (HQ) and Remote Policy to be the IP address range of the network
connected to the ZyWALL/USG (Branch).

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Configuration)

P

addr ess

VPN Setup Wizard
Wizard Type > VPN Setfings > Wizard Completed
1 2 3
Express Settings
Configuration
Secure Gateway: 172.100.20.30 [IP or FQIDM]
Pre-Shared Key: 12345678
Local Policy (IP/Mask): 192.148.20.0 4255.255.255.0 |
Remote Policy (IP/Mask): | 10.10.10.0 4255.255.255.0 |
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This screen provides a read -only summary of the VPN tunnel. Click

www.zyxel.com

Quick Setup > VPN Setup Wizard > Welcome > Wizard Type > VPN Settings (Summary)

VPN Setup Wizard

L 2

Express Seftings
Sumrmary
Rule Mame:
Secure Goteway:
Pre-Shared Key:
Locel Policy (IP/Mask):

Rermote Policy (IP/Mask):

Wizard Type > VPMN Seltings > Wieard Completed
3

WIZ_VPH_Branch
172.100.20.30

12345678

192 168 20.0 / 255,255 255 )

10.10.10.01/ 255.255.255.0

Now the rule is configured on the ZyWALL/USG. The Phase 1 rule settings appear
in the VPN > IPSec VPN > VPN Gateway screen and the Phase 2 rule settings

appear inthe VPN > IPSec VPN > VPN Connectio n screen. Click Close to exit the

wizard.

Quick Setup > VPN Setup Wizard > Welcome > Wizard Type > VPN Settings >

Wizard Completed

VPN Setup Wizard

1 2

Express Seltings

Surmnmary

Fule Mame:

Secure Gatewgy:
Fre-Shored Key:

Local Policy (IP/Mask):

Remate Policy (IP/Mask):

Wizord Type > VPN Seffings * Wizard Completed
2

Congratulations. The VPN Access wirard is complated

WIZ_VPN_Branch
172.100.20.30

12345678

192.168.20.0 / 255.255.255.0
101001000/ 255.255.255.0
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Goto CONFIGURATION > VPN > IPSec VPN > VPN Gateway > Show Advanced
Settings. Configure Authentication > Peer ID Type as Any to let the ZyWALL/USG

does not require to check the identity content of the remote IPSec router.

CONFIGURATION > VPN > IPSec VPN > VPN Gateway > Show Advanced Settings
> Authentication > Peer ID Type

Authentication

©@ Pre-Shared Key sessenas

[ unmasked

O Certificate My Certificates
© User Based PSK i ]
[+] Advance
Local ID Type: [Pwa ~
Content: 0.0.0.0
Feer D Type: Any ~
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Set Up the NAT Router (Using ZyWALL USG device in this

example)

www.zyxel.com

Goto CONFIGURATION > Network > NAT > Add . Selectthe Incoming Interface on

which packets for the NAT rule must be received. Specified

the User-Defined Original IP field and Type the translated destination IP address

that this NAT rule supports.

CONFIGURATION > Network > NAT > Add

General Settings

Enable Rule

Rule Name:

Port Mapping Type

Classification:

Mapping Rule
Incoming Interface:
Qriginal IP:
User-Defined Criginal IF:
Mapped IP:

Port Mapping Type:

VPMN_MNAT

User-Defined Mapped IF:

O Virtual Sarver

@ 1:1 NAT

|ge]

v|

User Defined hd
[172.100.20.30 | 1P Address

User Defined v
[192.168.1.33 | (e Address)

© Many 1:1 NAT
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Goto CONFIGURATION > Security Policy > Policy Control

enabled at the firewall for the following IP protocols and UDP ports:

www.zyxel.com

. IP forwarding must be

IPprotocol = 50 b Udata gdath{B5P)
IPprotocol = 51 b Used by data path (AH)
UDP Port Number = 500 b Used by | KE (I PSec
UDP Port Number = 45D(PsebNAUBawatsaly NAT
CONFIGURATION > Security Policy > Policy Control
General Seffings
[¥] Encble Policy Control
IPv4 Configuration
[ Allow Asymmetrical Route
@ Add
1 LAN_Cutgoing any (Exc... any any any any none
2 DMZ_to_WAN =WAN any any any any none
3 Piec_WPH_Cu. any (Exc... any any any any none
4 SSL_WVPN_Outg. any (Exc... any any any any none
5 TUNMEL_Outg... any (Exc... any any any any none
& LAN_to_Device TyWALL any any any any none
7 DMI_to_Device TyWALL any any a Default_Allow DMZ ALL any none
] WARN_to Device TyWALL any any a Default_Allow_WaAMN_To_TyWALL any none
g PSec_WPN_to_. IyWALL any any any
o Default_Allow_WAN_To_TyWALL
10 SSL_WPN_to_D... IyWALL any any any
1 TUNNEL_to_De... TyWALL any any any Description:
- System Default Allow From WAN To TyWALL
D.. any any any any any Members:
Page |1 | of 1 Show (80 |~ items AH
ESP
IKE
NATT
GRE
VRRP
[ Apply | ResOMS

Test the IPSec VPN Tunnel

Go to ZyWALL/USG CONFIGURATION > VPN > IPSec VPN > VPN Connection , click

Connect on the upper bar. The

connected.

CONFIGURATION > VPN > IPSec VPN > VPN Connection

Status connect icon is lit when the interface is
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1 @ WIZ_VPN_HG WIZ_VPN_HGQ [Pwd a fa
Page of 1 Show |50 |v|items Displaying ol
Go to ZyWALL/USG MONITOR > VPN Monitor > IPSec and verify the tunnel Up
Time and Inbound (Bytes)/Outbound (Bytes)  Traffic.
MONITOR > VPN Monitor > IPSec
1 WIZ_VPN_HQ  10.10.10.0/24<>192,168.20,0/24 192.168.1.33  P:172.100.30.40:4500 14 84408 0(0 bytes) 0(0 bytes)
of 1 Show (50 || items Displaying 1 - 1 of

To test whether or not a tunnel is working, ping from a computer at one site to a

computer at the other. Ensure that both comput ers have Internet access (via the

IPSec devices).

PC behind ZyWALL/USG (HQ) > Window 7 > cmd > ping 192.168.20.33
C:“Documents and Settings “ZyREL>ping 1922.168.20.33
Pinging 122.168.20.33 with 32 bytes of data:

Reply from192.168.20.33: bytes=32 time=27ms
Reply from192.168.20.33: bytes=32 time=32ms
Reply from192.168.20.33: bytes=32 time=26ms
Reply from192.168.20.33: bytez=32 time=27ms

Ping statistics for 192 _168_20_.33:
Packets: Sent = 4, Received = 4, Lost = B (8% loss>.
Approximate round trip times in milli—seconds:

Minimum = 26ms,. Maximum = 32ms, Average = 28ms

PC behind ZyWALL/USG (Branch) > Window 7 > cmd > ping 10.10.10.33

C:“Documents and Settings“ZyREL>ping 10.18.18.33

Pinging 18.18.18.33

with 32 hytes of data:

Reply from 18.168.18.33: bytes=32
Reply from 18.168.18.33: bytes=32
Reply from 18.168.18.33: bytes=32

Reply from 18.168.18.33: bytes=32

Ping statistics for 18.18.18.33:

time =18ms
time =17ms
time=17ms
time=16ms

Packets: Sent = 4. Received = 4, Lost
Approximate round trip times in milli-seconds:
Minimum = 16ms. Maximum = 18ms. Average = 17ms

TTL=54
TTL=54
TTL=54
TTL=54

=8 (@ lossl,
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What Could Go Wrong?

If you see below [info] or [error] log messag e, please check ZyWALL/USG Phase
1 Settings. Both ZyWALL/USG at the HQ and Branch sites must use the same
Pre-Shared Key, Encryption, Authentication method, DH key group and ID Type

to establish the IKE SA.

MONITOR > Log

Friarity | Category | Message Mote

info IKE Recv:[NOTIFY:INVALID_COOCKIE] IKE_LOG
info IKE Send:[IDHASHINCTIFY INITIAL_CONTACT] IKE_LOG
Friority | Category | hMessage Mote
error IPSec SPI: 0x0 (0) SECQY: 0x0 (0) No rule found, Dropping TCF packet IPSec
arrar IPSec SPI: 0x0 (0) SECQ: 0x0 (0) No rule found, Dropping TCP packet IFSec
info IKE [COOKIE] Invalid cookie, no sa found IKE_LOG
Friarity | Category | Message MNaote

info IKE Recv.[HASHINOTIFY:NG_PROPOSAL_CHGOSEN] IKE_LOG

If you see that Phase 1 IK E SA process done but still get below [info] log message,
please check ZyWALL/USG Phase 2 Settings. Both ZyWALL/USG at the HQ and
Branch sites must use the same Protocol, Encapsulation, Encryption,
Authentication method and PFS to establish the IKE SA.

MONITOR > Log

19 2017-09-11 ... info KE [8A] : Mo proposal chosen KE_LOG
20 2017-09-11 ... info KE [ID] : Tunnel [Server] Phase 2 Local policy mismatch KE_LOG
al 2017-09-11 ... info KE send:[HASH] [SA] [NONCE][ID] [ID] KE_LOG
32 2017-09-11 ... info KE Phase 1 IKE SA process done KE_LOG

Make sure the both ZyWALL/USG at the HQ and Branch sites security policies
allow IPSec VPN traffic. IKE uses UDP port 500, AH uses IP protocol 51, and ESP

uses IP protocol 50.

Default NAT traversal is enable on ZyWALL/USG, please make sure the remote

IPSec device must also have NAT traversal enabled.
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How to Configure Hub -and -Spoke IPSec VPN

This is an example of a hub -and -spoke VPN with the HQ ZyWALL/USG as the hub
and spoke VPNs to Branches A and B. When the VPN tunnel is configure d, traffic
passes between branches via the hub (HQ). Traffic can also pass between

spoke -and -spoke through the hub. Here are two methods to set up

hub -and -spoke VPN connections: 1. With VPN Concentrator 2. Without VPN
Concentrator. With just two branch off ices, you could just manually set up VPN
tunnels between HQ and the branches. With many branches it's best to use the

VPN Concentrator to set up branch  -HQ tunnels automatically.

ZYyWALL/USG Hub-and -Spoke VPN Example

Local Network
i Network 192.168.168.0 :
i Netmask 255.255.255.0

) .

| | Hub_HQ

N~
’ ZyWALL USG

Bl eesas | WAN IP 172.16.10.1
LAN [P 192.168.168.1 ......ccccociviivcnriismsesssmssenis

Local Network Local Network
Network 192.168.167.0 : w ! Network 192.168.169.0 ;
Netmask 255.255.255.0 | { Netmask 255.255.255.0 ;
Ty W a0
[ = | H i — o /] H [ - [ ===
T W W ]
Spoke_Branch A Spoke_BranchB : :
ZyWALL USG ZyWALL USG
WAN IP 172.16.20.1 WAN IP 172.16.30.1
LAN IP 192.168.167.1 LAN [P 192.168.169.1

nNote: All network IP addresses and subnet mask s are used as examples in this article.
Please replace them with your actual network IP addresses and subnet masks. This

example was tested using USG310 (Firmware Version: ZLD  4.25).
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Set Up the IPSc VPN Tunnel on the ZyWALL/USG by Using VPN
Concentrator Hub_HQ-to-Branch_A

In the ZyWALL/USG, go to Quick Setup > VPN Setup Wizard , use the VPN Settings
wizard to create a VPN rule that can be used with the r emote ZyWALL/USG. Click

Next .

Quick Setup > VPN Setup Wizard > Welcome

VPN Setup Wizard

Wizard Type * VPN Settings + Wizard Completed
1 2 3

Welcome

VPN Settings

- Wizard Type
- VPN Settings
- Wizard Completed

@ VPN Settings for Configuration Provisioning

- Wizard Type
- WPN Settings
- Wizard Completed

© PN Settings for L2TP VPN Settings

- WPN Settings
- General Settings
- Wizard Completed

Choose Express to create a VPN rule with the default phase 1 and phase 2 settings

and use a pre -shared key to be the authentication method. Click Next.

Quick Setup > VPN Setup Wiza rd > Welcome > Wizard Type
VPN Setup Wizard

Wizard Type *» VPN Setfings * Wizard Completed

- 2 3

Flease select the type of VPN policy you wish to setup.
Type of VPN policy

Express

O Advanced
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Type the Rule Name used to identify this VPN connection (and VPN gateway). You
may use 1 -31 alphanumeric characters. This value is case  -sensitive. Select the rule

to be Site-to-site. Click Next.

Quick Setup > VPN Se tup Wizard > Wizard Type > VPN Settings (Scenario)

VPN Setup Wizard

Wizard Type * VPN Seftings * Wizard Completed
1 3
2

Express Settings
IKE Version

IKEv1
© IKEv2

Scenario

Rule Name: |Hub_HQ-1o-anch_A

Site-to-site

D Site-to-site with Dynamic Peer

D Remote Access (Server Role)
O Remote Access (Client Rale)
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Then, configure the Secure Gateway I[P asthe BranchA6s Gat eway | P address
the example, 172.16.20.1). Type a secure  Pre-Shared Key (8-32 characters) which

must match your Branch A 6 sre-Bhared Key.

Set Local Policy to be the IP address range of the network connected to the
Hub_HQ and Remote Policy to be the IP address range of the network connected

to the Branch A . Click OK.

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Configuration)

VPN Setup Wizard

Wizard Type * VPN Seftingz * Wizard Completed
1 3
2

Express Settings
Configuration
Secure Gateway: 172.16.20.1 (IP or FQDN)
Pre-Shared Key: 12345678
Local Policy (IP/Mask]: | 192.168.168.0 | 4255.255.255.0 |
Remote Poliey (IP/Mask): [192.168.167.0 |  f255.255.255.0 |

This screen provides a read -only summary of the VPN tunnel. Click  Save.

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Summary)

VPN Setup Wizard

Wzard Type > VPN Seflings * Woord Completed

1 3

Express Setfings

Summary

Rule Mame: Hub_HO-1o-Branch_A,
Secure Gateway: 172.16.201

Pre-3hared Key: 12345678

Local Policy (IPfMask): 182.168.168.0/ 255.255.255.0

Remote Policy (IP/Mask]:  192.168.167.0/ 255.255.235.0
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Now the rule is configured on the ZyWALL/USG. The Phase 1 rule settings appe arin
the VPN > IPSec VPN > VPN Gateway screen and the Phase 2 rule settings appear

in the VPN > IPSec VPN > VPN Connection screen. Click Close to exit the wizard.

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings > Wizard Completed

VPN Setup Wizard

Wizord Type > WPH Setfings > Wizard Completed

1 2 3

Express Seftings
Congratulations. The VPN Access wizrard Is completed
Summary

Rule Nome: Hub_HO-o-Branch_A

Secure Gobeway: 172.16.201

Pre-incred Key: 12345578

Local Policy (IF/Mask): 182 1658.168.0 5 255.255.255.0

Remote Policy (IP/Mask): 1 &2 168.167.0 5 255.255,255.0
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Hub_HQ-to-Branch_B

In the ZyWALL/USG, go to Quick Setup > VPN Setup Wizard , use the VPN Settings
wizard to create a VPN rule that can be used with the remote ZyWALL/USG. Click

Next .

Quick Setup > VPN Setu p Wizard > Welcome

VPN Setup Wizard

Wizard Type * VPN Settings + Wizard Completed
1 2 3

Welcome

VPN Settings

- Wizard Type
- VPN Settings
- Wizard Completed

@ VPN Settings for Configuration Provisioning

- Wizard Type
- WPN Settings
- Wizard Completed

© PN Settings for L2TP VPN Settings

- WPN Settings
- General Settings
- Wizard Completed

Choose Express to create a VPN rule with the default phase 1 and phase 2 settings

and use a pre -shared key to be the authentication method. Click Next.

Quick Setup > VPN Setup Wizard > Welcome > Wizard Type
VPN Setup Wizard

Wizard Type *» VPN Setfings * Wizard Completed
2 3
1 2

Flease select the type of VPN policy you wish to setup.
Type of VPN policy

Express

O Advanced
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Type the Rule Name used to identify this VPN connection (and VPN gateway). You
may use 1 -31 alphanumeric characters. This value is case  -sensitive. Select the rule

to be Site-to-site. Click Next.

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Scenario)

VPN Setup Wizard

Wizard Type * VPN Seftings * Wezard Completed
1 3
2

Express Settings
IKE Version

[KEv]
© IKEv2

Scenario

Bule Name: | Hub_HG-to-Branch_B
| Site-to-site |

O Site-to-site with Dynamic Peer

© Remote Access [Server Role)

O Remote Access [Client Role)
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Then, configure the Secure Gateway I[P asthe BranchBd s Gat eway | P address |

the example, 172.16.30.1). Type a secure  Pre-Shared Key (8-32 characters) which

must match your Branch Bd s -Bhared Key.

Set Local Policy to be the IP address range of the network connected to the
Hub_HQ and Remote Policy to be the IP address range of the network connected

to the Branch B. Click OK.

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Configuration)

VPN Setup Wizard

Wizard Type * VPN Seffings * Wizard Completed

1 " 3
Express Seltings
Configuration
Secure Gaoteway: 172.16.30.1 (IF or FQDM]
Pre-Shared Key: 12345678
Local Policy (IP/Mask): 192.166.168.0 255.255.255.0
Remote Policy (IP/Mask]: [122.168.169.0 255.255.255.0

This screen provide s a read -only summary of the VPN tunnel. Click  Save.

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Summary)
VPN Setup Wirard

Wizord Type > VPN Setings > Wezord Completed

1 2 3
Express Settings
Summary
Rule Mame: Hub_HG-to-Branch_8
Secure Gateway: 172.16.30.1
12345673

Pre-Shared Key:

Locaol Policy (IF/Mask):

Remote Policy (IP/Mask):

192.168.168.0 7 255.255.255.0
192.168.169.0 § 255255 2550
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Now the rule is configured on the ZyWALL/USG. The Phase 1 rule settings appear in
the VPN > IPSec VPN > VPN Gateway screen and the Phase 2 rule settings appear

in the VPN > IPSec VPN > VPN Connection screen. Click Close to exit the wizard.

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings > Wizard Completed

VPN Setup Wizard

Wizord Type * VPM Setings > Wizard Cumplded

1 )

= 3

Express Seftings
Congratulations. The VPN Access wizard is completed
Summary

Bule Mame: Hub_HO-to-Branch_B

Secure Goteway: 172.16.30.1

Pre-Shored Key: 12345678

Lacal Palicy [IP/Mask): 192 168.168.0 f 255,255 255.0

Remote Policy [IP/Wask):  152.168.188.0 255 255.235.0
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Hub_HQ Concentrator

In the ZyWALL/USG, go to CONFIGURATION > VPN > IPSec VPN > Concentrator ,
add a VPN Concentrator rule. Select VPN tunnels to be in the same member

group and click Save.

[ Edit VPN Concentrator Hub-and-Spoke 2]

MName: |Hub-and-3poke

A
VYPMN_to_Azure -
Spoke_Branch_»&
Spoke_Branch_B
WIZ_WVPN_Branch

Hub_HG_to_Branch_A
Hub_HG_to Branch_B il

ENEONN

¥ Edit VPN Concentrator Hub-and-Spoke

Mame: 'Hub-and-Spoke

Available

VPN_to_WPC
VPMN_to_Azure
Spoke_Branch_A
Spoke_Branch_B
WI_VPMN_Branch
Hub_HG_to_Branch_A
Hub_HG_to_Branch_B

EEOOEE

ox_ | cancel
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Spoke Branch_A

In the ZyWALL/USG, go to Quick Setup >V PN Setup Wizard, use the VPN Settings
wizard to create a VPN rule that can be used with the remote ZyWALL/USG. Click

Next .

Quick Setup > VPN Setup Wizard > Welcome

VPN Setup Wizard

Wizard Type * VPN Settings + Wizard Completed
1 2 3

Welcome

VPN Settings

- Wizard Type
- VPN Settings
- Wizard Completed

@ VPN Settings for Configuration Provisioning

- Wizard Type
- WPN Settings
- Wizard Completed

© PN Settings for L2TP VPN Settings

- WPN Settings
- General Settings
- Wizard Completed

Choose Express to create a VPN rule with the default phase 1 and phase 2 settings

and u se a pre -shared key to be the authentication method. Click Next.

Quick Setup > VPN Setup Wizard > Welcome > Wizard Type
VPN Setup Wizard

Wizard Type *» VPN Setfings * Wizard Completed
2 3
1 2

Flease select the type of VPN policy you wish to setup.
Type of VPN policy

Express

O Advanced

107/751



ZYXEL S———

Type the Rule Name used to identify this VPN connection (and VPN gateway). You
may use 1 -31 alphanumeric characters. Thisva lue is case -sensitive. Select the rule

to be Site-to-site. Click Next.

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Scenario)
VPN Setup Wizard

Wizard Type * VPN Settings * Wizard Completed
1 3
2

Express Settings

IKE Version

IKEv1
© IKEv2

Scendrio

Fule Mame: Spoke_Branch_A

| @ Site-to-site I

O Site-to-site with Dynamic Peer

@ Remote Access [Server Role)

© Remote Access [Clisnt Role)

108/751



ZYXEL ——

Then, configure the Secure Gateway I[P asthe Hub HQ6 s Gat eway | P address (
the example, 172.16 .10.1). Type a secure Pre-Shared Key (8-32 characters) which

must match your Hub_HQ®& s -Bhared Key.

Set Local Policy to be the IP address range of the network connected to the
Spoke_Branch_A and Remote Policy to be the IP address range of the network

co nnected to the Hub_HQ. Click OK.

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Configuration)

VPN Setup Wizard

Wizard Type * VPN Seffings * Wizard Completed

1 > 3
Express Seftings
Cenfiguration
Secure Gateway: 172.16.10.1 [IF or FQDN]
Pre-Shared Key: 12345678
Local Policy (IP/Mask]:  |192.168.167.0 | f2s5.255.255.0 |
Remote Policy (IP/Mask): [ 192.168.168.0 | [255.255.255.0 |

This screen provides a read -only summary of the VPN tunnel. Click  Save.

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settin gs (Summary)

VPN Setup Wizard
Wizard Type > VPN Seflings > Wizord Completed
1 = 3
Express Settings
Summary
Rule Nome: Spoke_Branch_A
Secure Gateway: 172161001
Pre-Shared Key: 12345678
Local Policy [IP/Mask): 192.168.167.0/ 255.255.255.0
Bemote ?Olic',«' {IF’.fMg;k]_- 192 168, 168.0/ 255255 255.0
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Now the rule is configured on the ZyWALL/USG. The Phase 1 rule settings appear in
the VPN > IPSec VPN > VPN Gateway screen and the Phase 2 rule settings appear

in the VPN > IPSec VPN > VPN Connection screen. Click Close to exit the wizard.

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings > Wizard Completed

VPN Setup Wizard

Wizard Type > VPM Sethngs > Wizard Compleded

1 =)

= 3

Express Settings
Congratulations. The VPN Access wizard Is completed
Surmmary

Rule Name: Spoke_Branch_A

Sacure Gateway: 172.16.10.1

Pre-Shared Key: 12345678

Local Palicy (IP/Matk): 182.168.167.0 / 255.255.255.0

Rermote Policy [IP/Mask): 162 188.168.0 / 255 255 255.0
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Go to Network > Routing > Policy Route to add a Policy Route to allow traffic from

Spoke_Branch_A to Spoke Branch B.

Click Create new Object and set Address to be the local network behind the
Spoke_Branch_B . Select Source Address to be the local network behind the
Spoke_Branch_A . Then, scroll down the Destination Address list to choose the

newly created Spoke Branch_B_LOCAL address. Click OK.

Network > Routing > Policy Route

&y Add Policy Route
show Advanced Settings 8 Create new Object ¥
Criteria
User any ¥
Incoming: any [{Excluding ZyV| ¥
Source Address: |5pc:-::k_Brr:mch_A_L Vl
Destination Addrass: |5pock_5rﬂﬂch_B_L Vl
D5CP Code: any v
schedule: none b
service: any ¥
Next-Hop
Type: |VF'N Tunnel Vl
VPN Tunnel: |5poke_Branch_F‘« Vl
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Spoke_Branch_B

In the ZyWALL/USG, go to Quick Setup > VPN Setup Wizard , use the VPN Settings
wizard to create a VPN rule that can be used with the remote ZyWALL/USG. Click

Next .

Quick Setup > VPN Setup Wizard > Welcome

VPN Setup Wizard

Wizard Type * VPN Settings + Wizard Completed
1 2 3

Welcome

VPN Settings

- Wizard Type
- VPN Settings
- Wizard Completed

@ VPN Settings for Configuration Provisioning

- Wizard Type
- WPN Settings
- Wizard Completed

© PN Settings for L2TP VPN Settings

- WPN Settings
- General Settings
- Wizard Completed

Choose Express to create a VPN rule with the default phase 1 and phase 2 settings

and use a pre -shared key to be the authentication method. Click Next.

Quick Setup > VPN Setup Wizard > Welcome > Wizard Ty pe
VPN Setup Wizard

Wizard Type *» VPN Setfings * Wizard Completed
2 3
1 2

Flease select the type of VPN policy you wish to setup.
Type of VPN policy

Express

O Advanced
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Type the Rule Name used to identify this VPN connection (and VPN gateway). You
may use 1 -31 alphanumeric characters. This value is case  -sensitive. Select the rule

to be Site-to-site. Click Next.

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Scenario)
VPN Setup Wizard

Wizard Type * VPN Seffingz * Wizard Completed
1 3
2

Express Seftings

IKE Version

IKEw1
O IKEV2

Scenario

Rule Name: |Spoke_Brcnch_B

Site-to-site

© site-to-site with Dynamic Peer

© Remote Access (Server Role)
© remote Access (Client Role]

113/751



ZYXEL ——

Then, configure the Secure Gateway I[P asthe Hub HQ6 s Gat eway | P address (
the example, 172.16.10.1). Type a secure  Pre-Shared Key (8-32 characters) which

must match your Hub_HQ®& s -Bhared Key.

Set Local Policy to be the IP address range of the network connected to the
Spoke_Branch_B and Remote Policy to be the IP address range of the network

connected tothe  Hub_HQ. Click OK.

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Configuration)

VPN Setup Wizard

Wizard Tyee * VPN Setfingz * Wizard Completed

1 > 3
Express Seftings
Cenfiguration
Secure Gateway: | 172.168,10,1 | [IP or FQDN]
Pre-Shared Key: 12345678 |
Local Pelicy {IP/Mask]: 192.168.16%.0 | 4255.255.255.0 |
Remote Policy (P/Mask): | 192.168.168.0 | 2552552550 |

This screen provides a read -only summary of the VPN tunnel. Click  Save.

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Summary)

VPN Setup Wizard
Wizard Type * VPN Seffings > Wiard Completed
1 o 3

Express Seftings

Summary

Fule Mame: Spoke_Branch_B

Sacure Gateway: 172.16.10.1

Pre-Shared Key: 12343878

Local Policy (IF/hask): 192.168.169.0 7 255.255.255.0

Remate Policy (IP/Mask): 1921631830/ 255.255.255.0
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Now the rule is configured on the ZyWALL/USG. The Phase 1 rule settings appear in
the VPN > IPSec VPN > VPN Gateway screen and the Phase 2 rule settings appear

in the VPN > IPSec VPN > VPN Connection screen. Click Close to exit the wizard.

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings > Wizard Completed
VPN Setup Wirard

Wizord Type > WPH Sattings *> Wizard Completed
1 2
3

Express Setfings

Congratulations. The VPN Access wizard is completed

Summary
Rule Mamie: Spoke_Branch_B
Secure Goteway: 172.16.10.1
Fre-shored Key: 12345678
Local Policy [IP/Mask): 192 168.189.0 7 255 255.255.0

Remote Policy (IP/hosk):  192.168.163.0/ 235.255.235.0
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Goto Network > Routing > Policy Route to add a Policy Route to allow traffic from

Spoke_Branch_B to Spoke Branch_A .

Click Create new Object and set Address to be the local network behind the
Spoke_Branch_A . Select Source Address to be the local network behind the
Spoke Branch_B. Then, scroll down the Destination Address list to choose the

newly created Spoke Branch_A LOCAL address. Click OK.

Network > Routing > Policy Route

&» Add Policy Route
show Advanced Seffings 18 Creofe new Object¥
Criteria
User: any b
Incoming: any [Excluding ZyV| ¥
Source Address: Spock_Branch_B_L|w
Destination Address: spock_Branch_A_L|»
DSCP Code: any w
Schedule: none w
service: any b
Next-Hop
Type: VPN Tunnel v
VPN Tunnel: spoke Branch B v
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Test the IPSec VPN Tunnel

Go to ZyWALL/USG CONFIGURATION > VPN > IPSec VPN > VAN Connection , click
Connect on the upper bar. The Status connect icon is lit when the interface is

connected.

Hub_HQ > CONFIGURATION > VPN > IPSec VPN > VPN Connection

IPv4 Configuration
@ Add &
1 ) Hub_HG-to-Branch_A Hub_HQ-to-Branch_A aHub HQ-to-Branch_A LOC
2 Q@ Hub_HG-to-Branch_B Hub_HQ-to-Branch_B aHub HQ-to-Branch |
Page |1 of 1 Show |50 |»|items Displaying 1-2 of 2

Spoke_Branch_A > CONFIGURATION > VPN > |[PSec VPN > VPN Connection

IPv4 Configuration
Q Add [
1 Q @. Spoke-Branch_A Spoke-Branch_A aSpoke-Branch_A LOCAL/aSpoke-Branch A REMOTE
Page |1 of 1 Show 50 |~ |items Displaying 1-1 of 1

Spoke_Branch_ B > CONFIGURATION > VPN > |IPSec VPN > VPN Connection

IPv4 Configuration
@ Add
1 @% Spoke-Branch_B Spoke-Branch_B aSpoke-Branch B LOCALMmSpoke-Branch B REMOTE
Page |1 of1 Show |50 || items Displaying 1 -1 of 1
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Go to ZyWALL/USG MONITOR > VPN Monitor > IPSec and verify the tunnel  Up Time
and the Inbound(Bytes)/Outbound(Bytes) traffic. Click Connectivity Check to

verify the result of ICMP Connectivity.

Hub_HQ > MONITOR > VPN Monitor > IPSec > Hub_HQ -to-Branch_A

@, Disconnect @, Connection Check

1 Hub_HQ-to-Branch_A  192.168.168.0/24<>192.168.167.0/24 172.16.10.1 P:172.16.20.1 253 86167 0(0 bytes) 0[0 bytes)

2 Hub_HQ-to-Branch_ B 192.168.168.0/24<>192.168.169.0/24 172.16.10.1 P:172.16.30.1 &8 86352 1(78 bytes] 00 bytes)

Page |1 of 1 Show [50 || items Displaying 1-2 of 2
Connectivity Check

Connectivity Check
IF Address: 192.168.167.1

Result

® ICHWP Connectivity Check PASS on Hulb_HG-to-Branch_A
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Hub_HQ > MONITOR > VPN Monitor > IPSec > Hub_HQ -to-Branch_B

@, Disconnect @, Connection Check

My Address Secure Gatew... UpTime Timeout Inbound(... Outboun...
1 Hub_HQ-to-Branch_A  192.168.168.0/24<>192.168.167.0/24 172.16.10.1 P:172.16.20.1 253 86167 0[0 bytes) 0[0 bytes)
2 Hub_HQ-to-Branch_ B 192.168.168.0/24<>192.168.169.0/24 172.16.10.1  P:172.16.30.1 68 86352 1(78 bytes] 0(0 bytes)
FPage El of | Show iterns Displaying 1 -2 of 2
Connectivity Check |z|
Connectivity Check
P Address: 1192.168.169.1 |

"~ ok | cancel

Result Ed

® [ChP Connectivity Check PASS on Hul HG-to-Branch_B

Spoke_Branch_A > MONITOR > VPN Monitor > IPSec

My Address  Secure Gat... UpTime Timeout Inbound(B... Outbound|...
1 Spoke_Branch_A  192.168.167.0/24<>192.168.168.0/24  172.16.20.1 P:172.16.10.1 &6 86354 0(0 bytes) 0[0 bytes)
Page El of 1 Show items Displaying 1-1of 1
Connectivity Check |E|
Connectivity Check
P Address: 1192.168.148.1 |

"ok cancel |
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Result

® |[CMP Connecfivity Check PASS on Spoke-Branch_A

Spoke_Branch_B > MONITOR > VPN Monitor > IPSec

1 Spoke_Branch_ B 192.158.169.0/24<>192.168.168.0/24  172.16.30.1 P:172.14.10.1 8 86412 0[0 bytes) 0(0 bytes)
Page |1 of 1 Show |80 |¥| items Displaying 1- 1 of |
Connedctivity Check

Connectivity Check
IP Address: 192.168.168.1

Result

® [ChMP Connecfivity Check PASS on Spoke-Branch_B

What Could Go Wrong?

If you see [info] or [error] log message such as below, please check ZyWALL/USG
Phase 1 Settings. All ZyWALL/USG units must use the same Pre -Shared Key,
Encryption, Authentication method, DH key group and ID Type to establish the IKE
SA.
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Priority | Category | Message MNote

info IKE Recv:[NOTIFY INVALID_COOKIE] IKE_LOG
info IKE Send[IDIHASHINOTIFY:INITIAL_CONTACT] IKE_LOG
Priority | Category | Message MNaote
errar IFSec SPI1: 0x0 (0) SEQ: 0x0 (0) No rule found, Dropping TCP packet IFSec
errar IFSec SPI1: 0x0 (0) SEQ: 0x0 (0) No rule found, Dropping TCP packet IFSec
info IKE [COOKIE] Invalid cookie, na sa found IKE_LOG
Priority | Category | Message MNaote

info IKE Recv [HASHINOTIFY:NC_PROPOSAL_CHOSEN] IKE_LOG

If you see that Phase 1 IKE SA process done but still get [info] log message as

below, please check ZyWALL/USG and SonicWALL Phase 2 Settings. All

ZYyWALL/USG units must use the same Protocol, Encapsulation, Encryption,

Authentication method and PF S to establish the IKE SA.

19 2017-09-11 ... info KE [5A] : Mo prepesal chosen KE_LOG

20 2017-09-11 ... info KE [ID] : Tunnel [Server] Phase 2 Local policy mismatch KE_LOG

Ell 2017-09-11 ... info KE Send:[HASH] [SA] [NOMCE] [ID][ID] KE_LOG

32 2017-09-11 ...  info KE Phase 1 IKE SA process done KE LOG
Make sure the all ZyWALL/ USG tsd security

uses UDP port 500, AH uses IP protocol 51, and ESP uses IP protocol 50.

By default, NAT traversal is enabled on ZyWALL/USG, so please mak

remote IPSec device also has NAT traversal enabled.

e sure the
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SetUp the IPSec VPN Tunnel of ZyWALL/USG without Using VPN
Concentrator Hub_HQ-to-Branch_A

Goto CONFIGURATION > VPN > IPSec VPN > VPN Gateway and select Enable. Type

the VPN Gateway Name used to identify this VPN gateway.
Then, configure the Secure Gateway IP asthe BranchA6s Gateway | P address (i
example, 172.16.20.1). Type a secure  Pre-Shared Key (8-32 characters) which must

match your Branch A6 s -Bhared Key and cli ck OK.

CONFIGURATION > VPN > |[PSec VPN > VPN Gateway

General Settings

Encble

VPN Gateway Name: Hulb_HGQ-to-Branch_~

IKE Version

Gateway Settings

My Address
@ |nterfiace ge2 7 DHCP client -- 172.16.10.1/255.255.255.

O Domain Name / IPv4

Peer Gateway Address

@ Static Primary 172.14.20.1
Address

Secondary 0.0.0.0

[Cl Fall back to Primary Peer Gateway when possible

O Dynamic Address @
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Authentication

@ Pre-Shared Key teeesnan

O unmasked
O Certificate My Ceriificates
© User Based PSK i
Advance

Phaze 1 Seftings

54 Life Time: 856400 [180 - 3000000 Seconds)
MNegotiation Mode: Main b
Advance

Goto CONFIGURATION > VPN > IPSec VPN > VPN Connection and select Enable.
Type the Connection Name used to identify this VPN connection. Select scenario

as Site-to-site and VPN Gateway which is configured in Step 1.

CONFIGURATION > VPN > IPSec VPN > VPN Connection > General Settings and VPN

Gateway

General Settings

Enable

Connection Name: Hulb_HG-to-Branch_A
[] Advance

VPN Gateway

Application Scenaric
| @ ;I;-;;-ci;

© Site-to-site with Dynamic Peer

© Remote Access (Server Role)
© Remote Access (Client Role)

© vpn Tunnel Interface

VPN Gateway: Hulb_HG-to-Branchk | v ge2 172.16.20.1, 0.0.0.0
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Click Create new Object on the upper bar to add the address range of the local
network behind Hub_HQ to Branch_B and an address of local network behind

Branch A .

CONFIGURATION > VPN > IPSec VPN > VPN Connection > Create new Object

Local Policy
€ Add Address Rule
Name: HQ-to-Branch_B
Address Type: RANGE ¥
Starting IP Address: 192.168.168.0
End IP Address: 192.168.16%9.0
Remote Policy
&) Add Address Rule
Name: Branch_A
Address Type: SUBNET v
Network: 192.168.167.0
Netmask: 255.255.255.0)

Set Local Policy to be HQ-to-Branch_Band Remote Policy to Branch_A which are

newly created. Click OK.

CONFIGURATION > VI > IPSec VPN > VPN Connection > Policy

Policy
Local policy: HQ-to-Branch_B  |»|  RANGE, 192.168.168.0-192.168.169.0
Remote policy: Branch_A w7 SUBMET, 192.168.167.0/24

[¥] Advance

Phaze 2 Sefting
SA Life Time: 86400 (180 - 3000000 Seconds)
[] Advance

Related Settings
Ilone: IPSec_VPN LA ]
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Hub_ HQ-to-Branch_B

Goto CONFIGURATION > VPN > IPSec VPN > VPN Gateway , select Enable . Type

the VPN Gateway Name used to identify this VPN gateway.
Then, configure the Secure Gateway IP asthe BranchBd s t&nway IP address (in
the example, 172.16.30.1). Type a secure  Pre-Shared Key (8-32 characters) which

must match your Branch Bd s -Bhared Key and click OK.

CONFIGURATION > VPN > IPSec VPN > VPN Gateway

General Settings

Encble

VPN Gateway Name: Hub_HQ-to-Branch_B

IKE Verzion

Gateway Settings

My Address
® |nterface ge2 s DHCP dlient -- 172.16.10.1/255.255.255.

O Domain Name / IPv4

Peer Gateway Addresz

@ Static Primary 172.14.30.1
Address

Secondary| 0.0.0.0

[O Fall back to Primary Peer Gateway when possible

© Dynamic Address @

Authentication

@ Pre-Shared Key | ressasas

[ unmasked

© Certificate My Certificates
@ User Based PSK L]
Advance
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Goto CONFIGURATION > VPN > IPSec VPN> VPN Connection and select Enable.
Type the Connection Name used to identify this VPN connection. Select scenario

as Site-to-site and VPN Gateway which is configured in Step 1.

CONFIGURATION > VPN > IPSec VPN > VPN Connection > General Settings and VPN

Gateway

General Settings

Enable

Connection Name: Hulb_HG-to-Branch_B

Advance

VPN Gateway
Application Scenario
@ site-to-site
© Site-to-site with Dynamic Peer
© remote Access (Server Role)
© remote Access (Client Role)

© Vpn Tunnel Interface
VPN Gateway: Hub_HG-to-Branck v ge? 172.16.30.1, 0.0.0.0
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Click Create new Object

network behind Hub_HQ to Branch_A and an address of local network behind

Branch B.

CONFIGURATION > VPN > IPSec VPN > VPN Connection > Create new Obj

Local Policy
€ Add Address Rule
Naome: H@-to-Branch_A
Address Type: RANGE v
Starting IP Address: 192.168.167.0
End IF Address: 192.168.168.0
Remote Policy
& Add Addres: Rule
Name: Branch_B
Address Type: SUBNET b
MNetwork: 192.165.16%.0
MNetmask: 255.255.255.0

Set Local Policy

newly created. Click OK.

on the upper bar to add the address range of the local

CONFIGURATION > VPN > IPSec VPN > VPN Connection > Policy

www.zyxel.com

ect

to be HQ-to-Branch_B and Remote Policy to Branch_B which are

Policy
Local policy:
Remote policy:
[*] Adivance

Phasze 2 Setfting

SA Life Time:
[] Advance

Related Settings

Ions:

HGQ-to-Branch_A ¥

Hub HG-to-Branck ¥

86400

IPSec_VPN >

RANGE, 192.168.167.0-192.168.168.0
SUBNET, 192.168.169.0/24

{150 - 3000000 Seconds|
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Spoke Branch_A

Goto CONFIGURATION > VPN > IFSec VPN > VPN Gateway , select Enable . Type

the VPN Gateway Name used to identify this VPN gateway.
Then, configure the Secure Gateway I[P asthe Hub HQ6 s Gat eway | P
the example, 172.16.10.1). Type a secure  Pre-Shared Key (8-32 characters) whi ch

must match your Hub_HQ®G s -Bhared Key and click OK.

CONFIGURATION > VPN > IPSec VPN > VPN Gateway

addr ess

General Settings

Enable

VPN Gateway Name: Spoke_Branch_A

IKE Version

Gateway Settings

My Address
@ |nterface ge2 e DHCP client -- 172.16.20.1/255.255.255.

O Domain Name / IPv4

Peer Gateway Address

@ Static Primary 172.16.10.1
Address

Secondary 0.0.0.0

[T Fall back to Primary Peer Gateway when possible

© Dynamic Address @
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Avuthentication
@ Pre-Shared Key
[ unmaskad
O Certificate
© User Based PSK
[] Advance

Phase 1 Setftings
34 Life Time:

Negotiation Mode:
[*] Advance

86400

Main

B S e e
My Certificates

[180 - 3000000 S=conds)

Go to CONFIGURATION > VPN > IPSec VPN > VPN Connection and select Enable.

Type the Connection Name

used to identify this VPN connection. S  elect scenario

as Site-to-site and VPN Gateway which is configured in Step 1.

CONFIGURATION > VPN > IPSec VPN > VPN Connection > General Settings and VPN

Gateway

General Settings

Connection Mame:

Spoke_Branch_A

Advance

VPN Gateway

Application Scenario

© Site-to-site with Dynamic Peer
© Remote Access (Server Role)
© Remote Access (Client Role)

© Vpn Tunnel Interface

VPN Gateway:

Spoke_Branch_A

w

ge2 172.16.10.1, 0.0.0.0
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Click Create new Object on the upper bar to add the address of the local network
be hind Branch A and the address range of the local network behind Hub_HQ to

Branch_B.

CONFIGURATION > VPN > IPSec VPN > VPN Connection > Create new Object

Local Policy
€3 Add Address Rule
Name: Branch_A
Address Type: SUBMNET v
Metwork: 192.168.167.0
Netmask: 255,255.255.0]
Remote Policy
€ Add Address Rule
Name: HQ-to-Branch_B
Address Type: RANGE A
Starfing IP Address: 192.168.168.0
End IP Address: 192.168.149.0

Set Local Policy to be Branch_A and Remote Policy to HQ-to-Branch_Bwhich are

newly created. Click OK.

CONFIGURATION > VPN > IPSec VPN > VPN Connection > Policy

Policy
Local policy: Branch_A bt SUBMET, 192.168.167.0/24
Femote policy: H&@-to-Branch_B 7 RANGE, 192.168.168.0-192.168.169.0
[*] Advance

Phasze 2 Sefting
SA Life Time: 86400 (180 - 3000000 Seconds)
[¥] Advance

Related Settings
lone: IPSec_WVPN R ﬂ
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Spoke_Branch_B

Goto CONFIGURATION > VPN > IPSec VPN > VPN Gateway , select Enable . Type

the VPN Gateway Name used to identify this VPN gateway.
Then, configure the Secure Gateway IPasthe Hub HQ6 s Gat eway | P address (
the example, 172.16.10.1). Type a secure  Pre-Shared Key (8-32 characters) which

must match your Hub_HQ®G s -Bhared Key and click OK.

CONFIGURATION > VPN > IPSec VPN > VPN Gateway

General Settings

Encble

VPN Gateway Nome: Spoke_Branch_B

IKE Version

Gateway Settings

My Address
@ |nterface ge? 23 DHCP client -- 172.16.30.1/255.255.255.

O Domain Name / IPv4

Peer Gateway Address

@ Stotic Primary 172.14.10.1
Address

Secondary 0.0.0.0
[Cl Fall back to Primary Peer Gataway whan possible

© Dynamic Address @
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Authentication
@ Pre-Shared Key
O unmasked
© Certificate
© User Based PSK
Advance

Phaze 1 Settings

3A Life Time:

MNegotiafion Mode:
[] Advance

My Certificates

[180 - 3000000 Seconds]

Go to CONFIGURATION > VPN > IPSec VPN > VPN Connection and select Enable.

Type the Connection Name

used to identify this VPN connection. Select scenario

as Site-to-site and VPN Gateway which is configured in Step 1.

CONFIGURATION > VPN > IPSec WN > VPN Connection > General Settings and VPN

Gateway

General Settings

Enable

Connection Name: Spoke_Branch_B

[] Advance

VPN Gateway

Application Scenario

@ Site-to-site

© Site-to-site with Dynamic Peer
O Remote Access [Server Role)
© remote Acceass (Client Role)

© vVpn Tunnel Interface

VPN Gateway: Spoke_Branch_B

w

ge2 172.16.10.1, 0.0.0.0

132/751




ZYXEL

Click Create new Object

behind Branch B and address range of local network behind

www.zyxel.com

on the upper bar to add the address of local network

Hub_HQ to Branch_A.

CONFIGURATION > VPN > IPSec VPN> VPN Connection > Create new Object

Local Policy
@ Add Address Rule
Name: Branch_B
Address Type: SUBMNET v
Network: 192.168.16%.0
Netmask: 255.255.255.0
Remote Policy
) Add Address Rule
Marme: HG-to-Branch_A|
Address Type: RANGE v
Starting IP Address: 192.168.167.0
End IP Address: 192.168.168.0

Set Local Policy to be Branch_B and Remote Policy to HQ-to-Branch_A which are

newly created. Click OK.

CONFIGURATION > VPN > IPSec VPN > VPN Connection > Policy

Policy
Local policy:

Remote policy:
[l Advance

Phasze 2 Setting

SA Life Time:
[] advance

Related Settings

Ions:

Branch_B w7

HGQ-to-Branch_A  |¥

86400

IPSec_VPN ¥

SUBNET, 192.168.169.0/24
RANGE, 192.168.167.0-192.168.168.0

{150 - 3000000 Seconds)
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Test the IPSec VPN Tunnel

Go to ZyWALL/USG CONFIGURATION > VPN > |[PSec VPN > VPN Connection , click

Connect on the upper bar. The Status connect icon is lit when the interface is

connected.

Hub_HQ > CONFIGURATION > VPN > IPSec VPN > VPN Connection

IPv4 Configuration
@ Add F
1 @ Hub_HQ-to-Branch_A Hub_HG-to-Branch_A aHQ-to-Branch BfaBranch A
2 9@ Hub_HQ-to-Branch_B Hub_HQ-to-Branch_B aHQ-to-Branch_A/m Branch B
Page |1 of 1 Show |80 || items Displaying 1 -2 of 2

Spoke_Branch_A > C ONFIGURATION > VPN > IPSec VPN > VPN Connection

IPv4 Configuration
QaAdd E
1 @ 2 Spoke_Branch_A Spoke_Branch_A = Branch_AfaHQ-to-Branch_B
Page |1 of 1 Show 50 || items Displaying | - 1 of

Spoke_Branch_B > CONFIGURATION > VPN > |[PSec VPN > VPN Connection

IPv4 Configuration
© Add
1 Q @ Spoke_Branch_B Spoke_Branch_B aBranch B/faHQ-to-Branch_A
Page |1 of 1 Show |50 |w|items Displaying 1- 1 of
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Go to ZyWALL/USG MONITOR > VPN Monitor > IPSec and verify the tunnel  Up Time
and the Inbound(Bytes)/Outbound(Bytes) traffic. Click Connectivity Check to

verify the result of ICMP Connectivity.

Hub_HQ > MONITOR > VPN Monitor > IPSec > Hub_HQ -to-Branch_A

1 Hub_HG-to-Branch_A 192.168.168.0-192.168.169.0=<>192.188.167.0/24 172.16.10.1 P:172.16.20.1 5384 85836 0(0 by... D[0by...
2 Hub_HG-to-Branch_B 192.168.167.0-192.168.168.0<>192.148.1569.0/24 172.16.10.1 P:172.1630.1 23 86397 0(0 by... 0(0by...
Page |1 of 1 Show |50 |»|iterns Displaying 1-2 of 2
Connectivity Check
Connectivity Check
IP Address: 192.188.167.1

Result 1

@ ICIP Cannectivity Check PASS on Hub_HG-te-Branch_A

Hub_HQ > MONITOR > VPN Monitor > IPSec > Hub_HQ -to-Branch_B

1 Hub_HG-to-Branch_A 192.168.168.0-192.168.16%.0<>192.168.167.0/24 172.16.10.1 P:172.16.20.1 584 85836 0(0 by... 0[0by...

2  Hub_HGQ-to-Branch_B 192.168.167.0-192.168.168.0<>192.168.169.0/24 172.16.10.1 P:172.16.30.1 23 86397 0(0 by... 0[0by...

Page |1 of 1 Show |50 || iterms Displaying 1-2 of 2
Connectivity Check

Connectivity Check
IP Address: 192.1468.16%.1
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Result [X]

® ICMP Cannectivity Check PASS on Hub_HG-tc-Branch_B

Spoke_Branch_A > MONITOR > VPN Monitor > IPSec

& Disconnect @ Connection Check
# Name Policy My Address Secure Gateway UpTime Timeout Inbou... Ouib...
1 Spoke_Branch_A 192,168.167.0/24=<>192.168.168.0-192,168.16%.0 172.16.20.1 P 172161040 30 73410 00 by... 0(0by...
Page D of 1 Show items Displaying 1-1 of 1
Connectivity Check A
Connectivity Check

IP Adidress: 192.168.168.1

"ok concel |

Result %]

@ ICKMP Connectivity Check PASS on Spoke-Branch_A

Spoke_Branch_B > MONITOR > VPN Monitor > IPSec

& Disconnect @ Connection Check

My Address  Secure Gatew... « UpTi... Tme... Inbeo... Outb...

1 Spoke_Branch_B 192.168.169.0/24<>192.168.167.0-192.168.168.0 172.16.30.1 P: 1721610, 115 86205 0O[0b... 00b..
Page El of 1 Show itemns Displaying 1-10of 1
Connectivity Check [Z1x]
Connectivity Check

IP Address: 192.1468.168.1
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Result

(D |ChiP Connectivity Check PASS on Spoke-Bronch B

What Could Go Wrong?

If you see [info] or [error] log message such as below, please check ZyWALL/USG
Phase 1 Settings. All ZyWALL/USG units must use the same Pre -Shared Key,

Encryption, Authentication method, DH key group and ID Type to establish the IKE

SA.

Priority | Category | Message Mote

info IKE Recv:[NOTIFY INVALID_COOKIE] IKE_LOG
info IKE Send[IDIHASHINOTIFY:INITIAL_CONTACT] IKE_LOG
Priority | Category | Message MNaote
errar IFSec SPI1: 0x0 (0) SEQ: 0x0 (0) No rule found, Dropping TCP packet IFSec
errar IFSec SPI1: 0x0 (0) SEQ: 0x0 (0) No rule found, Dropping TCP packet IFSec
info IKE [COOKIE] Invalid cookie, na sa found IKE_LOG
Priority | Category | Message MNaote

info IKE Recv: [HASHINOTIFY:NC_PROPCOSAL_CHOSEN] IKE_LOG
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If you see that Phase 1 IKE SA process done but still get [info] log message as
below, please check ZyWALL/USG and SonicWALL Phase 2 Settings. All
ZyWALL/USG units must use the same Protocol, Encapsulation, Encryption,

Authentication method and PFS to establish the IKE SA.

19 2017-09-11 ... info KE [5A] : Mo prepesal chosen KE_LOG
20 2017-09-11 ... info KE [ID] : Tunnel [Server] Phase 2 Local policy mismatch KE_LOG
Ell 2017-09-11 ... infe KE Send:[HASH] [SA] [NOMCE] [ID][ID] KE_LOG
32 2017-09-11 ...  info KE Phase 1 IKE SA process done KE LOG
Make sure the all ZyWALL/USG unitsd security pold.

uses UDP port 500, AH uses IP protocol 51, and ESP uses IP prot ocol 50.

By default, NAT traversal is enabled on ZyWALL/USG, so please make sure the

remote IPSec device also has NAT traversal enabled.
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How to Use Dual -WAN to Perform Fail -Over on VPN Using
the VPN Concentrator

This is an example of using Dual -WAN to perform fail -over on a hub -and -spoke
VPN with the HQ ZyWALL/USG as the hub and spoke VPNs to Branches A and B.
When the VPN tunnel is configured, traffic passes between branches via the hub
(HQ). Traffic can also pass between spoke  -and -spoke through the h ub. If the
primary WAN interface is unavailable, the backup WAN interface will be used.

When the primary WAN interface is available again, traffic will use that interface

again.

Local Network :
Network 192.168.168.0 :
i Netmask 255.255.255.0

[l .

i
i ZyWALL USG
f WAN_1 IP 172.16.10.1

Bl 1 eeees | WAN_2 IP 172.100.110.1
LAN IP 192.168.168.1

Local Network i Local Network
Network 192.168.167.0 i @ i Network 192.168.169.0 !
Netmask 255.255.255.0 : i Netmask 255.255.253.0 ;

e R | o B o
P e a0 ——
5 ¢ H
Spoke_BranchA Spoke_Branch B :
ZyWALL USG ZyWALL USG
WAN_1 IP 172.16.20.1 WAN_1 IP 172.16.30.1

WAN_2 IP 172.100.120.1 WAN_2 P 172.100.130.1
LAN IP 192.168.167.1 LAN IP 192.168.169.1

Hub & Spoken VPN Using the VPN Concentrator with Backup

\AJANI

nNote: All network IP addresses and subnet masks  are used as examples in this article.
Please replace them with your actual network IP addresses and subnet masks . This

example was tested using USG310 (Firmware Version: ZLD4.25).
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Set Up the IPSec VPN Tunnel on the ZyWALL/USG
Hub_ HQ-to-Branch_A

Goto CONFIGURATION > VPN > IPSec VPN > VPN Gateway , select Enable . Type

the VPN Gateway Name used to identify this VPN gateway.

Then, configure the Primary Gateway IP ast he Branch A 6 wanl IP address (in the
example, 172.16.20.1) and Secondary Gateway IP asthe Branch A 8 wan2 IP
address (in the example, 172.100.120.1). Select  Fall back to Primary Peer Gateway

when possible and set desired Fall Back Check Interval time.

Type a secure Pre-Shared Key (8-32 characters) which must match your Branch

A0 s -Bhared Key and click OK.

CONFIGURATION > VPN > |[PSec VPN > VPN Gateway

General Settings

VPN Gateway Name: Hule_HGQ-to-Branch_2

IKE Version

Gateway Settings

My Address
@ |nterface ge2 3 DHCP client -- 172.16.10.1/255.255.255.

O Domain Name / IPv4

Peer Gateway Address
@ Static Primary 172.16.20.1

Address Secondary| 172.100.120.1

| Fall back to Primary Peer Gateway when possible

Fall Back Check 300 [80-54400 seconds)
Interval:

© Dynamic Address @
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Avuthentication

® Pre-Shared Key seveenes

[ unmasked

O Certificate My Certificates
O User Based PSK (i)

BAdvcnce

Phaze 1 Settings
54 Life Time: 85400 {180 - 2000000 Seconds)

Megaotiation Mode: Main »

EAdvcnce

Goto CONFIGURATION > VPN > IPSec VPN > VPN Connection and select Enable.
Type the Connection Name used to identify this VPN connection. Select scenario

as Site-to-site and VPN Gateway which is configured in Step 1.

CONFIGURATION > VPN > IPSec VPN > VPN Connection > General Settings and VPN

Gateway

General Settings

Enable

Connection Name: Hulb_HQ-to-Branch_A
Advance

VPN Gateway

Application Scenario
@ Site-to-site
© Site-to-site with Dynamic Peer
© remote Access (Server Role)
© Remote Access [Client Role)

© vpn Tunnel Interface

VPN Gateway: Hulb_HGQ-to-Branck | v ge2 172.16.20.1, 172.100.120.1
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Click Create new Object to add the address of local network behind Hub_HQ and

an address of local network behind Branch A .

CONFIGURATION > VPN > IPSec VPN > VPN Connection > Create new Object

Local Policy

& Add Address Rule
Name: Hub_HG
Address Type: SUBMET ~
Network: 192.168.168.0
Netmask: 255.255.255.0

Remote Policy

@ Add Address Rule
Name: Spoke_Branch_A_LOr
Address Type: SUBMNET v
MNetwork: 192.168.167.0
Matmask: 255,255.255.0]

Set Local Policy to be Hub_HQ and Remote Policy to Branch_A which are

created. Click OK.

CONFIGURATION > VPN > IPSec VPN > VPN Connection > Policy

newly

Policy

Local policy: [ Hub_HG ~|  SUBNET, 192.168.168.0/24
Remote policy: | Spock_Branch_a_Liv|  SUBNET, 192.168.167.0/24
[] Advance

Phaze 2 Sefting

SA Life Time: 86400 (180 - 3000000 Seconds)
Advance

Related Settings
Ilone: IPSec_VPN LA ]
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Hub_ HQ-to-Branch_B

Goto CONFIGURATION > VPN > IPSec VPN > VPN Gateway , select Enable . Type

the VPN Gateway Name used to identify this VPN gateway.

Then, configure the Primary Gateway IP as the Branch Bd wanl IP address (in the
example, 172.16.30.1) and Secondary Gateway IP as the Branch B wan2 IP
address (in the example, 172.100.130.1). Select  Fall back to Primary Peer Gateway

when possible and set desired Fall Back Check Interval time.

Type a secure Pre-Shared Key (8-32 characters) which must match your Branch

Ab s -Bhared Key and click OK.

CONFIGURATION > VPN > IPSec VPN > VPN Gateway

General Settings

Encble

VPN Gateway Name: Hub_HQ-to-Branch_B

IKE Version

Gateway Seltings

My Address
@ |nterface ge2 Vl DHCP client -- 172.16.10.1/255.255.255.

O Domain Name / IPv4

Peer Gateway Addreszs
@ Static Primary | 172.16.30.1 |

Address Secondary| 172.100.130.1 |

Fall back to Primary Peer Gateway when possible

Fall Back Check 300 [80-54400 seconds)
Interval:
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Avuthentication

@ Pre-Shared Key ressssan

[ unmasked

My Certifiates

O Certificate ertificat
@ User Based PSK L)
[*] Advance

Phaze 1 SeHtings

54 Life Time: 856400 {1580 - 3003000 Seconds)
Megotiation Mode: Main v
Advance

Goto CONFIGURATION > VPN > IPSec VN > VPN Connection to enable VPN
Connection. Select scenario as  Site-to-site and VPN Gateway which is configured

in Step 1.

CONFIGURATION > VPN > IPSec VPN > VPN Connection > General Settings and VPN

Gateway

General Settings

Enable

Connection Name: Hulb_HG-to-Branch_B

[] advance

VPN Gateway

Application Scenaric

@ Site-to-site

© Site-to-site with Dynamic Peer
© Remote Access (Server Role)
© Remote Access (Client Role)

© Vpn Tunnel Interface
VPN Gateway: Hub_HG-to-Branctk v ge2 172.16.30.1, 172.100.130.1
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Click Create new Object

an address of local network behind

to add an a ddress of local network behind

Branch B.

www.zyxel.com

Hub_HQ and

CONFIGURATION > VPN > IPSec VPN > VPN Connection > Create new Object

Local Policy

) Add Addresz Rule

MNarne:
Address Type:
Metwork:

Netmask:

Hub_HGQ

SUBNET ~
192,168.168.0
255.255.255.0]

Remote Policy

€ Add Address Rule

Name:
Address Type:
Network:

Netmask:

Spoke_Branch_B_LOC

SUBNET v
192.168.169.0
255.255.255.0

Set Local Policy to be Hub_HQ and

created. Click OK.

CONFIGURATION > VPN > IPSec VPN > VPN Connection > Policy

Remote Policy to Branch_B which are newly

Policy
Local policy:

Remote policy:
[ Advance

Phaze 2 Sefting

SA Life Time:
[] Advance

Related Settings

Ione:

Hub_HQ

w|

SUBNET, 192.168.168.0/24

Spock Branch B | ¥

SUBNET, 192.168.169.0/24

86400

IPSec_VPN

{150 - 3000000 Seconds|
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Hub_HQ Concentrator

In the ZyWALL/USG, goto CONFIGURATION > VPN > IPSec VPN > Concentrator ,
add a VPN Concentrator rule. Select VPN tunnels to the same membe r group and

click Save.

&> Add VPN Concentrator

Marme: _ Hub-and-Spoke

VPM_to VPC
VPM_to_Azure
WII_VPMN_HG
WIZ_VPM_Branch
fo_Branch_A
=1 o

EEDOEE

&» Add VPN Concentrator

Name: Hub-and-Spoke

noive R e

VPN_to_VPC ||-h.an-IQ-1a-an¢h,A

VPN _to_Azure

Hub_HQ to Branch_B
WIZ_VPMN_Branch
Spoke_Branch_A
Spoke_Branch_B
Hub_HGQ _to_Branch_A

EEEOOEN
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Spoke Branch_A

Goto CONFIGURATION > VPN > IPSec VPN > VPN Gateway , select Enable . Type

the VPN Gateway Name used to identify this VPN gateway.

Then, configure the Primary Gateway IP as the Hub_HQ®& wanl IP address (in the
example, 172.16.10.1) and Secondary Gateway IP asthe Hub_HQ®6 wan2 IP
address (in the example, 172.100.110.1). Select  Fall back to Primary Peer Gateway

when possible and set desired Fall Back Check Interval time.

Type a secure Pre-Shared Key (8-32 characters) which must match your Hub_HQ®J s

Pre-Shared Key and click OK.

CONFIGURATION > VPN > IPSec VPN > VPN Gateway

General Settings

VPN Gateway Namea: Spoke_Branch_A

IKE Version

Gateway Seftings

My Address
@ |nterface ge2 v| DHCP dlient -- 172.16.20.1/255.255.255.

O Domain Name / IPv4

Peer Gateway Address
@ static Primary  [172.16.10.] |

Adiciress Secondary[172.100.110.] |

Fall back to Primary Peer Gateway when possible

Fall Back Check 300 [40-84400 seconds)
Interval:

© Dynamic Address @
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Authentication
® Pra-Sharad Key
[l unmasked
O Certificate
© User Based PSK
[] Advance

Phasze 1 Settings

SA Life Time:

Megotiation Mode:
Advance

86400

Main

By ot -

My Certificates

[180 - 3000000 Seconds)

Go to CONFIGURATION > VPN > IPSec VPN > VPN Connection and select Enable.

Type the Connection Name

used to id entify this VPN connection. Select scenario

as Site-to-site and VPN Gateway which is configured in Step 1.

CONFIGURATION > VPN > IPSec VPN > VPN Connection > General Settings and VPN

Gateway

General Settings

Enable

Connection Name:

Spoke_Branch_A

[] Advance

VPN Gateway

Application Scenario

@ Site-to-site

© Site-to-site with Dynamic Peer
© Remote Access (Server Role)
© Remote Access (Client Role)

© vpn Tunnel Interface

VPN Gateway:

Spoke_Branch_A

w

ge?

172.16.10.1, 172.100.110.1
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Click Create new Object to add the address of local  network behind Branch A

and an address of local network behind Hub_HQ

CONFIGURATION > VPN > IPSec VPN > VPN Connection > Create new Object

Local Policy

& Add Address Rule
Name: Spoke_Branch_A_LOH
Address Typs: SUBNET v
Network: 192.168.167.0
Netmask: 255.255.255.0]

Remote Policy

€ Add Address Rule
Name: Hulb_HQ
Address Type: SUBNET ~
Network: 192.168.148.0
Netmask: 255.255.255.0

Set Local Policy to be Spoke Branch_A LOCAL and Remote Policy to Hub_HQ

which are newly created. Click OK.

CONFIGURATION > VPN > IPSec VPN > VPN Connection > Policy

Policy
Local policy: Spoke_Branch_A_L v SUBMET, 192.168.167.0/24
Remote policy: Hub _HG 7 SUBMET, 192.168.168.0/24
[ Advance

Phase 2 Setting
SA Life Time: 86400 (180 - 2000000 Seconds)
[ Advance

Related Settings
lone: IPSec_VPN v~ @
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Go to Network > Routing > Policy Route to add a Policy Route to allow traffic from

Spoke_Branch_A to Spoke Branch B.

Click Create new Object and set the addressto  be the local network behind the
Spoke_Branch_B . Select Source Address to be the local network behind the
Spoke_Branch_A . Then, scroll down the Destination Address list to choose the

newly created Spoke Branch_B_LOCAL address. Click OK.

Network > Routing > Policy Route

Criteria
User: any v
Incoming: any [Excluding ZyV|¥

Source Address:

Destination Address:

|Spoke_B’c nch_A L Vl
ISpoke_B’c nch_B_L "l

DSCP Code: any v

Schedulse: nons v

Service: any »
Next-Hep

Type: |'v'F'N Tunnel VI

WM Tunnel: |Spoke_B'cnch_.ﬁ. VI

Spoke_Branch_B

Goto CONFIGURATION > VPN > IPSec VPN > VPN Gateway , select Enable. Type

the VPN Gateway Name used to identify this VPN gateway.

Then, configure the Primary Gateway IP as the Hub_HQ®& svanl IP address (in the

example, 172.16.10.1) and Secondary Gateway IP asthe Hub_HQ®6 wan2 IP
150/751



ZYXEL S——

address (in the example, 172.100.110.1). Select  Fall back to Primary Peer Gateway

when possible and set desired Fall Back Check Interval time.

Type a secure Pre-Shared Key (8-32 cha racters) which must match your  Hub_HQ®3 s

Pre-Shared Key and click OK.

CONFIGURATION > VPN > IPSec VPN > VPN Gateway

General Settings

VPN Gateway Name: Spoke_Branch B |

IKE Version

Gateway Seltings

My Address
@ |nterface ge? w7 DHCP client -- 172.16.30.1/255.255.255.

© Domain Name / IPv4

Peer Gateway Address
® Static Primary | 172.16.10.1

Address Secondary| 172.100.110.1

Fall back to Primary Peer Gateway when possible

Fall Back Check | 200
Interyal:

© Dynamic Address €

[80-846400 seconds|

Avuthentication

® Pre-Shared Key |""""

[ unmasked
© Certificate My
© User Based PSK i
Advance

Phase 1 Seltings

SA Life Time: 856400 (180 - 2000000 Seconds)
Negotiation Mode: Main >
Advance
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Goto CONFIGURATION > VPN > IPSec VPN > VPN Connection and select Enable.
Type the Connection Name used to identify this V PN connection. Select scenario

as Site-to-site and VPN Gateway which is configured in Step 1.

CONFIGURATION > VPN > IPSec VPN > VPN Connection > General Settings and VPN

Gateway

General Settings

Connection Name: Spoke_Branch_B

[] Advance

VPN Gateway

Application Scenario

@ Site-to-site

© Site-to-site with Dynamic Peer
© Remote Access [Server Role)
© Remote Access (Client Role)

© Vpn Tunnel Interface

VPN Gateway: Spoke_Branch_B v ge2 172.16.10.1, 172.100.110.1

Click Create new Object to add the address of local network behind Branch B and

an address of local network behind Hub_HQ.

CONFIGURATION > VPN > IPSec VPN > VPN Connection > Create new Object

Local Policy
@ Add Address Rule
Name: Spoke_Branch_B_LO¢
Addrass Type: SUBNET >
Network: 192.168.16%.0
Netmask: 255.255.255.0
Remote Policy
&) Add Addres: Rule
Name: Hub_HQ
Address Type: SUBNET ~
Network: 192.168.168.0
Netmask: 255.255.255.0
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Set Local Policy to be Spoke Branch_B_LOCAL and Remote Policy to Hub_HQ

which are newly created. C lick OK.

CONFIGURATION > VPN > IPSec VPN > VPN Connection > Policy

Policy
Local policy: |Spoke Branch B_LIv||  SUBNET, 192.168.160.0/24
Remote policy: |Hub_HG ~|  SUBNET, 192.168.168.0/24
[*] Advance

Phaze 2 Sefting
SA Life Time: 86400 (180 - 3000000 Seconds)
Advance

Related Settings
Ilone: IPSec_VPN v (i ]

Go to Network > Routing > Policy Route to add a Policy Route to allow traffic from

Spoke_Branch_B to Spoke_Branch_A

Click Create new Object and set the address to be the local ne twork behind the
Spoke_Branch_A . Select Source Address to be the local network behind the
Spoke_Branch_B . Then, scroll down the Destination Address list to choose the

newly created Spoke Branch_A LOCAL address. Click OK.

Network > Routing > Policy Route

Criteria
User: any hd
Incoming: any [Excluding ZyV| v
Source Address: |Spoke_Brc=nch_B_L V|
Destination Address: |Spoke_Brcmch_A_L Vl
DSCP Code: any a
Schedule: none »
Service: ary hd
Next-Hop
Type: IVF‘N Tunnel "I
VPN Tunnel: ISpoke_Brc:nch_B VI
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Test the IPSec VPN Tunnel

Go to ZyWALL/USG CONFIGURATION > VPN > IPSec VPN > VPN Connection , click
Connect on the upper bar. The Status connect icon is lit when the interface is

connected.

Hub_HQ > CONFIGURATION > VPN > IPSec VPN > VPN Connection

IPv4 Configuration
@ Add &
1 @% Hub_HG-to-Branch_A Hub_HQ-to-Branch_A aH
2 @% Hub_HG-to-Branch_B Hub_HQ-to-Branch_B aH
Page (1 of 1 Show |90 |3 items Displaying 1 -2 of 2
Spoke_Branch_A > CONFIGURATION > VPN > |[PSec VPN > VPN Connection
IPv4 Configuration
@ add E
1 @ Spoke-Branch_A Spoke-Branch_A =g e-Branch_A LOCAL/aHub H
Page |1 of 1 Show |50 |w|items Displaying 1 -1 of
Spoke_Branch_B > CONFIGURATION > VPN > |[PSec VPN > VPN Connection
IPv4 Configuration
@ Add [
1 @% Spoke-Branch_B Spoke-Branch_B L& e-Branch_B_LOCAL/faHub_HQ
FPage |1 of 1 Show 50 |v|items Displaying 1 -1 of 1
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Go to ZyWALL/USG MONITOR > VPN Monitor > IPSec and verify the tunnel  Up Time
and the Inbound(Bytes)/O utbound(Bytes) traffic. Click Connectivity Check to

verify the result of ICMP Connectivity.

Hub_HQ > MONITOR > VPN Monitor > IPSec > Hub_HQ -to-Branch_A

1 Hub_HGQ-to-Branch_A 192.168.168.0/24<>192.168.147.0/24 172.16.10.1 P2 172.16.20.1 6%0 85730 1{46 bytes)  1({é0 bytes)
2  Hub_HQ-to-Branch_B 192.168.168.0/24<>192.168.16%.0/24 172.16.10.1  P: 172.16.30.1 505 85915 1(78 bytes) 0[0 bytes)
Page |1 of 1 Show |50 || items Displaying 1 -2 of 2
Connectivity Check

Connectivity Check
IP Adidress: 192.168.167.1

Result

® ICIP Connectivity Check PASS on Hub_HG-te-Branch_A

Hub_HQ > MONITOR > VPN Monitor > IPSec > Hub_HQ -to-Branch_B

1 Hub_HGQ-to-Branch_A  192.168.168.0/24<>192.168.167.0/24 17216101 P:172.16.20.1 590 85730 1(46 bytes]  1(40 bytes)
2 Hub_H@-to-Branch_B 192.168.168.0/24<>192.168.169.0/24 172.16.10.1  P:172.16.30.1 505 85915 1(78 bytes) 0(0 bytes)
Page |1 of 1 Show |80 |»|items Displaying 1 -2 of 2
Connectivity Check

Connectivity Check
IP Adidress: 192.168.16%.1
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Result [x]

® ICMP Connectivity Check PASS on Hub_HG-to-Branch_B

Spoke_Branch_A > MONITO R > VPN Monitor > IPSec

Result [X]

@ ICMP Connectivity Check PASS on Spoke-Branch_A

Spoke_Branch_B > MONITOR > VPN Monitor > IPSec

My Address  Secure Ga... UpTime Timeout Inbound(B... Outbound|...
1 Spoke_Branch_B 192.168.169.0/24<>192,168.168.0/24  172,16.30.1 P 17216100 4 73436 0[0 bytes) 0[0 bytes)
Page El of 1 Show items Displaying 1-1 of 1
Connectivity Check [Z1X]
Connectivity Check

IP Address: 192.168.168.1

" ox_ ] cancal |

Result (%]

@ [CMP Connectivity Check PASS on Spoke-Bronch_B

156/751



ZYXEL

What Could Go Wrong?

If you see [info] or [error] log message such as below, please check ZyWALL/USG
Phase 1 Settings. All ZyWALL/USG units must use the same Pre -Shared Key,
Encryption, Authentication method, DH key group and ID Type to establish the IKE

SA.

Priority | Category | Message Mote

info IKE Recv:[NOTIFY INVALID_COOKIE] IKE_LOG
info IKE Send[IDIHASHINOTIFY:INITIAL_CONTACT] IKE_LOG
Priority | Category | Message MNaote
errar IFSec SPI1: 0x0 (0) SEQ: 0x0 (0) No rule found, Dropping TCP packet IFSec
errar IFSec SPI1: 0x0 (0) SEQ: 0x0 (0) No rule found, Dropping TCP packet IFSec
info IKE [COOKIE] Invalid cookie, na sa found IKE_LOG
Priority | Category | Message MNaote

info IKE Recv [HASHINOTIFY:NC_PROPOSAL_CHOSEN] IKE_LOG

If you see that Phase 1 IKE SA process done but still get [info] log message as
below, please check ZyWALL/USG Phase 2 Settings. All ZyWALL/USG units must use
the same Protocol, Encapsulation, Encryption, Authentication method and PFS to

establish the IKE SA.

19 2017-09-11 ... info KE [5A] : Mo prepesal chosen KE_LOG
20 2017-09-11 ... info KE [ID] : Tunnel [Server] Phase 2 Local policy mismatch KE_LOG
Ell 2017-09-11 ... info KE Sendh[HASH][SA] [NONCE] [ID][ID] KE_LOG
32 2017-09-11 ...  info KE Phase 1 IKE SA process done KE LOG
Make sure the all ZyWALL/USG units®6 security poli

uses UDP port 500, AH uses IP protocol 51, and ESP uses IP protoc ol 50.

By default, NAT traversal is enabled on ZyWALL/USG, so please make sure the

remote IPSec device also has NAT traversal enabled.
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How to Configure IPSec VPN with ZyWALL IPSec VPN Client

This example shows how to use the VPN Setup Wi zard to create a site -to-site VPN
between a ZyWALL/USG and a ZyWALL IPSec VPN Client . The example instructs how to
configure the VPN tunnel between each site. When the VPN tunnel is configured,

each site can be accessed securely.

Local Network IPSec VPN Client :
Network 192.168.1.0 : Network 172.101.30.73
Netmask 255.255.255.0 ; : :

VPN Tunnel VPN Tunnel

ZyWALL USG
WAN IP 172.124.163.150
LAN IP 192.168.1.1

nNote: All network IP addresses and subnet masks are used as examples in this article.
Please rep lace them with your actual network IP addresses and subnet masks. This

example was tested using USG310 (Firmware Version: ZLD  4.25) and ZyWALL IPSec VPN

ZyWALL IPSec VPN Client with VPN Tunnel Connected
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Set Up the ZyWALLUSG IPSec VPN Tunnel

In the ZyWALL/USG, goto Quick Setup > VPN Setup Wizard , use the VPN Settings for
Configuration Provisioning wizard to create a VPN rule that can be used with the

ZyWALL IPSec VPN Client. Click Next.

Quick Setup > VPN Setup Wizard > Welcome

VPN Setup Wizard

Wizard Type * VPN Seffings * Wizard Completed
1 2 3

Welcome

O VPN settings

- Wizard Type
- VPN Settings
- Wizard Completed

VPN Settings for Configuration Provisioning

- Wizard Type
- VPN Settings
- Wizard Completed

© VPN Settings for L2TP VPN Settings

- VPN Settings
- General Settings
- Wizard Completed

Choose Express to create a VPN rule with the default phase 1 and phase 2 settings

and use a pre -shared key to be the authentication method. Click Next.

Quick Setup > VPN Setup Wizard > Wizard Type

VPN Setup Wizard

Wizard Type * VPN Seffings * Wizard Completed
2 3
1 2

Please select the type of VPN policy you wish to setup.
Type of VPN policy

Express

© Advanced
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Type the Rule Name used to identify this VPN connection (and VPN gateway). You

may use 1 -31 alphanumeric characters. This value is case

Quick Setup > VPN Setup Wizard > Welcome > Wizard Type > VPN Settings

-sensitive. Click Next.

-1

VPN Setup Wizard

Wizard Type » VPN Seftings * Wizard Completed
1 3
2

Express Settings
IKE Version
[KEv
O Kev2

Scenario

Rule Name: WIZ_VPN_PROVISIONING

Application Scenario:  Remote Access (Server Role)

Type a secure Pre-Shared Key (8-32 characters). Set Local Policy to be the IP

address range of the network connected to the ZyWALL/USG.

Quick Setup > VPN Set up Wizard > Welcome > Wizard Type > VPN Settings

-2

VPN Setup Wizard
Wizard Type * VPN Sefltings * Wizard Completed
1 > 3
Express Settings
Configuration
Secure Goteway: Any
Pre-Shared Key: zyx] 2345
Local Policy (P/Mask):  |192.168.1.33 | /Bss2ss52550
Remote Policy (IP/Mask): ANy

160/751



ZYXEL

This screen provides a read -only summary of the VPN tunnel. Click

www.zyxel.com

Save.

Quick Setup > VPN Setup Wizard > Welcome > Wizard Type > VPN Settings -3

VPN Setup Wizard

! 2

Express Settings
Summary
Rule Name:
Secure Gateway:
Fra-Sharad Key:
Local Policy {IP/Mask):
REemote Policy (IP/Mask):

Wizard Type * VPN Seffings * Wizard Completed
&

WIZ_VPN_PROVISIONING
Any

7y%12345

192.168.1.0 / 256.255.255.0

Any

Now the rule is configured on the ZyWALL/USG. The P hase 1 rule settings appear in

the VPN > IPSec VPN > VPN Gateway screen and the Phase 2 rule settings appear

in the VPN > IPSec VPN > VPN Connection screen. Click Close to exit the wizard.

Quick Setup > VPN Setup Wizard > Welcome > Wizard Type > VPN Settin  gs > Wizard

Completed

VPN Setup Wizard

1 %

Express Seftings

Summary

Fule Name:

Secure Gateway:
Fre-Sharsd Key:

Local Policy {IP/Mask]:
Remote Policy (IP/Mask):

Wizard Type * VPN Seffings * Wizard Completed

3

Congratulations. The VPN Access wizard is completed

WIZ_VPN_PROVISIONING
Any

7yx12345

192.166.1.0/ 255.256.255.0

Any

Goto CONFIGURATION > Object > User/Group > Add A User and create a user

account for the ZyWALL IPSec VPN Client user.

CONFIGURATION > Object > User/Group > Add A User
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Uzer Configuration

User Name :
User Type: user 7
Password:
Retype:
Description: Local User
Authentication Timeout @ sz Default Setfings ® Use Manual Seftings
settings
Lease Time: 1440 minutes
Reauthentication Time: 1440 minutes

Goto CONFIGURATION > VPN > IPSec VPN > Configuration Provis ioning . In the

General Settings section, select the Enable Configuration Provisioning

the Configuration section and click Add to bind a configured

Allowed User . Click Activate and Apply to save the configuration.

CONFIGURATION > VPN > IPSec VPN > Configuration Provisioning

. Then, go to

VPN Connection to

General Setfings

nable Configuration Provisioning

Authentication

Client Authentication Method: default N

Configuration

-4" Ecit W Remove |@

ste | @ Inactivate oM Move

4ind WIZ_VPN_PROVISIONING Remote_Client

Show |30 || items

Ea

Displaying 1 -1 of |
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Set Up the ZyWALL IPSec VPN Client

Download ZyWALL IPSec VPN Client software from ZyXEL Download Library:

http://www.zyxel .com/support/download landing.shtml

Search by Model Number

ZyWALL IPSec VPN Client| n

&5 ZyWALL IPSec VPN Client

Open ZyWALL IPSec VPN Client, select CONFIGURATION > Get from Server .

CONFIGURATION > Get from Server

Z] ZyWALLIPSec VPN

Configuration| Tools 7

Save Ctrl+S

Import
Export

Get from Server

Iowe to USE Drive

Wizard...
Chuit

Enter the WAN IP address or URL for the ZyWALL/USG in the Gateway Address . If

you changed the default HTTPS  Port on the ZyWALL/USG, and then enter the new

one here. Enter the Login user name and Password exactly as configured on the

ZyWALL or external authentication server. Click Next, you will see itd6s proc

VPN configuration from the server.
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CONFIGURATION> Get from Server > Step 1: Authentication

-
£l VPN Configuration Server Wizard

Step 1: Authentication

ZyXEL

What are the parameters of the WYPN Server Connection?

You are going to download your WP N Configuration from the WPN Configuration Server.
Enter below the authentication information required for the connection to the server.

Gateway Address: [172.124.163.150 | Por:

Puthertication:  Login + Password -

Login: |Hemute_l:1ierrt

Password: |"""

s>

CONFIGURATION > Get from Server > Step 2: Processing

"- VPN Conﬁgur&tiom u
Step 2: Processing...
ZyXEL |

| |
Requesting the VPN Carfiguration.

Downloading the YPM Configuration from the server:

L.
@) Init Ok.
Init croc server (172.124.163.150) Ok.
'igi' Send https request...

Fieceive Config. fram Server...

wirite Config. file...
Apply Config. file.

< Previous
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Then, you will see the Configuration successful page, click OK to exit the wizard.

CONFIGURATION > Get from Server > Configuration successful

i B B
[

Configuration successful

The VPN Configuration is successfully retrieved from the VPN server.

165/751



ZYXEL S——

Goto VPN Configuration > IKEv1 , right click the WIZ_VPN_PROVISIONINGand
select Open tunnel . You will see the Tunnel opened on the bottom right of the

screen.

VPN CONFIGURATION > IKE V1 > WIZ_VPN_PROVISIONING > Open tunnel

E_l WPM Configuration
- IKE V1

------ IKE W1 Parameters

-0 WIZ_VPN_PROVISIONING

= . w
i=__| IKE V2 Open tunnel Ctrl+O

Export

Copy Ctrl+C
Rename F2
Delete Del

[E] vPN Configuration
- KEV1
{ ----- IKE V1 Parameters

=00 WIZ_VPN_PROVISIONING

B Cd 1z veri_ProvisioninG I '

L EV2 ~=I!' VPN_PROVISION
Tunnel opened.

Lhoooooooaa)

Test the IPSec VPN Tunnel

Go to ZyWALL/USG CONFIGURATION > VPN > IPSec VPN > VPN Connection , the

Status connect icon is lit when the interface is connected.

CONFIGURATION > VPN > IPSec VPN > VPN Connection

IPv4 Configuration
@ Add & o 2
1 WIZ_VPN_PROVISIONING WIZ_VPN_PROVISIONING aWIZ_VPN_PROVISIONING_LOCAL/
Page (1 of 1 Show |50 |w|items Displaying 1-1 of 1
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Go to ZyWALL/USG MONITOR > VPN Monitor > IPSec and verify the tunnel  Up Time

and Inbound(Bytes)/Outbound(Bytes)  Traffic.

MONITOR > VPN Monitor > IPSec

NAA - NJA - WIZ_VPN_FROVISIONING  192.188.1.0/24==172.101.30.73 72.101.30.150 D:172.101.30.723 & 84414 21(1854 bytes) 0(0 bytes)

To test whether or not a tunnel is working, ping from a computer at one site to a
computer at the other. Ensure that both computers have Internet access (via the

IPSec devic es).

PC with ZyWALL IPSec VPN Client installed > Window 7 > cmd > ping 192.168.1.33

C:sDocuments and Settings“ZylEL>ping 192.168.1.33

Pinging 192.168.1.33 with 32 bytes of data:

Reply from 192.168.1.33: bhytez=32 time=27ms
Reply from 192.168.1.33: bytez=32 time=32m=
Reply from 192 _168.1.33: buytes=32 time=26ms

Reply from 192.168.1.33: bytes=32 time=27ms

Ping statistics for 192.168.1.33:

Packets: Sent = 4, Heceived = 4, Lost = 8 (Bx loss>,
Approximate round trip times in milli—seconds:

Minimum = 26m=z.Maximum = 32ms. Average = 28m=

PC behind ZyWALL/USG > Window 7 > cmd > ping 172.101.30.73

C:sDocuments and Settingss»ZyREL>ping 172.181.38.73
Pinging 172.181.38.73 with 32 hytes of data:
Reply From 172 .101.38.73: bhytes=32 time =18ms

Reply from 172.181.38.73: bytes=32 time=1"ms
Reply from 172.181.38.73: bytes=32 time=1"ms

Reply from 172.181.38.73: bhytes=32 time=16ms

Ping statistics for 172.181.38.73:

Packets: Sent = 4. Received = 4. Lost = 8 (8 loss>.
Approximate round trip times in milli—seconds:

Minimum = 16ms, Maximum = 18ms, Average = 17ns
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What Can Go Wrong?

If you see [info] log message such as below, please make sure both ZyWALL/USG
and ZyWALL IPSec VPN Client use the same Pre-Shared Key to establish the IKE SA.
MONITOR > Log

info IKE Send:[NCTIFY:INVALID_PAYLOAD_TYPE] IKE_LOG
info IKE Invalid payload type in encrypted payload chain, peossibly because of different pre-shared keys IKE_LOG

If you see [info] or [error] log message such as below, please check ZyWALL/USG
Phase 1 Settings. ZyWALL/USG and ZyWALL IPSec VPN Client must use the same
Encryption, Auth entication method, DH key group and ID Type/Content to

establish the IKE SA.

MONITOR > Log

info IKE [SA] : No proposal chosen IKE_LOG
info IKE [SA] : Tunnel [WIZ_VPN_PROVISIONING] Phase 1 proposal mismatch IKE_LOG

If you see that Phase 1 IKE SA process done but still get [alert] or [info] log

message as below, please check ZyWALL/USG Phase 2 Settings. ZyWALL/USG and
ZyWALLIPSec VPN Client must use the same Active Protocol, Encapsulation,
Proposal, PFS and set correct Local Policy to establish the IKE SA.

MONITOR > Log

info IKE [SA] : No proposal chosen IKE_LOG
info IKE [SA] : Tunnel [WIZ_VPN_PROVISIONING] Phase 2 propesal mismatch IKE_LOG
info IKE [SA] : No proposal chosen IKE_LOG
info IKE [ID] : Tunnel [WIZ_VPN_PROVISIONING] Phase 2 Lecal pelicy mismatch IKE_LOG
If you see [alert] log message as below, please make sure you create a user

account for the ZyWALL IPSe c VPN Client user on ZyWALL/USG or the external
authentication server. Or please check your password matches the settings in the

user account.

MONITOR > Log

alert User Failed login attempt o Device from hitp/hitps (incorect possword or inexistent usernams) Account: Remote_Client
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Make sure the service HTTPS Port on IPSec VPN Client application is available.

Make sure the To -ZyWALL security policies allow IPSec VPN traffic to the
ZyWALL/USG. IKE uses UDP port 500, AH uses IP protocol 51, and ESP uses IP

protocol 50.

The ZyWALL/USG supports UDP port 500 and UDP port 4500 for NAT traversal. If you
enable this, make sure the To -ZyWALL security policies allow UDP port 4500 too.
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How to Configure Site -to-site IPSec VPN with FortiGate

This example shows how to use the VPN Setup Wizard to create a site -to-site VPN
between a ZYWALL/USG and a FortiGate router . The example instructs how to
configure the VPN tunnel between each site. The example instructs how to

configure the VPN tunnel between each site. When the VPN tunnel is configured,

each site can be accessed securely.

Local Network Local Network

B iy
;fl,,:'—‘l J— [ -—ﬁ\ =

____________________________________________ VPN Tunnel VPN Tunnel SRR EEEEEEE S S EEEEEEEEEEEREEEEEEE s nannn]
ZyWALL USG FortiGate
WAN IP 172.101.30.68 WAN IP 172.100.30.40
LAN [P 192.168.1.1 LAN IP 192.168.2.99

Network 192.168.1.0 : | Network 192.168.2.0 !
Netmask 255.255.255.0 | i Netmask 255.255.255.0 ;

ZyWALL Siteto -site IPSec VPN with FortiGate Connected

nNote: All network IP add resses and subnet masks are used as examples in this article.
Please replace them with your actual network IP addresses and subnet masks. This

example was tested using USG310 (Firmware Version: ZLD  4.25) and FortiGate 100D
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Set Up the IPSec VPN Tunnel on the ZyWALL/USG

In the ZyWALL/USG, go to Quick Setup > VPN Setup Wizard , use the VPN Settings

wizard to create a VPN rule that can be used with the FortiGate. Click Next.

Quick Setup > VPN Setup Wizard > Welcome
VPN Setup Wizard

Wizard Type * VPN Sefings » Wizard Completed
1 2 3

Welcome

VPN Settings

- Wizard Type
- VPN Settings
- Wizard Completed

© VPN 5ettings for Configuration Provisioning

- Wizard Type
- VPN Settings
- Wizard Completed

© VPN Settings for LZTP WPN Seftings

- VPN Settings
- General Settings
- Wizard Completed

Choose Express to create a VPN rule with the default phase 1 and phase 2 settings

and use a pre -shared key to be the authentication method. Click Next.

Quick Setup > VPN Setup Wizard > Wizard Type

VPN Setup Wizard

Wizard Type > VPN Setfings * Wizard Completed

Please select the type of VPN policy you wish to setup.
Type of VPN policy

Express

O Advanced
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Type the Rule Name used to identify this VPN connection (and VPN gateway). You
may use 1 -31 alphanumeric characters. This value is case  -sensitive. Select the rule

to be Site-to-site. Click Next.

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Sce nario)

VPN Setup Wizard

Wizard Type * VPN Seftings * Wizard Completed
1 =)
2

Express Settings

IKE Version

IKEv]
O IKev2

Scenario

Rule Name:

@ Site-to-site

© Site-to-site with Dynamic Peer

|WiZ_VPN_Fortigate |

© Remote Access (Server Role)

© remote Access [Client Role)

Configure Secure Gateway | P as the Forti

Gateds WAN |

172.100.30.40). Then, type a secure Pre-Shared Key (8-32 characters).

Set Local Policy to be the IP address range of the network connected to the
ZyWALL/USG and Remote Policy to be the IP address range of the network

connected to the FortiGate.

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Configuration)

VPN Setup Wizard

Wizard Type * VPN Seffings * Wizard Completed

1 2 3
Express Seftings
Configuration
Secure Gateway: (IP or FQDN]
Pre-Shared Key:
Local Policy (IP/Mask):  [192.188.1.0 | /2s55.255.255.0 |
Remote Policy (IP/Mask): [192.168.2.0 | /2552552550 |
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This screen provides a read -only summary of the VPN tunnel. Click  Save.

Quick Setup > VPN Set up Wizard > Welcome > Wizard Type > VPN Settings

(Summary)

Now the rule is configured on the ZyWALL/USG. The Phase 1 rule settings appear in
the VPN > IPSec VPN > VPN Gateway screen and the Phase 2 rule settings appear

in the VPN > IPSec VPN > VPN Connec tion screen. Click Close to exit the wizard.

Quick Setup > VPN Setup Wizard > Welcome > Wizard Type > VPN Settings > Wizard
Completed
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