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Audience

Network Engineers

Network Administrator

1 Preface

Obtain Technical Assistance

Ruijie Networks Websites: https://www.ruijienetworks.com

Ruijie Service Portal: https://caseportal.ruijienetworks.com

Welcome to report error and give advice in any Ruijie manual to Ruijie Service Portal
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2 Product Introduction

2.1 Cloud-managed Access Points

Reyee cloud-managed access point is a high performance for indoor/outdoor/wall scenarios. Compliant with 802.11ac wave2
Wi-Fi protocol, cloud-managed series access points support MU-MIMO dual stream technology.

The industrial product design makes the product is simple to install and maintenance.

Cloud-managed access points support self-organizing network.
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Provide better performance based on Dual-band Wi-Fi
Supports 2.4GHz and 5GHz dual-band communication, providing access rate of 400Mbps at 2.4GHz, 867Mbps at 5GHz and
up to 1267Mbps per AP. It can provide 5GHz frequency band with less interference, wider channel, and faster speed for the

terminals, allowing the users to enjoy excellent wireless experience.

Seamless Layer 3 Roaming
The device supports Layer 3 roaming for the complex Layer 3 network. When users move across the Layer 3 networks,

seamless roaming can be achieved without service interruption.

Support Self-organizing networking feature

Self-organizing networking feature, which breaks through the product limitations and realizes auto-discovery, auto-networking
and auto-configuration between routers, switches, and wireless APs without the need for controllers or Internet access. With
the mobile app, users can quickly complete the device deployment and configuration, remote management, operation and
maintenance of the entire network, which greatly reduces the investment of equipment cost, labor cost and time cost in the

process of wireless network construction.

2.2 Reyee Switch

Reyee switches are designed to offer reliable and professional choices to businesses of all sizes. Unmanaged switches are
well suited for businesses requiring no management or monitoring of their LAN, smart/L2 switches provide a cost-effective
solution for small and medium-sized businesses, and L3 managed switches provide a scalable and stable solution for large

organizations, campus networks and ISP networks.

Ruijie Cloud App/ Ruijie Cloud Platform Remote Management

The Reyee managed switches not only support web interface management, but also support life time free Ruijie Cloud App
and Ruijie Cloud platform remote management. Users can view the network status, modify the configuration, and
troubleshooting at home. In addition, the PoE port can be restarted remotely to restart the faulty POE camera. With the mobile

app, users can quickly complete the device deployment and configuration, remote management, operation and maintenance
of the entire network, such as NVR/ Camera recognition, configure VLAN, real time monitoring, real time alarm, and reboot
remotely , which greatly reduces the investment of equipment cost, labor cost and time cost in the process of wireless network

construction.

Self-Organizing Networking Feature
Self-organizing networking feature, which breaks through the product limitations and realizes auto-discovery, auto-networking

and auto-configuration between routers, switches, and wireless APs without the need for controllers or Internet access.

Full-Power PoE Supporting POE Cameras at Maximum Capacity
Ruijie Reyee smart surveillance switches support full-power PoE output, powering PoE network cameras for all PoE ports
simultaneously. Whether it is day or night, the infrared light of the camera is on or off, it can ensure that all POE network cameras

are powered.
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2.3 Easy Gate Series Router

Ruijie Reyee RG-EG series Router is a cloud managed router designed for villas and smart home, restaurant, small offices,
homestay hotel. it is affordable, small and easy to use, but at the same time comes with 500M-600M bandwidth and supporting

up to 200 terminals.

RG-EG series can perform per-port VLAN configuration to achieve port isolation, and integrate with smart flow control to achieve

comprehensive network planning and perform local and remote network diagnosis.

2.4 EST310 Bridge

5GHz wireless bridge, including 2 devices for the recorder-end and camera-end, paired by default without
requiring any configuration, 1 100M LAN port, up to 867Mbps throughput, built-in directional antenna,
support one-to-many bridging, EWeb/ Ruijie Cloud app management, 12VDC and 24VDC non-standard
PoE, wall-mounted/ pole-mounted installation

3 Daily Maintenance

3.1 Device Login

eWeb is a Web-based network management system that manages or configures devices. You can access eWeb via browsers

such as Google Chrome.

Web-based management involves a Web server and a Web client. The Web server is integrated in a device, and is used to
receive and process requests from the client, and return processing results to the client. The Web client usually refers to a
browser, such as Google Chrome IE, or Firefox.

Network Topology
As shown in the figure below, you can access the eWeb management system of an access or aggregation switch via a PC
browser to manage and configure the device.
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[ e e e s |

Reyee Switch

PC

1)Set PCO6s | P as sQObtpmmarelh address dueomatically.
2) Visit http://192.168.110.1 by Chrome browser.
3)Enter the password on the |l ogin page and click ALogino.

Default Password: admin
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Ruijie

Hi, EG205G

Forgot Password? | Englisn v|

For the Reyee EG device, you may use either 192.168.110.1 or 10.44.77.254 to access the device.
For the Reyee switches, you may use 10.44.77.200 to access the device.

For the Reyee AP, you may use either 192.168.120.1 or 10.44.77.254 to access the device.

For the EST, you may use 10.44.77.254 to access the device.

The default login password for all Reyee devices is admin.

You may visit https://10.44.77.253 to login to the master device of Reyee network.

3.2 Change Password

Login to the master device and choose Network A Password to change the device password.


https://10.44.77.253/
https://10.44.77.253/
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lUyle | Reyee > Ruijie OMACC =3Download App & Network Setup @ Network Check i Alarms  [3

5% Overview
o Device Password

® Online Clients Change the device password. Please log in again with the new password later. @

Gateway * Old Password =

= Wireless ¥ * New Password ®

B Switches * Confirm Password ®

== Network &
Time
Password
Scheduled Reboot

Reboot & Reset
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3.3 Factory Reset

Option 1: Press the fAReset o butt stofaatoryresehtbedevieeri ce f or more than

Option 2: Login to the eWeb of the device reset all device in the network.

lu'j’e ‘ Reyee > Ruijie OMACC S Download App £ Network Setup & Network Check pj Alarms  [3

&% Overview

o Network Management @
@ Online Clients

o The action here may affect the whole network. Please be cautious. If the page does not respond, please log in again.

[A Gateway
. wor
% Wireless Network Management
2 Switches Action Reboot
¥ Network - Option Unbind Account (The devices of this account will be removed from MACC and will not be managed by this account).
"
Password

Scheduled Reboot

Reboot & Reset
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4 Quick Provisioning

4.1 Quick provisioning via Ruijie Cloud APP

Network Topology

Reyee Router

Reyee Switch
Reyee AP
&
Q Phone
1) I f your mobile phone does not have the Ruijie Cloud App i
install it on your mobile phone. Below is an example of search
the App directly.
2) Ruijie Cloud App provides a quick start to Create Network and Add Device. You can follow the steps below to finish

provisioning.

Stepl: Connect to the Wi-Fi with Reyee AP.

Step2: Choose the SSID of A@Ruijie_mXXXXo.
Step3: Check all the devices are detected.

Step4: Add the project name and password.

Step5: Finish the WAN configuration.

Step6: Add the wireless configuration.

Step7: Finish all the configuration.
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Step8: Devices all online in Ruijie Cloud.

< Choose How to Create Project < Discover Device Can not find device?
Project Qo
My Shared Project Case Connect Wi-Fihome 2 devices are detected.
bt Please connect to the WiFi: Unmanag NB! are not

ReyeeOnlineDemo @ @»
Letter morb
!

&1 @1 On-site| Cloud @RUijie

i
Last 4 digits of device MAC =
Reyee321 3 } -
Wait until = appears, and return to Ruijie Cloud App to LG‘IDbG
& continue. LY
' ]
M1 @1 M1 On-site] Cloud | €52266C-P
°
X Choose How to Create Project s
| RAP1200(E)
X _—
L g »
Scan or enter SN Connect to Wi

01 02 03

< Basic Config < Basic Config < Add WiFi
Project Config Project Config » WAN Config Please enter the SSID and password.
Project Name SsID
Link1(WANO)
TestRY PPPOE DHCP Static IP Reyeatest
Management Password e Open o

g 172.18.158.150

Type Subnet Mask
Hotel 255.255.255.0
Gateway
172.18.158.1

DNS Server

192.168.58.95

04 05 06
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Add succeeded

< TestRY ls} < TestRY <
(
| tel Pri Hotel Project Status
Excellent
a nine Devices 3 T (Tie) New report is ready for the project. [}
Offime Devices:0 [ 4
Add succeeded T
Oniine Devices: 3 —
@ Oftline Devices: 0 &=
Intermer Topoiagy.
ecose |
| @
Wi-F @Ruljie-m1111 ) —— Camera
- — EG106G
esaze0c-p | =t
| @
5 o —_—
- E5226GC-P
RAP1200(E
[
1 =
2

RAP12007E)
Enter Project

User Experience
User Experience
No Data

Tool Kit Hotel Config Tool Kit Hotel Config

09

4.2 Quick provisioning via Reyee EWeb

Network Topology

Reyee Router

PC

Step 1: Login to Reyee EWeb (http://192.168.110.1), the local devices will be discovered automatically.


http://192.168.110.1/
http://192.168.110.1/
http://192.168.110.1/
http://192.168.110.1/
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R u ,I”é Discover Device

Total Devices: 2.

Please make sure that the device count and topology are correct i

Net Status ( Online Devices / Total )

9

Internet
My Network
New Device (2 devices)
Model SN
ﬂmw‘ry EG105G [Master] 1234567890123

tch RG-ES226GC-P GINWI2E000307

—
Create Network
Ruiie
* Network Name Reyee
* Password =~ ssessesss
1P Assignment PPPoE
* IP Address

The unmanaged switch w

Il not appear in the fist,

1
Gateway

IP Address
192.168.110.1

192.168.110.223

Rediscover

DHCP @ Static IP Address

DHCP

172.18.158.150

* Submask 255.255.255.0
* Gateway = 172.18.158.1
*DNS Server  192.168.58.95

“SSID  Reyee666

Encrypted

* Time Zone

© Open

(GMT +8:00)Asia/Shanghai

Previous

11
Switches

MAC

00.DO:F&1 1111

00:00:F8:20:99:99

Start Setup

Step 2: Create a network based on the actually scenario (PPPoE/DHCP/Static IP Address).

Create Network & Connect

0
Refresh &
N
0/0
APs

Software Ver
EG_3.0(1)811P30,Release(07181202)

ESW_1.0(1)B1P2 Release(07181013)
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° Operation
succeeded.

= Project Name: Reyee

- ssiD: Reyee666
= Password: ruijie123

Redirecting...

Step 3: Login to your Ruijie Cloud Account.

Ru ’j"e Network Setup

Please enter your Ruijie Cloud account to log in.

@ testdemo

6 ceeveeee
| have read and agreed to the Privacy Policy.

Step 4: Select the project type.
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Netwe Setup

rRuijre
° Select Template

Please select the project type.

Project Type
Hotel

You can add WLAN, wired network, and enable loop prevention, DHCP Snooping and flow control by one click

Office

Hotel

ccav

h :
Oty Preview

Sampie hote:
Typical sopobogy ATk WD 230 3 secunity gateway

1 Hotel network planning

| Configure the switch for the camera connection
TP Chek setect e

[Divide the configured switch ports into wans

2 Hote! apphications

Fow control &

1V access

IEZES S 192.168.110.1 HIIRAL...

Step 5: Enable the services as you need and apply the config.

Network Setup

Ruijie

—_— ° Enable Services

Q:/) Select Template

& Reyee Hotel VLAN Manager

Topology < Refresh
& Ga
o

Succeeded to generate the actual topalogy. Click Refresh to update.
You can enable the following services according to your requirements.

1. Configure Network
Wired Network

(

WLAN

+Add (Divide VLAN) +Add (WiFi)

1 Hotel WLANS are configured and can be enabled.

= Reyee666

: EG1956 IP Segment192.168.125.2-192.168.125.250 Dynamic ~ VLAN: 125

= Guest WiFi

IP Segment192.168.130.2-192.168.130.250 Dynamic  VLAN: 130

2. Configure Function

Smart Flow Control

Limit the network speed of clients odem and gateway, and

Back
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Ru ’l”—é Network Setup

Initial Settipg

Apply succeeded
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5 Reyee EG Series Router Configuration

5.1 WAN Load balance

The load balancing function distributes the data to multiple WAN interfaces to avoid the traffic congestion and provide

redundancy.

Network Topology

& 60

Reyee Router

Reyee Switch

PC

Configuration Steps

Step 1: Choose Gateway A Basics A WAN
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’u'l’e | Reyee > Ruijie OMACC = Download App 4 Network Setup @ Network Check & Alarms
& Overview
Hostname: Ruijie SN: 1234567890123 IP Address: 172.18.158.150 © Rebot
@ Online Clients e EG105G MAC: 00:D0:F8:11:11:11
[A Gateway Device Overview  Basics ~  Security ¥ Behavior ¥ VPN ¥  Advanced ¥  Diagnostics ¥ System v
Wi ? WAN
= Wireless WAN Settin -
0 Configure W/ LAN C
[2 Switches

Single Line Dual-Line
== Network 3

*IP Assignment  Static IP Address
*IP Address  172.18.158.150 0]
*Submask  255.255.255.0
*Gateway | 172.18.158.1

*DNS Server  192.168.58.95

Advanced Settings

Step 2: Configure the WAN interface accordingly
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RUyle ‘ Reyee > Ruijie

OMACC ElDownload App € Network Setup @ Network Check 4 Alarms

&% Overview

Hostname: Ruijie M:I:: (1): ;-4(';!') r’I:I'!‘“‘W‘z l | IP Address: 172.18.158.150 ® Rebc
T . 4 bl 8

@ Online Clients © EG105G :
£ Gateway Device Overview Basics Security Behavior VPN Advanced Diagnostics System
% Wireless =

WAN Settings C

Configure WAN settings.
2 Switches

Single Line Dual-Line

=+ Network

WAN WAN1 ISP/Load Settings

* IP Assignment Static IP Address
* IP Address 172.18.158.150 &
* Submask 255.255.255.0
* Gateway 172.18.158.1

* DNS Server 192.168.58.95

Advanced Settings

Save

Step 3: Choose ISP/Load Settings, and configure the load mode and interface weight

1. Balanced mode: The traffic will be spread across multiple links according to the weight of each WAN port. For example,

if WAN and WANL1 weight are set to 3 and 2 respectively, 60% of the total traffic will be routed over WAN and 40% over WANL1.

2. Primary & secondary mode: All traffic is routed over the primary interface. Once the primary interface fails, traffic will

be switched over to the secondary interface. If there are multiple primary and secondary interfaces, please configure their
weight (See balanced mode).
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'u’j’e ‘ Reyee > Ruijie OMACC E3Download App & Network Setup & Network Check 7 Alarm:

&% Overview

Hostname: Ruijie SN: 1234567890123 IP Address: 172.18.158.150 @ Ret

@ Online Clients © EG105G MAC: 00:D0:F8:11:11:11
[A Gateway Device Overview Basics - Security ~ Behavior ~ VPN ~ Advanced ~ Diagnostics ~ System ~
= Wireless WAN Settings

o Configure WAN settings. '
2\ Switches

Single Line
== Network

WAN WAN1 ISP/Load Settings

I Load Balancing Settings

Traffic will be routed based on ISP settings preferentially. The remaining traffic will be managed according to load mode.

1. Balanced mode: The traffic will be spread across multiple links according to the weight of each WAN port. For example, if WAN and WAN1 weight are set to 3 and 2
o respectively, 60% of the total traffic will be routed over WAN and 40% over WAN1.

2. Primary & secondary mode: All traffic is routed over the primary interface. Once the primary interface fails, traffic will be switched over to the secondary interface. If

there are multiple primary and secondary interfaces, please configure their weight (See balanced mode).

Load Mode Balanced

Balancing Policy Based on Link

Iif yeil fail to access online bank service, please
select Based on Src IP Address.

* WAN Weight 100

* WAN1 Weight 100

Save

Step 4: Save the configuration
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5% Overview
Hostname: Ruijie SN: 1234567890123 IP Address: 172.18.158.150 ® Ret
@ Online Clients © EG105G MAC: 00:D0:F8:11:11:11
B Gateway Device Overview  Basics Security v Behavior ™~ VPN ~ Advanced ~  Diagnostics System ~
= Wireless .
WAN Settings (
o Configure WAN settings.
[Z\ Switches
il
= Network <

WAN WANT1 ISP/Load Settings

| Load Balancing Settings

Traffic will be routed based on ISP settings preferentially. The remaining traffic will be managed according to load mode.

1. Balanced mode: The traffic will be spread across multiple links according to the weight of each WAN port. For example, if WAN and WAN1 weight are set to 3 and 2
o respectively, 60% of the total traffic will be routed over WAN and 40% over WAN1.

2. Primary & secondary mode: All traffic is routed over the primary interface. Once the primary interface fails, traffic will be switched over to the secondary interface. If
there are multiple primary and secondary interfaces, please configure their weight (See balanced mode).

Load Mode Balanced

Balancing Policy Based on Link

If YOU fail to access online bank service, please
select Based on Src IP Address.

*WAN Weight 100

* WANT Weight 100

Save

5.2 VPN

IPsec VPN

Networking Requirements

The HQ and branch routers use static IP addresses. The HQ router needs to verify the IP address of the branch router.

Network Topology
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Gi0/5: 192.168.33.56 Gi0/6: 192.168.33.235

GID/S

Routers in the HQ and branch
132.168.2.0 both use static IP addresses. 192.168.1.0

Configuration Key Points

1. Configure router A in the HQ as the IPsec server.

2. Configure router B in the branch as the IPsec client.

3. Keep parameter settings at both ends consistent. The parameter settings in this case are as follows:
Authentication mode: pre-shared key, with the key set to ruijie.

IKE algorithm: 3DES-MD5, DH2

IPsec negotiation scheme: ESP(3DES-MD5)

Configuration Steps

Step 1: Configure the HQ router. Choose Gateway Y VPN Y IPSec Y Add to add a policy.
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lUlj’e ‘ Reyee > Ruijie 2Download App & Network Setup @ Network Check 7 Alarms

& Overview
Hostname: Ruijie SN: 1234567890123 IP Address: 172.18.158.150 () Rebo
@ Online Clients e EG105G MAC: 00:D0:F8:11:11:11
[ Gatewa Device Overview  Basics ¥ Security ™ Behavior ¥ VPN ~  Advanced ™ Diagnostics ¥ System v
y g
= Wireless : ) ) ] IPSec
IPSec Security Policy IPSec Connection Status
[\ Switches . "
IPSec Security Policy
Note: Example: IP address/number of subnet mask bits. @
= Network Tip: If it is set to 192.168.110.x/24, the address range is from 192.168.110.1 to 192.168.110.254.
——
| Policy List + Adc
SR
Upto 1 entries can be added.
Policy Type Policy Name Peer Gateway Local Subnet Peer Subnet Status Action

No Data

Step 2: Configure the sskaredkey Foshuildiegd/BN vath diherdReyeesE® derigs roaters, you may
keep the default setting of fASet | KE Policyo and fAConnection P
accordingly.
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Edit
Policy Type Client © Server

* Policy Name

Interface

* Local Subnet 192.168.110.0/24

* Pre-shared ruijie

Key

Status ()

1. Set IKE Policy

2. Connection Policy

Step 3: Configure the branch router. Fill in the Peer Gateway ( HQ6 s publ i ¢ | P &aata Subrses PeerrSubshet mai n) ,

andPreeshared Key (need to be the same as HQ6s key)
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L2TP/PPTP VPN

L2TP/PPTP support server and client,

Edit

Policy Type @ Client

* Policy Name

* Peer Gateway

Interface

* Local Subnet | 192.168.1.0/24|

* Peer Subnet 192.168.110.0/24

* Pre-shared ruijie

Key

status @D

1. Set IKE Policy

2. Connection Policy

Cancel
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Overview  Basics ~  Security ~  Behavior ¥ VPN ~

L2TP Settings Tunnel List

@ L27P settings

L2TP Enable ()

L2TP Type @ L2TP Server L2TP Client
* Local Address 14,1.1.1
*|PRange = 14.1.1.2-14.1.1.100
*DNS Server | 114.114.114.114
IPSec Security MNo

* PPP Hello Interval 10

Save

Overview Basics Security ¥ Behavior ¥ VPN~  Advanced ¥  Diagnostics *  System “

© VPN Clients
| VPN Client List
Upto 30 entries can be added.

Username Service Type

123456 L21p

Advanced ~

Sec

Network Mode

Router to Router

Peer Subnet

192.168.1.0/24

Status

Enable

| + Add H T Delete S

Action

Edit Delete
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Overview  Basics ™ Security ™ Behavior ¥ VPN ™~

PPTP Settings Tunnel List

€ rrTP settings

Enable PPTP D

PPTP Type ) PPTP Server PPTP Client

* Local Address 14.1.1.1

*|P Range 14.1.1.2-14.1.1.100
*DNS Server | 8888
* PPP Hello Interval 10
Save
Owverview  Basics ¥ Security ¥  Behavior ™ VPN ~  Advanced ™ Diagnostics ¥ System
PPTP Settings Tunnel List
0 Tunnel List
Username Server/Client Tunnel Name Virtual Local IP
123456 Client pptp 100.1.1.2

Advanced ™~

Leconds

Access Server IP

172.26.4.207

Peer Virtual IP

100.1.1.1

DNs

114114114114

With the PPTP/L2TP VPN Client, the branch clients no longer need to create a tunnel with the VPN server separately, and

can communicate with HQ by connecting to EG

T Delete Se

Action
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Overview  Basics ~  Security ~  Behavior ¥ WPN ~  Advanced ™~
L2TP Settings Tunnel List
© L27P Settings
L2TP Enable @)
LZTP Type L2TP Server @ L2TP Client
* Username 123456
* Password snenes &
Interface = WAN v
Tunnel IP @ Dynamic Static
*Server Address | 172.26.4.207
*Peer Subnet | 192.168.1.0/24
IPSec Security No v
Work Mode @ NAT Router
* PPP Hello Interval 10 Sec
Overview Basics ¥ Security ¥  Behavior ¥ VPN ¥  Advanced v  Diagnostics ~  System *
L2TP Settings Tunnel List
© Tunnel st
Username Server/Client Tunnel Name Virtual Local IP

123456 Client 12tp

200.1.1.2

Access Server IP

172.26.4.207

Peer Virtual IP

200.1.1.1

DNS

114114114114

Ti] Delete Se

Action

Delete
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PPTP Settings Tunnel List

€ rrTP settings

PPTP Enable @D

PPTP Type PPTP Server © PPTP Client

* Username 123456
*Password | ssssss @
Interface WAN
Tunnel IP @ Dynamic Static
* Server Address 172.26.4.207

* Peer Subnet | 192.168.1.0/24

Work Mode @ NAT Router
*PPP Hello Interval | 10 Sec
Save
Overview  Basics ¥ Security ¥ Behavior VPN ~  Advanced Diagnostics System

PPTP Settings Tunnel List

o Tunnel List

Username Server/Client Tunnel Name Virtual Local IP Access Server IP Peer Virtual IP DNS

123456 Client pptp 100.1.1.2 172.26.4.207 100.1.1.1 114114114114

5.3 Smart Flow Control

Reyee Smart Flow Control is a feature used to avoid congestion by optimizing user traffic. The working principle is shown as
below: when the total user traffic is low than the maximum WAN bandwidth, the rate limit policy will not be applied, every user
will get the required bandwidth; However, when the total user traffic exceeds the maximum WAN bandwidth, the user-based
rate limit will take effect. The total WAN bandwidth will be equally allocated to every user. For example, If there are 10 users in
the network, the total user traffic is 200Mbps and WAN bandwidth is 100Mbps, every user will get 10Mbps bandwidth after
enabling the smart flow control feature.

Configuration Steps

1 Delete

Action
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Step 1: Choose Gateway Y Advanced Y Flow Control and enable the feature.

2 u'j’e ‘ Reyee > Ruijie OMACC [=Download App 4 Network Setup & Network Check & Alarms

5% Overview

Hostname: Ruijie SN: 1234567890123 IP Address: 172.18.158.150 ® Reb
:
@ Online Clients e EG105G MAC: 00:D0:F8:11:11:11
[A Gatewa Device Overview  Basics ~ Security Behavior VPN ~ Advanced - Diagnostics ~ System ™
y
= Wireless Routing
Smart Flow Control
-_— Flow Control
2\ Switches S— —
0 Smart Flow Control Session Limit (
Adjust the bandwidth allocated to each user according to the user cc
= Network Port Mapping
| Smart Flow Control Lacal.DINS

Smart Flow Control

If you want to test the WAN speed, please disable smart flow control first.

Save

Step 2: Fill in the WAN bandwidth and Save the configuration.

2 u'l’e ‘ Reyee > Ruijie OMACC S Download App 4 Network Setup @ Network Check @ Alarms

% Overview

Hostname: Ruijie SN: 1234567890123 IP Address: 172.18.158.150 O
@ Online Clients © EG105G MAC: 00:DO:F8:11:11:11
A Gateway Device Overview Basics ~ Security ~ Behavior VPN ~ Advanced ~ Diagnostics ~ System ~
= Wireless
Smart Flow Control
[Z Switches
Smart Flow Control -
o Adjust the bandwidth allocated to each user according to the user count. G
% Network

I Smart Flow Control

Smart Flow Control

Q If you want to test the WAN speed, please disable smart flow control first.

WAN Bandwidth ~ *Up = 100 Mbps *Down 100 Mbps

Save

5.4 Port Mapping

Application Scenario

A customer deploys a server on the LAN and enables the HTTP or other services. The server address is a private address.
WAN users can neither access this address directly nor use services provided by the server. In this case, you can enable the

port mapping function to allow WAN users to access the LAN server.
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For example, the server address is 192.168.1.20 and HTTP is enabled. As the server address is a private address, WAN users
cannot directly access the HTTP service provided by the server. In this case, you can map the server address and server ports
to a public network address on the EG device so that WAN users can access the HTTP service provided by the server.

Networking Requirements

1. The WAN lineis asingle 10 Mbps fixed line. The address is 122.133.2.22, subnet mask is 255.255.255.0, and DNS address
is 218.85.157.99.

2. There is a remote desktop server on the LAN. The IP address of the server is 192.168.1.20. If the LAN server needs to be
accessed from the WAN, port mapping is required to map the interfaces of the LAN server to the public network. Network

Topology

Crm o g )

1

~\ WAN user

i0/0 ’ Gateway: 192.168.1.1|

|

.‘ = ‘ ’Access switch |

| server |

Figure 1

Configuration Steps

Step 1: Choose Gateway Y Advanced Y Port Mapping
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R Ull,lé ‘ Reyee > Ruijie

OQMACC = Download App £ Network Setup & Network Check 4 Alan

52 Overview

@ Online Clients
[ Gateway

= Wireless

[Z\ Switches

== Network

Hostname: Ruijie

e EG105G

Device Overview  Basics ¥ Security “

Port Mapping NAT-DMZ
o Port Mapping
| Port Mapping List

Up to 50 entries can be added.

Name Protocol

Total 0 10/page n

Step 2: Add a new Policy

SN: 1234567890123 IP Address: 172.18.158.150
MAC: 00:D0:F8:11:11:11

Advanced Diagnostics ¥ System v

Routing
Flow Control

Session Limit

Port Mapping

Local DNS

External Port Internal IP Address

No Data

+ Add

Internal Port

T Delete Sel

Action
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Protocol

External IP Address

* External Port/Range
* Internal IP Address 192.168.1.20

* Internal Port/Range

Cancel

Internal IP Address: Indicates the IP address of the server.

Internal Port/Range: Indicates the port for the server that is to provide external services.

External IP: Indicates the IP address of a WAN port.
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External Port/Range: Indicates the target WAN service port of port mapping.

5.5 Authentication

Cloud Auth

Configure the Cloud authentication on cloud and sync to EG. Then need to check the configuration on
EG Eweb.

| Cloud Portal Auth { only supported on P50 and higher versions ]

Note
1. The Voucher/Account portal authentication on gateway does not support speed limit and flow quota limit that defined on profile.
2. The Voucher/Account portal authentication on gateway does not support flow usage display.

3. Only One-click/Voucher/Account/SMS authentications are supported on the gateway {(Facebook auth is not supported)

Auth @ After you enable Cloud Portal Auth, it will be synced to the Reyee EG automatically.
Portal Escape @

Auth IP/Range 192.168.110.14-192.168.110.26 +

Seamless Online @ @ 1 Day v

Please select a portal or add a new portal.

fa

) Voucher Login

Access Code

(Q One-click Login

(2] Account Login
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2 Overview

- . . Hostname: Ruijie SN: H1MQBWB006802 IP Address: 172.26.7.55 MAC: 00:74:9C:DF:8F:1B
@ Online Clients ® EG105G-P
[ Router Overview  Basics Security Behavior ¥ VPN Advanced ¥ Diagnostics ~  System ~
F Wireless ‘ ) . i

WeChat/SMS/One-Click Auth Account Auth Authorized Auth QR Code Auth Whitelist Ornline Users
[E) Switches N

WeChat/SMS/One-Click Auth

. Connect WiFi via WeChat: Please configure connecting WiFi via WeChat on WeChat public account platform and Ruijie Cloud first. View
F Netwaork (i)

SMIS Authentication: Please configure SMS authentication on Ruijie Cloud first. View

If the IP address of the EAP device is in the authentication IP range, please choose Whitelist to add the EAP MAC address to the MAC address whitelist.
Authentication (@)
*Server Type | SMS/One-Click Auth
* Auth Server URL portal.ruijienetworks.com

Client Escape [ Enable

“IP/PRange | 192.168.110.14-192.168.11¢ Add

EG local authentication

EG local account auth, add the account on EG Eweb and up to 200 accounts can be added.

£ Overview

. . Hostname: Ruijie SN: H1MQBWB006802 IP Address: 172.26.7.55 MAC: 00:74:9C:DF:8F:1B
®Online Clients ® EG105G-P
[ Router Overview  Basics Security Behavior ¥ VPN Advanced ¥ Diagnostics ¥ System
= Wireless

WeChat/SMS/One-Click Auth Account Auth Authorized Auth QR Code Auth Whitelist Online Users
2\ Switches

Account Auth

. 1. Enable account authentication and create an account.
= Network

o 2. A user logs in with the account creatad in step 1 and will be allowed to access the Internet.
Make sure that the device can access the Internet. Gtherwise, the Portal page may not pop up on the terminal.

If the IP address of the EAP device is in the authentication IP range, please choose Whitelist to add the EAP MAC address to the MAC address whitelist.
Account Auth @D

Accounts 1

* Auth IP/IP Range 192.168.110.15 Add

Account Settings Search

Upto 200 accounts can be added.

Username Password

test123

n 10/page

test123

Authorized auth

There are 2 type clients, some are auth clients, some are authorization clients. When auth clients

connect to EG, will pop-up the portal page with a QR code, need the authorization clients to scan the
QR code to authorize.

+ Add
Action
Edit Delete
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& Overview

@ Online Clients

BRouter

= Wireless

(2 Switches

“#Netwaork

Hostname: Ruijie SN: HIMOBWB006802 IP Address: 172.26.7.55 MAC: 00:74:9C:DF:8F:1B
® EG105G-P

Overview Basics ¥  Security ¥  Behavior ¥ VPN~  Advanced >  Diagnostics ~  System >
WeChat/SMS/One-Click Auth Account Auth Authorized Auth QR Code Auth Whitelist Online Users
Authorized Auth
An authenticated user can authorize guests by scanning his QR code.
Make sure that the device can access the Internet. Otherwise, the Portal page may not pop up on the terminal.

If the IP address of the EAP device is in the authentication IP range, please choose Whitelist to add the EAP MAC address to the MAC address whitelist.

Authorized Auth ‘)

Popup Message | Just test

*Auth IP/IPRange | 192.168.110.137 Add
Limit Online Duration (@)
* Duration Limit | 60 minute

* Authorization IP/IP 192.168.110.15

Range

nnect automatically

Tips

Authorization succeeded.

OK

Whitelist of authentication
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Whitelist support user whitelist, IP whitelist, URL whitelist, MAC whitelist and MAC blacklist.

& Overview

SN: HIMQBW 1P Address: 172.26.7.55

Hostname: Ruijic
@Online Clients

® EG105G-P

BRouter Overview Basics ~  Security *  Behavior ¥ VPN Advanced ¥  Diagnostics ¥ System
= Wireless
WeChat/SMS/One-Click Auth ~ AccountAuth  Authorized Auth QR Code Auth  Whitelist
B\ Switches
@ A user configured with whitelisted IP or MAC address can access the Internet without authentication.
“E Network
| User Whitelist
Upto 50 entries can be added,
B o
| IP Whitelist
Upto 50 entries can be added.
n 10/page
= 1urpage
2 Overview

@ 0Online Clients URL Whitelist

Router
a Upto 100 entries can be added.
= Wireless

B Switches

= Network

n 10/page

| mac whitetist

Upto 250 entries can be added.

[+ -

| MAC Blacklist

Upto 250 entries can be added.

- 10/page
Online users list
show

Onl ine users

MAC: 00:74:9C:DF:8F:1B

Online Users

IP/IP Range

No Data

1B/IP Range

No Data

No Data

No Data

No Data

t h e offitbesauth usar. s t

AiDel

eteo

c

an

+ Add

+ Add

+ Add

+ Add

+ Add

1 Delete Sele

Action

T Delete Sels

Action

[ Delete Se

Action

T Delete Se

Action

T Delete Se

Action
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& Overview
N . Hostname: Ruijie SN: HIMQB8W8006802 IP Address: 172.26.7.55 MAC: 00:74:9C:DF:8F:1B

@®Online Clients » EG105G.P

[ERouter Overview Basics ¥ Security ¥ Behavior ¥ VPN  Advanced ¥  Diagnostics System

% Wireless

WeChat/SMS/One-Click Auth ~ Account Auth  Authorized Auth ~ QRCode Auth  Whitelist  Online Users
2\ Swiitches.
© oniine clients
= Network

| Auth Settings

Idle Client Timeout = 15 Min (Range: 5-65535)

Save
Online Clients Search by IP Address
Username 13 MAC Upon Duration(Sec)
0249.036a.d4d0 192.168.110.15 10249.036a.d4d0 2021-2-26 15:46:11 0

B o

5.6 Behavior

APP control

Switch the feature library to international version, choose the blocked applications. Support blocked the

applications with IP address group and Time

Add App

IP Address Group
* Custom
Time

* Blocked App

Remark

Website Management

Step1l Set the website group, the group member can be a complete URL or a domain.

Example: *.ruijienetworks.com

192.168.110.3-192.168.110.110

Weekdays

Social_applications x
InstantMessaging_MOBILE

B Communication

Social_applications
Chat

InstantMessaging_MOBILE
Video

O Shopping
Play
Databank
P2PSoftware
AppStore
Payment

Auth Type

Scan QR Code

3 Refresh

Status

Online

T Delete S

[
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Hostname: EG105G-P SN: HIPTATC001746 IP Address: 172.26.5.195 MAC: CO:BB:E6:35:28:3C
® EG105G-P
QOverview Basics ¥  Security ¥  Behavior ¥ VPN~  Advanced ¥  Diagnostics ¥ System

Website Filtering ‘Website Group

Website Group
(i ] The group member can be a complete URL (example: wyw.baidu.com) or a domain (example: *.56.com)

| Website Group + Add T Delets

Upto 20 entries can be added.

Group Name Member Action
Games duowan.com... More Edit Delete
Finance *.10jgka.com.cn... More Edit Delete

Communication *baihe.com... More Edit Delete
Shopping *.tacbao.com... More Edit Delete

Step2 Set the website filtering, choose the blocked website group. Support blocked the applications
with IP address group and Time

Add Website Filtering

IP Address Group | Custom
*Custom | 192.168.110.3

Weekends

* Blocked Website | Games *  Communication *
Shopping X
a Al

Games

Finance
Status Communication

Shopping
Live
Lusic

Entertainment m
Forum

Mailbox
Story
Sports

5.7 PPPoOE Server

Configuration Steps:

Step 1: Choose Router Y Ad v a nt BRPoE server
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&= Overview

@ Online Clients

[ Router

= Wireless

£\ Switches

= Network

Step 2: Advanced Y Global Settings, enable the PPPoE Server, configure the Local address and IP Range, base on the

Hostname: Ruijie SN: H1PT# IP Address:
® EG105G-P
Overview  Basics ~  Security ~ Behavior ~ VPN ~ Advanced Diagnostics ™
Global Settings Account Settings Account Management Exceptional IP Address

Global Settings

o 1. MAC binding and MAC filtering are not valid for PPPoE clients.
2. The IP address of the PPPoE server cannot overlap with any interface IP range.
3. The authentication function is not valid for PPPoE clients.

scenario, choose the VLAN.

System ™~

Online Clients

MAC: CO:
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2% Overview Overview  Basics ~

@ Online Clients

Global Settings

Account Settings

Security ~  Behavior ~

VPN ~

Advanced ~| Diagnostics ~

Account Management

Exceptional IP Address

{2 Router
Global Settings
s o 1. MAC binding and MAC filtering are not valid for PPPoE clients.
= Wireless 2. The IP address of the PPPoE server cannot overlap with any interface IP range.
3. The authentication function is not valid for PPPoE clients.
L Switches
PPPaE Server |@ Enable Disable
== Network v
Mandatory PPPoE Dialup Enable © Disable
* Local Address 10.44.66.99

* [P Range

VLAN

Primary DNS Server

Secondary DNS Server

* Unanswered LCP

Packet Limit

Auth Mode

& Cnllanca

10.44.66.100-10.44.66.200

Default VLAN

8.8.8.8

Example: 1.1.1.1

10

B PAP [ CHAP

@ MSCHAP 8 MSCHAP2

Range: 1-60

System ~

Online Cl
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Global Settings Account Settings Account Management Exceptional IP Address Cnline Clie

Global Settings

o 1. MAC binding and MAC filtering are not valid for PPPoE clients.
2. The IP address of the PPPoE server cannot overlap with any interface IP range.
3. The authentication function is not valid for PPPoE clients.

PPPoE Server @ Enable Disable
Mandatory PPPoE Dialup Enable @ Disable

* Local Address 10.44.66.99

*|P Range 10.44.66.100-10.44.66.200

VLAN 50

Primary DNS Server 8.8.8.8

Secondary DNS Server

* Unanswered LCP 10
Range: 1-60
Packet Limit

Auth Mode g PAP B CHAP

B MSCHAP B MSCHAPZ

Step 3: Advanced Y Account Settings, create the PPPoE account
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Overview  Basics ¥ Security - Behavior ~ VPN~ Advanced Diagnostics ~  System ™

Global Settings Account Settings Account Management Exceptional IP Address Online Clients

o Account Settings
The account management is not in effect.Enable smart flow control

| Account List
Upto 35 entries can be added. Clients 1

Username Password Expire Date Status

testi23 testi23 2021-06-26 Enable

Step 4: Access to the PPPoE client and configure the PPPoE configuration

Account Management

Remark

+ Add

[ Del

Actic

Edit

D
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o WAN Settings
Configure WAN settings.

Single Line Dual-Line

* |Internet PPPoE
* Username test123

* Password ssssses

© Forgot Account? Obtain Account from Old Device

IP Address 10.44.66.100
Subnet Mask 255.255.255.255
Gateway 10.44.66.99

DNS Server 8.8.8.8
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v Configure WAN settings.
Single Line Dual-Line
* Internet = PPPoE

* Username test123

* Password sasnnes

@ Forgot Account? Obtain Account from Old Device

IP Address 10.44.66.101
Subnet Mask 255.255.255.255
Gateway 10.44.66.99

DNS Server 8.8.8.8

Advanced Settings

*MTU | 1492

* MAC 30:0d:9e:e7:29:17

s02.1QTag @D

*VLAN 1D 50

* Default Preference 0

Step 5: PPPoEServer Y Online Clients, check the PPPOE status

Range: 576-1492.

A smaller value indicates a higher prefere
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Overview  Basics ¥ Security ~ Behavior ¥ VPN ~  Advanced ¥  Diagnostics ¥  System ~

Global Settings Account Settings Account Management Exceptional IP Address Online Clients
o Online Clients

| Account List [i Disconnect
Online Clients 1

Username IP Address MAC Up on Actio

test123 10.44.66.101 30:0D:9E:E7:EQT 2021-06-10 18:16:35 Disconne

5.8 WIO

Wireless Intelligent Optimization (WIO) is an intelligent and automated RF optimization solution specially developed for complex
and multiple wireless AP scenarios.

Configuration Steps:

1) Step 1: Ensure that all device versions are higher than R55 (EG and RAP)

Ruijie | FRcycc | Cloud Auth Test > Ruijie English v O Ruijie Cloud #§Download App & Network Setup @ Network Check 3 Alarms

5 Overview

© Apist

| AP List Group: All Groups Expand List Filter B

@ 0nline Clients

[\ Router

=Wireless N Action Hostname P MAC Status Model Clients Software Ver SN

LE & Manage () Reboot Ruijie 192.168.10.113 C470:4 4 Online RAP2200(F) 1 ReyeeOS 1.55.1906 G1QH1E ]

Wi-Fi

Client & Manage O Reboot Ruijie 192.168.10.204 Ca7007 SA Online RAP1200(F) 0 ReyeeOS 1.55.1906 G1QH2
ients

Blacklist/Whitelist -
10/page

Radio Frequency

LAN Ports

LED

Network Optimization

[\ Switches
- Network v

Step 2: Choose Wireless Y Network Optimization Choose
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RUyre ,!,,Rcycc ‘ Cloud Auth Test > Ruijie English v~ ¢ Ruijie Cloud §#Download App & Network Setup @ Network Check & Alarms
% Overview
Network Optimization Optimization Record
@ Cnline Clients
[%\Router @
Start
= Wireless "
Description:
APs This feature will optimize the self-organizing network to maximize the WLAN performance. Please make sure that all APs have been online.
WicFi Notes:
1. During network optimization, the APs will switch channels, forcing the clients to go offline. The process will last for a while, subject to the quantity of devices. It is recommended you enable network optimi;
Clients 2. If dynamic channel allocation is running in the backend, network optimization will fail. Please try again later.

3. The configuration cannot be rolled back once optimization starts.

Blacklist/Whitelist I have read the notes.

Radio Frequency

Network Opti

LAN Ports

oD | Scheduled Optimization

Network Optimization o Scheduled Optimization

Optimize the network performance at a scheduled time for a better user experience.
[\ Switches.
Scheduled

5= Network B Optimization

Save

Step 3: Start the optimization, about 2 mins

English v &3 Ruijie Cloud Download App & Network Setup @ Network Check & Alarm

s Overview
Network Optimization ‘Optimization Record
@Online Clients -
[\ Router @ :’l‘g 5
Start Scanning Optimizing
= Wireless -
b -~ Scanning
WiH 10% Start: 2021-07-13 17:41:53
Expected Time: 2 minute
Clients [® Radio interference includes WLAN interference and non-WLAN interference.
[® WLAN interference mainly comes from 802.11 WLAN devices, including TP-LINK home routers and some public WLAN devices. It is recommended to negotiate with the device ow
Blacklist/Whitelist provisioning and planning.
[ Non-WLAN interference mainly comes from non-WLAN devices working on 2.4Ghz or 5Ghz band, including microwave oven, Bluetooth and microwave therapy apparatus. The de:
Radio Frequency 802.11 devices, not following CSMA/CA backoff strategy. The devices will occupy the air interface and generate interference, affecting user experience.
B Itis recommended to disable power-saving for PC clients to maintain the WLAN connection even in the sleep mode, saving re-association or re-authentication.
LAN Ports [B Set the roaming sensitivity level to High to ensure that clients will roam smoothly.
LED [ As for iOS-based clients, it is recommended to update to the latest version. Otherwise, the authentication page may pop up slowly and the Wi-Fi icon may light up slowly.

Network Optimization | Scheduled Optimization

2 switches o Scheduled Optimization
Optimize the network performance at a scheduled time for a better user experience.
= Network 4
Scheduled

Optimization

Save

Step 4: APs will scan the WLAN interference and submit to EG
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Ruijie | Rcycc ‘ Cloud Auth Test > Ruijie English v ORuijie Cloud @ Download App & Network Setup @ Network Check & Wart

% Overview
Network Optimization ‘Optimization Record
@ 0nline Clients

© g <)

Start Scanning Optimizing
= Wireless -
Scanning
APs
Wi-F 20% Start: 2021-07-14 14:48:00
= Expected Time: 2 minute
Clients B Radio interference includes WLAN interference and non-WLAN interference.

WLAN interference mainly comes from 802.11 WLAN devices, including TP-LINK home routers and some public WLAN devices, It is recommended to negotiate with the device owners on WLAN provis

Blacklist/Whitelist B Non-WLAN interference mainly comes from non-WLAN devices working on 2.4Ghz or 5Ghz band, including microwave oven, Bluetooth and microwave therapy apparatus. The devices are non-802.11 «

following CSMA/CA backoff strategy. The devices will occupy the air interface and generate interference, affecting user experience.
Radio Frequency B It is recommended to disable power-saving for PC clients to maintain the WLAN connection even in the sleep mode, saving re-association or re-authentication.

LAN Ports [& Set the roaming sensitivity level to High to ensure that clients will roam smoothly.

[ As for iOS-based clients, it is recommended to update to the latest version. Otherwise, the authentication page may pop up slowly and the Wi-Fi icon may light up slowly.
LED
| Scheduled Optimization
Network Optimization

0 Scheduled Optimization

Switches Optimize the netwark performance at a scheduled time for a better user experience.

= Network ’ Scheduled Optimization

Save

Step 5: When optimization finish, will show the optimization result

Ruijie | FRcycc ‘ Cloud Auth Test > Ruijie English v ORuijie Cloud §§Download App & Network Setup @ Network Check /& Wa

s Overview
Network Optimization Optimization Record
@ Online Clients

Router @ @ @ @

Start Scanning Optimizing Finish
= Wireless -
Finish
APs
Optimiation finished on 2021-07-14 14:48:35
WisFi Time: 35 seconds
Clients Success

Blacklist/Whitelist Back Cancel Optimization

Radio Frequency

| Scheduled Optimization

LAN Parts
o Scheduled Optimization

LED Optimize the network performance at a scheduled time for a better user experience.

Network Optimization Scheduled Optimization

[\ Switches

Save

Step6:Cl i ck AView Detail so, wi || show with overview and details
Overview, show the interference for all APs

“FNetwork v
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Cloud Auth Test > R English ~ QR

% Overview
Network Optimization Optimization Record
@ Online Clients -
Last Optimized:2021-07-13 16:47:54

& Router You have optimized 2 APs and improved the performance by 89.58%!
=Wireless n Overview Details
Bef: At
APs ) Seore [ Afer Top10
Interference
Wi-Fi i
Clients
Blacklist/Whitelist 0.8

Radio Frequency

LAN Ports
0.6+

LED
Network Optimization
0.4

[\ Switches

Network :
0.2

Ruijie_2.4G Ruijie_5G Ruijie_2.4G Ruijie_5G

Auth Test > R English ~ OR

&% Qverview
Network Optimization Optimization Record
@ Online Clients -
Last Optimized:2021-07-13 16:47:54

[ Router You have optimized 2 APs and improved the performance by 89.58%!

ZF Wireless ~ Overview Details Co-channel interference Adjacent-channel
APs Hostname Band N Channel Channel Width Transmit Power Sensitivity CCl (Before/After) ACI (Before/After)
WilFi (Before/After) (Before/After) (Before/After) (Before/After)

i-Fi
Clients Ruijie 24G G1QH16Q051978 1/ 40 100 0/90 1/0 0
Blacklist/Whitelist Ruijie 5G G1QH16Q051978 149/36 80 100 0/90 1/0 0
Radio Frequency Ruijie 24G G1QH26P01384A 1 40 100 0780 1/0 0
Ruijie 5G G1QH26P01384A 149 80 100 0/68 1/0 0

LAN Parts

LED n 10/page

Network Optimization

Support scheduled Optimization
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Ruijie | FRcycc | Cloud Auth Test > Ruijie English v O Ruijie Cloud §#Download App & Network Setup @ Network Check & Al
s Overview
Network Optimization Optimization Record
@ Online Clients
[Z\ Router @
Start
= Wireless -
Description:
APs This feature will optimize the self-organizing network to maximize the WLAN performance. Please make sure that all APs have been online.
Wil Notes:
1. During network optimization, the APs will switch channels, forcing the clients to go offline. The process will last for a while, subject to the quantity of devices. It is recommended you enable network o
Clients 2. If dynamic channel allocation is running in the backend, network optimization will fail. Please try again later.

3. The configuration cannot be rolled back once optimization starts.

Blacklisty/whitelist I have read the notes.

Radio Frequency

LAN Ports
D | Scheduled Optimization
Network Optimization o Scheduled Optimization
Optimize the network performance at a scheduled time for a better user experience.
[\ Switches
Scheduled @D
& Network Optimization
Day  Sun
Time = 03 | 00

1) When there are only RAP2200(F), RAP1200(F) and no EG in the network, WIO is not supported (no EG and only 100M
AP projects cannot be used WIO)

2) When there is no EG in the networking, WIO can only be used for networking with less than 50 APs (without EG, projects
with less than 50 Gigabit APs networking can complete)

3) WIO can be used when there is EG

Support Models

Gateway: EG105G, EG105G-P, EG105GW, EG210G-P, EG105G-V2

RAP: RAP2200(E), RAP2200(F), RAP1200(F), RAP1200(P)

5.8 Load Balancing

Principle
1) The AP reports the number of STAs/traffic information to EG
2) EG judges whether to continue to allow access based on the reported information:

Comprehensively consider the balance of the entire network, and make balance decisions based on
the set start threshold and traffic difference

3) The AP adjusts whether to allow terminal access according to the status by the EG:
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Respond to the information that the terminals reach the upper limit in the disallowed state (auth response
message with Status code 17), and guide the terminal to associate with other APs

Configuration Steps:

Step 1: WirelessY WFi Y Load Balancing

Ruyle %RCVCC ‘ Cloud Auth Test > Ruijjie English v A Ruijie Cloud §@Download App £ Network Setup @ Network Check @ Wamn [3 Default Pass
& Overview
Wi-Fi Settings Guest Wi-Fi Wi-Fi List Healthy Mode Load Balancing
@ online Clients
| Load Ba|ancing + Add I Delete Selected
[\ Router
Upto 32 entries can be added
T Wireless Add APs in an area into a group and enable load balancing. When load is unbalanced in the group, clients will automatically associate to an AP with lighter load.
Example: Add AP1 and AP2 into a group and select client load balancing. Set both the client count threshold and difference to 3. AP1 is associated with 5 clients and AP2 is associated with 2 clients, triggering load balancing. New
APs clients’ attempt to associate to AP1 will be denied, and therefore they can associate only to AP2.
Wi-Fi Group Name Type Rule Members Action
Clients Client Load . . X . .
test Balanci Threshold: 3 Client Count Difference: 2 Max Denial Count: 10 2Members Details Edit Delete
alancing

Blacklist/Whitelist
Radio Frequency

LAN Ports

LED

Network Optimization

[\ Switches
= Network
Step 2: Based-Clients.

Set both the client count threshold and difference to 3. AP1 is associated with 5 clients and AP2 is associated with 2 clients,
triggering load balancing. New clientsfattempt to associate to AP1 will be denied, and therefore they can associate only to AP2.
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* Group Name

* Type

Client Load Balancing

* Rule

* Members

Step 3: Based-traffic.

When an AP is associated with | 3 O clients and the
difference between the currently associated client count and
client count on the AP with the lightest load reaches

3 , clients can associate only to another AP in the
RAP1200(F) List. 0 APs Selected

G1QH26P01384A

RAP2200(F) List . 0 APs Selected
G1QH16Q05197B

When the traffic load on an AP reaches 5*100Kbps and the difference between the current traffic and the traffic on the AP with
the lightest load reaches 5*100Kbps, clients can associate only to another AP in the group. After a client association is denied
by an AP for 10 times, the client will be allowed to associate to the AP upon the next attempt.
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5.9 IPTV

Configuration Steps:

Step 1: Router Y Basics Y IPTV/VLAN

* Group Name

* Type

* Rule

* Members

TEST

Traffic Load Balancing

When the traffic load on an AP reaches | 5
*100Kbps and the difference between the current traffic and
the traffic on the AP with the lightest load reaches

5 *100Kbps, clients can associate only to another
AP in the group. After a client association is denied by an AP
for 10 times, the client will be allowed to associate

to the AP upon the next attempt.




Reyee Series Implementation Cookbook

Ruijie | TRcycc ‘ Cloud Auth Test > Ruijie English -
&2 Overview
. . Hostname: Ruijie SN: H1P! Ip: 172
@ Online Clients ® EG105G-P
[ Router Overview | Basics - Security ™ Behavior ¥ VPN ™ Advanced > Diagnostics ~  System ™
P . WAN
= Wireless ‘
O v
LAN
Switches
& | IPTV/VL IPve Address
“5-Network ~ PoE
Port VLAN
IPTV/VLAN

*LANT  |PTV

Step 2: Configure the IPTV VLAN ID and IP-Phone VLAN ID

Ruyte %RCYCC ‘ Cloud_Auth Test > Ruijie English v ©Ruijie Cloud  #@Download App & Network Setup @ Netwo
% Overview
Hostname: Ruijie SN: HIPT/ IP: 172.26.6.190 MAC: CO:BE
@ 0nline Clients © EG105G-P
[& Router Overview  Basics ¥ Security Behavior ¥ VPN ~  Advanced Diagnostics ¥ System ™
= Wirel
frefess €) 'PTV/VLAN settings.

[Z) Switches

| IPTV/VLAN
-5 Network

*Mode  Custom

* LANO

*LANT  IPTV

* LAN2 IP-Phone

*IPTV VLAN ID 30

* |P-Phone VLAN 1D 35

Internet VLAN 802.1Q Tag

Save
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6 Reyee NBS Series Switch Configuration

6.1 VLAN Setting

A virtual LAN (VLAN) is any broadcast domain that is partitioned and isolated in a computer network at the data link layer.
VLANs work by applying tags to network frames and handling these tags in networking systems i creating the appearance and
functionality of network traffic that is physically on a single network but acts as if it is split between separate networks. In this
way, VLANs can keep network applications separate despite being connected to the same physical network, and without

requiring multiple sets of cabling and networking devices to be deployed.

Configuration Steps:

Step 1: Choose Switches Y Manage to configure the switch

lu'l’e ‘ Reyee > Ruijie OMACC E3Download App € Network Setup @& Network Check 7 Alarms

&% Overview
Switch List

@ Online Clients o View switches in the current network.

[A Gateway I Switch List [ Delete Offline Devices Batch Upgradi
FWireless Action Hostname IP Address MAC Status Model Software Ver SN
2 Switches RG-
Manage ES226 ¢ 192.168.110.224 00:D0:F8:20:99:99 Online ES226... ESW_1.0(1)B1P2,Release(07181013) G1TNW12EO0O0O:
o P
= Network NBS32...
Ruijie & 192.168.110.193 30:0D:9E:53:0F:E1 Online 48GT4... SWITCH_3.0(1)B1 1P30,Re|ease(071&1111@ G1PD49X0017
P
Total 2 10/page n Go to page 1

Step 2: Choose VLAN and Add a new VLAN

Hostname: Ruijic SN: G1PD49X001728

: 192:168 P \
e NBS3200- o : ; y IP Address: 192.168.110.192 O Reboot
: 30:0D:9E:53:0F:E1
48GT4XS-P e
Home VLAN Monitor Ports Security Advanced Diagnostics System

I VLAN List . -+ Batch Add 1l Delete Selected

Up to 4094 entries can be added.( The default VLAN, management VLAN, native VLAN, svi Vlan and access VLAN cannot be deleted.)

VLAN ID Description Port Action
1 VLANOOO1 Gi1-2,Gi5-48,Te49-52,Ag1 Edit
Total 1 10/page n Go to page 1

I Port List @ & Batch Edit
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* VLAN ID: Range: 1-4094

Description: IT departmant Max: 32 characters.

Step 3: Assign the new VLAN to ports.

Hostname: Ruijie SN: G1PD49X00172B
x '
© NBS3200- ) - IP Address: 192.168.110.192 O Reb
48GT4XS-P MAC: 30:0D:9E:53:0F:E1
Home VLAN Monitor ~ Ports ~ Security ~ Advanced ~ Diagnostics ~ System ~
| VLAN List @ + Batch Add + Add 1 Delete Select

Up to 4094 entries can be added.( The default VLAN, management VLAN, native VLAN, svi Vlan and access VLAN cannot be deleted.)

VLANID = Description Port Action
1 VLANOOO1 Gi1-2,Gi5-48,Te49-52,Ag1 Edit
10 IT departmant — Edit Delete
Total 2 10/page n Go to page 1
Port List @ 4 BatchE

Port Port Mode Access VLAN Native VLAN Permit VLAN Action
Gil ACCESS 1 - - Edit
Gi2 ACCESS 1 e - Edit
Gi3 Member port of Ag1.

Gi4 Member port of Agl.
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6.2 Access Control List (ACL)

Batch Edit

Port Mode: Access Port

* Access VLAN:

* Select Port:

- Available

1 3 7 9 1M 13 15 17 19 21 23

il 0P ol ol ol ol ol ol ol o
WREWFEE gy

2 4 6 8 10 12 14 16 18 20 22 24

Iplink Wl Copper

Note: You can click and drag to select one or more ports.

Inverse Deselect

Select All

Cancel

An access control list (ACL) is also referred to as firewall or packet filter in some documents. The ACL controls (permits or

discards) data packets on a network device interface by defining ACEs (Access Control Entries).

Configuration Steps:

Step 1: Choose Switches Y Manage to configure the switch

Reyee > Ruijie

—= Download App

& Network Setup & Network Check 7 Alarmr

Rugie

% Overview

Switch List
@ Online Clients
8 Gateway | switeh Lise

= Wireless

Action Hostname
(& Switches
Manage ES226 &
= Network
vomrz [ ozpage =

@ Jicw switches in the current network.

192.168.110.193

IP Address MAC Status Model

RG-

192.168.110.224 00:DO0:F8:20:99:99 Online ES226...

NBS32...

30:0D:9E:53:0F:E1 Online 48GT4...

Go to page 1

Step 2: Choose Security Y ACL to enter the ACL management page

1 Delete Offline Devices Batch Upg
Software Ver SN =
ESW_1.0(1)B1P2,Release(07181013) G1NW1T2EC

SWITCH_3.0(1)B11P30,Release©0718111 15D  G1PD49XC
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Hostname: Ruijie SN: G1PD49X00172B IP Address: 192.168.110.193 ® Rel
© NBS3200- MAC: 30:0D:9E:53:0F:E1
48GT4XS-P
Home VLAN  Monitor Ports ~ Security ~  Advanced ~ Diagnostics ¥ System v
DHCP Snooping
ACL List ACL Binding
Storm Control
ACL ACL + Add {1 Delete Selec
Port Protection
Upto 512 entries can be added.
ACL Name ACL Type Status Action
No Data
Total 0 10/page n Gotopage 1
Step 3: A&Addo clkut henfito add an ACL
Hostname: Ruijie SN: G1PD49X00172B IP Address: 192.168.110.193 ® R
© NBS3200- MAC: 30:0D:9E:53:0F:E1 ‘
48GT4XS-P
Home VLAN  Monitor ¥~ Ports v~ Security ¥ Advanced Diagnostics System ~

ACL List ACL Binding

ACL T Delete Sele

Upto 512 entries can be added.

ACL Name ACL Type Status Action

No Data

Total 0 10/page n Go to page 1

Step 4: Fill in the ACL name and type to create an ACL
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* ACL Name: ACL10

ACL Type: Based on MAC © Based on IP Address

o

Step 4: Click nADetails to configure the ACL rul e

Hostname: Ruijie SN: G1PD49X001728 IP Address: 192.168.110.193
® NBS3200- MAC: 30:0D:9E:53:0F:E1
48GT4XS-P
Home VLAN Monitor Ports Security Advanced Diagnostics System
ACL List ACL Binding
ACL + Add

Upto 512 entries can be added.

ACL Name ACL Type Status
ACL10 Based on IP Address Inactive
Total 1 10/page n Go to page 1

[ACL10]Settings
ACL: Block © Allow

IP Protocol Number: = Al

Src IP Address: All
192.168.10.0 /| 255.255.255.0

(Address/Submask)

Dest IP: B Al

Existing ACL: (You can click and drag the ACL number to swap the ACL.)

Control

No. Rul
o ule Type

No Data Available

O Reb

i Delete Select

Action

Edit Delete

Action
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[ACL10]Settings
ACL Name: ACL10

ACL: Block © Allow
IP Protocol Number: E All
Src IP Address: All

DestIP: B All

Existing ACL: (You can click and drag the ACL number to swap the ACL)

Control
No. Rule ontre Action
Type
[Src IP Address] 192.168.10.0/255.255.255.0
1 [Dest IP] All Allow Edit
[IP Protocol Number] All

Step 5: Bind the ACL to the interface.
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Hostname: Ruijie SN: G1PD49X00172B
. ;5 '
e NBS3200- U — IP Address: 192.168.110.193 O Rel
: 30:0D:9E:53:0F:E1
48GT4XS-P B
Home VLAN Monitor ~ Ports ~ Security ~ Advanced ~ Diagnostics ~ System ~

ACL List ACL Bind

ACL Binding
The device only filters incoming packets.

I ACL Binding ~+ Batch Add Tl Unbind Selec
Port MAC-based ACL IP-based ACL Action
Gi2 == — Edit
Gi3 Member port of Ag1.

Gi4 Member port of Ag1.

Gi5 -- - Edit
Gi6 = o= Edit
Gi7 <= = Edit
Gi8 == == Edit
Gi9 = - Edit
Gi10 == = Edit

Edit

MAC-based ACL: No Data

IP-based ACL:

Cancel

6.3 Port Isolation

Port isolation implements layer-2 isolation of packets. After port isolation is enabled (which is disabled by default), data cannot
be forwarded between isolated ports.

Configuration Step:
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Step 1: Choose Switches Y Manage to configure the switch

= Download App & Network Setup @& Network Check 5 Alar

&% Overview

Switch List
® Online Clients o View switches in the current network.
[ Gateway | Switch List T Delete Offline Devices Batch Upc
SWireless Action Hostname IP Address MAC Status Model Software Ver SN
2 Switches RG-
Manage ES226 & 192.168.110.224 00:D0:F8:20:99:99 Online ES226... ESW_1.0(1)B1P2,Release(07181013) GTNW12E
e P
== Network NBS32...
Ruijie & 192.168.110.193  30:0D:9E:53:0F-E1  Online  48GT4... SWITCH_3.0(1)B11P30,Release(071811118E8®  G1PD49X
P
Total 2 10/page n Go to page il
Step 2: Choose Security Y Port Protection to configure the port isolation
m Hostname: Ruijie SN: G1PD49X00172B IP Address: 192.168.110.193 ® Re
e NBS3200- MAC: 30:0D:9E:53:0F:E1 <
48GT4XS-P
Home VLAN Monitor ~ Ports ~ Security ~ Advanced ~ Diagnostics ~ System ~
DHCP Snooping
Port Protection
0 The protected ports are isolated from e, Storm Control
ACL
| Port List & Batch
Port Action
Gi1l
Gi2
Gi3 Member port of Ag1.
Gi4 Member port of Ag1.
Gi5
Gi6
Gi7
Gi8
Gi9
Gi10
Total 53 10/page n 2 3 4 5 6 > Go to page 1

Step 3: Enable the Port Isolation on Ports.
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— ©@ Operation succeeded.
ok Hostname: Ruijie Sre. Ur DTUnUU T e worwaarcss. 192.168.110.193
e NBS3200- MAC: 30:0D:9E:53:0F:E1
48GT4XS-P
Home VLAN Monitor ~ Ports ~ Security Advanced ~ Diagnostics ~ System ~

o Port Protection
The protected ports are isolated from each other.

I Port List

Port Action
Gi21
Gi22
Gi23
Gi24
Gi25

Gi26

Gi27

ol

Gi28

Gi29

Gi30

Total 53 10/page < 1 2 B a 5 6 > Gotopage 3

6.4 DHCP Snooping

In the DHCP-enabled network, the general problem facing administrator is that some users use private IP addresses rather
than dynamically obtaining IP addresses. As a result, some users using dynamic IP addresses cannot access the network,
making network application more complex. In dynamic DHCP binding mode, the device records how legal users obtain IP

addresses during the course of DHCP Snooping for security purpose.

Enabling DHCP Snooping helps filter DHCP packets. Only forwards DHCP request packets to the trusted port and DHCP

response packets from the trusted port. The port connected to the DHCP server is configured as the trusted port generally

Configuration Steps

Step 1: Choose Switches Y Manage to configure the switch

O Re

& Batch
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Ruy’e ‘ ReyeelaiR: AOMACC

= Download App £ Network Setup @& Network Check

&% Overview

Switch List
® Online Clients View switches in the current network.
(A Gateway | Switch List
= Wireless Action Hostname IP Address MAC Status Model
2 Switches RG-
Manage ES226 ¢ 192.168.110.224 00:D0:F8:20:99:99 Online ES226...
= P
=== Network NBS32...
Ruijie & 192.168.110.193 30:0D:9E:53:0F:E1 Online 48GT4...
P
Total 2 10/page n Go to page il
Step 2: Choose Security Y DHCP Snooping to configure the DHCP snooping
m Hostname: Ruijie SN: G1PD49X00172B
® NBS3200- MAC: 30:0D:9E:53:0F:E1
48GT4XS-P
Home  VLAN Monitor Ports ~ Security ~ Advanced ~

DHCP Snooping
o Description: Enabling DHCP Snooping Storm Control

and DHCP response packets from the tr

Note: The port connected to the DHcp ACL

Port Protection
DHCP Snooping: Q

Option 82:

Select Trusted Port:

- Available Unavailable

1 3 5 70 9 M 13 15 17 19 21 23

ol o ol ol ol ol ol ol ol ol o
'ﬁ"" L L B b B A

2 6 8 10 12 14 16 18 20 22 24

25 27 29

26 28 30

1l Delete Offline Devices Batch Upx
Software Ver SN
ESW_1.0(1)B1P2,Release(07181013) GTINW12E

SWITCH_3.0(1)B11P30,Release(07181111 888  G1PD49X

IP Address: 192.168.110.193

Diagnostics ~ System

evice only forwards DHCP request packets to the trusted p«

2d port generally.

‘ @ Aggregate [ Uplink Copper

31 33 35 37 39 41 43 j454 47 46

32 34 36 38 40 42 44 46 48 5(

Note: You can click and drag to select one or more ports.

Save

Step 3: Enable the DHCP and select the trusted port (the port connect to a DHCP server)

Select All  Inverse
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;
m Hostname: Ruijie SN: G1PD49X00172B IP Address: 192.168.110.193 Q)
® NBS3200- MAC: 30:0D:9E:53:0F:E1

48GT4XsS-P

Home VLAN Monitor Ports Security - Advanced Diagnostics ~ System

DHCP Snooping

o Description: Enabling DHCP Snooping helps filter DHCP packets. The device only forwards DHCP request packets to the trusted
and DHCP response packets from the trusted port.
Note: The port connected to the DHCP server is configured as the trusted port generally.

DHCP Snooping:-l
Option 82:

Select Trusted Port:

il ~vailable Unavailable W%, Aogregate il Uplink s copper

5 7 9 11 13 15 17 19 21 23 25 27 29 37 39 41

-ﬂb---- ol ol ol ol ol ol ------ K ol olle
'“"" T YW e R l

6 8 10 12 14 16 18 20 22 24 26 28 30 32 34 36 38 40 42 44 46 48

Note: You can click and drag to select one or more ports. Select All  Inverse

Save

6.5 Link Aggregation

Link aggregation is a technology to combine multiple network connections in parallel in order to increase throughput and provide

redundancy in case one of the links should fail.

AP1

Configuration Steps

Step 1: Choose Switches Y Manage to configure the switch
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'U'j’e ‘ Reyee > Ruijie —Download App & Network Setup @& Network Check

&% Overview
Switch List

® Online Clients View switches in the current network.

[A Gateway I Switch List T Delete Offline Devices Batc
= Wireless N Action Hostname IP Address MAC Status Model Software Ver
2 Switches RG-
Manage ES226 & 192.168.110.224 00:D0:F8:20:99:99 Online ES226... ESW_1.0(1)B1P2,Release(07181013) GIN
P
== Network - NBS32...
Ruijie & 192.168.110.193 30:0D:9E:53:0F:E1 Online 48GT4... SW|TCH_3.0(1)B11P30,Release(07181111@ G1P
P
Total 2 10/page n Go to page 1

Step 2: Choose Ports Y Aggregate Ports to configure the link aggregation

Hostname: Ruijie SN: G1PD49X00172B
2 3 3
© NBS3200- SO — IP Address: 192.168.110.193 (
: 30:0D:9E:53:0F:E1
48GT4XS-P }
Home  VLAN Monitor ~ Ports ~ Security v~ Advanced ~ Diagnostics System ~

Basic Settings

Global Settings
© g Aggregate Ports

Load Balance = src g FortMirroring

Algorithm: Rate Limiting

PoE

o

Aggregate Port Settings

Up to 16 aggregate ports can be added. An aggregate port contains up to 8 member ports.

Step 3: Fill in the aggregate port number and select the port member.
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6.6 Storm Control

When there are excessive broadcast, multicast or unknown unicast data flows in the LANSs, the network speed decreases and
packet transmission timeout greatly increases. This is called LAN storm, which may be caused by topology protocol execution

errors or incorrect network configuration.

Users can perform storm control separately for the broadcast, multicast, and unknown unicast data flows. When the rate of
broadcast, multicast, or unknown unicast packets received by the device port exceeds the specified rate, the number of packets
allowed per second, or the number of kilobits allowed per second, the device transmits packets only at the specified rate, the
number of packets allowed per second, or the number of kilobits allowed per second, and discards packets beyond the rate

range, until the packet rate becomes normal, thereby avoiding flooded data from entering the LAN and causing a storm.





























































































































































































